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About the Technical Review
Unlike most technical reviews, this one took a team approach, leveraging the talents of the internal team at KAMIND IT. This book lays out a collective and strategic security road map for businesses using Office 365. It brings together hard-earned “notes from the field” that the team at KAMIND IT has generated to help educate our clients as we support their goals for migrating to a secure environment based on Microsoft Office 365. Also, many customers attended KAMIND IT’s Microsoft Cloud Immersion Experience training and gave feedback and suggestions to further clarify how Office 365 security can be easily implemented.

              [image: A429219_1_En_BookFrontmatter_Figc_HTML.jpg]


            


Introduction
I started writing this book in 2016. At that time, the European Union had just released the new requirements for data privacy. Businesses were being breached, and millions of data records were being stolen and sold. Large organizations such as Sony, Target, and Equifax had millions of records of information stolen and sold on the dark web. Privacy was in turmoil. Some online search companies were selling millions of records of information for revenue. I was concerned and wanted to help businesses that use Office 365 do so in a secure manner.
Fresh off of coauthoring two security books, I personally felt that there were no reasons for having data breaches on Office 365. I researched the problem and discovered that the issue was directly related to the Office 365 subscriptions that the users purchased and their configurations. I also discovered that there was a secondary problem: users and most IT professionals did not know how to configure Office 365 in a secure manner. So, my goal with this book was to produce a practical security guide that could be used by businesses and IT companies in the Office 365 community.
Office 365 is a cloud-based service based on familiar software that you know—the Microsoft Office suite. It simply works, and you don’t have to give up your intellectual property to use the service. Microsoft is adamant that the customer owns the data; Microsoft is only a custodian of the customer data, with a shared responsibility with the client. This is important. Not all cloud solutions are this forthright. My customers who use Office 365 have significantly reduced their IT service costs and their concerns in the areas of data security, compliance, and discovery. They reduce their IT costs because my company helps them choose the correct Office 365 licenses and helps them manage the security and logs.

              This is a critical book of knowledge based on tried-and-true methods to deploy the services for Office 365. Office 365 is a secure service. The challenge was to write a book on a complex subject about security configurations in Office 365 and Azure cloud services and structure the book in such a way that any user could deploy Office 365/Azure securely. In some ways, I consider this a living book about security for Office 365. Not only does it cover the security of today, but given the changing nature of the tech world, the content will expand and evolve with newer tips and techniques through the blog at
              
                  www.kamind.com/blog
                
              .
            
The problem has been how to present the information in a roadmap form that will help you build a secure solution for your company on Office 365. To do this I decided to use the Microsoft 365 E5 subscription along with an Azure Cloud Solution Provider (CSP) subscription and walk through the configuration process.

                Chapter
                1
                , “Why Security and Compliance?”
              
Security and compliance need to be a way of life as business becomes more digital. We need to look at the tools and how we run our businesses to determine how best to manage and secure them. The goal of the chief information security officer (CISO) and business owners is to protect and secure assets to increase business value. Security, Office 365, and Azure are all complex topics. I found the best way to describe this is to use one of the Microsoft simplified roadmaps that shows the security products and how they interoperate with each other. This chapter is an overview of the different security technologies and gives you the background. At the end of this chapter, you will have an understanding of the path we will follow on Office 365 and Azure security configuration.


                Chapter
                2
                , “Azure and Office 365 Security”
              
Office 365 and Azure are complex. As an Office 365 administrator, you need to configure the Office 365 portion of security but also the Azure security services. In this chapter, we build out the Azure data collection portals and the dashboards that are used to monitor and collect data. The information services we configure are Log Analytics Services, Azure Security Center and Office 365 Admin and Compliance Center. As part of this chapter, we link Cloud App Security to start the data collection from Office 365 and the device endpoints. Security is about information collection and analysis. In this chapter, you will see how to set up the Office 365 Security & Compliance Center and Azure Security Center. At the end of this chapter, you will have configured the key cloud data collection services.


                Chapter
                3
                , “Microsoft Secure Score”
              
Security is a difficult topic to address with moving threats. How do you tell whether you need to do more (or even if you have done enough)? In this chapter, you will take a deep dive into your security score and the measures that you can use to configure your Office 365 tenant and Windows 10 Security Center. This chapter talks about the security metrics and how to measure against them. At the end of the chapter, you will have a Microsoft security score (composed of Windows 10 and Office 365) that can be used to manage your security profile and threats against your business in the cloud.


                Chapter
                4
                , “Deploying Identity Management with EMS”
              
In this chapter, you will expand your learning by looking into the Enterprise Mobility Suite (EMS) from the viewpoint of identity management and information protection. Identity is how you manage information about the users and information protection is how you manage a user’s access to protect corporate data. These tools are important in the management of Office 365 and Azure. At the end of this chapter, you will have configured the necessary components required to set up Azure information protection services from the Microsoft 365 E5 suite. You will have configured a base line identity Management and Information protection services in Azure. The Azure integration is a key service that you can use to manage your digital assets.


                Chapter
                5
                , “Mobile Device Management with EMS”
              
How do you manage user devices in the enterprise today? The answer is with Windows Information Protection (WIP), Mobile Device Management (MDM) and Mobile Applications Management (MAM). This chapter walks you through the configuration of MAM, WIP and MDM to manage your environment for Office 365 and Azure. At the end of this chapter, you will have a configured solution for both MAM, WIP and MDM to manage your corporate data. This chapter concludes with some helpful suggestions on the management of the mobile applications in your environment.


                Chapter
                6
                , “Using Office 365 Compliance Center”
              
Office 365 has a set of tools that are preconfigured for the compliance management of Office 365 through the Office 365 Security & Compliance Center. Office 365 includes a complete eDiscovery capability that offers all compliance managers the tools necessary to perform search discovery requests to meet the new regulation requirements. You are left with a “cookbook” on the deployment of the eDiscovery center and how to perform keyword searches across Exchange, OneDrive, and SharePoint.


                Chapter
                7
                , “Step-by-Step Migration”
              
The secret to a successful deployment to Office 365 is picking the correct plan that supports your business. Another key is the planning and purchase process. Once you select a plan, your primary consideration must be to ensure that the migration process is seamless for your organization. This chapter describes the basic purchase choices. It concludes with information about pre-deployment, deployment, and post-deployment.


                Chapter
                8
                , “Managing Office 365”
              
This chapter describes the different administration centers in Office 365 and the most common tools that you will use to administer Office 365. Depending on your Office 365 plan, there are 15 possible administration centers that are used to manage Office 365 and Azure. This chapter focuses on the primary administration portals for your business. The chapter closes with showing you how to use PowerShell to manage your Office 365 tenant.
I want to share with you what I’ve learned over the years so that you can benefit from my mistakes. I’ve been fortunate in that my company is a Microsoft direct Tier 1 Cloud Solution Provider, Cloud Champion, and a multi-year Microsoft Partner award winner. We’ve learned a lot as an early cloud adopter and want to share our experience. I wanted to write the book with a combination of the “why” and the “how-to” so business owners, Corporate Security Officers and IT Managers will have a roadmap to protect your company’s digital assets. Good luck in your journey with the Microsoft Intelligent cloud!
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1. Why Security and Compliance?

Matthew Katzer1 
(1)Hillsboro, OR, USA

 


Whenever IT managers hear the terms security, compliance, and audit, they tend to run and hide. Executive management fears the cost and additional regulations required. In fact, all levels of management are concerned. People think, does the government have access to my information? Are there federal regulations from the Department of Homeland Security to address? Has my company been sued? Executives and IT managers assume compliance and security mean nonplanned budget expenses.
The challenge that we all have is that we do not know what we do not know. It may sound trite, but this is the way people operate. Therefore, we need to change and adapt to a new security mind-set.
Today, all of us have a responsibility to manage information in a secure way. We are the custodians of information. Our role is to manage and protect not only our employees and fellow co-workers’ information but also that of our clients and vendors. This is the new security and compliance mind-set I’m talking about. Many times, we abdicate this duty and do not realize the impact that we have on the users and businesses we support.
This book addresses the issues of security and compliance with Office 365. For us to reach the same destination together, we need to have a common understanding of the problem and the potential solutions that are available. In this book, you will learn how to use Office 365 security services to defend your organization from internal and external threats.
The purpose of this book is to provide you with the necessary tools and information to secure your Office 365 services. There are many solutions that you can use, but there are also many different ways you use those services. My goal is to assist you with additional information that you can use to manage your Office 365 services—in the most secure manner possible. On this journey together, we’ll look at the threats we’re facing in the current environment. Our first task as a team is to understand the threats and the Office 365 tools that can be used to combat the threats.
Security and Hackers
We all need to change the way that we look at security and how we handle threats. Before we can understand the threats, we need to take a step back and look at the industry as a whole and what is driving this new imperative. Security threats are everywhere.
                “There are two kinds of companies: those who’ve been hacked and those who don’t know they’ve been hacked.”
              
—James Comey, Former Director, FBI


To understand hackers (also known as bad actors) today, you need to understand that they are after information in all forms for the sole purpose of selling the information. When an organization is hacked (such as Equifax), the attacker first tries to get into the organization by any means. The bad actor uses phishing attacks or overt trojans on USB memory stick (One of the classic trojans intrusions is to randomly drop a number of USB drives on the side walk in front of a building you want to penetrate. Statistically 1 out of 5 people will pick up the USB memory stick and plug it into their work computer to see what is on the USB memory stick and infect their system with a trojan). Once the hacker is in an organization, the bad actor goes quiet, and there is little detectable movement. The bad actor slowly probes the organization for weaknesses with the sole purpose of understanding the organization. The bad actor covertly learns the organizational structure and begins to understand the business practices and how to subvert them. This is what happens to all organizations, and you can see the results with large data breaches such as Sony and Target. The organizations do not even know their security has been breached.
Compliance and Security Are a Mind-Set
Vigilant companies must protect their environment with methodical planning and security best practices. Security and compliance audits are simple to achieve and do not break the bank. How you service these compliance audits is simply planning for them. This is where Office 365 is a must-have tool. Office 365 makes compliance audits simple because the compliance tools are built into Office 365. When you look at compliance, Microsoft cloud products are far simpler to use and easier to deploy than other methods. For years, Microsoft has been under the scrutiny of the Department of Justice (DOJ) and Federal Trade Commission (FTC) for many of its business practices in early 2000. This oversight has driven Microsoft to develop a common set of software-as-a-service (SaaS) products that are focused on business security.
Microsoft has developed products to address a fundamental business need, that is, to address internal compliance requirements. Today, these products form the basis of the Microsoft threat detection road map (see Figure 1-1).[image: A429219_1_En_1_Fig1_HTML.jpg]
Figure 1-1Microsoft cybersecurity reference—threat detection map (courtesy of Microsoft)




It is also ironic that the pressures that Microsoft faced in years past are now the pressures that we all face in our businesses. That is, how can we create full transparency and information controls in our business practices? As I said, to start we need to change our mind-set. It is all about security and the road map that we use to get to our destination.
Note
Office 365 security/compliance is a large topic. To simplify the view for new users, the approach I will take in this book is to look at Office 365 as an application that runs in Azure. Looking at this from the book’s perspective, Azure provides identity services/management for Office 365. So, this book is about using Azure identity services to manage Office 365 security and configuring those services. I will not go into Azure in much detail, unless it helps clarify Office 365.

The Microsoft cybersecurity road map shown in Figure 1-1 ties all the Microsoft cloud services together. Before you can truly understand this road map, you need to understand where the data comes from and how it is collected. This is where the Intelligent Security Graph shown in Figure 1-2 comes into play. The Intelligent Security Graph is the base information source for Microsoft Threat Detection.[image: A429219_1_En_1_Fig2_HTML.jpg]
Figure 1-2Intelligent security graph (courtesy of Microsoft)




Note
Not on Office 365 yet and wondering what to do next? Chapter 7 covers how to migrate to Office 365.

All new security models for preventing attacks comes down to the analysis of information. Microsoft published the Intelligent Security Graph as the basis of its security backbone. It is the collection of information from billions of devices and data from endpoints around the world. This information is analyzed to look at the user usage of Microsoft programs and at different attacks by bad actors. The data shows trends of attacks, which provides Microsoft with the necessary responses. In other words, this data allows the analytic tools to detect a bad actor and take the appropriate actions to combat the threat. The different Microsoft technologies such as Windows 10 Defender and Windows 10 Advanced Threat Protection (WATP) deploy these defenses automatically to the connected devices. WATP uses new behavioral analysis to defend the desktop and is included in the office 365 subscriptions for Windows 10 E5.
The simplest example of the impact of information collected in the Intelligent Security Graph is to look at the Office 365 login process. You have probably run into the situation where you try to log in to Office 365 in your browser and get prompted to try again. You know that the password is correct and cannot understand why you can’t log into the service.
When you look under the hood and you review the data collected in the Intelligent Security Graph, you will begin to understand that Microsoft looks not only at the location where you are logging into the service but also at how you logged into the service. The way you type your password or login ID is an important action. The pause between letters and how long you wait before you press Enter are other forms of identification. If I look at myself, for instance, my right hand types faster than my left hand. This tracking maps to a unique behavior and a predictable pattern. This is one of my “digital characters.” In this AI-enabled world, everything is collected and analyzed to determine whether it’s really you or a bad actor. If the Office 365 security mechanism classifies you as a bad actor, you need to provide some additional level of authentication to ensure you are who you say you are. In Figure 1-3, the learner builds a pattern for your account. The patterns are unique (albeit not 100 percent trustworthy) and provide a level of guarantee that you are indeed the correct person for the account.[image: A429219_1_En_1_Fig3_HTML.jpg]
Figure 1-3Login processing for Office 365 (courtesy of Microsoft)




As another example, say you use Microsoft security services to manage your account. You can link additional information about you to your account such as cell phone, e-mail address, office phone number, and answers to those pesky security questions. Any information like this is linked into the multifactor authentication (MFA) service and is integrated with Azure Identity Protection (more about this in Chapter 4). Combine this new security information along with a customized Office 365 portal and compute devices that are “joined to Azure Active Directory” and you have a secure compute environment. The integrated security of Office 365 is further enhanced with your credentials and user identity protection.
As a side note, look at your neighbors’ homes as you drive home from work. Do you see homes with alarm signs on them? Are the homes well-lit or dark? If you are a bad actor, which home would you pick to break into? Which home would give you the best opportunity as a thief? Would you pick the well-lit home with the alarm sign on it or the dark house with few lights on and no posted alarm sign? Your Office 365 organization is very much like your home. What are the tools that you need to look at to make it so the bad actors look somewhere else? What changes do you need to make in your business processes and basic configuration so that the environment is much more difficult to clone? Do you have a universal cloud-based signature (like Crossware, 
                  https://www.crossware.co.nz
                ) that signs all e-mail from all devices in the same way so you can easily tell whether your e-mail has been spoofed? You need to approach your SaaS security from this mind-set—assume that you could be breached and put tools in place to make it difficult for the bad actors to impersonate you.
You can add internal security controls with Azure privilege identity to control access to the Office 365 tenant by your administrators. Figure 1-4 shows my home page login for Office 365, and it is different from the generic home page login for Office 365. This difference is important for the simple reason that the bad actors do not expect it.[image: A429219_1_En_1_Fig4_HTML.jpg]
Figure 1-4Customized login portal for Office 365




Changing your home login screen for Office 365 helps your employees recognize when something is not quite right. The bad actors send out millions of e-mails in an attempt to break into a company, so if you change the default look (like putting the alarm sign outside of your house), you also make it difficult for the bad actors to penetrate the company. When your users receive a phishing e-mail and someone clicks the bait (yes, there will be one person who will click the link in the e-mail no matter how much training you do), they know that the company’s front door is different (because you have trained them) and so do not try to log in to the phishing site with their credentials. This is a simple thing to do to make your digital home harder to breach than your neighbors’ homes. If you make this simple change, you will have completed the following:	Deployed custom login screens to help users detect phishing attacks

	Deployed multifactor authentication (using cell phones and a non-Office 365 e-mail account)

	Deployed Azure privilege identity to manage the security aspects for your administrative user account




These items are simple to complete. These capabilities (and others) exist within the Office 365 security license. Once you add these capabilities, you have drastically improved the security of your Office 365 service, and in the process you have made your company less susceptible to attacks by bad actors. Remember, security is a mind-set. The way I approach security is to review weekly (and sometimes daily and hourly) the accounts that my organization manages for security. On these accounts we deploy the Microsoft 365 Enterprise E5 suite (a combination of Office E5, Enterprise Mobility Suite [EMS] E5, and Windows 10 E5 security software). This allows us to handle both proactive and reactive security. During my weekly review session, I look at the security of the Office 365 organization. I review a set of key reports that cover the health of the behavior of the employees. These behavior reports flag actions based on incorrect privacy data releases or bad actors impersonating users in the organization.
A key component of an organization’s security strategy is to continuously review the employee behaviors, looking for ways to educate employees to improve security and looking for ways to address any data leaks by bad actors. In fact, a review of the security policy by the computer information security officer (CISO) and of any privacy issues by the data protection officer (DPO) is crucial for a business’s long-term survival. Typically, I look at the following reports to get an understanding of the security of the business:	Cloud App security (CAS) dashboard, showing the dashboard access

	Service assurance status of the Office 365 and Azure tenants

	Azure Advanced Threat Protection security dashboard and reports

	Windows Security Center for Windows Advanced Threat Protection (WATP)

	Microsoft Secure Score value




In Chapter 2, we will build the baseline reporting structure and detail of the reports that you need to review. After you set up and enable some basic Azure services, in Chapter 3 you will look at your Microsoft Secure Score for your cloud-based services and make changes to improve that score. You will use the Microsoft Secure Score for both Office 365 and Windows 10 E5 Advanced Threat Protection.
Note
The DPO is the person responsible for the data management and privacy policies in the company. This is different than the compliance officer. The compliance officer looks for governance activity, such as related to a FINRA or SEC policy. The DPO looks for data privacy violations. In small organizations, these are the same person. Under the new data protection laws (in the European Union and California), all companies (no matter how small) must have a DPO role assigned.

In another example, Figure 1-5 shows the Azure Advanced Threat Protection analytics (see 
                  https://portal.atp.azure.com
                ) to detect patterns of access. This is the new model for security. (The old model for security consisted of bloated data scanners looking at known bad program signatures.) The new model is an AI-based machine learning or deep learning model that looks at behaviors and characteristics. When you look at the data from the Microsoft Intelligent Threat Graph, the information that is detected across the user base is integrated into the different security tools. The new model incorporates behavior analysis of the data access and threat modeling of systems activities on desktop and mobile devices.[image: A429219_1_En_1_Fig5_HTML.jpg]
Figure 1-5Advanced Threat Protection a dashboard for on-premises/Azure endpoints




Detection today looks at how applications work and how users use the applications. This combination of data and usage collection develops an operational profile for the users. As an example, let’s look at Microsoft Word, which is a fancy text editor. It does not run administrator scripts or look at permissions (or change user permissions and access). You would not expect Word to invoke an administrator application that changes a user’s password or performs other administrative functions. The next-generation security software operates in this manner. It analyzes the applications (on a Mac or PC) and logs (or blocks) the nonstandard behavior when it is detected.
In addition, we are not faced with just security for the sake of security; we are also faced with new requirements on how governments expect us to manage our employees and customers’ information. Security is a broad topic, and Office 365 contains hundreds of product codes. This book is based on the configuration of a specific security suite called Microsoft 365 Enterprise E5.
To simplify the process, you will use the Microsoft 365 Enterprise E5 subscription as a base for all configurations. To continue on our security journey, you will need to deploy a Microsoft 365 E5 subscription and an Azure subscription. Azure Cloud Service Provider (CSP) subscriptions are nothing more than a payment commitment through a Microsoft cloud partner.
My goal in this chapter is to expose you to the different aspects of security in Office 365 and slowly help you configure your Office 365 and Azure security service. To get started on this journey, let’s look at the European regulation—the General Data Protection Regulation (GDPR)—that will have a major impact on how you manage personal information. Office 365 is designed around privacy. But for privacy to work, you need to conform to the new and upcoming regulations. The U.S. version of GDPR is coming. In fact, California has recently passed the California Consumer Privacy Act (CCPA), and many states are about to clone the same law. We all need to change our view about security and data privacy. Let’s take a quick look at the GDPR and then step through some Office 365 security features.


General Data Protection Regulation and Privacy Policies

Information security

              
            

              
              
             is an ever-changing landscape. As a compliance officer (or IT manager), you must constantly be aware of changes in the laws and regulations. The EU GDPR law will have a dramatic impact on everyone who manages any IT activity. We will all need to change our business processes and software compliance tools to ensure that our organizations will conform (see Figure 1-6).[image: A429219_1_En_1_Fig6_HTML.jpg]
Figure 1-6EU GDPR overview (courtesy of Microsoft)




All IT managers and compliance officers need to recognize that there will be a significant change starting in 2018 that will affect personal privacy and how we as both businesses and consumers need to understand our responsibilities under the European Union General Data Protection Regulation. The law was introduced in May 2016 and became fully enforceable in May 2018. The GDPR put in place privacy policies, strengthening data protection controls and making breach notification procedures highly transparent. Breaking the GDPR rules can generate fines of 20 million euros or 4 percent of the worldwide revenue of the corporation—there are no business exemptions. California, in June 28, 2018, enacted the California Consumer Privacy Act. The CCPA, like the GDPR, has stiff fines. If the CCPA was in effect when the Target breach occurred a few years ago, Target’s fines would have been $5 billion.
The impact for business is significant. The GDPR puts in place transparent policies for data management
              
              
              
            . This policy is a requirement for all entities that have a business transaction with the EU and all entities that consume EU information. Why should you care if your business operates only in the United States? The answer is simple: if your business transacts or allows any product or service to be purchased or consumed in a country that is covered under the GDPR, you have no choice but to conform. Again, the penalties are severe. The GDPR measures the fines in a percent of the gross sales of the organization. The California CCPA measure fines per data record. In both regulations, the fines are extreme.
Office 365 is a foundational service that is designed to meet the GDPR requirements
              
              
              
            . Office 365 with Azure services collects information for audit and analysis for millions of endpoints. What each of us needs to do next is to look at our organization and discuss how we need to change our business processes and business practices to conform to the new regulations. This is important because these standards will take over worldwide as the new privacy standards. There are requirements for breach reporting and significant penalties for noncompliance. There are skeptics who say this will never happen, but the California CCPA has disproven that theory.
The world is a global economy, and as large multinational corporations are required to adapt to maintain their competitive advantage, they will lobby various nations (and states) to adopt the same regulations, thereby leveling the playing field. Business is competitive. The new CCPA, the HIPAA, and the GDPR all require companies
              
              
              
             to report data breaches quickly. The GDPR requires that the report is made to the relevant supervisory authority no later than 72 hours after the data breach occurs (note this is not business hours).
The GDPR is applicable to businesses
              
              
              
             of all sizes—both large and small. Its basis is all about how personal data is managed for employees, contractors, and customers. The regulation is broad. Some data is processed under the GDPR, and some data is not managed under the GDPR. Looking at the GDPR in detail, there are four tenets to the regulations that all organizations need to address.	Personal privacy and individual rights to access collected information

	Controls and notifications that an organization must deploy under new regulations

	Transparent policies with data management

	IT training and responsibilities for the organization collected data




Getting back to Office 365 and your own company, you need to look at the changes you need to adopt to conform to the GDPR and other regulations
              
              
              
            . This will allow you to be competitive and transparent in your business practices. Where and how does Office 365 come into play? The Microsoft road map is designed to implement security processes that conform to the GDPR practices. When you look at products like Enterprise Mobility Suite or Advanced Threat Protection, you are looking at tools that help organizations conform to the new global regulations. The GDPR includes any data, images, or analytics that can be linked to any person. Organizations must look at the four tenets of security shown in Figure 1-7 and implement the necessary policies. Organizations must take organizational and technical measures that manage the data for the appropriate security of the data. Article 28 of the GDPR specifically talks about the processor that manipulates the data on behalf of the customer. The responsibility is shared between the controller and the processor. As compliance officers, we are custodians for our users’ information, and we need to understand what we need to do to conform. Let’s consider each of these areas for a better idea as to the requirements and see how the Microsoft cybersecurity road map can help us conform to these requirements.[image: A429219_1_En_1_Fig7_HTML.jpg]
Figure 1-7Microsoft approach to implementing the GDPR regulation
                      
                      
                      
                     changes (courtesy of Microsoft)




Personal Privacy and Individual Rights
Personal privacy rights
                
                
                
               require you to implement Office 365 Advanced Data Governance (ADG). The ADG capabilities are part of the Microsoft 365 E5 license that we are using in this book. The new data protection laws are about how we managed personal privacy. To manage personal privacy, you need to also manage the different cloud-based apps that are installed in the environment using tools like Cloud App Security. Everything is about personal data protection and the services used to manage personal information (see Figure 1-8).
[image: A429219_1_En_1_Fig8_HTML.jpg]
Figure 1-8Why is the GDPR important for all businesses? (Courtesy of Microsoft)




The new GDPR rules require that any “personal” information that you access needs to provide the end user with the ability to manage that information. The definition of personal information is broad. Personal information is any information that is identifiable to the individual. If you collect information on videos and share information with affiliates, all of that information needs to be fully disclosed, and the end user must be given the ability to access their personal information, correct any errors associated with that data, erase the personal information from your business records, and object to the processing of the information (if you are a processor under the EU regulations, you can be exempt from managing any information about individuals
                
                
                
               and export all information that you have collected on them).
Note
Some people think that in the United States they are not subject to personal data protection laws. However, because of the GDPR, there has been an increase in audits and fines associated with all sorts of data privacy violations. Check out 
                    https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
                  .

As a business manager, you need to seriously look at how you manage personal data and what controls you have on that data. If you are a multinational company
                
                
                
               that does business in the European Union, you are subject to data regulations—even if you are based in the United States. The privacy laws (worldwide, not just in the United States) are changing, and the data breach laws and the penalties for noncompliance are significant. One of the new features that Google is providing in the European Union to comply with the GDPR is the ability to destroy all information collected in Gmail accounts and the Chrome browser. This capability is slowly being introduced in the United States.
Note
Organizations tend to collect much more personal information than what is needed to complete a job or support customers. For example, IT service companies do not need to know the sex, home address (unless you support computers in the home), or any personal characteristics of the people we support—and we should not know their home phone numbers. As a business, unless we have a business reason to collect information, we do not want or care to have any personal information. Too many times we collect personal information for no apparent reason. Everyone should look at the information they collect in their businesses and ask the question—is there a business reason for the information? If there is no business reason, then remove the information from your systems.


Controls and Notifications
The management of personal information
                
                
                
               is only one aspect of the new privacy laws. Other requirements are based on the type of data maintained. There is a fine line between personal information and health-related information, for example. The fines for data breaches and security are significant, and you need to use different data storage and encryption methods for the data that you retain. There is a requirement to notify “supervisory” authorities (local, state, federal and international agencies) when a data breach occurs. You need to get permission to process personal data, and you need to keep detailed records (with no time limitations) on how you process the data. Figure 1-9 shows the data visibility that you need to have in your company to meet the GDPR requirements.[image: A429219_1_En_1_Fig9_HTML.jpg]
Figure 1-9Data access visibility (courtesy of Microsoft)




The GDPR requires different rules for data controllers and for data processors. As an IT manager, you are required to manage the audit logs and security associated with different data types. In some cases, you will be the data processor, and in other cases you will be the data controller. In either case, how you manage, supervise, and review access to information is critical. How you use the different tools
                
                
                
               to manage this service (such as Compliance Manager in the Microsoft Security and Trust center to managed GDPR compliance) reduces your business liability as well as your personal liability.
Note
Data processors are entities that receive data from data controllers and process personal information (security lookup, credit references, etc.). Under the GDPR regulations, the management of the data is a shared responsibility. Data controllers control the personal information. In this case, this is the Office 365 service.


Transparent Privacy Policies with Data Management
The latest federal laws require notification of the usage of private information, but the laws are so broad that no one really understands what is going on. What the GDPR has done is simplify the requirements. The GDPR
                
                
                
               has defined organizations that process information and organizations that supply information. The California CCPA does something similar. Under the GDPR, all data controllers and data processors are required to provide a clear statement (which needs to be approved by regulators) about data collection and what type of data is collected. There are also requirements on data processing as well as a full audit process for the data (what has been done, what was changed) and the data retention policy associated with that information and audit logs. In other words, you need a 100 percent transparent policy in how data is used, who it is shared with, and why. Along with this is a new requirement that the personal data can be deleted at any time if requested by the individual. This is also part of the California CCPA. As IT managers and CISOs, we need to look to the future and expect that personal information (from consumers, business associates, employees) management regulation will be more stringent; therefore, we need to develop the processes and learn to use the tools with Microsoft Security and Compliance center to address these new requirements.

IT Training and Responsibilities
All types of security require training
                
                
                
              . You need to establish the necessary process rules and train the IT personnel to manage the information according to the regulations. It is imperative that information is managed properly. GDRP requires that every company have a data protection officer (DPO) who has the responsibility to manage the information. The regulation also provides methods of contact and requirements for the users who have access to personal information.
Organizations will need to train individual who have access to personal information under the new GDPR privacy requirements. There needs to be a full audit of information access. In addition, vendors that transact against data from a data collector must be fully complaint with the GDRP requirements.

GDPR Next Steps
As the Corporate Information Security Officer (CISO)
                
                
              
                
                
                
              , my role has just expanded to the DPO role in addition to my traditional compliance role. It is no longer acceptable to use older tools that no longer meet the new data regulations. As the CISO, I need to be proactive and look at how to minimize my organization’s risk. The GDPR is a wake-up call on data management. The call to action for all of us is to reduce the amount of personal information that we collect and to implement additional management tools to manage our employees’ and client information. Information management is the key to managing our business securely.


Microsoft Trusted Cloud
Office 365 services are built on a secure public platform
              
              
              
             from the ground up. The implementation is a partnership with Microsoft and its customers (see Microsoft Cloud Security for Enterprise Architects at 
                https://www.microsoft.com/en-us/download/48121
              ) and is built from Microsoft’s Trusted Cloud principles (see Figure 1-10).[image: A429219_1_En_1_Fig10_HTML.jpg]
Figure 1-10Microsoft Cloud Security for Enterprise Architects (courtesy of Microsoft)




The Microsoft threat detection road map (shown in Figure 1-1) shows the different capabilities that are in the Microsoft Office 365/Azure offering. Regardless of the security services that are built around Office 365 and other Microsoft SaaS services, the data owner is the customer. Microsoft acts as a custodian for the customer data and continuously looks at how the data is accessed (and not what’s in the data) and who is accessing the data. Since Microsoft does not own the customer data but is acting as a custodian, the responsibilities are different. The difference is that this is a partnership between Microsoft and the client who owns the data. When you look at the changes in the regulatory landscape over data privacy, Microsoft’s management of the data—as the custodian—is aligned. Likewise, as an IT manager or a CISO, you must also accept that you are the custodian of your company data and accept that shared responsibility with Microsoft. From this viewpoint, when you look at security in the Microsoft cloud, you should be concerned with these five questions:	Do you know who is accessing your data?

	Can you grant access to your data based on risk in real time?

	Can you find and react to a breach?

	Can you protect your data on devices, in the cloud, and in transit?

	Is security integrated into a user’s day-to-day activities with little effort?




These are just a few of the questions that you need to be asking your IT staff to ensure that you have the different solutions in place to address the security needs of your organization. Looking back at the Microsoft threat detection road map, there are a key set of services that are designed around the fundamental capabilities of the Microsoft cloud.	Exchange e-mail gateway/anti-malware services called Office 365 Advance Threat Protection (ATP)

	Windows Defender with Advance Threat Protection (WATP)

	Cloud App Security (CAS)

	Azure AD Identity Protection
                    
                    
                  

	Azure Security Center

	Azure Advance Threat Protection

	Log Analytics workspace

	Mobile Application Management, Windows Information Protection and Mobile Device Management




Most data breaches originate from some form of identity management breach. This type of breach is either because of incorrect permissions or a bad actor getting access to a user identity through various phishing means. The goal of the Office 365 security services is to provide detection and remediation of data breaches; Office 365 also uses the information gained to be proactive in managing the services. The Office 365 security services are designed to look at the behavior of the user based on the user role. These services are a combination of different service offerings and are described next.
Exchange E-mail Gateway/Advanced Threat Protection
Office 365 Advanced Threat Protection protects users from unsafe e-mail attachments and message URLs. The service can work in Office 365, work stand-alone, or in a hybrid environment when the e-mail services are routed through Office 365. ATP processes all URLs and e-mails that are sent to the user’s mailbox. These URLs are examined in real time and blocks access to bad sites and code. ATP also deals with dynamic threats. Dynamic threats are when the links in the e-mail are valid when initially processed by the service and later turn bad because of delayed execution payload. Figure 1-11 is an example of the ATP service executing on a delayed payload link.
Office 365 ATP also validates attachments. Office 365 ATP not only looks for unsafe links but also looks for unsafe attachments and will block them from the user’s mailbox. The user can still override the unsafe attachments, so no data is lost in the case of mischaracterization.
The Office 365 ATP service is included as part of the Microsoft 365 E5 license and is optional with all other 365 services. As a matter of recourse, I recommend that all clients include this license with their Office 365 service. In fact, my organization requires that any customer that we provide security support must purchase this license.[image: A429219_1_En_1_Fig11_HTML.jpg]
Figure 1-11Office 365 Advanced Threat Protection trigger on a malware-based URL





Windows 10 Defender Advanced Threat Protection

Windows 10 Defender Advanced Threat Protection (
                  https://securitycenter.windows.com
                ) is the next generation of behavioral threat and deep learning tool. This tool is included in the Microsoft 365 E5 security suite and is an optional tool of other Office 365 subscriptions (such as Windows 10 E5 subscription). Windows Defender Advance Threat Protection not only blocks malicious activity but also provides postbreach detection, investigation, and response to ongoing attempts.
Figure 1-12 shows a trigger on one of the alerts from Windows 10 Defender Advanced Threat Protection. In this example, a malicious activity was detected in a Word application. The Windows 10 Defender Advanced Threat Protection monitoring service detected and blocked the malicious activity. In this case, this attack was a kernel attack. Traditional antivirus software would not have caught this activity because traditional antivirus is signiture based. This attack was detected by the Windows Defender Advance Threat Protection AI behavioral change monitoring.[image: A429219_1_En_1_Fig12_HTML.png]
Figure 1-12Windows Defender Advanced Threat Protection trigger in Word (courtesy of Microsoft)




Another feature of Windows Defender Advanced Threat Protection is the historical analysis of various attacks on the user (see Figure 1-13). In this case, you can see a complete history of the users, the machines for which a user has logged in to the Office 365 and other services, and what type of behavioral problems were detected.[image: A429219_1_En_1_Fig13_HTML.png]
Figure 1-13Windows Defender ATP: historical analysis (courtesy of Microsoft)




Windows Defender is built into the core of Windows 10 operating systems. In other words, it is not a third-party add-on, and it is integrated with the Microsoft intelligent security graph. Simply, this means that when a breach is detected in the various endpoints, Windows Defender ATP (the Windows 10 that includes the Windows E5 with Advance Threat Protection extensions) begins to monitor and block malicious activity in all connected endpoints.
As you deploy Windows Advanced Threat Protection in this book, you will also collect Windows Telemetry data. Windows Telemetry, when used with Windows Advanced Threat Protection, will give you the ability to identity lateral attacks that the bad actors use to penetrate your environment.
A 
                lateral attack
                
               is an attack used to breach the defenses in a company. The bad actor looks for a weak entry point (such as a Mac with an out-of-date version of OS X or a 3-year-old BIOS). The bad actor breaches the system, and the help-desk folks try to remotely address the problem. The bad actors use the information from the help-desk access to attack other systems in the network. Windows 10 Defender ATP and Azure ATP help protect and identify this threat.

Cloud App Security

Cloud App Security (CAS)

                
                
               is a key component in the ongoing identification of security breaches. There are new apps released daily with new features and exploits, and users do not know whether an app is valid when they install it. They just download the cloud application and try the service and then uninstall the application. This is where malicious services will creep into the enterprise environment and exploit the user credentials and supply personal data to third-party services. Under the new data privacy laws, this is a data breach.
What Cloud App Security does is to detect the activity of users either from agents running on the local machine (agent-based) or via access to the firewall and other security appliances (agent-less) in the environment. Cloud App Security provides visibility into the user desktop activities, controls for sanctioned apps, deep integration with Office 365, integration with Microsoft intelligent graph to improve detection, remediation, and proactive management (see Figure 1-14).[image: A429219_1_En_1_Fig14_HTML.jpg]
Figure 1-14Cloud App Security dashboard (courtesy of Microsoft)




When Cloud App Security (CAS) is deployed, you have access to analytics on user behavior. You have the tools to block activities and remediate problems. CAS supports detections for ransomware, access to subscriptions, and access to unauthorized data. This is a key tool that is used for compliance and data governance and is included as part of the Microsoft 365 E5 subscription.
There have been numerous situations where I had to review the logs of different activities to understand potential threats in SaaS-based environments. Cloud App Security is a must-have tool for security analysis
                
                
              .

Azure Identity Protection
Cloud App Security provides the tools to better understand the behavioral side of the user and provides the tools for remediation. There is another side of security management, and this is the Azure Identity Protection
                
                
               management. Azure Identity Protection allows you to detect potential vulnerabilities affecting your organization’s identities, configure automated responses to detected suspicious actions, and investigate suspicious incidents and take appropriate action to resolve them. The vast number of security breaches take effect when a user identity is stolen. The issue is knowing what to do to identify risk-based activities so you can track the activity and take appropriate action—leveraging the different ways to authenticate a person who is accessing your systems.
Note
Nothing is absolute. The closest you can get to true security is to make the access composed of three different types of information. This includes something you have (like a smartphone), something you are (like fingerprints or biometric), and something you know (like a password). These three pieces of information comprise true security.

The approach that Azure Identity Protection uses is to classify users into three different risk categories: high, medium, and low. The AIP configuration allows you to take specific action based on the risk. As an example, a high-risk user could have their password automatically reset at the next login or be forced to use multifactor authentication) to log in. Azure Identity Protection uses two types of security (something you have and something you know). The Azure Identity Protection dashboard shows the users and how they access different activities (see Figure 1-15).[image: A429219_1_En_1_Fig15_HTML.jpg]
Figure 1-15Azure Identity Protection dashboard (courtesy of Microsoft)




Figure 1-15 shows users who are at high risk. In this case, you have policies in place to act on when users are flagged for risk events
                
                
               and vulnerabilities. These are reports such as “Users flagged for risk,” “Risk events,” and “Vulnerabilities.” Risk events could include logging in from multiple addresses, logging in from nontrusted locations, or logging in from devices that are not registered with the Azure identity suite. These policy settings can enable multifactor authentication, password reset, and a reduction in access to different areas of Office 365. The goal of the Azure Identity Protection service is to mitigate risk while managing a user’s credentials. Integrate into this the Azure threat protection’s DNS detection services and you have significantly strengthened the security capability of your deployment.

Azure Security Center

Azure Security Center

                
                
               is an Azure service that assists you in monitoring and analyzing threats against your Azure and Office 365 infrastructure. In the Security Center, you can see a signal dashboard showing all your integrated services and the status of these services (Figure 1-16). You can also see the threats and the responses that you set up to counter the threats. The policies that you put in place are integrated into a single management policy.[image: A429219_1_En_1_Fig16_HTML.jpg]
Figure 1-16Azure Security Center (courtesy of Microsoft)




When you think about security, you need to think of incident response and the processes that you have in place to address an incident. Typically, there are five phases with an incident: detect, assess, diagnose, stabilize, and close. The Azure Security Center has been designed around these five basic steps. The Security Center assists you in the management of the incident by giving you the necessary information to address the event
                
                
              .

Cloud based Advanced Threat Protection for endpoints

Advanced Threat Protection

                
                
               (previously called Advanced Threat Analytics) is about detecting threats using behavior analytics in your enterprise. What is unique about Azure ATP is it uses self-learning to build a behavior profile that represents your organization. Azure ATP is deployed on your domain controller and integrates into the Windows Security Center. The detection tool supports Windows desktops, Windows servers, Linux servers. The simplest example is to look at how your organization uses multiple devices to access information. When you access information from multiple sources, using multiple tools, this creates a blind spot in the organization on data management and user behavior. What happens is that you leave backdoors open for bad actors to gain access to your credentials. This opens the door for data breaches. Keep in mind that in this post-GDPR world, those breaches will need to be reported within 72 hours of the event.
This self-learning approach is used to dynamically create a threat profile in your organization while reducing the noise of the information collected. The Azure ATP tool is different than the Office 365/Azure privileged identity feature. Azure ATP is a self-learning tool that looks at the behavior of entities in your organization and helps you make decisions on the best way to handle security management in a deterministic fashion. Figure 1-17 shows the typical deployment for this tool on Azure or on-site servers.[image: A429219_1_En_1_Fig17_HTML.jpg]
Figure 1-17
                        
                      
                        
                        
                      Advanced Threat Protection Data Mapping




Note
I mention EU GDPR a lot in this chapter, and I am sure you are wondering why you should care about a European law if you are in the United States. The simple answer is that a U.S. version of the GDPR is slowly making its way through Congress. So, eventually there will be a GDPR-like law in the United States. So, from an IT perspective, we need to look at our business processes and start making changes now. The GDPR is a wake-up call for the United States, and California has already responded with the CCPA.


Azure Log Analytics Suite

Log Analytics

                
                
               is a Microsoft cloud service that allows you to manage any instance of a cloud or on-premises services. Log Analytics can manage on-premises systems, AWS deployment, private clouds, and Azure deployments in multiple networks. Log Analytics allows you to configure the different service “blades” (or groups) to give you a more detailed view of your infrastructure. To get you started, Log Analytics provides four logical data groups for information organization in the management plugin in the Log Analytics Azure dashboard.	Search and analyze data logs

	Manage alert rules

	Manage usage and cost

	Customize data views for work process automation




These are the basic configuration blades that are set up to add to Log Analytics. However, there are additional services that can easily be configured (see Figure 1-18). Typically, I recommend configuring the Office 365 services, the health agents, and the Windows telemetry devices. Depending on your infrastructure
                
                
              , you can deploy the data collection agents on your on-premises services or add them to different environments, such as your Windows servers hosted in a private data center. Accessing many of the new features for Azure security and monitoring is simple; just add an Azure CSP subscription to the environment. Once you have added the subscription, the Azure interface is enabled for the optional services.[image: A429219_1_En_1_Fig18_HTML.jpg]
Figure 1-18Azure Log Analytics





Mobile Device Management and the Enterprise Mobility + Security Suite
Mobile Device Management (MDM)
                
                
              
                
              , Mobile Application Management, Windows Information Protection and the Enterprise Mobile + Security (EMS) suite are core components of the Microsoft security strategy. The main component of the EMS strategy is the Azure identity feature and how this relates to mobile device deployment. I have dedicated Chapter 5 to Mobile Application Management(MAM), Windows Information Protection (WIP) and Mobile Device Management (MDM). There are simple deployments (MAM/WIP) and compliance deployments (full MDM). In Chapter 5, I will go through the details of how to deploy this in your organization. MDM is managed from the intune dashboard Azure.
In the deployments of MAM/WIP/MDM, EMS
                
                
              
                
               is the core component. EMS provides you with the user identity glue that you use to tie the different components together. EMS is a combination of products under the branding of EMS/E3 and EMS/E5. The components are listed here:	Enterprise Mobility + Security E5	Azure Active Directory Premium P2

	Microsoft Cloud App Security

	Azure Information Protection Premium P2





	Enterprise Mobility + Security E3 (included in E5)	Azure Active Directory Premium P1

	Microsoft6 Advance Threat Analytics

	Microsoft Intune

	Azure Information Premium P1








This security combination comprises the core offering with Office 365, and Microsoft offers different suites that are composed of a mix of these products (see Figure 1-19). Depending on the base product you are using, you can easily add different products to your Office 365 subscription. Figure 1-20 shows a good representation of the offerings. The prices listed are subject to change.[image: A429219_1_En_1_Fig19_HTML.jpg]
Figure 1-19Enterprise Mobility + Security suite with an EMS/E5 configuration




The subscription that I am using in this book is the Microsoft 365 E5 suite. This subscription is composed of the following components: Windows 10 E5, Office 365 E5, and EMS E5. These three components will give you the maximum configuration of Office 365 for your environment. As you read this chapter and deploy some of the advanced security features, you will deploy a Microsoft 365 E5 security suite. This will give you the capabilities that are needed to manage access and information
                
                
              
                
              .[image: A429219_1_En_1_Fig20_HTML.jpg]
Figure 1-20Office 365 and Microsoft 365 security product mix and add-ons for different subscription types






Microsoft Secure Score
Compliance and security
              
              
             go hand in hand. One of the tools that I will discuss in detail in Chapter 3 is Microsoft Secure Score. This tool allows the CISO to deploy an Office 365 and Windows solution with the best-known methods compared to peer organizations. The Microsoft Secure Score is not the end-all strategy solution for security. The security score is another tool the CISO will use to verify the Office 365 tenant and Windows 10 configuration. If you follow the recommendations, you can configure your Office 365 tenant to a known baseline for your industry (
                https://securescore.office.com/
              ; see Figure 1-21) because Secure Score rates your Office 365 tenant against the other Office 365 companies in your industry.[image: A429219_1_En_1_Fig21_HTML.jpg]
Figure 1-21Microsoft Secure Score (https://​securescore.​office.​com)




Microsoft Secure Score is a key tool that the CISO will use to verify that the Office 365 tenant has been configured correctly. This tool continuously analyzes the 365 configurations (updated nightly) and looks for security configuration problems. The tool is a key component in the compliance officer toolbox. In Chapter 3, you will look at the best-known methods for configuring your Office 365 tenant
              
              
            , and the Microsoft Secure Score is the tool that you will use to complete this analysis.

Typical Security Offerings
The typical offerings of the security products for Office 365 vary, depending on a partner’s capability and focus. As a CISO, you need to look at the business requirements to see what the needs of the organization are. A typical security package is composed of the following components:	Basic-level security (usually notifications and data mining on the dark web)

	Midrange package (these usually are reports of a predictive nature)

	High-end package (this is where the real work begins and includes threat modeling)




As a CISO, you will be looking at either the midrange package or the high end. Which one you pick is determined by your staff capabilities. Smaller organizations will typically select a higher-end package. Established organizations with a well-defined process will select a midrange package. Where does your organization fit in? It depends on your business process and how you view security. The low-end packages make sense only if you already have deployed many of the capabilities discussed in this book. If you have not deployed security packages like the ones I have discussed and you consider security as “not” important, then you have a fundamental business problem. In the past 20 years, there are hundreds of fast-growing businesses that are now defunct because they lost their competitive advantage and intellectual property due to cyber-theft.
Let’s take a quick look at a typical security offering (Figure 1-22). In these security classes, you have three different mixes depending on the needs of the CISO. The shield package provides the basic monitoring package.[image: A429219_1_En_1_Fig22_HTML.jpg]
Figure 1-22Office 365 security product mixes (courtesy of KAMIND IT)




The basic monitoring package assumes that the organization has the necessary security structure in place. This is an incremental addition to an organization. Most organizations select the middle package. This way they have the best of both worlds: active detection and predictive monitoring of potential threats. The third package is a proactive package that leverages the predictive package to take corrective action on the organization. Which package should you use? Again, this depends on the capabilities of the organization. If you lack infrastructure and resources, choose the higher-end packages. If you have an individual who can monitor what is going on in your organization, then select the middle package. Looking at the security plans offered earlier, we have 3 different plans, and each of the plans are composed of a cyber security early warning detection system. The Shield, Armor and Fortress security plans include dark web monitoring. The reason for this, is that dark web monitoring provides and early warning on potential compromised of information breaches in a business. When a user account is compromised this gives teh bad actor an additional insight into potential security holes in the organization. These security holes are where data breaches occur. There is a company called idagent (www.​idagent.​com) that specializes collecting data that is for sale on the dark web. Any security operations center uses this data to look for potential data breaches. When a user credentials is discovered in the dark web, the impact to a security team is significant. What is the bad actors will try different combinations of passwords (based on the information for sale in the dark web) in an attempt to get access to the user accounts? This approach is known as password spray. You know the user credentials, but you do not have their passwords, but you have a good suspicion that it is a certain combination of numbers and letters. You draw this conclusion because the user credentials have been breached a number of times and they are for sale on the dark web. The bad actor has either purchased the credentials, or is using a service that has collected data about this user and will sell the information on a subscription basis to the bad actor. Once a bad actor is armed with the information, you begin to see a slow attack to compromise the user credentials. As an example, Equifax in 2018 had a credential breach of over 146M accounts and finical records. Just recently Marriott was breached with 500M data records. My credentials happen to be in both breaches. The bad actors now have a pattern of passwords that they can use to access my accounts. In my case, I thwart this with Multifactor authentication and restricted access accounts. However, most clients are not that lucky, so we need to be prepared. Cybercrime is a profit-making business that sells our digital assets. Dark web monitoring is key to a healthy cybersecurity program.
The security packages are described in the following sections.
Shield: Basic Monitoring
The Shield class of products is designed to provide basic monitoring services to any client. Companies that have a process-oriented infrastructure will use these packages to augment additional security service offerings. Companies that use MobileIron, a third-party antivirus package, will use this product. Most vendors will have an offering that looks like this. This basic package offers enough security products to provide basic monitoring, but if you are being targeted or are in a high-risk industry, you need to look at a higher-end offering.

Armor: Predictive Security Class
The Armor class will typically include predictive monitoring. In this case, I am referring to the configuration of services that can show you trends and analysis on your infrastructure. Data is collected from different endpoints (including Microsoft’s intelligent cloud) and presented in a series of dashboards that the IT manager/CISO can review to make business decisions. Data is collected and analyzed, and reports are generated. Companies that use this class of product have an existing IT staff that has experience in remediation and analysis of the company’s data. Basically, you have data being presented in a logical fashion where knowledgeable individuals can decide on the appropriate changes to the infrastructure.

Fortress: Proactive Security Class
The third class of products you typically see are the proactive security products. In this case, the example is the Fortress class. This is the high-end product with different types of security offerings targeted at high-risk industries. High-risk industries are defense contractors, financial businesses with compliance requirements, and any organization that manages large amounts of personal data. Products in this class include two distinct offerings: predictive analysis and proactive management. In this case, you need to have the skills to read the reports and make decisions on the different data that is being collected. The vendor that provides this service will proactively make changes in your security infrastructure to keep the bad actors out of the organization and protect the organization data.
As you look at different security products, you need to look at the offerings in respect to Office 365 because you want to use an integrated service offering. Table 1-1 shows the different options of the security products and how they overlap with Microsoft’s threat detection road map discussed earlier.

              Table 1-1.
              Office 365 Security Product Feature Comparison (Courtesy of KAMIND IT)
              [image: A429219_1_En_1_Figa_HTML.gif]
            
It is important to look at product positioning and at what you are doing internally to make sure that you are aligned with the business. As you look at different product offerings, you need to step back and look at the services that are available in Office 365 and Azure. My goal in this book is to provide you with a good introduction to the various elements of Office 365—from a security perspective—and allow you to use those services as it makes sense for your business. There are two key security dashboards in Office 365 that you need to manage. These are the Security & Compliance Center dashboard and the Azure Advanced Threat Protection dashboard.


Secure & Compliance Center
I’ve discussed all the different components of Office 365 security. The one place where all the information is tied together is the Security & Compliance Center (see Figure 1-23). The Security & Compliance Center dashboard is the center for analysis of Office 365 on a day-to-day basis. The process that all CISOs go through with Office 365 is the same, as outlined here:	1.Work with the Microsoft partner to purchase an Azure CSP subscription and Microsoft 365 E5 licenses.


 

	2.Configure Azure security services (see Chapter 2).


 

	3.Configure Secure Score (see Chapter 3).


 

	4.Deploy Cloud App Security (see Chapter 3).


 

	5.Deploy Privilege Identity Management (see Chapter 4).


 

	6.Deploy Azure Identity Protection (see Chapter 4).


 

	7.Deploy Azure Information Management/Protection (see Chapter 4).


 

	8.Deploy Mobility Application Management (see Chapter 5).


 

	9.Deploy Mobile Device Management (see Chapter 5).


 

	10.Manage Compliance (see Chapter 6).


 




Once you have the necessary dashboards configured, the issue is to manage the alerts and the day-to-day activity for your organization. The three classes of security products discussed earlier are examples of different types of third-party offerings to assist you in the management of the compliance and security activity. The CISO will do the following on a scheduled basis:	1.Manage the day-to-day activity through the Security & Compliance Center. Look for alerts and breaches.


 

	2.Resolve alert notices, and focus attention on Cloud App Security (CAS).


 

	3.On a weekly basis, check the Microsoft Security Score for changes once you set your baseline.


 

	4.On a weekly basis, check the Compliance Manager score in the security and trust center.


 




Those are the CISO security responsibilities on an ongoing basis. To access the Security & Compliance Center, log in to Office 365, and click the Security & Compliance icon (see Figure 1-23).[image: A429219_1_En_1_Fig23_HTML.jpg]
Figure 1-23Accessing the Security & Compliance Center for the first time




If you are new to Office 365, you may notice that your tenant is not configured with all the features shown in Figure 1-23. The reason for this is that you have the incorrect subscription. To enable all the features in the Office 365 Security & Compliance Center, you need to purchase the Microsoft 365 E5 subscription for your account. This will give you the complete set of rights to manage and set the permissions for your Office 365 tenant.
Once you have the complete set of permissions, you can enable the different features for the organization. This way you can define the necessary business processes required to grow your organization. Note I said grow. Businesses that use Office 365 are growing businesses because Microsoft has designed the solution to allow your business to scale. All the features that I described earlier are available to you as an administrator.
I have been asked many times what the best way to proceed is when configuring Office 365 as a secure environment. I have many different tech notes, but the bottom line is to read and configure the services outlined in this book. This will get you started in the correct direction. The best business practice I have discovered is to build the capabilities into Office 365 on the first day. This way the organization can change and grow. If you are proactive and use this approach (as all CISOs should be doing), you will be setting your company up for a secure experience with Office 365. Keep in mind the steps you need to follow that I discussed earlier. Use Secure Score to start, review the configuration in the Security & Compliance Center (see Figure 1-24), and monitor the organization.[image: A429219_1_En_1_Fig24_HTML.jpg]
Figure 1-24Security & Compliance Center





Summary
This chapter gave you an overview of the security features in Office 365. My approach was to show you the possibilities that exist and explore what you can do with Office 365. Our road map (refer to Figure 1-1) is the Microsoft threat detection road map. Everything that you do in Office 365 are choices you make as the custodian for your company’s data and your customers’ information. We all need to be vigilant on our responsibilities.
I wanted this book to be a useful guide to IT managers on what they need to configure and do to manage an Office 365 environment, so I wrote the chapters from a CISO’s perspective. I wanted to give you insight into the capabilities of Office 365 and open your mind up to the possibilities in managing a secured environment. As we walk through the chapters in the book, I will expose you to the configuration of Microsoft Secure Score (configurations for your industry), monitoring techniques on handling the Security & Compliance Center, and configuration of Office 365 and Azure services. This will lead us into the management of privilege information and risk analysis of our users, and we will end up with Mobile Application and Mobile and Mobile Device Management. Once we reach this point, we will walk through the configuration of the Mobile Device Management to see how you can lock down your environment. The goal of chapter 1 was to give you an overview of what is coming in the next chapters. We are going to configure for Office 365 and Azure services that we just reviewed. If you have not deployed the Microsoft 365 E5 and an Azure CSP services subscription, go deploy those subscriptions before we proceed. 
The processes discussed in the chapter revolved around the GDPR and CCPA. My goal was to provide you with the necessary information to ensure that your organization has the fundamental business processes and security processes to meet the data protection and privacy requirements.
Note
Before you proceed, you will need to purchase Microsoft 365 E5 and an Azure CSP subscription. To fully understand the concepts in this book, you must have these subscriptions deployed on your administrator account. You can deploy these subscriptions from your current partner. If you are worried about the long-term commitment for Office 365, check out 
                  www.kamind.com/csp
                 for the different subscription offerings.


Next Steps
I have assumed that your Office 365 environment is fully set up and you are using the service. If you are not on Office 365, refer to Chapter 7 and migrate your company to Office 365. (You can also refer to my previous book, Moving to Office 365). The chapters in this book are written based on the assumption that you are have Office 365 and are looking for a better way to securely manage it. As we proceed through the book, we will deploy Office 365 and Azure services based on the deployment of the Microsoft 365 E5 subscription and an Azure Cloud Solution Provider (CSP) consumption subscription for Azure. If you do not have these subscriptions, please acquire them as soon as possible.


            Reference Links
          
There is a lot of information about Office 365 on the Web—the issue is finding the right site. The information contained in this chapter is a combination of my experience performing deployments and of support information published by third parties.
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In the previous chapter, I gave you an overview of the different services available in Office 365. The chapter then gave you a series of steps CIOSs should do to start using Office 365 securely. Those steps were the roadmap to our successful build out of our security services. In this chapter, you will begin to implement your baseline Azure and Office 365 security services. By the end of this chapter, you will have a baseline security configuration in place for Azure with monitoring and appropriate security services for Office 365. The configuration discussed in this chapter is the baseline for all future services deployed in the following chapters, so you’ll want to follow along in your Office 365 and Azure tenant. This chapters builds your security foundation and lays the keys at your feet - the keys to build that successful cyber defense for your company.
CISOs have a responsibility to deploy the necessary detection tools to process and analyze threats in client environments. Your job as a security specialist is to protect the user identities and company information. You manage the Security Operations Center (SOC) and protect the organization against all threats. The objective is to prevent the exploit of data by a bad actor.
Figure 2-1 shows an exploit. In this case, there is a trojan that was in a client PST mail archive file. The Windows Advanced Threat Protection tool (which is AI-based) detected and remediated the threat. As you can see, the tools of today provide a deep analysis of where the action took place and how to remediate the problem. The tools you deploy in your enterprise must have the capability to detect, respond to, investigate, and resolve threats.[image: A429219_1_En_2_Fig1_HTML.jpg]
Figure 2-1Microsoft Advanced Threat Protection, Azure Security Center




This chapter is about configuring the Azure, Office 365, and Windows 10 tools that are necessary to build your organization’s security capabilities to manage your infrastructure. The size of your network does not matter. The tools must be able to protect, detect, defend against, and remediate all the threats in your infrastructure. Why does this work across all business sizes? Well, we all have the same problem. There is a bad actor who is trying to access our information in our network and we must stop the breach and the bad actors use the same tools and techniques across all companies - large and small.
The capabilities of detection and response with Office 365 are based on the data that is collected from billions of endpoints. Microsoft has created the Threat Intelligence Graph shown in Figure 2-2, which shows information being collected and analyzed.[image: A429219_1_En_2_Fig2_HTML.jpg]
Figure 2-2Microsoft threat intelligence information collected (courtesy of Microsoft)




An organization is no longer an individual entity as it was in the past. Today, we are all connected in one form or another. We all share information and have a common goal of protecting our businesses. Organizations that choose to provide information to Microsoft can leverage the results of the analysis in their own environments. You could argue against information being shared (nobody likes the fact that Google data mines our e-mail and web activity for targeted ads), but security information is different. Security information is about protecting our computing environments from bad actors, and the information that we are sharing is the telemetry data from our systems. This way, the security prevention tools can analyze threats and make a determination-based defense.
The Intelligent Threat Graph collects information from many organizations and endpoints, with billions of them collecting trillions of pieces of data. The threat vectors are analyzed, and the result is a unified threat response. As the CISO, you have the responsibility to configure your security services to have the best possible defenses in this new world. Threats today are AI based and are based on machine learning, with a new technology called 
            deep learning
            
           (a preventive approach to threat analysis). The bad actors are also using the same type of AI services that we use to defend ourselves, the bad actors use the AI services to build targeted attacks against organizations. The attacks today are swift and massively penetrating. Gone are the days when you could wait to deploy security pack updates (or not deploy security services) or not install OS patches. Old hardware with Intel processor hacks and older machine BIOS hacks has created a landscape that is open for attackers. Today, IT services not only include help-desk and network operating center (NOC) services but also must include a security operations center (SOC), where threats are activity detected and analyzed and preventative processes are put in place to stop the bad actors before they enter an organization. Cybersecurity requires a financial and resource investment, but the threats are real, and you need to aggressively defend your company. Today, you need to look at the threats and understand that you need to protect your computing environment. As the CISO, you are the custodian for your company information, and you have a responsibility to protect it. Looking at this from an Office 365/Azure perspective, take a look at Microsoft’s threat protection road map, which is shown in Figure 2-3 (see 
              https://cloudblogs.microsoft.com/microsoftsecure/
            ).
Security is integrated in the Microsoft cloud. The subscriptions we are using in this book are the Microsoft 365 E5 subscriptions. These Office 365 security subscriptions have the necessary components in Office 365, Azure, and the next-generation Windows 10 Defender AI software. The security services in Azure are related to the Office 365 subscription that we are using. The best way to look at this is through the Microsoft threat protection road map. As a CSO, you need to understand the threat landscape of the cloud service that you are using. Once you have a grounded understanding, you can configure your environment to be protected from the bad actors who are trying to exploit it.[image: A429219_1_En_2_Fig3_HTML.jpg]
Figure 2-3Microsoft threat detection map (courtesy of Microsoft)




Office 365 and Azure is a trusted cloud. The trusted cloud (see 
              https://www.microsoft.com/en-us/research/project/trusted-cloud/
            ) philosophy that is the underlining premise of the Microsoft cloud is that “no one should be able to access customer data without permission.” This approach has been further strengthened by the countless number of governmental standards (including the recent GDPR and the California CCPA) and regulations. When we look at the Office 365 and Azure services, the underlining principle is data security. Earlier we discussed building a security baseline for our cyber defenses. One of our first challenges is to collect data so we can use the data to defend against the cyber attacks.
When you add all the collected data in your environment, you have a 360-degree view. You will be able to look at the data, analyze the alerts, and take proactive actions. This is the new norm and the only way you can actively analyze and detect threats. Along with data protection from external threats, we must learn to classify information in our enterprise against known threats. In Figure 2-4, we label documents to allow us to better take care of the information in our enterprise. 

Data information protection is becoming more important for business to label documents so the organization is compliant with the new data protection laws. We are building the capabilities to control information in Azure and Office 365 so we can meet the new data regulation. We accomplish this through the Azure Information protection (AIP).[image: A429219_1_En_2_Fig4_HTML.jpg]
Figure 2-4Azure information protection with document classification




The security level that we will configure in this chapter will be used to develop a security benchmark score (security score), so you can compare your organization against other companies in the same market segment. There are two subscriptions that we are using to configure the services in this chapter (and book), this is the Azure Cloud Solution Provider (CSP) subscription and the 365 Microsoft 365 E5 security suite subscription (see Figure 2-5). The Microsoft 365 security suite contains the primary security components that are necessary for a smooth operation of your 365 (and Azure) security services.[image: A429219_1_En_2_Fig5_HTML.jpg]
Figure 2-5Microsoft security subscriptions (courtesy of Microsoft)




This chapter covers two parts of a security configuration of Office 365 and Azure. In the first half of the chapter, you will learn how to configure the Azure security services. This is the necessary monitoring and management component to your Office 365 installation. In the second half of this chapter, you will learn how to configure the necessary security components of the Office 365 Security & Compliance Center. The Office 365 Security & Compliance Center is used to monitor the activity of users to ensure that you have policies in place that meet the necessary standards of the government entities that you are subject to. Both Azure and Office 365 configurations are required for the successful management of Office 365.
The Microsoft 365 E5 and Azure CSP subscriptions will give you the best security footprint possible. You will need both of these subscriptions to successfully configure your Office 365 tenant and Azure security services. Before we get started, let’s walk through the components of the Microsoft 365 security suites.
Note
The services that you are configuring in this chapter (and in later chapters) are based on using the Microsoft 365 suite known as Microsoft 365 E5. Your organization must purchase at least one Microsoft 365 E5 subscription and have an active CSP Azure subscription. If you do not have these two subscriptions in your Office 365 tenant, you will not be able to configure the services described in the following chapters.

Microsoft 365 Security and Azure Subscriptions
Figure 2-5 showed three different security suites: Microsoft 365 Business, Microsoft 365 E3, and Microsoft 365 E5. Each of the security subscriptions has different features that are targeted to different customers in different market segments. In all these cases, you will have a combination of subscription types in your business. For smaller organizations with fewer than 300 employees, you will have a mix of all of the 4 different types of security suites. The mix will be based on the organization roles. C-level executives will have Microsoft 365 E5 deployed. Office workers will deploy either the Microsoft 365 E5 or E3 subscription. Individuals in an organization who travel should deploy Microsoft 365 E5. There is also a production worker subscription, known as the 
              front-line worker
              
            
              
              
            . This is the Microsoft 365 F1 (front-line workers) who are doing the factory floor or production work.
This subscription mix provides the organization with a cost-effective way to manage the day-to-day activity and reduce the organization’s risk of data breaches. These security suites give your organization coverage with a security solution that reduces risk. My philosophy on subscriptions comes down to organization risk and data breach remediation. An organization with a bigger risk should move to Microsoft 365 E5. User roles with less risk should use the smaller subscription types. However, in all cases, you will need to monitor the Azure and Office 365 security service logs to determine the best approach to mitigating risk. Failure to report will result in fines under the current and upcoming laws (see Figure 2-6 and 
                https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
              ).[image: A429219_1_En_2_Fig6_HTML.jpg]
Figure 2-6Latest reported security breaches for protected health information




Let’s look at the different security subscription suites in Office 365. These subscriptions are targeted at three classes of workers.	Microsoft 365 Enterprise E5: C-level and at-risk employees

	Microsoft 365 Enterprise E3: Office workers

	Microsoft 365 Business: Office workers at businesses with fewer than 300 users

	Microsoft 365 F1: Front-line workers who use KIOSK




The security subscriptions will not stop all types of threats. As the CISO, you will need to have rules on which devices are to be allowed in the organization, how the devices are managed, and different levels of authentication. Personal devices that are allowed in the organization are usually managed under Mobile Application Management (MAM). Corporate owned devices are managed under Mobile Device Management. Once a device is managed, the user identity is managed with the device. Typically, organizations have two levels of authentication to validate a user’s identity and the user’s access to the resources of the organization.
The Microsoft 365 suites are a combination of an Office 365 subscription and the appropriate security subscriptions. As an example, Microsoft 365 E3 consists of EMS E3 (with Intune for mobile device management), Office E3, and Windows 10 Enterprise. In addition, Microsoft adds security and configuration software that is unique for the Microsoft 365 suite. Let’s look at each of these Microsoft 365 security suites to get a better understanding of the capabilities.
Microsoft 365 Enterprise E5
Microsoft 365 E5 is the Microsoft enterprise security suite package (Figure 2-7). This version of the suite contains all the different product options associated with the different subscriptions, such as Office 365 E5 and Enterprise Mobility and Windows 10 E5. The security software included in the Microsoft 365 E5 is crucial to protecting the business. The mobile device management (part of the EMS suite) allows the business to lock down employees personal devices (as well as corporate), and includes the next generation AI detection tools for all endpoints (part of the Windows 10 E5 subscription). There is a fundamental change that has occurred with the latest security threats. It relates to the quote from former FBI director James Comey when he stated that there are two types of companies, those that have been compromised and those that do not know that they have been compromised. The Microsoft 365 E5 suite was designed to address the active threat to business on data loss based on the assumption that the business has already been breached.[image: A429219_1_En_2_Fig7_HTML.jpg]
Figure 2-7Microsoft view of the security suites (courtesy of Microsoft)




When you look at security today, you are looking at security from two different perspectives. You are designing for resilience and quick recovery, and you are assuming that your network has been compromised. When you look at network security being compromised, you are detecting the compromise and killing the breach along the chain. In this case, you are looking at where the threat came from, what it modified, and what credentials it used, along the event trail and how you can prevent this in the future.
This approach is considerably different than the approach of earlier years. The mentality previously was designed infrastructure as not to fail, with a security posture of preventing every possible attack, but those days are long gone. The bad actors today deploy tools with machine learning capabilities with one objective: to breach the corporate data networks. This approach leads to a different level of protection, one that is different than in the past. The new attacks today are called Advanced Persistent Threats (APT). The APT attacks are continuous and designed to breach all security tools and defenses. The APT attacks are adaptive and are AI based. You must think differently than in the past. Today, you need to deploy the correct subscriptions to protect and defend your company. The Microsoft 365 E5 suite is designed to give you the maximum level of protection in your environment, and you need to place a proactive security service on top of the subscription to manage your infrastructure. The tools you deploy must not only protect business information, but they also must detect the new generation of APT attacks.
What Does Microsoft 365 E5 Contain?
The Microsoft 365 E5 suite contains all the software components that are part of Office 365 E5, EMS E5, and Windows 10 E5. Figure 2-8 shows the difference between the two different enterprise security suites. The main difference is the level of the security functions for the enterprise subscription. As an example, Office 365 and CAS are key services that the enterprise needs to manage and are included in the Microsoft E5. One of the key features in the subscriptions is the Advanced Threat Protection services that are included. The Advanced Threat Protection services (3 different versions) are included Microsoft 365 E5. [image: A429219_1_En_2_Fig8_HTML.jpg]
Figure 2-8Microsoft view of the security suites (courtesy of Microsoft)
                          
                          
                        





Who Do You Deploy This To?
Typically, you will deploy a mix of the different subscription types depending on your business needs. As an example, you would deploy Microsoft 365 E5 to the C suite, IT staff, compliance officers, sales personnel, and the financial users. Microsoft 365 E5 should also be deployed to anyone who is deemed at risk, when there is not a better alternative. Microsoft 365 E5 will be deployed with Microsoft 365 E3.


Microsoft 365 Enterprise E3
What is the difference between Microsoft 365 Enterprise E3 and Microsoft Enterprise E5? It is security. Microsoft Enterprise E3 has fewer security options included with the service than Microsoft 365 E5. There are some additional differences, aligned with the differences between Office 365 E3 and Office 365 E5. The differences are with audio team conferencing and Power BI/My Analytics. These three applications are not part of the Microsoft 365 Enterprise E3 subscription. Microsoft designed the Microsoft 365 Enterprise suite to address two types of workers: those who are at risk and those who are at less risk. At-risk employees need to be at the Microsoft 365 Enterprise E5 level. If your organization has fewer than 300 users, you have a different option; you can deploy Microsoft 365 Business. There are some limitations to this, but it is a good substitution if you have deployed at least one Microsoft 365 E5 subscription. When we deploy Microsoft 365 E3, we also add to the subscription Office 365 Advance Threat and Windows 10 E5. We mix the subscriptions types with additional subscriptions to improve security. Looking at this from a cost point of view, Microsoft 365 E3 is 32 (USD) and adding Office 365 ATP is 2, and the Windows 10 E5 is 11. The combination is 45 versus the Microsoft 365 E5 price at $57. Our new subscription does not have all of the features of the MS 365 E5, but has the key security features that all businesses need. The point of this is that you can add to any of the security suites with additional security based on the business needs. I will discuss this in more detail in the “Microsoft 365 Business” section.

Microsoft 365 Enterprise F1
There is another type of worker in a corporate environment. This is the production worker. The production worker typically does not have a PC and uses a personal cell phone. Any business communications is via email or a shared KIOSK on the production floor. The Microsoft 365 F1 subscription is designed for the production worker. The applications are all web based. The kiosk devices have digital licenses for Windows 10 Enterprise. The functionality is like Microsoft 365 E3 but with web-only capabilities. This subscription is targeted at the production floor and other user accounts and leverages the Mobile Device Management or Mobile Application Management capability; therefore, the enterprise has an MDM/MAM deployment. The production workers can be anywhere. They are the field service employees or workers at nurses stations. The common thread is that these people are using corporate assets and the corporate data must be protected. To secure the enterprise, you need to manage the information on the device with capabilities to wipe corporate data from the user device to protect corporate assets. In Figure 2-9, I have configured an iOS device for the F1 user subscription to be managed and have blocked the user’s ability to back up corporate data to an iCloud account. I have also blocked the user’s ability to cut and paste to third-party applications.[image: A429219_1_En_2_Fig9_HTML.jpg]
Figure 2-9iOS configuration in an F1 subscription that blocks data from being copied to a noncorporate account





Microsoft 365 Business
The final suite option to cover is Microsoft 365 Business. Microsoft 365 Business is designed to support organizations with fewer than 300 users. It is similar to Microsoft 365 Enterprise E3, but there are some differences.	Designed for Windows 10 Pro users

	Wizard-based, easy to configure (no hands-on IT with autopilot)

	Limited MDM/MAM support; not a full deployment like Microsoft 365 Enterprise E3

	Limited security, but focused on addressing data breaches

	No integrated compliance manager





Microsoft 365 Business addresses most of the needs of users using Office 365 for organizations with fewer than 300 employees. I do recommend that you deploy a mix of subscriptions, just like with the Microsoft 365 E5 subscription suite. One of the nice features in the Microsoft 365 Business are the wizards for deployment. The Microsoft 365 Business wizard sets up a MAM deployment (Figure 2-10). The MAM wizard makes it very easy to protect corporate data (we discuss Mobile Application Management in Chapter 5). The focus here is to show you where the necessary configuration is located for Microsoft 365 Business. In this book, we are using the Microsoft 365 Enterprise E5. One last note on how we deploy Microsoft 365 Business. Similar to the Microsoft 365 E3, we deploy additional security with the Microsoft 365 Business. The Microsoft 365 Business includes Office 365 ATP, so we only need to add the Windows 10 E5 Advance Threat Protection. The additional $11 expense improves the threat remediation of the Microsoft 365 Business devices significantly.[image: A429219_1_En_2_Fig10_HTML.jpg]
Figure 2-10Microsoft 365 Business deployment wizard





Azure CSP Subscription
All cloud services are consumption-based. Consumption-based subscriptions are estimated subscriptions for billing, with credits or additional charges if under-billed. Like Office 365 subscriptions, once you have used the service, you have consumed the resource. The key to consumption-based billing is a good estimate based on previous usage patterns. You estimate what you are planning to spend, and you are charged a fee for actual spending. There are different ways to get an exact invoice that is predictable, but the costs associated are variable. Microsoft Azure operates this way. There are different types of Microsoft Azure cloud subscriptions, but all of the subscriptions are variable based on your consumption. You either prepay the subscription (like filling your tank with gas) or commit to prepaying and are billed an estimated amount in advance. It does not matter if you have a CSP agreement, enterprise agreement (EA), or direct billing (credit card). You are ultimately billed for actual usage.
As Azure starts to outpace other forms of cloud computing, the payment model for Azure will change as well. Microsoft recently introduced the concept of a prepay option for Azure consumption. Customer can estimate the Azure service that they will consume on the compute side and prepay that amount, receiving a significant discount. Companies that have traditional volume licenses are also able to apply some of those licenses in the hybrid-use license model and receive additional discounts. Companies are now able to leverage the licenses and prepaid consumption to get a lower predictable cost.
CSP is another type of agreement that offers the same advantages of hybrid-use benefits and prepaid consumption as well as of a direct consumption agreement. A CSP agreement is a payment transaction agreement. The usefulness of this type agreement with Azure is significant. When you have a CSP subscription, you can use any service because there is a promise to pay for the services.
Note
The CSP subscriptions come in different forms. At KAMIND IT, our initial CSP subscriptions are prepaid, usually $100. As you consume the Azure services, we invoice you for the consumed service and treat the $100 as a prepaid gas tank. In KAMIND IT’s case, we assist the customer in managing the Azure consumption. The client can actively manage the Azure consumption and our licenses that are being used for the Microsoft service in real time.


Flat price IT Services
Office 365 subscriptions have also introduced a trend called a flat price IT service
                
              
                
                
              . I bring this up because there is a change that is happening for how you use and deploy IT services. Typically, IT services were deployed as break fix. This means when something is broken, you call the IT service provider, and the equipment is fixed. Over time, this changed to a managed service provider. There was only a slight difference, in that the managed service provider was paid a flat monthly fee; however, much work was declared out of scope and was billed per project, or like break fix work. The problem with these two approaches is that even though the work was positioned as a flat fee
                
                
              , in essence it was not a flat fee but a variable project for increment billing.
This is changing. Today, you have the concept of an outsourced IT department. In this model, you calculate your IT budget that you are planning to use and add fixed-rate services that cover all break fix and project events. In this model, the outsourced IT organization is incentivized to make sure everything just works so there is no call associated from the clients. This managed IT department approach creates different levels of service need, and these needs are added as fixed monthly services. This way, the monthly cost is predictable and is always the same. As an example, if an organization has an agreement with a managed service provider to provide a level of help-desk service, these services typically do not come with security management services. Support cost today are in two different cost centers: traditional support services (help desk etc) and new security services. Both cost structures are usually a flat monthly fee with no additional costs associated with them.
Security management services are a separate option that allows an organization to contract out security services and management in Office 365 at a fixed cost. Typically, these services are on a three-year agreement, with a fixed-price add-on. As an example, you could have the following:	Desktop and 24/7 help-desk services (with on-site remediation) per device

	Proactive security management service and breach resolution

	Office 365 subscription and Azure consumption




Why did I bring this up at this point? The issue is one that we all face. How do we hire or contract out for the IT expertise to manage the security in our organization? There are limits as to what we can do and how we can manage those different environments. There are two different levels of support services - help desk and security services. These services are different. Businesses today need to find a partner to work for security as well as support. This model is known as a 
                partnership model
                
              , which is now becoming the mainstream model for IT services support
                
                
              .
Note
The best example of the partnership model is through an organization called the20 at 
                    www.the20.com
                  . This model has a group of service providers that are providing fixed-rate support on a national basis with a U.S.-based help desk. This is a different approach than traditional MSP or break fix IT but seems to be catching steam throughout the industry. This model allows the client to have a predictable IT cost.



Azure Security Configuration
Earlier we talked about the different Azure subscriptions. In this book, we are using an Azure CSP subscription that is configured in our environment. Once the Azure subscription and the Microsoft 365 E5 subscriptions are in place, you are ready to go! The next activity is to build out Azure Security Center. Azure Security Center is the central point for security management and monitoring that you need to manage the Office 365 and Azure services.
Microsoft Azure is the location where users’ identities are managed. In Office 365, we refer to this as the Azure User Identity Management services. As an example, when you create an account in Office 365, that account information is managed in Azure. When you run directory sync services, those credentials and directory information are replicated from Office 365 and the user information in the on-site Active Directory. Information from the on-site Active Directory, including user workstations and desktops, is synced into Azure. Most companies when they configure Office 365 don’t realiz that the Azure security services are in place and forget about them.
Figure 2-11 shows the end game for the Azure security configuration. Adding security services to Office 365 is not complex; you just need to follow the build recipe like we do when we deploy new clients on Office 365. The build that we will walk through in this chapter is a key component for our security deployment later in this book.[image: A429219_1_En_2_Fig11_HTML.jpg]
Figure 2-11Azure Security Center built out for Office 365 management




Note
At this point, you need to have a trial of Microsoft 365 E5 and a valid Azure subscription. If you are lacking either of these two subscriptions, you will not be able to configure the Azure Security Center or the Azure logs necessary to integrate Office 365 and Azure.

Building Out the Azure Security Services
So, you have just purchased Office 365 Microsoft 365 E5 and added this to your 365 tenant. You have to verify that you have a Microsoft 365 E5 subscription in the tenant and have assigned the licenses to the user account. Later in this book, you will build out additional Azure security sites, and these sites will give you access to Secure Score, 
                  https://securitycenter.windows.com
                , and the Intune management center, discussed in Chapter 5.
There are shortcuts to setting up the Azure tenant, but our purpose here is to make sure you have access to all of the features associated with your subscription. At this point, you have logged into Office 365 and verified your domain. (If you do not know what we are referring to, then quickly jump to Chapter 7.) Follow the steps outlined in the next sections to set up the Azure tenant and link it to your Office 365 subscription.
Step 1: Log in to Office 365 and Select Azure Active Directory
Select Azure Active Directory in the Office 365 admin center (see Figure 2-12).[image: A429219_1_En_2_Fig12_HTML.jpg]
Figure 2-12Accessing the Azure Security Center in Office 365





Step 2: Select Azure Active Directory

Once you have selected the Azure active directory, select portal.azure.com in the Azure Active Directory portal. This is where you will be able to manage your user access credentials in Azure/Office 365 (see Figure 2-13). You will be directed to the main Azure portal. The account we are using in this example is a global admin account.[image: A429219_1_En_2_Fig13_HTML.jpg]
Figure 2-13No access to Azure subscription





Step 3: Create a Resource in the Azure Portal
Click “Create a resource” (see Figure 2-14) and then click Management Tools (see Figure 2-15). You are going to create a Log Analytics logging resource. This resource will collect all of the log information from Office 365/Azure.[image: A429219_1_En_2_Fig14_HTML.jpg]
Figure 2-14Adding an Azure resource



[image: A429219_1_En_2_Fig15_HTML.jpg]
Figure 2-15Selecting the Log Analytics resource





Step 4: Set Up the Log Analytics Resource
Once you have selected the Log Analytics resource, fill in the information and select the correct Azure subscription (see Figure 2-16). Label the subscription as shown in the figure and click OK.[image: A429219_1_En_2_Fig16_HTML.jpg]
Figure 2-16Setting up the Log Analytics resource




After you click OK, the resource will be set up. Azure will validate the resource and provide a status (see Figure 2-17). Once the resource has been validated, you are ready to assign data to the resource. Click OK to move to the next step.[image: A429219_1_En_2_Fig17_HTML.jpg]
Figure 2-17Validation of resource after clicking OK





Step 5: Setting up Log Analytics
Select the dashboard, and then select Log Analytics (called OMSgoSecurity here). If the new resource does not appear, then refresh the browser (see Figure 2-18). Select the OMSgoSecurity resource.[image: A429219_1_En_2_Fig18_HTML.jpg]
Figure 2-18Resource showing up on the Azure dashboard after a refresh





Step 6: Configure Log Analytics
Once you have selected Log Analytics, select the Azure activity logs and connect the resources to Office 365 (see Figure 2-19).[image: A429219_1_En_2_Fig19_HTML.jpg]
Figure 2-19Configuration of the OMS resource with Office 365




You’ll now want to connect both the Microsoft Azure resource and the Access to Azure Active Directory resource. Select a resource and then click Connect; do this for both resources (see Figure 2-20).[image: A429219_1_En_2_Fig20_HTML.jpg]
Figure 2-20Connecting the logs to the Azure and Active Directory resources




After you select the resource and click Connect, the data will start to be recorded in the Log Analytics resource for analysis. The connected resource will change from gray to green (see Figure 2-21). Set up both the Microsoft Azure resource and the Access to Azure Active Directory resource. Select the resource and then click Connect for each resource.[image: A429219_1_En_2_Fig21_HTML.jpg]
Figure 2-21Connected resources showing status





Step 7: Deploy the Windows Collection Agent on Desktop System
Return to the Log Analytics home screen and click “Advanced settings” (see Figure 2-22). Select “Advanced settings.” For the Connected Sources option, select Windows Servers (see Figure 2-23). This will give you the download agent for the Windows server and the Windows client. Install the agent on the Windows server and Windows clients. The download agent is an easy installation. Download the software and configure the agent with the workspace ID and primary key. Do not regenerate the key.[image: A429219_1_En_2_Fig22_HTML.jpg]
Figure 2-22Setting up connected sources



[image: A429219_1_En_2_Fig23_HTML.jpg]
Figure 2-23Downloading the agent




There are additional services that you can connect to Log Analytics. Each service has different capabilities. In some cases, you will need to download multiple agents. The interesting agent to install on the servers is the service map agent (see Figure 2-24).
Note
The Advanced settings are where you connect all of the different data sources for the security analysis. If you have Active Directory syncing in place, the Active Directory accounts are integrated into Log Analytics in the advanced settings. While you are here, take a look at the different data collection items. From a security viewpoint, you will want to connect as many logs as you can.


                [image: A429219_1_En_2_Fig24_HTML.jpg]
Figure 2-24Service map agents installed on KAMIND IT tools server




              

Step 8: Load the Azure Security Center
After the service agents are installed on the different Windows client and Windows/Linux servers, the next step is to enable the Azure Security Center. Return to the main dashboard and select Security Center to load the dashboard (see Figure 2-25).[image: A429219_1_En_2_Fig25_HTML.jpg]
Figure 2-25Accessing the Security Center




Once the dashboard builds out, you will start the configuration of the security subscriptions. Log Analytics supplies data to the Security Center, as shown in Figure 2-26.[image: A429219_1_En_2_Fig26_HTML.jpg]
Figure 2-26Security Center build-out, first-time access





Step 9: Upgrade the Azure Security Center
You will link the Log Analytics data to the Security Center so the Security Center can process the data collected. As you add more clients and servers, the data will be processed by the Security Center. The Security Center also allows you to upgrade to the full data collection capabilities. To upgrade, select “Onboarding to advance security” and click “Apply Standard plan” (see Figure 2-27).[image: A429219_1_En_2_Fig27_HTML.jpg]
Figure 2-27Upgrading the security data analysis plan from free to Standard




Once the Security Center is configured, you need to set up some additional configurations for collecting data and enabling the security subscriptions associated with the Microsoft 365 E5 subscription.

Step 10: Change the Data Configuration
The next step is to configure the alerts for the Security Center and enable the data retention. In this case, you will modify the Log Analytics data retention capability and set up the notification alerts for the Azure CSP subscription. Returning to the security dashboard, select “Security policy” (under Policy & Compliance) in the Security Center. Once you select the security policy, you need to edit the Log Analytics subscription and change the data collection to “All events.”
Select the security policy, again and edit the Microsoft CSP subscription (see Figure 2-28). In this case, change the logging to full, and set up notification alerts to the subscription owners.[image: A429219_1_En_2_Fig28_HTML.jpg]
Figure 2-28Enabling logging in the Azure CSP subscription




Data Collection Options
Select the first subscription in the center (the one with the key) and select edit settings. You will change the parameters in all three categories (Data Collection, Email notifications, and Pricing tier). In this case, I set up auto provisioning, as shown in Figure 2-29. Once this option is enabled, you have a second option to set up the default workspace configuration. It is important that you select the workspace where to send the collected information. You want to use the same workspace you created earlier. This will ensure that all of the data that is collected is logged in one place.[image: A429219_1_En_2_Fig29_HTML.jpg]
Figure 2-29Changing the security options




The workspace allows you to group all of the log data together for security analysis. The workspace you created earlier will be used throughout the book for data collection. Once you have selected these options, click Save. You will be prompted to reconfigure the monitored VMs. Click Yes when prompted.

E-mail Notifications
You can set up e-mail notifications for your subscriptions. You need to select the e-mail address that you will use in your tenant to centralize all notifications. In this case, I’m using the account o365Admin for all notifications in Azure (see Figure 2-30). In 365 I have added an e-mail forwarder to our ticket systems, so when a notification is generated, a ticket is issued. Also, enable alerts and select “Send email also to the subscription owners.”[image: A429219_1_En_2_Fig30_HTML.jpg]
Figure 2-30Setting the e-mail notification




The next step is to configure the alerts for the Security Center and enable the data retention. In this case, you will learn how to modify the Log Analytics data retention capability and set up the notification alerts for the Azure CSP subscription. Returning to the security dashboard, select “Security policy” (under Policy & Compliance) in the Security Center. Once you select the security policy, you need to edit the Log Analytics subscription and change the data collection to “All events.”

Configuring Log Analytics: Payment Tier
Once you have configured the resource where the data will be logged, the next step is to configure Log Analytics. In Figure 2-31, select the account and edit the settings.[image: A429219_1_En_2_Fig31_HTML.jpg]
Figure 2-31Configuration of the Log Analytics subscription




There are two options that need to be set: the pricing tier and the data collection. Select the appropriate pricing tier that you will use in your Security Center. For this example, select the Standard pricing model for data collection (see Figure 2-32). This enables the data collection features that you will use in the security analysis. Bear in mind that we have a 60-day trial of the Security Center.[image: A429219_1_En_2_Fig32_HTML.jpg]
Figure 2-32Selecting the security mode payment plan: 60-day trial





Configuring Log Analytics: Data Collection
Once you have set up the pricing tier, the final step is the set up the data collection. You have four options. For the policy, select All Events (see Figure 2-33) and then click Save. In our case, we are collecting all log events, because later we will be enabling Windows 10 telemetric data to be collected.[image: A429219_1_En_2_Fig33_HTML.jpg]
Figure 2-33Collecting all data for Log Analytics






Step 11: Adding Azure Active Directory Identity Monitoring
In this step, you have to enable the different security solutions that you have in your environment. We started our configuration using Microsoft 365 E5, and Microsoft 365 E5 enables a variety of security options for data management (see Figure 2-34).[image: A429219_1_En_2_Fig34_HTML.jpg]
Figure 2-34Enabling additional security options




The next step is to configure the security options for Azure Security Center. There are five security options you can select. (Your screen may look different as Microsoft adds new security solutions to your Azure tenant.) The two security options we are using here are Azure AD Identity provider and Advanced Threat Protection (for Active Directory implementations).
Note
The Advanced Threat Protection subscription is a service that Microsoft provides with the EMS or Microsoft 365 Enterprise suite subscription. This is a critical subscription for your environment for the management of Active Directory, workstations and servers. If you have a hybrid environment, you must deploy this subscription. This subscription/service is being renamed to Azure Advanced Threat Protection and is at 
                      https://portal.atp.azure.com
                    . The old name was Advanced Threat Analytics. If you see the old name, just think of the new name.

Deploying Azure AD Identity Protection
The Azure Security Center will process the different security options, and if they are already configured or need to be connected to your service, you will see the Connect option. In the case of the two subscriptions that we selected, one is connected, and the other is not. We will walk through the configuration options of both of these subscriptions. First, click Connect on the Integrate Azure AD Identity Protection screen (see Figure 2-35).[image: A429219_1_En_2_Fig35_HTML.jpg]
Figure 2-35Enabling Azure Active Directory Identity Protection




Once you have selected the subscription, the next step is to map the data to the Log Analytics subscription being used for security data. In this case, select the Log Analytics workspace (this is the workspace we created at the beginning of this chapter) that you are using to manage all log events and then click Connect to add the workspace to your environment.
Linking the subscription is extremely critical to the management of Office 365 and Azure identity protection. What you are doing at this step is pulling the information from the security subsystems about data breach attempts into your environment. This includes the following:	Leaked credentials

	Impossible travel locations (logging in from China at the same time you access from Portland)

	Signing in from an anonymous IP address (individuals hiding their locations)

	Sign-ins from an IP address where there is known ID theft (kiosk locations, etc.)




You have linked the Azure Identity Protection into the Security Center for data management, and you have set up the alerts from the Azure Identity security management to the security dashboard.


Step 12: Adding Azure Advanced Threat Protection (optional)
The final security solution we are adding is the Azure Advance Threat Protection
                  
                  
                  
                . Azure ATP requires an on premise AD that is linked to Office365/Azure via AD Connect. If you do not have an Active Directory environment (either in Azure or on-site) and AD Connect service running, then you can skip this step. Once you have configured the service, the service will generate alerts about data breaches and lateral attacks on your network (see Figure 2-36).[image: A429219_1_En_2_Fig36_HTML.jpg]
Figure 2-36Advance Threat Protection atportal.​atp.​azure.​com
                          
                          
                          
                        




There are two components to Advance Threat Protection, the Windows Security Center device ATP component (which we have already configured), and the configuration of the Azure ATP security center at portal.​atp.​azure.​com. The Azure ATP security center downloads an agent to the domain controllers in your network to process information from your active directory and integrate the information into Azure security services.The configuration is an easy process, just follow the steps outlined below.	1.Enter the on-premise domain administrator account and password.


 

	2.Download the agent and install on all of the domain controllers.


 

	3.Configure the weekly reports.


 




Advanced Threat Protection is an important service in detecting data breaches. This service is important because it provides you with a deep inspection of threats and remediation of those threats. The ATP service provides the following:	Detection of lateral account breaches

	Passwords exposed in clear text

	Modification of sensitive groups in Active Directory




There is never enough security. You need to enable all of the reporting and data processing for your environment. After you review the different logs and capabilities, you will discover trends, and if they are perpetuated by a bad actor, you can block them. As an example, now that you have the security logs enabled, you can access the logs through Azure Active Directory and see the attempts to breach the Office 365/Azure environment (see Figure 2-37).[image: A429219_1_En_2_Fig37_HTML.jpg]
Figure 2-37Login attempts to Office 365 account






Azure Security Services Checklist
Congratulations, you have completed the Azure security configuration. Before moving on, let’s review what we have configured for our Azure security services. In later chapters, we will build on the Azure security service and extend our security converge. At this point, you have completed the following 11 steps:	1.Purchase a Microsoft 365 E5 subscription and an Azure CSP services subscription.


 

	2.Create the Log Analytics resource.


 

	3.Connect the Log Analytics resource to Active Directory and Office 365.


 

	4.Deploy the Microsoft monitoring agents.


 

	5.Connect the data sources to the Log Analytics subscriptions.


 

	6.Deploy the Azure service map agents in your servers.


 

	7.Extend the Azure Security Center with a standard log data collection.


 

	8.Link the Log Analytics resource to the Azure Security Center.


 

	9.Configure notifications.


 

	10.Link Azure Identity to the Azure Security Center.


 

	11.Deploy Advanced Threat Protection (portal.​atp.​azure.​com)


 




At this point, the Azure security services are enabled and functioning. You will be receiving alerts from the security subsystems based on actions in the environment (see Figure 2-38). These alerts are sent to the e-mail notification address that you added.[image: A429219_1_En_2_Fig38_HTML.jpg]
Figure 2-38Azure Security Center security alert







            Office 365 Security & Compliance Center
          
You have completed the major security setup for the Azure Security Center. This center manages the Office 365 identities and security attacks against your infrastructure. There is an additional security center that will need to be configured: the Office 365 Security & Compliance Center.
To access the Security & Compliance Center, log in to Office 365 and select the administration portal. In the administration portal, select the Security & Compliance Center located (see Figure 2-39). This will redirect you to the location 
                https://protection.office.com
              .[image: A429219_1_En_2_Fig39_HTML.jpg]
Figure 2-39Accessing the Office 365 Security & Compliance Center




The Security & Compliance Center is used to do the following:	Enforce data policy for activities with Office 365

	Set up the Secure Score measurements (see Chapter 3)

	Configure data privacy

	Manage the threat management dashboard

	Manage the cloud data policies on data access

	Perform eDiscovery tasks




In Chapter 6, you will configure the compliance settings based on the business needs. The security and compliance settings need to link up to the Compliance Manager configuration in the Microsoft service’s Trust Center. This is where you will set the configuration for the GDPR, NIST-800-35 for federal government contractors, and other security and compliance requirements.
The only configuration that we will set up at this time is the audit logs. The audit logs will need to be enabled because of privacy issues. To enable the audit logs, select “Search & investigation” and then “Audit log search” (see Figure 2-40).[image: A429219_1_En_2_Fig40_HTML.jpg]
Figure 2-40Selecting logs




Once you have selected the audit log search, turn on auditing (Figure 2-41). This will start the data collection of specific changes to the Office 365 subscriptions and users. Typically, I set up the audit logs for 720 days (2 years) to recover events.[image: A429219_1_En_2_Fig41_HTML.jpg]
Figure 2-41Enabling audit log search





Cloud Security Policy Setup
There is one last step that you need to complete, which is the Cloud Application Security service setup. I will discuss the details of the service later, but for now I will show how to enable the service and start collecting data. Return to the Security & Compliance Center and select Connect Office to Cloud App Security (see Figure 2-42) in the “Security admin” blade.[image: A429219_1_En_2_Fig42_HTML.jpg]
Figure 2-42Connecting to Cloud App Security CAS




Cloud App Security gives you additional alert management on users (and bad actors) who are accessing your Office 365 environment (and your on site server if you have integrated the security center ATP agenda and data collectors). This link will direct you to the security portal at 
                https://getoffice365security.portal.cloudappsecurity.com
              . The initial dashboard will show no connected applications. What you need to do is to link the Office 365 and Azure accounts. In Figure 2-43, click the plus sign and then select the connected applications that you want to integrate to Office 365. The integration that you will be completing links the internal audit logs of the connected apps into the Office 365 CAS security services.[image: A429219_1_En_2_Fig43_HTML.jpg]
Figure 2-43Accessing CAS for the first time




When you click the plus sign, add the selected applications that you are using in your Office 365 tenant (see Figure 2-44). In our case, we are using Office 365 and Azure. So, you will select those two applications and integrate them into the CAS service.[image: A429219_1_En_2_Fig44_HTML.jpg]
Figure 2-44Setting up CAS applications for security monitoring




Once you have selected a service, just select the green Connec button. For third-party services, you will need the administrator accounts for access. You will want to add the Azure service and the Office 365 service to link them to CAS (see Figure 2-45).[image: A429219_1_En_2_Fig45_HTML.jpg]
Figure 2-45Linking Azure services to CAS




Once you click Connect, the CAS service will begin to scan the users and data. If the service is connected properly, it will display a green connected check mark. If there is an error, then you will need to troubleshoot (do not use trial subscriptions; otherwise, the service will fail).
Once you have added the services, they should look similar to Figure 2-46. At this point, you have completed the CAS integration.[image: A429219_1_En_2_Fig46_HTML.jpg]
Figure 2-46CAS status board after services are added



 Once you have deployed CAS, take a moment to exam the templates of the services. CAS is a great tool to use when you are setting up data alert conditions as different resources access your tenant. CAS is the tool you use to monitor and review data access in your Office 365 tenant. Figure 2-47 is an example of the data tracking that is available in CAS. Most of the rules are enabled once CAS is connected to a data source.[image: A429219_1_En_2_Fig47_HTML.jpg]
Figure 2-47CAS detailed log- see 
                        http://www.portal.clouappsecurity.com
                      




However if you want more detailed alerts, review the template and add the additional alerts that you with to use to monitor access. Keep in mind that as you deploy Windows Advance Threat Protection, the data reported by the agents in Windows 10 version 1809 and Windows server 2019 acts like a security SIEM (Security Information and Event Management). If you add the necessary logs from the firewall and other SNMP devices, you have uploaded the same capabilities that you would find in any commercial SIEM (such as splunk).

Summary
This chapter focused on setting up Azure security services so you can use the Azure configuration you just built to deploy a set of measurement scores to see how you are doing. The focus in this chapter was to set up the services. Feel free to explore the rest of the service configuration to see the additional features. I wanted the basic integration to be completed so we can begin to collect data. One of the last configuration changes we made was to enable detailed logging of the Office 365 security activities and to connect up CAS. With these features being enabled, you now have a full security logging data collection service in place that you can use for the rest of the Office 365/Azure security services.

Next Steps
The ground work has been completed. You have created a data logging subscription to collect data in Azure for review in log Analytics. You have linked the Office 365 tenant into azure and set up Office 365 logging and the initial set up of Cloud App Security CAS. Our next step is to deploy Microsoft Secure Score and configure Windows Secure Sore by deploying Windows 10 Advance Threat protection. If you have not deployed Office 365, you should stop and read Chapter 7 before you continue.
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You are the corporate information security officer (CISO), responsible for managing activities in the United States and in the European Union. As part of your role, you are the data production officer (DPO) under GDPR, and you are also the Compliance Manager under your corporate responsibilities. Your company has made the strategic decision to purchase Office 365 and integrate the on site active directory into Office 365 Azure services. The problem is where do you begin. You have spoken with a number of Microsoft partners and they point to two areas: Azure security services and Microsoft Secure Score. You are worried about phishing attacks and the next generation of worms that are AI based. You are using an older version of anti virus that is signature based. Your security tools are out of date and you need to look at the problem from a new perspective. What do you do next? The answer is simple - deploy Microsoft Secure Score! 
Ninety-five percent of penetration attacks begin with a phishing attack. The bad actors data mine LinkedIn and other social media sites to find information about a target using an approach that is no different than what most companies use for marketing programs. The bad actors start to develop a relationship and become trusted. How does a bad actor become trusted? They start to imitate your friends and contacts through phishing and spoof attacks and then breach your network.
What is a CISO to do? The simple answer: you’ll want to configure the Security & Compliance Center (see Figure 3-1) to provide early notification and access and deploy Microsoft Secure Score.[image: A429219_1_En_3_Fig1_HTML.jpg]
Figure 3-1
                  Office 365 Security & Compliance Center
                




There is so much to do. The EU new regulation- GDPR, requires you start a security training and proactively manage your cloud and on-site resources. Account breaches start with users. As a CISO, your job is to educate workers and put in place the necessary monitoring and analysis tools to keep your enterprise safe. You need to deploy additional security tools, such as multifactor authentication to control credentials and Windows 10 E5 Advanced Threat Protection (see Figure 3-2) to actively manage and protect your companies resources. The new Windows 10 E5 Advance Threat Protection (WATP) give you a deep understanding of the scope of the problem. Before you were worried about how to detect data breaches from emails, now you have the tools to look at data breaches real time and take proactive steps to block the breaches.[image: A429219_1_En_3_Fig2_HTML.jpg]
Figure 3-2Walking through an alert




Security can no longer be an afterthought. Microsoft refers to this constant vigilance as 
            intelligent security
            
          . As a CISO, you need to be configuring user identify and access, protecting corporate information, constantly looking at threats (predicting and responding to problems), and managing the overall security. Along with this, is the impact to your business environment that the latest changes in compliance (such as the GDPR and the CCPA) can have on Intelligent security (see Figure 3-3).[image: A429219_1_En_3_Fig3_HTML.jpg]
Figure 3-3Intelligent security (courtesy of Microsoft)




As I’ve said repeatedly, security is a landscape in flux. As attacks become more vicious, we as custodians for our company information need to change our policies and approaches. Traditionally, IT has been a service and support organization. Because of data threats, support organizations need to change and adopt new policies for audit and security management. One trend that we are seeing is the addition of a security operations center (SOC) to the help desk. Typically, IT services do not include all three branches: the help desk, the network operations center (NOC), and the security operations center (SOC). Today, SOCs enlist predictive tools to spot and analyze trends, and include machine learning, behavior analysis of users, and deep learning.

Deep learning is one of the latest tools added to security suites and involves the analysis of large data sets. It is likened to a neural network resembling the human mind, and is capable of analyzing all sets of data. To be a successful CISO, you need to deploy the tools that will provide the necessary protection and analysis of the threats your company is facing.
Note
Deep learning is used to develop neural networks, which are a key component in next-generation AI tools. Deep learning software is self-learning and is used to drive automobiles, analyze legal cases, and install threat detection/remediation software. If you look at Windows Advance Threat Protection (part of the Windows 10 E5 solution), you will see an implementation of neural network or deep learning model.

There is an ongoing war between companies and bad actors. To win, you need to constantly look at new tools and integrated solutions. The best-in-class solutions all offer different tools. Your challenge is finding the necessary tools to win the battle (Figure 3-4).[image: A429219_1_En_3_Fig4_HTML.jpg]
Figure 3-4Product-focused solutions (courtesy of Microsoft)




The third step is to analyze the data, draw conclusions, and provide a set of recommendations with a timeframe for implementation. The tools are constantly changing, with more options for configuration and analysis. As compliance becomes more part of our business activities, we need to deal with the risk of devices, users’ access, and identity management. The question that we ask ourselves is how can we configure the environment and set up the necessary components that we require to be successful in our deployment? Where do we start, and how do we proceed?
This is where Microsoft Secure Score and Microsoft Compliance Manager come into play. Microsoft Secure Score gives you a comparison metric based on other businesses your size in the same market (see Figure 3-5). Microsoft Compliance Manager extends Microsoft Secure Score and gives you a grade for how you are doing according to the compliance guidelines in your organization. In addition, Microsoft Secure Score compares how you are doing against other members in the same industry. This way you can accurately compare yourself against other organizations to see if you are doing enough.[image: A429219_1_En_3_Fig5_HTML.jpg]
Figure 3-5Microsoft Secure Score





Secure Score is a feature in the Office 365 Compliance Security Center and is available to all users who have an Office 365 subscription. The purpose of Microsoft Secure Score is to get you headed in the correct direction, with a measurement that can be used to see if you have improved your security posture. The Microsoft Secure score is designed so you can measure your deployment so you can improve upon it.
There is a lot of work required to set up your 365 tenants to be monitored and analyzed under Microsoft Secure Score. Each of the Security Centers has a different function associated with it. After you set up the security scoring, the next step is to configure Mobile Device Management and Mobile Application Management for Office 365 (see Chapter 5). Once you complete the MDM/MAM setup, you have a secure environment. The setup order is important, though. Each Security Center feeds on the previous one to provide you with a 360-degree view of the security process.
The goal of this chapter is to provide you with the tools necessary to manage your Office 365 tenant in a secure way. At the end of this chapter, you will have Secure Score and Compliance Manager configured and set up to record information for your security process. As part of this process, you want to record your security score at the start of the process so you can see the impact to the changes that you make on your Office 365 account. The Microsoft Secure Score is composed of two scores when this book was published. The Microsoft Secure Score includes the Office 365 Secure Score and the Windows Secure Score. Let’s get started in building out our Microsoft Secure Score and enable the security implementation tracking. 
Note
Before you proceed, you will want to purchase the following Office 365 subscriptions for your account: Microsoft 365 E5 and an Azure $100 CSP subscription. To fully understand the concepts in this book, you must have these subscriptions deployed on your administrator account. You can deploy these subscriptions from your current Microsoft partner. If you are worried about the long-term commitment of Office 365, check out 
                www.kamind.com/csp
               for the different subscription offerings.

Security & Compliance Center
You are the CISO. Your Managed IT Department (MID) outsource has provisioned you with the Microsoft 365 E5 subscription and has set up your 365 account with an Azure CSP subscription. You are set up as the contributor of the CSP subscription for your Azure deployment. The first place you should go is the Security & Compliance Center. Log in at 
                https://portal.office.com
               (see Figure 3-6) and click Security & Compliance.[image: A429219_1_En_3_Fig6_HTML.jpg]
Figure 3-6Office 365 admin screen with Security & Compliance link




Note
The IT support industry is changing. There are three types of outsourced IT organizations in the United States: break fix (you call them and they fix things for you), Managed Service Provider (MSP) (these are companies that provide you with a managed services plan and have a limited scope of work to do), and Managed IT Department (MID). The vendor that supplies you MID services becomes the vendor that helps your business move to the next level. The MID organization is your strategic advisor. This is very much like they are in your office and they take care of issues and problems associated with the activities of the IT organization.

The Security & Compliance Center is a data aggregation dashboard for all the Office 365 services. The dashboard is highly configurable, based on the user’s desired outlook. The default dashboard will show some key security areas: Data admin, Security admin, Compliance officer, and Security operator. In Figure 3-7, we set the dashboard with information about the GDPR.[image: A429219_1_En_3_Fig7_HTML.jpg]
Figure 3-7
                    Security & Compliance Center
                  




At this point you may be wondering as to why we are scoring our configuration and this has to do with Office 365 security. The Microsoft Security Score contains baseline configuration data of companies in the same market segment. In essence, we are measuring ourselves against our competitors. The objective is to set up a baseline measurement that we can use to compare our Office 365/Azure tenant implementation to other organizations. As new threats emerge, the security posture changes and our baseline number will change. We can see the impact of changes and take appropriate actions to improve our security posture. This is why Microsoft Secure Score is important to us and our company. A low score means higher risk. A higher score is implying lower risk. Our discussion on compliance (later in this chapter) will also look at the Microsoft Compliance Score to see how we are doing in compliance and see areas where we need to improve. The security and compliance scores provide us with meaningful metrics to assist us in managing our business in the Microsoft Intelligent cloud.
The security score is critical to managing our cloud security posture. To access the Microsoft Secure Score, in the “Security admin” area, select Office 365 Secure Score. This will redirect you to the Microsoft Secure Score dashboard (which includes Office 365 Secure Score and Windows Secure Score, see Figure 3-8). We will be looking at both security score settings in this chapter. Keep in mind that the secure score settings are a comparison of the different configurations of Office 365 combined with the threat intelligence from the Microsoft security graph. The score is a weighted value based on the importance of the security control and the impact of the control to various threats. If an Office 365 tenant is attacked by a bad actor and the attack is thwarted by a control setting, then this control setting will have a higher value than a different control.
The security score is a weighted value that compares the configuration of your Office 365 and Windows 10 deployment as compared to other companies the same size in the same market segment. This comparison will give you a security position. If you find you have a low score compared to other Office 365 and Windows 10 users, then you need to seriously look at your configuration and see what changes you need to make. A low score means that you have a higher probability of penetration by a bad actor. On the other hand, a high score means you have less likely of a penetration.[image: A429219_1_En_3_Fig8_HTML.jpg]
Figure 3-8Microsoft Secure Score administration center




Note
The Microsoft Secure Score is only a number that gives you a probability of penetration. This does not mean you should set the number to be the maximum value. On the contrary, you need to look at the controls and determine what makes business sense for your organization. Typically smaller companies will have a lower score and larger companies with a security department will have a higher score. In all cases, you need to continuously monitor the events and take actions as necessary.


Secure Score Overview

Secure Score is composed of two parts: Office 365 Secure Score and the Windows Secure Score from the Windows Security Center (
                https://securitycenter.windows.com
              ). Before you can start using the Microsoft Secure Score, you will need to deploy Windows Security Center Advanced Threat Protection (part of Windows 10 E5).
Deploying the Windows Security Center
The subscriptions that we have deployed in our test organization are the Microsoft 365 E5 and Azure CSP subscriptions. One of the components in Microsoft 365 E5 is the Advanced Threat Protection upgrade for Windows Defender. This is the next-generation end-client threat protection agent. The agent is linked to the larger Microsoft threat brain (called the 
                threat intelligence graph
                
              ) and is able to protect against endpoint threats (servers, desktops and non Microsoft endpoints). The desktop agents are AI-based and deploy deep learning methodologies that you find in neural networks.
The Microsoft 365 E5 subscription includes the Windows 10 E5 subscription which is a digital licenses upgrade to Windows 10 pro systems to Windows 10 Enterprise (no code changes to upgrade subscriptions). This upgrade includes the next-generation Advanced Threat Protection. This software is a key threat protection tool that is used to defend the endpoint from attacks and is a crucial tool in the defenses of your network by bad actors. The following steps will configure the Windows Security Center to be used by your Office 365 tenant. The account you are using must be configured with this subscription as a global administrator and cannot be configured with partner-delegated admin rights.
Installing Windows Advanced Threat Protection
The Windows Security Center score is based on the data collected from the Windows 10 desktops and evaluates the desktop configurations. The Windows Security Center (
                    https://securitycenter.windows.com
                  ) requires a work account (aka Office 365 account) with global administration access. The Windows Advanced Threat Protection Security Center gives the administrator an integrated view of the Windows desktop and key Office 365 services. Information is presented in the Security Center dashboard. The dashboard status changes all the time depending on what is happening on the client (see Figure 3-9).[image: A429219_1_En_3_Fig9_HTML.jpg]
Figure 3-9Secure Score admin center in 
                            https://securitycenter.windows.com
                          




The installation process for Advanced Threat Protection is straightforward as outlined below.	1.Make sure your account is provisioned with a Microsoft 365 E5 subscription.


 

	2.Log in with a global admin account (and not a delegated admin) to Office 365.


 

	3.Log into 
                            https://securitycenter.windows.com
                           and follow the steps outlined next.


 




The detailed steps to set up Windows 10 ATP are outlined next. There is additional software that you will need to deploy to the desktop to enable Windows analytics and to collect data for Azure security services. The Azure security deployment and the Windows 10 analytics are used to address security issues on clients and the actions of bad actors. We deployed the Azure Security Center (in the previous chapter) first so we could enable the additional security monitoring of the Windows Security Center and the Azure security monitoring services. If you have not configured your Azure security services (described in Chapter 2), please return to that chapter and configure them now.
Note
To access a free trial of Windows Defender Advanced Threat Protection, go to 
                      https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
                    . Before you start the free trial, make sure you are logged into the Office 365 tenant as a global admin. The free trial will be added to your 365 tenant.
Microsoft requests that you log in a second time to verify your account. The other way to use Windows 10 ATP is to use a Microsoft 365 E5 subscription.

Step 1: Log In to securitycenter.windows.com
The first step is to log into Office 365 with the global admin account that is configured with the Microsoft 365 E5 subscription. Open a new tab on your browser and log in to 
                      https://securitycenter.windows.com
                    . When you log in, you will need to create your security tenant (see Figure 3-10). The setup process requires that you install the active agents on all Windows 10 systems that have the Windows 10 E5 subscription. Windows 10 Build 1803 or later is required to use the next-generation software. After you log in to the Security Center, you will set up the monitoring agents. Click Next and follow the wizard.[image: A429219_1_En_3_Fig10_HTML.jpg]
Figure 3-10Setup Windows Defender Security Center





Step 2: Set Up the Data Repository
You need to select the data repository for either the United States or Europe (Figure 3-11). Additional countries will come online eventually. The repository is subject to local laws, and both repositories are GDPR compliant. [image: A429219_1_En_3_Fig11_HTML.jpg]
Figure 3-11Setting up the data center location preference





Step 3: Set Up Data Retention Preferences
The next screen (Figure 3-12) defines how long data will be maintained in the repository. I recommend that you select 180 days. However, be aware that if you have a system that is in the repository and you decide to rename the system, you will have the old systems and the new system. The repository systems’ names are unique, and the data sets are not merged. Later, I will show you a set of systems in the repository that have the same name. If you are deploying Windows 10 ATP in a new environment, make sure the systems are named correctly before you deploy the agents and the data collection tools.[image: A429219_1_En_3_Fig12_HTML.jpg]
Figure 3-12Setting up data retention





Step 4: Set Up the Organization’s Data Size
The next screen (Figure 3-13) sets up the unique characteristics of the organization. Currently, this is the size of the repository.[image: A429219_1_En_3_Fig13_HTML.jpg]
Figure 3-13Defining the organization’s size





Step 5: Identify the Organization Type
The next screen (Figure 3-14) is used to define the organization type. There are two locations where this information is maintained: in the Windows Security Center and the Office 365 Security & Compliance Center. This information is crucial for Secure Score operation. The configuration in step 3 allows you to compare how you run your organization against other companies. This allows Microsoft to identify potential threats that target companies in your market segment. Remember, the secure score is not just a reflection of your own configuration. It is also how your Office 365/Azure configuration tacks up against external threats and other organizations.[image: A429219_1_En_3_Fig14_HTML.jpg]
Figure 3-14Identifying your organization’s market segment





Step 6: Click Preview and Set Up the Cloud Instance
Advance the wizard through the next two steps to set up the preview (click Yes for new features) and to enable the cloud instance. The cloud instance (the data repository, etc.) will take anywhere from 5 to 20 mins to create depending on the organization size (Figure 3-15).[image: A429219_1_En_3_Fig15_HTML.jpg]
Figure 3-15Creating the cloud instance for Security Center





Step 7: Download the Client Software
The next step is to download the client software endpoint and upgrade Windows Defender to ATP with the next-generation detection software (Figure 3-16). At this point, you have all the components necessary to start collecting information for a Windows secure score. As a reminder, make sure you have already renamed the system to the production name. Windows Security cannot tell if the system is the same and will not merge data or delete data form a systems that does not report status.[image: A429219_1_En_3_Fig16_HTML.jpg]
Figure 3-16Installing the desktop agent





Step 8: Download the Client Software for Azure Log Analytics
In Chapter 2, we configured the Azure security services and Log Analytics. At this point, we need to download the Log Analytics agent to install on the Windows 10 desktops. In Chapter 2, you configured the Azure dashboard and already placed the Log analytics workspace on your dashboard. Select the Log Analytics workspace agent (see Figure 3-17).[image: A429219_1_En_3_Fig17_HTML.jpg]
Figure 3-17Select the Log Analytics workspace to download and install the data collection agent




After you have selected the Log Analytics workspace in the Azure dashboard, click “Advanced settings” and then select Connected Sources. Then click Windows Servers to access the monitoring agent. Even though you are installing desktops, the agent on the server and Windows 10 clients are the same (see Figure 3-18).[image: A429219_1_En_3_Fig18_HTML.jpg]
Figure 3-18Downloading the data collection agents for Windows connected devices




You can also download the same agent for all Windows and non-Windows devices. Data collection for analyzing threats is key to deploying Office 365. If you do not install the data collection agents, you will not have visibility into the threats against your system. As an example, you now have the ability to look at systems’ configuration and performance and take appropriate actions. One of the new threats that is emerging is crypto-jacking. Crypto-jacking takes over a system using the computer’s resources. If your systems have been operating slowly for no apparent reason, then deploy the monitoring agents to see what is happening in your systems through the Log Analytics dashboard.
Note
The Log Analytics monitoring agent supports Windows and non-Windows devices. If you have not looked at the connected services, take the time now to examine what needs to be done to connect the rest of your monitoring services to Office 365 and Azure. To manage your cloud-based services, you will need to install the monitoring agents.

After you have downloaded and installed the agent, move on to step 9 and configure the Windows 10 analytics environment with the commercial ID.
Step 9: Configure the Windows 10 Environment
The final step is to configure the data collection agents on the Windows 10 devices. This is the Windows 10 commercial ID. The commercial ID collects information on the Windows 10 device and uploads the data to Log Analytics and Microsoft. The commercial ID is enabled when the “Update compliance” blade is enabled in the Log Analytics portal. If you did not record the commercial ID in Chapter 2, refer to the section “Retrieving the Commercial ID for Windows 10 Devices” later in this chapter. The commercial ID allows you to collect data about your Windows 10 clients for security analysis. Because this data may contain business information, the service is disabled and will need to be enabled by the IT department or your end users. To deploy the commercial ID, you need to add the Intune blade to your Azure portal. The steps to add the Intune portal are listed below.	1.In the azure portal (portal.​azure.​com) select favorites (next option located under create a resource on left hand menu)


 

	2.Scroll down to Intune service


 

	3.Select the Intune service – click on the star so it is yellow. This will add Intune to the favorites on the left hand menu.


 

	4.Select Intune (it will be at the bottom of list, unless already added).


 




Once you have added the service, select Intune, then Device configuration, then create profile (see Figure 3-19). Select the plus sign to create a profile. The profile we will create is called Deploy Commercial ID.  Before you proceed to the next section, make sure you have the Windows 10 Commercial ID. The process to retrieve the Commercial ID is described later in this chapter in the section called Retrieving the Commercial ID for Windows 10 Devices. The Commercial ID is where the windows devices (Server 2016, Windows 10 and later and versions) will report telemetry data collected from the devices. Windows Advance Threat Protection services use telemetry data to pinpoint threats in your enterprise and to detect lateral security attacks with stolen credentials. Commercial ID telemetry data is crucial for a threat prevention and is a key part of an active defense against bad actors.[image: A429219_1_En_3_Fig19_HTML.jpg]
Figure 3-19Expanding the Intune blade in Azure to set up the commercial ID deployment




Once you have the Commercial ID, there are three ways to deploy it. You can deploy it with Group Policy, Local Policy, or EMS deployment (version 1803 or later). In the following steps, we will use Local Policy to configure the Commercial ID. If you want to configure the commercial ID data collection on the local systems, see “Deploying the Commercial ID on Windows 10 Devices” later in this chapter. In this case, we will configure the Commercial ID deployment via the MDM wizard (MDM is covered in detail in Chapter 5).
The approach we are using here is to deploy the Commercial ID via the MDM/MAM capabilities that are part of the Microsoft 365 E5 license. In the Azure dashboard, select the Intune blade and device configuration. Create a new profile for Windows 10 (see Figure 3-20).[image: A429219_1_En_3_Fig20_HTML.jpg]
Figure 3-20Creating the custom deployment for a registry update to a Windows 10 device




Select “Create profile” to create a new profile for deployment. Make sure you have selected Windows 10 and later and Custom profile. Once you have set up this information, you can add the deployment information to Windows 10 (see Figure 3-21).[image: A429219_1_En_3_Fig21_HTML.jpg]
Figure 3-21Enabling the Commercial ID via the MDM deployment




The information that you need to add for the row is the following:	Name: Windows 10 Systems – Telemetry

	Description: Enable Commercial ID

	OMA-URI: ./Vendor/MSFT/Policy/Config/System/AllowTelemetry

	Data Type: Integer

	Value: 1




The last step is to make sure you have assigned this deployment to a security group for deployment to the Windows 10 devices (see Figure 3-22). Once you have configured any MDM feature, you will need to assign the deployment to the different groups. In our case, we assign this to a test group for deployment (more in Chapter 5 about this configuration).
If you are not ready to deploy MDM and want to test the data collection, refer to the section called “Deploying the Commercial ID on Windows 10 Devices” later in this chapter. This section will walk you through the same steps, but each system will be deployed individually.[image: A429219_1_En_3_Fig22_HTML.jpg]
Figure 3-22Assigning the Commercial ID deployment to three different deployment groups






Step 10: Verify the Windows 10 ATP Deployment
The configuration of Windows 10 ATP is complete. We have set up the Windows Security Center and deployed the necessary data collection tools on our systems. These tools include the following:	ATP agent for Security Center

	Microsoft Monitoring Agent for data collection

	Commercial ID for detailed systems analysis




To make sure that our systems have been deployed, go to the 
                      https://securitycenter.windows.com
                     and verify the systems are listed in the dashboard. Log in to the Security Center and select the machine icon. This should look similar to Figure 3-23.[image: A429219_1_En_3_Fig23_HTML.jpg]
Figure 3-23Machines deployed with ATP





Reviewing Windows Security Center Settings
Once the data starts flowing into the Security Center (it takes 24 hours for a complete data snapshot), you can examine the configuration of the Windows devices and determine what changes need to be made to raise the Windows Security Score. In Figure 3-24, we have selected the Application Guard to see the configuration of the desktop. The Windows Secure Score will show the areas that need to be addressed to raise the score. In this case, the Applications Guard is only 33 percent deployed. To address this, we need to enable the attack surface reduction rules, set controlled folder access (used to control ransomware), and use Windows Defender next generation AI versus a legacy third-party product).[image: A429219_1_En_3_Fig24_HTML.jpg]
Figure 3-24Expanding the security score for Application Guard 




When you select the Application Guard card icon, you will see some areas highlighted (see Figure 3-25). In each of these cases, you need to look at the configuration and determine what features your business wants to enable and what features you do not have enable for a secured environment. Earlier, we used MDM to configure telemetry for the desktop clients. We can also do the same with Application Guard. Application Guard helps isolates enterprise-defined untrusted sites. This protects the company and blocks employees from accessing those sites.[image: A429219_1_En_3_Fig25_HTML.jpg]
Figure 3-25Detailed look at the Application Guard deployment recommendation




To configure the Application Guard feature, we use the same methods that we used earlier. We configure the OMA-URI for the Application Guard deployment (see 
                      https://docs.microsoft.com/en-us/windows/client-management/mdm/windowsdefenderapplicationguard-csp
                    ). Once this is deployed, our Windows Secure Score will increase with the new policy. Later in this chapter, you will examine how you configure the OMA-URI settings to push notifications to your managed clients. In Chapter 5, I will discuss these settings and others in more detail when talking about the MDM/MAM configuration.
So far, we have configured the Windows Secure Score; the other half of the problem is the Office 365 Secure Score. Let’s move to the Office 365 Secure Score and configure the services so we can review the security positioning of our Office 365 environment.
Note
There are many different philosophies on what to configure or not to configure. My best advice is to look at each feature and independently make a decision to deploy or not to deploy. If you leave the defaults without understanding why they are in place, your configuration may not be as secure as needed and you have drastically effected the end user experience in a negative way.





Office 365 Secure Score
We spent a considerable amount of time building out the Windows Secure Score. We also introduced the configuration of the device using Intune MDM for device management (OMA extensions). The next step is to look at the Office 365 security score. If you made changes in the Security Center, those changes will impact the security score (see Figure 3-26). At this time, let’s examine the Office 365 Secure Score.[image: A429219_1_En_3_Fig26_HTML.jpg]
Figure 3-26Microsoft Secure Score, via the Office 365 security admin center




The Office 365 Secure Score is easy to configure; there is little setup required to collect the information. The Office 365 information is collected in your tenant based on your configuration of the different Office 365 services. There are three components that make up the security score. These are your Office 365 configuration, your organization size, and your market segment. Keep in mind that the security score values are recommendations. You will need to look at each of the recommendations to see the impact on your business. In some cases, there is no impact. In other cases, there could be a significant impact on the organization productivity. The goal of Microsoft Secure Score is to set up a configuration that meets your security needs. Do not try to max out the configuration. You want to select the configuration that makes sense for your business.
Comparison Score
What is the comparison score? I have had many discussions with Microsoft over the years on the features of the Microsoft Secure Score. The comparison provides a look into your target market and your company size and the typical configuration of the 365 tenants. This gives you an idea of what you are doing and what your fellow competitors are doing. This is important because bad actors look to target certain industries with different types of attacks. If your industry is banking, it is common that the attack will take on a form that is recognized by your fellow workers as a valid e-mail. In this case, the score gives you a metric to show that you need to be better to reduce your risk. Microsoft has extended the Microsoft Secure Score with threat intelligence, so if you are in a targeted industry that is exposed to certain types of threats and you turn the defenses off, your Microsoft Secure Score will be impacted.
There are three components to the Microsoft Secure Score comparison in Office 365: location, industry, and Office 365 user account. Microsoft Secure Score gives you a comparison against this metric. To set up your industry, go to the Microsoft Security & Compliance Center. Select Service Assurance and then Settings. Select your location and organization size and save the data (Figure 3-27).[image: A429219_1_En_3_Fig27_HTML.jpg]
Figure 3-27Setting the organization information




Once you set the organization size, in a few hours, your score will be adjusted based on your competitors. This will give you a good idea to the configuration of your environment compared to others in your industry. As an example, looking at our security score, we show a range of 171, and our industry is at a level of 45 for the same size and type of company (Figure 3-28). In our case, this number may look good, but it is far below our metric.
                
                
              [image: A429219_1_En_3_Fig28_HTML.jpg]
Figure 3-28Comparison settings




Note
Secure Score is nothing more than the gamification of security. We all are competitive in one way or another. What we are doing here is getting a target so we can improve. Remember, what is measured can be improved, and what is tracked exponentially improves. In our case, we want to raise our security score.


Microsoft Secure Score Target
Once you have selected your business type and configured the region where your business is located, Microsoft will begin calculating your Office 365 Secure Score. In the Security & Compliance Center, look for the “Security admin” section (shown in Figure 3-29). Click Office 365 Secure Score.[image: A429219_1_En_3_Fig29_HTML.jpg]
Figure 3-29Accessing the Office 365 Secure Score




Review the configuration of the Microsoft Secure Score and review your comparison. Select the target you are looking to achieve. In our case, the target score is 407 (see Figure 3-30). To set a target score, you simple move the slider based on your business needs. Once you move the slider, the next step is to configure the services.[image: A429219_1_En_3_Fig30_HTML.jpg]
Figure 3-30Setting the target




Once you set the target, all that is needed is to look at the actions necessary to adjust the score. In our case, there are 22 actions that we need to complete. The filter on the actions is extremely useful to separate the easy configuration changes from the more difficult configuration changes. Many of the changes will require you to use PowerShell (see Chapter 7 for an overview) to configure your Microsoft Secure Score.
When you set up the task list, filter out the easy-to-do tasks (Figure 3-31), and let’s walk through the configuration. If this is the first time you are using Microsoft Secure Score, set the user impact to Low, and filter the list.[image: A429219_1_En_3_Fig31_HTML.jpg]
Figure 3-31Filtering the easy-to-do tasks




As an example, our list has the following:	Enable MFA for global admins

	Enabling audit data recording

	Review signings after multiple failures report weekly

	Set outbound SPMA notification

	Enable mailbox auditing for all users

	Review role changes weekly

	Enable information rights management

	User audit data

	Do not use transport rule to external domains




In the list of tasks that we need to compete, some of these tasks require reviewing reports and others require configuring a specific function. If you expand the action items and add up the score, this would add about 15 points to our score, which would place us at 295 security scores, which is less than 120 points away from our target of 407.

Increasing the Microsoft Secure Score
Looking at the security score recommendation, let’s walk through the process of one item to give you a feel for the necessary complexity. If you expand the “enable MFA” item, you can see that there are specific tasks associated with enabling MFA (see Figure 3-32). Each score contains three pieces of information: an overview of the service, security threat information if the service is not implemented, and implementation instructions for the specific service. In this case, the goal is to reduce the threat of a breach by stolen credentials.[image: A429219_1_En_3_Fig32_HTML.jpg]
Figure 3-32Enabling MFA




Implementation is easy; just click the “Learn more” button, and Microsoft Secure Score will walk you through the process to enable the specific feature. You can read the explanation and click Launch Now to configure the services that you will be using (see Figure 3-33).[image: A429219_1_En_3_Fig33_HTML.jpg]
Figure 3-33Configuring MFA




After you configure the MFA function to increase the score, walk through the renaming options to configure the services. The benefit is that your Office 365 tenant will have a secured configuration. Will this block all bad actors? We hope so! What Microsoft Secure Score does is make your data more difficult to compromise. So, the bad actors will be blocked the majority of the time. MFA raises the bar and forces the bad actors to look elsewhere. This is no different from homes that are well-lit and have barking dogs versus home that are quiet and not well-lit. Bad actors will go for the homes that look like they are easy to break into. You need to think of your Office 365 tenant in the same manner. Raise the security level and direct the bad actors to other homes.

Score Analyzer and Next Steps
The impact of the changes can be readily seen in 24 hours. In our example, we enabled MFA on all users, configured the “Lock box” option, adjusted the transport rules for mail forwarded, and reviewed the Azure security logs. These actions move our security score from 170 to xxx (see Figure 3-34). To see the impact of your changes, look at the Score Analyzer tab and click “Compare scores.” This will show you the changes that you made and the impact they have on your Office 365 account.[image: A429219_1_En_3_Fig34_HTML.jpg]
Figure 3-34Comparison measurement of Secure Score over time




Microsoft Secure Score is designed to be constantly evaluating the configuration of your Office 365 tenant. The evaluation happens at least once a day. The best practice is to make changes in the areas where there is the least impact on your users. In the areas where there is impact (such as setting up MFA) and configuration of the application ID, these changes need to be rolled out more slowly.
Note
Microsoft Secure Score is a set of baseline numbers that give you a recommendation on how your Office 365 tenant should be configured. As a CISO, you need to look at the reports generated in the Security Center and evaluate your business risk. Microsoft Secure Score is a tool that dynamically adjusts your score based on your Office 365 and Windows configuration and compares this to the risk associated to your business in a specific target market. The Microsoft Secure Score is design to assist you in building a solution that has less vulnerabilities. However, if a bad actor has targeted the organization, there is a high probability of penetration by the bad actor. 



Compliance Manager
Microsoft introduced a new tool for Office 365 administrators and compliance officers called Compliance Manager, located at 
                https://servicetrust.microsoft.com
              . Compliance Manager provides you with an assessment of your configuration of Office 365 as compared to the assessment analysis that you use to look at your business. Compliance Manager evaluates your response and scores you according to governmental standards. The most common analysis is the impact of the GDPR on the business. As an example, if we look at the securing data in the public network and what the requirements are under the GDPR, the Compliance Manager allows us to assign a resource that is responsible for the management and implementation of that function. When we successfully complete the task, we are scored (see Figure 3-35).[image: A429219_1_En_3_Fig35_HTML.jpg]
Figure 3-35
                    Compliance Manager
                  




I do not want to lose sight as to what the problem is and what the regulations are trying to correct. The new regulations are putting in place a set of universal standards to safeguard personal information. The new compliance regulation is all about personal data and data privacy, and we are the custodians for personal information in our organizations. The best definition (which is being mainstreamed as the personal data standard) is from Article 4 of the GDPR regulation.
                ‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
                1
              


The difference between Secure Score and Compliance Manager is technical implementation versus business process implementation. Compliance Manager is about the business processes being compliant with the different governmental entities. The score that is used in Compliance Manager is a relative weight of the importance of the activity when you look at the overall requirements. In the case of the GDPR, we are looking at changes in how we store and manage information. When you are audited by a governmental agency, the audit looks at who is responsible for the implementation of the various regulations in your business.
So far, we just looked at the EU GDPR requirements. Let’s look at the NIST 800-53 requirements. These are the requirements for U.S. federal contractors. If your business receives federal funds, you are required to be compliant with the NIST-800-53 standard.
If we look at Compliance Manager with the NIST 800-53 requirements for federal contractors, we have a similar set of controls for the management of the activities that would be associated with an audit. As an example, at KAMIND IT, we have customers with NIST audit requirements for breaches and remediation (see Figure 3-36). What we need to do is ensure that the documents that we generate for breach analysis are documented in our clients’ Compliance Manager tenant.[image: A429219_1_En_3_Fig36_HTML.jpg]
Figure 3-36Remediation under NIST 800-53




When an auditor approaches an organization, the organization must show that it has implemented the necessary processes and controls and that it has the necessary documentation and checklist assigned to complete the activity. If the organization does not show the necessary controls and documents to support the audit request, the organization is fined.
Note
Compliance Manager supports the EU regulation GDRPR and NIST 800-35 for federal contractors. The next change we will see is the implementation of the California Consumer Privacy Act (CCPA). CCPA also includes fines.

The fines for noncompliance can be large and even close businesses. In the case of the European Union, the fines start at 20 million euros. In the United States, it depends on the agency, but it is not uncommon to have fines of $10,000 per incident with forfeiture of the government contracts.
This is why Compliance Manager is extremely important to your business. If you are subject to any state, federal, or international regulation, you must manage the information from a legality point. For all other businesses, you need to look at the regulations (GDPR and NIST 800-53) and use the same process to manage your internal activity. When the CCPA becomes more widespread, this is the tool you will use to ensure that your organization is complaint.
The purpose of Compliance Manager is to provide you with a set of checklists, where your business can assign resources to resolve the different compliance needs. If this is the first time you have been exposed to the compliance requirements, you need to make sure your business meets the necessary compliance standards. Figure 3-37 shows an update with the status of the different regulations and your internal business process changes.[image: A429219_1_En_3_Fig37_HTML.jpg]
Figure 3-37
                    Compliance Manager
                  




Compliance is a big topic. My objective here was to introduce you to the service trust center and the configuration necessary to manage your Office 365 tenant. Compliance is all about business processes and changes. Just like with Secure Score, we have a compliance score.
Next Steps
We use Compliance Manager as a check list when we audit a customer for GDPR compliance and NIST 800-53 compliance. This is the check list that your organization needs to implement. All companies should do what is necessary to be NIST 800-53 compliant. If we add into this the change under California’s CCPA, our businesses will fundamentally change. What are the steps that you need to follow to implement the necessary changes in your organization? I have outlined some typical questions that you need to ask.
Step 1: Review Your Business
The first step is to determine what regulations you are subject to and what actions you need to implement (this is where Compliance Manager really helps). There are a number of categories for Compliance Manager. The common ones are : NIST 800-53 and the GDPR. One of the nice features of the Compliance Manager is the cross matching of the different compliance category. As an example, if you filled out the audit requirements for NIST 800-35, this would cross reference the task to other regulations. This cross reference allows an organization to look at multiple regulations and fill a number of requirements where there is overlap. The common question you need to ask are the following:	GDPR	Do you have customers from the European Union?

	Do you supply product or services to EU entities (people and/or businesses)?





	NIST	Do you have a federally funded contract for products or services?

	Do you supply products or services to a vendor that is a government contractor?





	CCPA (use the NIST compliance tool)	Do you have customers in California?

	Do you supply products or services to vendors in California?

	Is your state passing a law similar to CCPA?









Step 2: Engage with a Licensing/Compliance Partner

Compliance Manager does a good job of helping you with the requirements of compliance. However, you may need a facilitator to provide you with accountability to make sure you are doing the work correctly. Compliance is about record-keeping an inventory assessment. Assign owners to the various regulations, and manage the activity like you would any other project. Set start dates and define a time line for implementation.
The goal of this type of engagement is to identify the compliance gap and who owns the gaps. Bear in mind that everything needs an owner, and everything must be tracked to make progress.
When you engage a Microsoft Partner, they will generate a document that is composed of a series of questions and build out a document (see Figure 3-38) that addresses the different areas. A GDPR assessment is composed of 191 questions and can take 40 to 160 hours to complete depending on the size of the organization and complexity of the problem.[image: A429219_1_En_3_Fig38_HTML.jpg]
Figure 3-38Partner data collection form for Compliance Manager (courtesy of Microsoft)




Once you have completed the compliance management process, Compliance Manager can assist you to make sure the data is kept up-to-date. This will help an organization meet the compliance needs. However, this is not a one-time action. It is a continuous process.

Step 3: Complete the Assessment
There is no way to get around this; you will need to complete the assessment and generate your business compliance score. The deliverable in the compliance score is the detailed process document that your organization needs to execute against for the different areas.



Other Configurations
Microsoft Secure Score is a powerful way to build out your Office 365 configuration and Azure configuration. This section contains some miscellaneous helpful hints on where to find and configure certain information required in Microsoft Secure Score. The techniques to deploy the configurations to the desktops are covered in the Mobile Device Management (Chapter 5).
Retrieving the Commercial ID for Windows 10 Devices
A commercial ID is the ID used to organize information that is shared with Microsoft. This information consists of diagnostic data. The diagnostic data is extremely useful for the care and health of your Office 365 environment. The data collected is used to assist Microsoft in better supporting our environment. Retrieving the commercial ID for Office 365 and Azure joint systems is a two-step process. In Chapter 2, we configured the Windows Update Management compliance blade for Log Analytics (see Figure 3-39).[image: A429219_1_En_3_Fig39_HTML.jpg]
Figure 3-39Adding Update Management to the Log Analytics blade




The commercial ID is used to collect information for Windows 10 desktop devices and supply the information to Microsoft. In this way, Microsoft can advise on the upgrade readiness. The second use of the commercial ID is to collect information that we can use in our security analysis of the workstation and the external threats form bad actors.
What we are doing from a security perspective is adding the Windows information from the desktops (and servers) and linking the information with the Active Directory and Office 365 information to build a full, 360-degree view of the security profile of the user. When we add Windows 10 Advanced Threat Protection, we are also linking information so we can see different threats to the environment that we are mitigating. To retrieve the Commercial ID, follow the steps outlined next.
Note
To retrieve the Commercial ID, you need to have completed the Azure Log Analytics setup described in Chapter 2. If you have not completed those steps, please return to Chapter 2 and configure Log Analytics so can you add data analysis to your environment. Security defenses requires that data is collected form different endpoints and analysis with the data form the cloud services.

Step 1: Select Log Analytics and Update Management
Select Log Analytics and then workspace summary. After you have selected workspace summary, select the Update Compliance blade. Then click Solution Settings (see Figure 3-40).[image: A429219_1_En_3_Fig40_HTML.jpg]
Figure 3-40Selecting the Update Compliance blade in Log Analytics





Step 2: Copy the Commercial ID from the Update Compliance Blade
The Commercial ID is located in the Update Compliance Settings section of the log analytics (called update Insights). Click Update Compliance Settings, and copy the Commercial ID (Figure 3-41). This is the ID used to organize the data that has been relayed to Microsoft. Our objective here is to make a copy of the key so any information that is uploaded to Microsoft is also uploaded to the security center for analysis.[image: A429219_1_En_3_Fig41_HTML.jpg]
Figure 3-41Retrieving the commercial ID from the Update Compliance settings section






Deploying the Commercial ID on Windows 10 Using Local Policy
There are three ways to deploy the commercial ID. You can deploy this with Group Policy, Local Policy, and EMS deployment (version 1803 or later). In the following steps, we will show how to use Local Policy to configure the commercial ID. In this case, we will use the Group Policy editor to configure the necessary entries for data recording.
Step 1: Edit the Group Policy by Using the MMC Component
On your Windows 10 system, open an administrator prompt and type in MMC (Microsoft Management Console). In the MMC snap-in, select File, select Add/Remove Snap-in, and select Group Policy Object, then Local computer policy. Click Add (see Figure 3-42).[image: A429219_1_En_3_Fig42_HTML.jpg]
Figure 3-42Setting up the MMC to retrieve the group Security Policy Editor
                          
                          
                          
                        





Step 2: Expand Data Collection and Preview Builds
Once the Group Policy editor is loaded, select Administrative Templates, Windows Components, and then Data Collection and Preview Builds. You want to configure two areas (see Figure 3-43): Allow Telemetry and Configure the Commercial ID.[image: A429219_1_En_3_Fig43_HTML.jpg]
Figure 3-43Options under the Data Collection and Preview Builds





Step 3: Expand Telemetry
Expand the Allow Telemetry section, select Enabled, and select option 3 - Full (see Figure 3-44).[image: A429219_1_En_3_Fig44_HTML.jpg]
Figure 3-44Enabling Telemetry





Step 4: Enter the Commercial ID and Enable Upload
Expand the Configure Commercial ID section, select Enabled, and enter the commercial ID (see Figure 3-45).[image: A429219_1_En_3_Fig45_HTML.jpg]
Figure 3-45Enabling the commercial ID and entering the commercial ID on Windows 10/Server 2016






Setting Custom OMA-URI Settings for Microsoft Intune
The Open Mobile Alliance Uniform Resource Identifier (OMA-URI
                
              ) setting allows you to customize the local security policy settings for Windows 10 and Server 2016 devices. These settings are used to control the features of the device such as the Active Directory group policy. Windows 10 and Service 2016 make many configuration service provider (CSP) settings configurable through Intune MDM policies. Setting up a new policy is easy. (See 
                  https://docs.microsoft.com/en-us/windows/client-management/mdm/configuration-service-provider-reference
                 for the different CSP policy options.) You need to pay attention to the version of Windows 10. CSP support is variable on the OS build, and you want to deploy CSP only on the latest Windows 10 systems. Figure 3-46 shows a snapshot of the different CSP offerings for MDM/MAM management. The footnote means that only Windows 10 version 1803 or later is supported, and there is no support for Windows Home or Windows Mobile.[image: A429219_1_En_3_Fig46_HTML.jpg]
Figure 3-46Custom OMA-URI configuration settings for Windows 10 (courtesy of Microsoft)




Once you review the available configuration
                
               options, the next step is to examine the policy and then deploy the policy. In Figure 3-47, we expanded the AccountManagement CSP policy to see the policy in a tree format.[image: A429219_1_En_3_Fig47_HTML.jpg]
Figure 3-47Expansion of the AccountManagement CSP (courtesy of Microsoft)




Once you have reviewed the CSP policy, you can select the necessary configuration elements. In this case (looking at the AccountManagement CSP for our Windows Holographic Business edition), we want to set up the device so that profiles are deleted when the storage is full or after a period of inactivity. As an example, the data we will need to configure is shown here and in Figure 3-48:	Name: Windows 10 Account Management – Holographic Delete policy

	Description: Set Account Delete Policy

	OMA-URI: ./Vendor/ MSFT/AccountManagement/UserProfileManagement

	Data Type: Integer

	Value: 2




The configuration
                
               we are using is Microsoft 365 E5, and we have deployed the Intune MDM/MAM. To configure the policy, log in to 
                  https://portal.azure.com
                 and select Intune on your Azure dashboard (if this is not present, you will need to add the service through the Azure search or Azure option “Create a resource”). Once you have selected Intune, select Device configuration and then Policies. Click “Create profile” to create a new profile for deployment. Make sure you have selected Windows 10 and Later as well as Custom profile. Once you have set up this information, you can now add the deployment information or Windows 10 Holographic edition.[image: A429219_1_En_3_Fig48_HTML.jpg]
Figure 3-48Deploying a custom configuration to the connected client




The scope for what you can deploy on Azure-connected clients is extremely broad and is being expended with every release. In Figure 3-49, you see the WiFi CSP. MDM can be set up to fully configure the WiFi configuration for the connected mobile or Windows 10 client.[image: A429219_1_En_3_Fig49_HTML.jpg]
Figure 3-49Exploring the WiFi CSP
                        
                       and changes on the connected client (courtesy of Microsoft)





Deploying DMARC/DKIM
Phishing e-mails and spam are becoming more and more common. One of the ways to combat them is to use Domain Keys Identified Mail
                
                
               (DKIM) in conjunction with the sender policy (SPF) to validate e-mail in Office 365. The combination of these two technologies is called Domain-based Message Authentication, Reporting and Configuration
                
                
               (DMARC), as shown in Figure 3-50. This ensures that the destination servers can trust your company e-mail and you can trust e-mail that has been sent to you from third parties (assuming you are using the Office 365 protection services).[image: A429219_1_En_3_Fig50_HTML.jpg]
Figure 3-50DKIM e-mail analysis (courtesy of Microsoft)




How does DMARC work? Simply put, it standardizes the send from address (5322 specification) and the mail from address (5321 specification). The deployment of DMARC/DKIM prevents spoofing. As an example, look at the simple mail transcription in Figure 3-50. Normal SPF checks will allow an e-mail to go through the message filters, but a DMARC/DKIM deployment will detect the phishing address and force a failure for DMARC.
DRMARC/DKIM simply forces the domain validation of the e-mail. In the example, DMARC validates that the e-mail addresses comes from a valid domain. This approach validates the sender e-mail; however, you can still be phished, but this minimizes the phishing from fake e-mail domains. The configuration of DMARC involves the following steps.
Step 1: Configure SPF Records
Configure your SPF records for your e-mail domain in Office 365. The typical Office 365 SPF record looks like this:v=spf1 include:spf.protection.outlook.com -all



To access your SPF record, log in to the Office 365 admin panel and select Setup and Domains (see Figure 3-51).[image: A429219_1_En_3_Fig51_HTML.jpg]
Figure 3-51Collecting the SPF record from Office 365




Office 365 has a default DKIM and uses the onmicrosoft.com domain. Once you have verified your domain, you need to create the DKIM record that corresponds to the verified domains.

Step 2: Publish Two CNAMEs for Records in Your Custom Domain
Figure  3-52 shows the mail flow. The first step is to create two CNAME records for your custom domains. Figure 3-53 has the generic DKIM/DMARC records. The changes you make are in domain, domainGUID, initialDomain, and domainkey. Figure 3-54 shows the configured DKIM information for kamind.com. Once you have these records defined, upgrade the DNS services with the new records. DKIM works only with records that have been verified. You will need to have a DKIM record for each domain that you use.[image: A429219_1_En_3_Fig52_HTML.jpg]
Figure 3-52DKIM mail flow
                          
                          
                         (courtesy of Microsoft)



[image: A429219_1_En_3_Fig53_HTML.jpg]
Figure 3-53Microsoft generic Office 365 DKIM records (courtesy of Microsoft)



[image: A429219_1_En_3_Fig54_HTML.jpg]
Figure 3-54Configured KAMIND.com DKIM structure for Office 365





Step 3: Enable DKIM in Office 365
Once you have created the DKIM records and installed them in your DNS server, you need to run the following PowerShell command. Once you have configured the DKIM, you can look at the internal properties of a sent message and you will see DKIM=pass or DKIM=OK in the Internet header.New-DkimSigningConfig -DomainName kamind.com -Enabled $true




Step 4: Deploy the DMARC Identifier in Office 365
The next step is to configure the DMARC name for Office 365. The decision for which record to deploy is based on the policy of the organization. There are multiple policy options that you can deploy. A policy is what happens when you have a DMARC failure. Figure 3-55 shows the different configurations. The recommendation is to use a quarantine (or the junk folder).[image: A429219_1_En_3_Fig55_HTML.jpg]
Figure 3-55PowerShell to enable DKIM for Office 365 (courtesy of Microsoft)






Using Azure Advisor
Once you have enabled all the security services, Azure Advisor will begin to analyze your configuration and make suggestions. In Figure 3-56, you see the advisor recommendations for Availability, Security, Performance, and Cost. You can expand the categories to look at the changes that you need to make for your Azure environment to function better. You can load the Azure Advisor from the “All services” option in the dashboard. Don’t forget to pin the new favorites to the dashboard for future reference.[image: A429219_1_En_3_Fig56_HTML.jpg]
Figure 3-56Azure Advisor (located in all services)






Summary
At this point you have expanded the type of data being collected in the Azure security center. You enabled the Commercial Id for windows devices (Server 2019 and Windows 10), and started to collect more data about your enterprise environment. At this point we can now see alerts in our enterprise and drill down on those alerts to remediate issue. One of your other accomplishments, is the integration with Microsoft Secure Score and you started to build a road map on the features you need to implement to secure the environment. We are on the path for success..

Next Steps
Now that our base logging configuration is completed, and the logs are collecting data, we move on to the next step. The next step in this case is the continue build out of the Enterprise Mobility and Security applications. These are not true applications, rather they are Azure extensions targeted to complete specific function, all revolving around Identity protection and information protection. Once we have completed the integration of the EMS services, we can move forward with Mobile application and device management.
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Office 365 is a suite of technologies delivered as a software-as-a-service (SaaS) offering and reduces IT costs for businesses of any size. Windows Enterprise Mobility & Security (EMS) is a SaaS offering that enhances the security of your Office 365 deployment; The new Microsoft 365 Enterprise E5 suite incorporates Enterprise Mobility and Security E5 suite. My team deploys either the Microsoft 365 E5 suite or the EMS E3/E5 suite for account security. This improves the security of our clients and in doing so reduces our threat landscape. This chapter is about deploying the Azure identity and information protection capabilities included with the EMS E5 (a component in the Microsoft 365 E5) (see Figure 4-1 for an EMS E3/E5 comparison).[image: A429219_1_En_4_Fig1_HTML.jpg]
Figure 4-1Enterprise Mobility & Security Suite E3/E5 comparison (license feature view)




There are many ways to look at the EMS suites and it is a very large topic. The approach that I used is to break this up into two different chapters, one on Information Protection and Identity Management, and the following chapter on Intune for mobile device management. Figure 4-2 shows the components of the Enterprise Mobility & Security suites.[image: A429219_1_En_4_Fig2_HTML.jpg]
Figure 4-2EMS Suite components (courtesy of Microsoft)




What Is EMS?
EMS (Enterprise Mobility & Security) is a Microsoft security suite for mobile and desktop devices. EMS is designed to work with Windows 10 and to use Azure security to manage the device and user infrastructure. There are two capabilities of EMS that are extremely useful for companies: EMS protects and empowers workers to better perform the duties assigned to them, and EMS allows the CISO to manage the activity of the users and prevent bad actors from accessing the data. One of the latest features to be deployed in Azure AD is 
              smart lockout
              
              
            . Smart Lockout locks out bad actors who are trying to guess your users’ passwords. The Azure intelligence is developed in such a way that the systems will recognize when a password is being breached and will force password authentication to happen.
There are different password programs and methods. We may think our passwords are unique, but in many cases, they are not and have already been compromised. When you deploy EMS subscriptions (or in this case, when you use one of the Microsoft 365 suites), you are protected by the constantly changing landscape of protecting your users’ accounts. This capability is included in the Azure Active Directory Premium P2 component of the EMS suite.
Looking at the business from a CISO point of view, a CISO now can deploy the sets of tools and services that protect the company assets. In Chapter 3, we configured the security score for both Office 365 and the Windows Security Center to manage our environment; now we are taking a deep dive to tightly configure our environment to manage the information that we communicate internally and externally in the organization. To get started, let’s look at the components of EMS and understand how we are going to deploy them in our business.
When we created our Office 365 account and validated the domain (see Chapter 7), that action created our Office 365 Azure Active Directory. We have the option to add Azure AD domain services or use our local active directory. You can add this at this step; however, there will be some Azure-configured services that must be set up correctly. These services consist of dedicated Azure subnets and additional configuration (a permanent configuration). Azure AD domain services is not the same as Azure joined devices and is a more involved topic beyond the scope of this book. In our deployment of the EMS security components we can either use the link to the on site active directory, or we can join workstations directory to Azure active directory. Either approach works for our discussion on the deployment of the EMS suite. The services that we are going to add are Azure AD Privileged Identity, Azure AD Identity Protection, and Azure Information Protection (see Figure 4-3). Log in to 
                https://portal.azure.com
               with the global admin account. Select the dashboard and then select Create a resource, and select the resource described in the following sections. We will add each of the components of the EMS suite and configure them.[image: A429219_1_En_4_Fig3_HTML.jpg]
Figure 4-3Adding the Azure services




Adding the Azure AD Privileged Identity Management
There are three Azure Ad services that we will configure in our Azure dashboard
                
                
              
                
                
              . We are going to walk through the steps of the initial configuration of these services. In some cases, the services have additional configuration or customization.
There are three services that we will be configuring for EMS:	Azure AD Privileged Identity Management

	Azure AD Identity Protection

	Azure Information Protection




EMS includes Intune. Intune is the Mobile Device Management component of EMS and will be focused on in Chapter 5. In Chapter 5, we will set up two types of Mobile Device Management: a Manage Application Management (MAM) and a full Mobile Device Management (MDM) deployment. Before we jump into device management, let’s focus on the information protection and identity management.
Let’s begin the process of configuring the different information and identity services for our EMS deployment.
Note
Azure Information Protection is briefly covered later in this chapter. My goal is to address the issues associated with identity management and device management and give you an overview of Azure Information Protection. Azure Information Protection is an important topic, but it is an orthogonal topic that is best covered as a stand-alone feature.

Step 1: Adding Azure AD Privileged Identity Management
Privileged Identity Management (PIM) is used to manage user accounts’ access to higher-level administrative functions. All of the new compliance audits require that IT administrators operate at the lowest level of permissions possible. Besides, this is just good business practice. Here, we are using PIM to manage administrator access to the global administrator account. The user accounts that require access are set up as password administrators. This is a lower-risk admin account since all users in our environment are running multifactor authentication. So, if we have a bad actor as an administrator, that person can only reset account passwords that have a lower privilege level, and since those users are running MFA, the exposure is minimal (users can reset their own passwords and requires a mobile number to confirm identity). All of the administrator accounts have a Microsoft 365 E5 subscription assigned to them. In the configuration that we are walking through, the administrator account that is used to set up the PIM service has Microsoft 365 E5. If you are setting up the service with an account without Microsoft 365 E5, you will generate an error on the configuration. The error is generated because you need a EMS E5 license component, e.g. the Azure AD Premium P2 license. This license is included with the MS 365 E5 or EMS E5, but not with the EMS E3.
Adding Azure AD Privileged Identity Manager is straightforward. Click the Identity icon and then click Create (see Figure 4-4).[image: A429219_1_En_4_Fig4_HTML.jpg]
Figure 4-4Adding Azure AD Privileged Identity Management




During the process, the Azure services will create the necessary components in Azure. If the Azure service has been already created or is hidden, watch for the pop-up message (see Figure 4-5) in the left corner. Click the message, which will launch the service to be configured. If you miss this step, just repeat adding the service until you have successfully clicked the message.[image: A429219_1_En_4_Fig5_HTML.jpg]
Figure 4-5Accessing the Azure AD Privileged Identity Management (PIM) service




PIM creates a new level of security controls for your administrators. Typically, organizations like to maintain control over administrator accounts. So, the user operates at a lower level of administrator. When a user needs to operate at a higher level, such as a global admin, they use PIM to request approval for the higher level of service. The increased credentials permissions are provided for only a limited time, and then the user account is reduced to the previous level. This is a compliance requirement and allows you to control the access of users and verify their access for the type of work they are performing.
Note
In Chapter 3, we touched briefly on Compliance Manager. We did not go into too much detail (Compliance Manager is a book in itself), but we provided some requirements for control. As an example, in NIST 800-35 there is a compliance requirement to use the minimal permissions to manage the environment. To meet this directive, you need to use a tool like PIM where the access to the global admin is activated for a limited period of time. This reduces the risk of a credential breach.


Step 2: Verifying Your Identity
Once you have selected the Azure service, the next step is to verify your identity. The Azure identity service will walk you through the steps to configure your user account and add the necessary information to Azure. The default configuration contains two forms of identification: e-mail address and mobile phone. Click “Verify my identity” and walk through the process of setting up MFA for your test account (see Figure 4-6). You will be prompted on a number of screens to verify your identity.[image: A429219_1_En_4_Fig6_HTML.jpg]
Figure 4-6Verifying your identity




There are different ways you can verify your identity. I use the mobile app when I can. If you have not downloaded the mobile app from the mobile store, you will need to complete this step before you continue. Once you download the app, just select a new account and add the app. The Microsoft service will display a bar code, so scan the bar code to automatically configure the service (see Figure 4-7). Click Next and then enter the code. You will still be prompted to enter your cell number for access in case the mobile app fails (or you lose your phone).[image: A429219_1_En_4_Fig7_HTML.jpg]
Figure 4-7Verifying your identity using the mobile app




Once you have completed the process, you will be redirected to the application to provide your consent. Click Consent to continue the configuration. You will be prompted to verify your actions before the PIM service will be configured. See Figure 4-8.[image: A429219_1_En_4_Fig8_HTML.jpg]
Figure 4-8The identity is verified; next you need to consent to the use of the PIM tool





Step 3: Set Up PIM
The next step is to select the Active Directory role and sign up for access. This sets the user account as the security manager for the PIM process. Once you have PIM in place, the users’ access is managed. Configuring user access is described later in this chapter. At this point, the goal is to set up PIM so you can manage user access to the global admin account.
Select the Azure AD roles (see Figure 4-9). This will launch an investigation into your tenant and build the Azure AD roles for all users to access the Azure security services. Since you are a global administrator and you are the first user to use the services, the service will be configured around your credentials (see Figure 4-10).[image: A429219_1_En_4_Fig9_HTML.jpg]
Figure 4-9Selecting the Azure AD directory roles for PIM



[image: A429219_1_En_4_Fig10_HTML.jpg]
Figure 4-10Signing up for the security role as the primary administrator




Once you have completed the sign-up process, PIM is ready for additional users to access the service. The configured service should look like Figure 4-11.[image: A429219_1_En_4_Fig11_HTML.jpg]
Figure 4-11Configured PIM service for future expansion




There is one last item that you need to complete, and that is pinning the configured PIM service to the Azure dashboard. So before you forget, look in the right corner, and click the pin to pin PIM to the Azure dashboard (see Figure 4-12).[image: A429219_1_En_4_Fig12_HTML.jpg]
Figure 4-12Pinning PIM to the Azure dashboard





Step 4: Configure the Initial Role
After PIM is installed, the next step is to run the wizard and configure the user roles. The wizard looks for users with different permissions and allows you to assign them temporary administrator rights. The wizard is an important step to run to set up the baseline configuration (see Figure 4-13).[image: A429219_1_En_4_Fig13_HTML.jpg]
Figure 4-13Running the PIM wizard to set up user roles




As an example, take a user who is a password administrator and wants to run as a global administrator. The user logs into Azure, accesses PIM, and requests the global administrator access. The role is assigned for a limited period of time (30 minutes in this example) to allow the user to perform the necessary actions. Global administrator rights are temporary. At the end of the time period, the user permission is restored to the nonglobal admin permissions.
PIM requires that the user have some administrator privilege level to use the service. We use a password administrator as the default administrator account (all our users have MFA deployed, so this has little impact on the user in the case of an issue with an authorized administrator). At this point, we will move to the next step and set up Identity Access Manager.


Adding the Azure AD Identity Protection

The next service we are adding is the Azure AD Identity Protection
                
                
              . This service manages access and detects whether there is an attack on Office 365 users. This service provides a layer of notification on attempted breaches to Office 365. Figure 4-14 shows the log files on my account and how the account was accessed by third parties.[image: A429219_1_En_4_Fig14_HTML.jpg]
Figure 4-14Invalid access attempts to Office 365 account




Follow the next steps to configure Azure AD Identity Protection (see Figure 4-5). After completing these steps, we will install Azure AD Identity Protection.[image: A429219_1_En_4_Fig15_HTML.jpg]
Figure 4-15Installed Azure AD Identity Protection




Step 1: Installing Azure AD Identity Protection
To install Azure AD Identity Protection, open the Azure dashboard at 
                    https://portal.azure.com
                  , click “Create a resource,” click Identity, and click Azure AD Identity Protection(see Figure 4-16). This will start the installation of the Azure AD Identity Protection service. The Azure AD Identity Protection service is the service that monitors user access to Office 365 and Azure resources. Once you select the resource, then click Create and pin the resource to your Azure dashboard. This will create the Azure subsystems necessary to use the resource you selected.
Note
Azure resources are dependent on the EMS license type. In our case, we are using the Microsoft 365 E5 license for all configuration (which includes the EMS E5 subscription). If you do not have the Microsoft 365 E5 license in your tenant, you may not be able to fully configure the resources we are using.


                [image: A429219_1_En_4_Fig16_HTML.jpg]
Figure 4-16Installed Azure AD Identity Protection




              

Step 2: Setting Alerts in Azure Identity Protection
We are focusing on the settings and the configuration. At this point, we want to have alerts in place to let us know when an event happens and to take the appropriate action. After we set up the alerts, we will configure the user policies to manage those alerts. To configure the alert settings, click Alerts (see Figure 4-17) and follow the next steps. In this case, we are sending the alerts to the o365admin test account.	1.Click Alerts.


 

	2.Set the alert to level Low.


 

	3.Click Included and then + Add (to add a user for the alerts).


 

	4.Select the user.


 

	5.Click the Select button.


 

	6.Click Done.


 

	7.Click Save.


 



[image: A429219_1_En_4_Fig17_HTML.jpg]
Figure 4-17Setting Azure alerts to be sent to the selected user





Step 3: Setting Up a Weekly Digest in Azure Identity Protection
After you click Save, the next step is to set up the weekly digest. The weekly digest has similar configuration steps that we just completed: you enable the digest and select the user. After you select the user, the screen should look like Figure 4-18 before you click Save.[image: A429219_1_En_4_Fig18_HTML.jpg]
Figure 4-18Setting the weekly digest in Azure Identity Protection




The Azure Identity Protection service will send you a weekly summary of the different activities so you can verify the access (Figure 4-19). What you are looking for are attack trends. The trends of the access by bad actors will give you a better understanding of the threats that you will need to defend yourself.[image: A429219_1_En_4_Fig19_HTML.jpg]
Figure 4-19Weekly alert digest





Step 4: Configure the Risk Policy
There are three different configurations for a risk policy. Risk policy is actions taken on a user account to protect company information. A risk can be a password attack, or any type of activity that is nonstandard user behavior. Risk level is what the business assigns to different levels of attacks on an account that may become compromised (e.g. the credentials are stolen). To combat risk, you may force users to authenticate with MFA. Keep in mind that any action you take on risk policy is a global action and effects all users. After you have configured Office 365 and see the type of events that are happening, you can tighten the different risk policies to have better control over the Office 365 user access. The critical users that you want to worry about are the administrators. The administrators are the targeted users in Office 365.
Configuring risk policies for the administrators and making them subject to MFA is simple. You add the administrator users that you want subject to the MFA authentication and you enforce the MFA policy. In this example, we selected two users, set the controls to require MFA, and set enforced to on (see Figure 4-20). 
                  
                  
                
Note
Before you start enabling the functionality, take your time and develop a plan for how you want to enforce risky behavior. Look at the data, and then enforce the controls. A lot of companies enable the features. The best practice is to set up a test group and apply the control to the test group, before you enable the control for all users (or administrators). Make sure you leave yourself a back door for testing.


                [image: A429219_1_En_4_Fig20_HTML.jpg]
Figure 4-20Forcing MFA on a set of users




              
At this point, you have configured the alerting activity for privilege access. You can now turn on additional security features to help manage user accounts. We recommend that you enable only a few test accounts to verify the functionality. Once you are satisfied, then you can roll this out in mass to all users. The next step is to configure Azure Information Protection.
Note
Testing accounts is easy. Just create a test group (set to include) to test out the new feature. Once you are satisfied with the process, you can either include all users or create a new static or dynamic group for the user accounts. 



Azure Information Protection
Azure Information Protection allows you to control information, classify documents, and set the information characteristics of those documents that are added. We can also send out documents where the information cannot be shared externally to an organization, the document can be configured to block printing or being forwarded to a third party. We can also add controls in a document template (or the document metadata) to block theses activities. This is known as data loss prevention (DLP)
                
               rules on documents. This has been enhanced by Microsoft with other third-party services, so those services now understand documents that can be managed. As an example, you can define a set of documents (or rules on documents) that are restricted to internal use. This means when a document is sent externally to another user in a different company, the external user would be forced to login with credentials to access the document. Since the user is unknown to the company, the user would be blocked from accessing the document. As an example, in sales we want to send out proposals and statements of work and have those proposals expire after 30 days. We would use AIP to manage the document type so anyone who received the document would be blocked from reading the document in 30 days.
The following are the configuration steps required to set up Azure Information Protection:	1.Install and configure the Azure dashboard (select Protection Activation).


 

	2.Define the labels for document management.


 

	3.Configure the global document policy.


 

	4.Download the Azure agent for Office applications for document classification.


 




Once you have taken these steps, you can send protected documents (or block them from distribution).
Document management is a large activity that can easily consume a lot of time. The best way to look at document management is to make it self-service. This model of self-service builds on the labels that the organization puts in place to manage information and train your users on how to classify documents.
To get started with the Azure Information Protection (AIP)  service, we need to enable the service and activate the protection. We will complete these steps and set up a basic rule for AIP to process credit cards.. Let’s get started with the configuration process so we can protect our organizational documents. So we are on the same page, when I say documents, I am referring to any written communications (e-mails, pictures with text, work documents, PDFs, etc.). See Figure 4-21.[image: A429219_1_En_4_Fig21_HTML.jpg]
Figure 4-21Azure Information Protection loaded and set up as a favorite on the dashboard




Step 1: Install Information Protection
The first step is to enable the AIP service in the Office 365/Azure tenant. To set up the service, go to the Azure dashboard and add the service to the dashboard. You can pin the AIP service, or you can add it to your favorites. See Figure 4-22.
Note
Earlier we used the term pin. In this case, we are not pinning the tool to the dashboard, but we are adding this to our favorites (under the star in Figure 4-21). To add to the favorites (the left side of the dashboard), all you need to do is to select “All services” and click the star to add the element to the dashboard. This process is detailed later in the chapter.


                [image: A429219_1_En_4_Fig22_HTML.jpg]
Figure 4-22Selecting Azure Information Protection




              
Once we have selected the service, we will create the service (see Figure 4-23). This is a simple process; just select the service under Identity and Azure Information Protection and then click Create to start the service. This will start the service and set up some of the background configuration that is required for your Office 365 account. Once you have enabled the service, you can add this to your dashboard by selecting All Services, finding the services, and then adding them to the favorites (by clicking the star next to the service). Microsoft is working to make this more of an automatic process that is tied to the subscription type.
Note
Classifying information is a large task. To address the classification, the best way to handle this is to configure the base parts of Azure Information Protection and enable data auto classification in the Office 365 Security & Compliance Center. Document classification needs to be created by the end user creating the document. The automated tools (such as the AIP scanner that scans documents located on file servers) need to be used to validate the document classifications that were created.


                [image: A429219_1_En_4_Fig23_HTML.jpg]
Figure 4-23Setting up Azure Information Protection for the first time




              
Once you have created the service, the next step is to set up the service (see Figure 4-24). In our service setup, we will be executing two steps. First, we will activate the service, and then we will come back to the service and set up new document classification and organization policies. We highlighted two areas in Figure 4-24: the protection activation and the labels. Click Activation to activate the service. Once you completed this step, the protection status will say “Protection status is activated.” After we have activated the service, our next action items will be to create a simple documentation classification (detection for credit card numbers) and then the policy to implement the document protection and classification.[image: A429219_1_En_4_Fig24_HTML.jpg]
Figure 4-24Activating Azure Information Protection




Setting up a policy on credit cards is simple and has little effect on the organization. Do not get me wrong; protecting the organization from sending out credit card information in the e-mail is critical. We need to protect the organization from violations that will result in fines. Under the new California law (CCPA), this data breach could result in fines of up to $750 per record, on the assumption that the consumer was harmed. The changes that we see in the new laws (like CCPA) are over assumed harm. Under old laws, harm had to be proven by the consumer. Under the new laws, harm is assumed. Businesses need to prove that protected personal information was not distributed to unauthorized third parties. This is why the Azure Information Protection is so critical to businesses, and the distribution of information needs to be tracked.
As an example, we can create a credit card protection rule where we allow documents (that contain credit card information) only to be read internally but not e-mailed externally. If a user e-mails the document externally, our labeling will block external user access to the document. The document rules are managed in the Office 365 Security & Compliance Center.

Step 2: Define Additional Label Classification
The first step after you have enabled the service is to define an additional documentation label that can be used to govern your business. Once you have defined the labels, the labels are now part of the documentation classification in the Office 365 Security & Compliance Center administration center.
Our approach is to walk you through the label configuration process on how to set up a credit card for detection and analysis. Once we are completed with this, we will quickly review the automatic label generation process.
The first step in configuration is to review the label structure and create the necessary sublabels and behavior that we want to see on the Office 365 user. In our case, the document that contains credit cards will be marked Confidential. We are going to create a sublabel for this document, as shown in Figure 4-25. Right-click Confidential and select Add a sub-label.[image: A429219_1_En_4_Fig25_HTML.jpg]
Figure 4-25Creating the first sublabel




This launches the Sub-label windows. Change the default settings as described next (see Figure 4-26).[image: A429219_1_En_4_Fig26_HTML.jpg]
Figure 4-26Defining the sublabel functions to classify documents (steps 1–9)




There are 13 steps we need to follow to enable the credit card protection
                  
                  
                  
                 in our document. The steps are cumbersome because there are many different options that organizations need to follow based on their security polices (so there is no one-size-fits-all solution). The changes that we are making are numbered 1–8 (see Figure 4-26) and described here, and steps 9–13 are shown in Figure 4-27.	1.Turn on the service (enable it and define the label), in our example we used Credit Card as the name of the rule.


 

	2.Select the label to protect the documents.


 

	3.Select Azure Protection; this will launch the protection options.


 

	4.Select Add permissions to the document. (If you want to restrict e-mail distribution, select set user define permissions).


 

	5.Specify the users and groups who will access this document label; in our case, this is only users from our e-mail domain.


 

	6.Define the type of access users will have (make them all reviewers). Click OK and Save to return to the main blade.


 

	7.Set visual marketing’s (watermark) on the document.


 

	8.Define a header for the document and a color (in this case red) .


 



[image: A429219_1_En_4_Fig27_HTML.jpg]
Figure 4-27Defining additional label parameters to classify documents (steps 9–13)




After we have made those changes, let’s make some additional changes on the document blade. These are numbered 9–13 in Figure 4-27. Click Save when completed.	9.Select a document to have a watermark and enter the watermark.


 

	10.Display the watermark as a horizontal or diagonal in the document.


 

	11.Select the condition for the protection (in this case we are using credit cards).


 

	12.Select the industry type (aka financial).


 

	13.Select the credit card condition, in this case we are using card number as a condition.


 




The basic label has been created. Save the changes on each of the blades. The next step is to apply the new document classification to all documents. There are additional document selection parameters. I recommend you leave these at the defaults and change them later after you have tested the document in production.
Looking at Figure 4-27, we notice the following:	The new document classification called Credit Card has been added.

	The document policy requires that the document be marked.

	The document policy also states that the document is protected.




At this point, we have set up a new document classification label called Credit Card (see Figure 4-28). Let’s apply the changes throughout the Office 365 tenant.[image: A429219_1_En_4_Fig28_HTML.jpg]
Figure 4-28Defining additional label parameters to classify documents (steps 9–13)





Step 3: Applying the Document Classification Globally
So far, we created a new document classification called Credit Card. This document has a subtype of Confidential, and we have restricted access to the document to users in our company with the e-mail address 
                    getoffice365security.com
                   (remember step 5 in Figure 4-26). The restriction that we placed on the document is as a reviewer. Next, let’s select Policies (under Classification in Figure 4-29) and then select Global (there should be only one policy in place unless you added a policy).[image: A429219_1_En_4_Fig29_HTML.jpg]
Figure 4-29Adding the Credit Card policy to the global policy




In Figure 4-29, we need to add the new document classification to our global default policy. This simply requires adding the document classification type. In Figure 4-29, once you are in the global document classification, the next step is to add the document and select Credit Card. This will immediately begin the document classification process. The next step is to download the right management protection tool.
Note
The best way to deploy document classification is by training the end user to classify the documents when they are created. You can also deploy the automated AIP scanner that scans documents located on file servers to collect data and classify documents that have not been uploaded to Office 365.


Step 4: Downloading the Document Classification Tool
Documents are automatically classified based on the process that we defined in step 3. The document classification tool allows users to classify documents according to our company standards. There is so much information that we have created; the only way that we can truly become compliant is that we train the users in document classification. Granted, not all users think the same, which is why we create special rules and procedures to keep our users in check (so to speak). From a compliance management perspective, if you rely only on automated tools, you will not catch everything. You need the users’ help.
Once you have downloaded the client, install the client (see Figure 4-30) and start Word (or PowerPoint, etc.). This will display the document classification menu (see Figure 4-31).[image: A429219_1_En_4_Fig30_HTML.jpg]
Figure 4-30Downloading the client from the Azure Information Protection dashboard



[image: A429219_1_En_4_Fig31_HTML.jpg]
Figure 4-31Installing the Azure Information Protection client management tool




After you have installed the AIP client, you will need to sign up for the Azure Rights Management Service (RMS) to make sure the document is tracked. Open Word, and select Track and Protect under the AIP icon in the toolbar. Then click Protect, then Track and Revoke (see Figure 4-32). This is the process you will use to mange access to documents you distribute. This is in addition to any label controls that were created globally on documents.[image: A429219_1_En_4_Fig32_HTML.jpg]
Figure 4-32Word 2016 with the Azure Information Protection client installed




Keep in mind that the user needs to control the flow of information that is sent externally and manage the documentation workflow. As an IT administrator, you can set polices on documents from a global sense, but it will be the individual users who need to manage the document they distribute to their customers. As an example, say we have a sales document that we use and distribute to potential clients. As a salesperson, I will manage my own information based on client needs. You cannot do this action globally; otherwise, you will affect sales in the organization.
Note
The AIP client is the same client as the document scanner for servers. This client tool runs as a background process and can be used to process the document on your server. In this example, we downloaded the document scanner for the end user to use. If this was a server and we wanted to run the AIP scanner, we download the same tool, install it on the server, and run a set of PowerShell commands to process documents. The document scanner requires that the account used to install on the server is the same account with the correct permission (and license) for Azure Information Protection services. See the “References” section for links where you can learn more about the AIP scanner.


Step 5: Enabling the RMS Tracking Service
Clicking Track and Revoke will launch the Azure RMS tracking service. You will need to sign in or sign up for the service (see Figure 4-33). This allows you to track documents worldwide (once the document is classified). You can revoke access and grant access.[image: A429219_1_En_4_Fig33_HTML.jpg]
Figure 4-33Signing up for document tracking for an external e-mail document




Once you have completed the sign-up process, download the clients for the different devices that you are using (see Figure 4-34). This way you will have a 360-degree view of all documents and be able to track and revoke rights from users.[image: A429219_1_En_4_Fig34_HTML.jpg]
Figure 4-34Application availability for reading protected documents





Step 6: Test the Document Classification Service
Testing
                  
                  
                 the service is easy. Search the Web for a demo credit card number. The best way to test this is to create a Word document with the information. The AIP systems will prompt you for permission to send the document (see Figure 4-35). If you drop the e-mail into a document, the e-mail will be sent but will be encrypted per company policies.[image: A429219_1_En_4_Fig35_HTML.jpg]
Figure 4-35Documents are auto-encrypted before being sent




The e-mail encryption is automatically handled, but what about a user trying to send a Word document with protected information (Figure 4-36)? The service works the same way. The e-mail in Figure 4-37 is the document as received by the end user.[image: A429219_1_En_4_Fig36_HTML.jpg]
Figure 4-36Sample Word document used in our test with protected information




I sent the Word document using the share function, and when Outlook finished loading, I was prompted to sign in to the Azure information service. If my system was Azure, then there would be no login prompt. If I was an external user and not permitted to read the document, I would be blocked from document access.[image: A429219_1_En_4_Fig37_HTML.jpg]
Figure 4-37Document protection with a credit card number






Step 7: Configure the Data Loss Prevention Rules
The DLP rules allow you to automatically classify e-mail based on content and leverage AIP client for special features (such as Do Not Forward and other actions). In the use of AIP, we customize our e-mail portal and define labels for our document classes. AIP will process the document and recommend a classification based on the document content (see Figure 4-38). Define the document class, and the users will help you with the document classification. Keep the document classification and types to a minimum number for the best results.[image: A429219_1_En_4_Fig38_HTML.jpg]
Figure 4-38AIP automatically classifying documents







Additional Configuration
There are many ways to configure Enterprise Mobility & Security (EMS) for your environment. In this section, I have detailed some of the additional customization that you can do. I wanted to provide you with the information on the service customization but handle that in a different section so you would not be distracted from deploying the service. Once you have the service in place, you can change the service to match your business needs.
Password Smart Lock Protection
A password lock box
                
               is an easy configuration to complete. The EMS licenses provide you with access to Azure Active Directory. To configure smart lock passwords, all that is needed is for the systems to be trusted (azure AD joined or hybrid joined) and to have the service enable the features in Azure Active Directory. As an example (see Figure 4-39), we logged into 
                  https://portal.azure.com
                 and selected Azure Active Directory. Once we selected Azure Active Directory, we clicked “Authentication methods” and enabled the service. In our example, we blocked some common password that users often use.[image: A429219_1_En_4_Fig39_HTML.jpg]
Figure 4-39Enabling smart lock in Azure Active Directory




Looking at Figure 4-39, you will notice that there are some additional configuration options such as the number of failed attempts (called lockout threshold) and the lockout duration. In our example, we allow up to ten attempts, and then we lock the user access for 60 seconds. Every business is different, and the lockouts will be shorter depending on the organization risk and compliance regulation.

Adding Applications to the Favorites List on the Azure Dashboard
In Figure 4-40, I have highlighted two areas to look at: favorites and all resources. To add an application (or blade) to the favorites, all that is needed is to select the application and add the element. The process is simple; select All Services from the sidebar. Find the service you are looking for (in this case, the Azure Information Protection application is located under Identity); then click the star (and turn it yellow).
Once the resource has been selected, it will show up at the bottom of the sidebar. You can drag and drop the resource on the sidebar to the position that makes sense to you. You can easily build a dashboard. Likewise, you can use the same process to remove the dashboard icons.[image: A429219_1_En_4_Fig40_HTML.jpg]
Figure 4-40Adding three applications to the Azure favorites in the sidebar
                        
                        
                      





Adding Office 365 E-mail Encryption

Adding e-mail encryption is easy to do in Office 365. This is a requirement for any type of compliance management. In this section, we will show how to add e-mail encryption and customize the e-mail portal that is presented to clients. Customization is key to ensure that secured e-mail messages that you send to your client are easily recognizable as coming from your organization. In our example, we customized our e-mail encryption with our contact information, logo, and description of who to contact about the e-mail in case there are any questions. This is important because phishing attacks target a large number of different Office 365 users. If you want to reduce your threat level, you need to customize your e-mail encryption portal when you add e-mail encryption.
In Figure 4-41, the e-mail message has two interesting properties. First, we include the organization logo in the e-mail, and since we are requiring that the user click an e-mail, we also include information about the e-mail contents. The objective is to customize the e-mail communications so that third parties can easily see that the e-mail message is from your organization. The areas that you can customize are outlined in the user’s Outlook client and later after they click the encrypted e-mail message.[image: A429219_1_En_4_Fig41_HTML.jpg]
Figure 4-41Sample encrypted e-mail




When a user clicks a secure e-mail that has been configured, they see the configured e-mail portal (see Figure 4-42). The user can enter their ID, or they can request a passcode to be e-mailed to them. Either approach works and is simple to use.
E-mail encryption is a good way to exchange information between users. Once you have sent and encrypted e-mail to the other user, the user can edit the e-mail and return the information to you. The encryption on the e-mail is unique and is maintained in isolation from other encrypted e-mail.[image: A429219_1_En_4_Fig42_HTML.jpg]
Figure 4-42Configured e-mail portal with additional contact information




To start, you need to purchase an Office 365 plan that includes e-mail encryption. This is included in all Office E3/E5 subscriptions and in the Microsoft 365 E3/E5 suites. We are using the Microsoft E5 suite. To set up e-mail encryption service, follow these steps:	1.Activate the Office 365 Rights Management service (should already be completed).


 

	2.Enable the encryption service in Azure Active Directory (should already be completed).


 

	3.Configure the Automatic Encryption transport rules (optional).


 

	4.Customize the e-mail encryption service for your business.


 

	5.Download the AIP client to allow users to classify and encrypt e-mails.


 




Let’s walk through the steps to configure e-mail encryption.
Step 1: Setting Up the Office 365 Rights Management Service
Office 365 encryption is easy to set up and configure. The first step to use encryption is to enable the Office 365 Rights Management service. Once you have enabled the Rights Management service, you select the various rules that you want the Rights Management service to use in automatic processing communications external to your organization, as well as manual configuration of a confidential service.
Log on to Office 365 and enable the Rights Management service (only global administrators can activate this). Click Settings, click “Services & add-ins,” and then click Azure Information Protection (see Figure 4-43).[image: A429219_1_En_4_Fig43_HTML.jpg]
Figure 4-43Enabling Azure Information Protection




After you click Azure Information Protection, select “Manage Microsoft Azure Information Protection settings.” This will redirect you to an admin screen that shows the settings of the service. This will show you the status (see Figure 4-44). If the service is not activated, then activate the services. Keep in mind it will take 30 minutes to fully activate the services.[image: A429219_1_En_4_Fig44_HTML.jpg]
Figure 4-44Verifying that the service is activated





Step 2: Enable Azure Information Protection
Next, click “advanced features.” This will take you to the Azure Information Protection application; then select “Protection activation.” This will enable the encryption service. This should be already enabled from the earlier steps (see Figure 4-45).[image: A429219_1_En_4_Fig45_HTML.jpg]
Figure 4-45Verifying Azure Protection is activated





Step 3: (Optional) Configure the Automatic Encryption Rules for HIPAA and PII
You can configure DLP rules in the Office 365 Security & Compliance Center. To configure the rules, go to the Office 365 admin center, and select Security & Compliance Center. Once in the Security &Compliance Center, select Data Loss Prevention and Policy. We are going to create a new policy, so click Create Policy (see Figure 4-46). In our case, we are going to select the “Medical and health” option for our policy and US Health Insurance Act (HIPAA) 
                  
                  
                .[image: A429219_1_En_4_Fig46_HTML.jpg]
Figure 4-46Creating the custom HIPAA policy




Click Next and name your policy (leave as default); see Figure 4-47.[image: A429219_1_En_4_Fig47_HTML.jpg]
Figure 4-47Naming your policy




Click Next and choose the locations (leave as default); see Figure 4-48.[image: A429219_1_En_4_Fig48_HTML.jpg]
Figure 4-48Selecting all locations for content management




Click Next to restrict the encryption to e-mail only (see Figure 4-49). In this example, we are only setting up HIPAAA rules for Exchange e-mails that are sent externally.[image: A429219_1_En_4_Fig49_HTML.jpg]
Figure 4-49Selecting Exchange only (we are using this for e-mail encryption)




Click Next to customize the content you want to protect. In this case, we are looking only at HIPAA information. In Figure 4-50, if you click Edit, you can define the accuracy of the content match. As an example, for PII information (such as Social Security numbers), you have a range that starts at 75 percent.
It is important that you check your business rules in your organization on the PII information and what risk factor you want to have. If you set it too high, then all e-mail will be encrypted. If you set too low, then you will have no e-mail encrypted. The recommended setting is the default at 75 percent, but this is really an organization decision on PII/HIPAA information distribution.[image: A429219_1_En_4_Fig50_HTML.jpg]
Figure 4-50Enabling the default rules




Click Next to automatically encrypt the content (see Figure 4-51). In one of the previous steps, we excluded OneDrive and SharePoint. This is the reason why. We are encrypting the e-mail that is being sent externally from the organization.[image: A429219_1_En_4_Fig51_HTML.jpg]
Figure 4-51Restricting access and encrypting the e-mail (or blocking if that is your business rule)




Click Next; then choose your label that is appropriate for this content (see Figure 4-52).
Labels are becoming more important to organizations. Data needs to be typed and configured. In Figure 4-52, we have different labels that we have already configured. We recommend that you look at the documents in your organization and define a tighter granularity for documents. Minimize the creation of new labels as much as possible. A lot of labels, adds complexity and confuses the end users (who will be doing most of the work on classification). Make the label classification process a simple process. This will make your job much easier to manage the document configurations.[image: A429219_1_En_4_Fig52_HTML.jpg]
Figure 4-52Selecting the label that reflects the type of content




Once you have configured the rules, you can test the policy or have it implemented. In this case, we will implement the policy. I recommend that you put the policy in test mode until you have the Outlook Message Encryption (OME) environment configured with your company headers and portal customization. See Figure 4-53.[image: A429219_1_En_4_Fig53_HTML.jpg]
Figure 4-53Enabling the policy for execution




Click Next to review your settings. If everything looks correct, then click Create. This will create the encryption rules for you in your Office 365 tenant. This process of rule creation will take a few minutes. Once the rules are completed, they will show up in the Office 365 Security & Compliance Center’s DLP portal.

Step 4: Customize the E-mail Encryption Service for Your Business
There are four customizations you can make to set up an encrypted e-mail: adding your logo, customizing the encryption message, customizing the encryption center, and adding instructions to the encrypted e-mail. These configuration changes are made in PowerShell and are described here.	Adding your logo
In Figure 4-54, we branded the encrypted e-mail to use our KAMIND IT logo. To add your logo to Office 365 encryption, run the PowerShell commands shown here. Your customized logo will be displayed to the recipient.#Load the JPG file to the user tenant
Set-OMEConfiguration -Identity "OME configuration" -Image (Get-Content "C:\customers\kamind\kamind_new_2014_v3.jpg" -Encoding byte)






[image: A429219_1_En_4_Fig54_HTML.jpg]
Figure 4-54Customization of the encrypted e-mail portal



	Adding your customized text

	In Figure 4-54 we added customized text to display information for KAMIND IT. To add your customized text, execute the PowerShell command shown here:#Load the JPG file to the user tenant
Set-OMEConfiguration -Identity "OME configuration" -DisclaimerText "This message contains confidential information and is intended for the recipient. If your e-Mail account is not set up to read encrypted e-Mail, you can add this feature by adding security credentials to your existing e-Mail using the Microsoft website at http://account.live.com. If you have any questions, please call KAMIND IT at (503) 726-5933."




	Customizing the encrypted e-mail portal

	In Figure 4-55, we added customized text to display the branded portal and our KAMIND message. To add your customize text, execute the PowerShell command shown here:#Set the Customize text and Portal Text
Set-OMEConfiguration -Identity "OME configuration" -EmailText "Encrypted message from mkatzer@kamind.com" -PortalText "KAMIND IT Inc. Secure E-Mail Portal – www.kamind.com (503) 741-8922"






[image: A429219_1_En_4_Fig55_HTML.jpg]
Figure 4-55
                        Portal customization
                      




The complete PowerShell customization is as follows. The customized portal content from Figure 4-55 is highlighted in bold.Set-ExecutionPolicy RemoteSigned
$LiveCred = Get-Credential
Import-module msonline
Connect-MSOLService –Credential $LiveCred –Verbose
#Createthe PS session
$Session = New-PSSession -ConfigurationName Microsoft.Exchange-ConnectionUri https://ps.outlook.com/powershell/ -Credential $LiveCred -Authentication Basic –AllowRedirection
Import-PSSession $Session -AllowClobber
#Load the JPG file to the user tenant
#Set-OMEConfiguration -Identity "OME configuration" -Image (Get-Content "C:\customers\kamind\kaminditLogo.gif" -Encoding byte)
#Set encryption text
Set-OMEConfiguration -Identity "OME configuration" -EmailText "Encrypted message from KAMIND IT Inc. via Office 365 Message Encryption Service" -PortalText "KAMIND IT Inc. Secure E-Mail Portal - www.kamind.com - (503) 726-5933"
# Sample message
#Set-OMEConfiguration -Identity "OME configuration" -DisclaimerText "This message contains confidential information and is intended for the recipient. If you are not recipient you are notified that disclosing, copying, distributing or taking any action in reliance on the contents of this information is strictly prohibited."
Set-OMEConfiguration -Identity "OME configuration" -DisclaimerText "This message contains confidential information and is intended for the recipient. If your e-Mail account is not set up to read encrypted e-Mail, you can add this feature by adding security credentials to your existing e-Mail using the Microsoft website at http://account.live.com. If you have any questions, please call KAMIND at (503) 726-5933."
#Display the configuration that was just setup
Get-OMEConfiguration
                        
                        
                      
Remove-PSSession $Session




Step 5: Download the AIP Client
We have already downloaded the AIP client and installed it in Outlook. There is no additional configuration necessary. For the installation instructions, please review the previous section on Azure rights management. That is all that is required to set up Office 365 e-mail encryption and to customize the portal for our clients to use. Once you have set up the e-mail encryption portal, you can extend the service to other parts of AIP. As an example, you can set up documents with metadata policy strings that the DLP rules can process to determine the best way to control information that is being sent externally. As an example, strategic plans may have a “Company Confidential” description placed in the metadata. The DLP rules can be configured to find the information and block the distribution of documents externally from the company.


Configuring Manual Encryption for Confidential Documents (Legacy)

You should create all DLP rules in the Compliance & Security Center. However, there are times when you need to go to the Exchange admin center to create DLP rules. In this case, we will create a manual encryption rule for e-mail. The manual encryption feature allows users to manually encrypt documents that are e-mailed with a sensitivity of Confidential. In Figure 4-56, we created a new e-mail, selected the options tag, and changed the message sensitivity to Confidential. The configuration notes in this step enable the manual sending of an e-mail (and all documents attached) as Confidential.[image: A429219_1_En_4_Fig56_HTML.jpg]
Figure 4-56Sending the encrypted e-mail




To configure these policies, you need to be a global administrator, and the configuration will be made in the Exchange admin center of Office 365. We are going to add a custom Exchange transport mailbox rule. The mailbox rule simply states that if an e-mail has Sensitivity set to Confidential, then encrypt the e-mail. The user has the ability to manually set the document sensitivity. Likewise, you can create transport rules to disable encryption. Let’s walk through the creation of a custom transport rule in the Office 365 Exchange administration center.
Step 1: Create a New Rule in the Exchange Admin Center
To create a new rule in Exchange admin center, select the plus sign (See Figure 4-57
                  
                  
                ) to create the rule. The next step is to configure the rules characteristics.[image: A429219_1_En_4_Fig57_HTML.jpg]
Figure 4-57Setting a manual encryption rule to set encryption on an e-mail





Step 2: Enter the Name for the Rule ManualEncryptEmail, and Select the Conditions of the Rule
The exchange steps for the legacy configuration are easy to set up and configure. Follow these steps:	1.Click the blue link “More options” to expand the encryption options (see Figure 4-58).


 



[image: A429219_1_En_4_Fig58_HTML.jpg]
Figure 4-58Creating the rule in the Exchange admin center





Step 3: Add the Encryption Rule Actions
Define where the recipient is located (outside of the organization) and set the message header sensitivity to include Confidential. In “Do the following,” select “Apply Office 365 Message Encryption to message” (see Figure 4-59).[image: A429219_1_En_4_Fig59_HTML.jpg]
Figure 4-59
                        Setting overrides
                      




The final rule should look like Figure 4-60.[image: A429219_1_En_4_Fig60_HTML.jpg]
Figure 4-60Fully configured rule to Manually Encrypt email based on message sensitivity





Step 4: Test the E-mail, and Use Outlook to Send an E-mail
Open Outlook and send a test encrypted message. Select the optional options on the message (icon below Low Importance), change Sensitivity to Confidential, and send the message as shown in Figure 4-61.[image: A429219_1_En_4_Fig61_HTML.jpg]
Figure 4-61Creating a secure e-mail with a custom transport rule




The e-mail received by the client will look like Figure 4-62. Click the e-mail to read it and unencode it. In our example, we sent the e-mail with the option “Do Not Forward” (see red “do not enter” icon).[image: A429219_1_En_4_Fig62_HTML.jpg]
Figure 4-62Outlook client receiving encrypted e-mail



The secret on using encrypted email is to make sure your portal is branded with your business logo. You need to train your customers visually on what is an accepted email from your organization. The customized portal helps your customer recognize messages that come from your organization.



Summary
This chapter focused on Identity Management and Information Protection. These tools are powerful and provide you with the necessary flexibility to configure your Office 365 services. As a bonus, I walked you through the configuration of Exchange encryption. We spent some time setting up e-mail encryptions and customizing the service portal. As Microsoft develops the Security & Compliance Center, these capabilities will be upgraded and enhanced. At this point our baseline is completed and data is being logged for security analysis. 

Next Steps
This chapter was focusing on completing the basic configuration for security with Office 365 and Azure. In Chapter 2, we built out the necessary data collection repositories in Azure under Log Analytics. In Chapter 3, we expand the capabilities and added data from Windows device endpoints (Windows 10, Windows servers and Linux devices) to give us the 360 view of activities in our tenant. In this chapter, we built out the remaining identity services for EMS. The next step is to leverage all of the services we enabled in our MAM and MDM deployment. Once this is completed, we have a secure environment where our corporate data and devices are protected. Our next stop - Mobile Device Management!
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The chapter is about extending the key security components necessary to operate and manage mobile devices in Office 365 and Azure. This chapter is focused on the deployment of multifactor authentication (MFA)
            
          , Mobile Application Management (MAM), Windows Information Protection (WIP) and Mobile Device Management (MDM). These four components are compliance components that are included with the Microsoft 365 suites. At the end of this chapter, you will have a good understanding of the MFA, MAM, WIP and MDM components and be able to deploy them with the Microsoft Authenticator application. The Microsoft 365 E5 suite that we are using contains all the features of Office 365, Enterprise Mobile E5, and Windows 10 E5 in one license. Our objective in this chapter is to build out the Azure Intune management portal so it looks like Figure 5-1. Microsoft mobile device management is part of the Intune component of the Enterprise Mobility Suite (EMS).[image: A429219_1_En_5_Fig1_HTML.jpg]
Figure 5-1Intune Mobile Device Management




In Figure 5-2, we have configured the MDM portion of Office 365 and Azure to provide policy management of our Office 365 organization. The configuration includes managing conditional access, managing application deployment, deploying windows information protection, deploying approved applications through the Company Portal (available through the vendors online store), and blocking business data from being deployed to nonbusiness applications through Mobile Application Management (MAM).[image: A429219_1_En_5_Fig2_HTML.jpg]
Figure 5-2EMS portal build-out for Intune device management




Before we begin, let’s look at the EMS components (see Figure 5-3). We have already covered all of the other components except for Intune and Multi Factor Authentication. (see 
              https://docs.microsoft.com/en-us/enterprise-mobility-security/
            ). Keep in mind that EMS assumes all devices can be managed from Macs, including Windows 10 desktops, laptops, and mobile devices such as iOS and Android devices. The subject is complex, so I broke this down into the logical areas of deployment for device management. We will start with MFA, then progress to simple device management with MAM and WIP. We will close with a compliant device management using MDM.[image: A429219_1_En_5_Fig3_HTML.jpg]
Figure 5-3EMS components (courtesy of Microsoft)
                    
                  




EMS: Managing Mobile Productivity
Access to the Intune portal is controlled with the Office 365 subscription. The subscription that we are using on our account is the Microsoft 365 E5 suite. This suite has the equivalent of EMS E3 and EMS E5 built into the license offering as used to enable EMS is either EMS + E3 or EMS + E5. Since we have already enabled the Azure portal, all we need to do is add the Intune component to our dashboard. To add the Intune, return to the main Azure dashboard (click the dashboard at 
                https://portal.azure.com
              ) and type Intune in the search component (see Figure 5-4). Once you see the Intune listed in the search window, click Intune and pin the component to the dashboard. (Remember the pin icon in the upper-right corner we used previously? This is the way you make the dashboard components appear on the Azure dashboards.)[image: A429219_1_En_5_Fig4_HTML.jpg]
Figure 5-4Adding Intune to the Azure dashboard




At this point we have added the mobility component necessary to manage user and company owned devices. The next step is to configure Mobile Device Management for our business. In this case, we are defining the security aspects of the company-owned devices and employee-owned devices (aka BYOD - bring your own device). In this section, we look at the configuration of Microsoft Intune for mobile devices and desktops. The management of Windows Intune is through the Azure Intune portal (see Figure 5-5).[image: A429219_1_En_5_Fig5_HTML.jpg]
Figure 5-5Microsoft’s Intune portal




Management of mobile devices can be easy or complex to deploy depending on the business needs. We are going to approach the configuration of the management of mobile devices from two perspectives: simple (MAM/WIP) for BYOD devices and compliant (MDM) for company own devices. We will walk through the process of setting up the environment to handle concluded with a fully managed mobile device under MDM. The two approaches are outlined here:	Simple
	This is a basic setup for Mobile Device Management to control company information. A limited set of controls are used. This is for a basic level of protection and is our MAM deployment.

	Compliant
	The organization has a compliance requirement, so stringent controls are used to manage the devices. Compliance oversight may require how the data is used and what data is maintained on the device. The company store is used for device management and compliance checks and is our full MDM deployment.




Before we look at this in detail, let’s step back and look at Microsoft Intune and why it is used. I have used Microsoft Intune since it was released for cloud-based device management for the simple reason that it just works. Devices that have Microsoft Intune deployed with Office 365 have fewer support calls and trouble tickets. My own experience is that the Microsoft Intune reduces support calls by 50 percent when deployed with Windows 10 Automatic Updates under ring management and Windows Defender Advanced Threat Protection. Figure 5-6 shows the two different deployment options for Intune, using a stand-alone configuration or with System Center Configuration Management (SSCM). Our focus with Azure is the stand-alone configuration.[image: A429219_1_En_5_Fig6_HTML.jpg]
Figure 5-6Microsoft Intune management options (courtesy of Microsoft)






              Device management
              
             is the process and tools for the management of users, devices, applications, and data. Office 365 and Microsoft EMS/Intune are built with a self-service model providing users with access to Microsoft cloud services worldwide. Microsoft Intune Mobile Application Management and Mobile Device Management provide consistent experiences for all users and the management of the devices. Users (and IT administrators) can add users to the local Active Directory, either through a workplace/Azure join or the traditional Active Directory Add User/Computer function. Microsoft Intune provides consistency of device management with the following:	Workplace/Azure join allows you to dynamically add a device with multifactor authentication.

	Windows 10 (version 1809) Domain joined systems can be remotely configured.

	There are consistent opt-in messages across all environments.

	This is a consistent implementation of self-service portals across all environments.




The Office 365 self-service portal (allows users to install Professional Plus software on demand) is extended with Microsoft Intune hosted in Azure. This trend is forcing a change to the management of devices: application distribution via a company-owned application store. As new users enter the workforce, they want to use their own devices and load the software that they need to use to improve their personal productivity. As an IT manager, you need to figure out how to supply these services without adding additional support costs. This is where Microsoft Intune comes into play. Microsoft Intune solves these problems for users and IT managers. IT managers now have a single view to all the devices in the organization (see Figure 5-7), including Apple and Android devices. Device management with integrated Office 365 support is the power of Microsoft Intune.[image: A429219_1_En_5_Fig7_HTML.jpg]
Figure 5-7Microsoft Intune Mobile Device Management panel




Microsoft Intune vs. System Center
Microsoft Intune currently operates with Microsoft System Center or as a stand-alone cloud service. The Microsoft Intune System Center hybrid configuration is a legacy configuration and will slowly be discontinued over the next few years. If you are currently using System Center for the management of Intune manage devices, you can convert the Intune services to the Intune cloud management hosted in Azure.
The selection of the hybrid service versus the dedicated cloud service was because of the limitations of the Intune Cloud services. Those limitations no longer exist. Both the cloud and System Center deployments support the following services:	Unified EMS admin experience

	Scale of more than 50,000 device restrictions

	Full access to the Graph API

	New advanced reporting

	Role-based access control




It is recommended that you use Microsoft Intune Azure services for your deployment. The scalability of Microsoft’s cloud services and the security model deployed with Window’s Azure Active Directory federation. The linking of the on site Active Directory is through the Azure join systems and the Intune management portal.
As Microsoft deploys newer operating system (OS) software (aka Windows 10 Pro 1809 or later), these operating systems are shipped with a lightweight management agent integrated into the OS. These management agents simplify the user access in enabling their own devices to be managed by Microsoft Management. These agents are as follows:	Mobile Device Management: Intune management (lightweight management)

	Configuration Device Management: Workplace Join (Azure or AD)




The changes that have been made with the Windows 10 solutions have made integrating different products into the management portal easy. Microsoft has expanded the different portals with new configuration options for various market segments. A good example is the integration of the Windows 10 Software Updates rings. See Figure 5-8.[image: A429219_1_En_5_Fig8_HTML.jpg]
Figure 5-8Microsoft Software Updates management portal




As Microsoft Intune is deployed in Azure, new features are being added that were available only with dedicated on-premises solutions and massive infrastructure support using Microsoft’s System Center. Microsoft added new features to hybrid Active Directory Connector (AdConnect), that links the on-premise active directory device metadata with Azure Intune services. This capability extends the Azure Intune services to provide greater device control. This capability is extended further with the newer versions of Windows 10 operating systems (Pro and Enterprise) adding windows telemetry and security support to operating systems. You can now collect data on the operation and management of the windows devices with these new features enabled. Better data collection means less system and security problems and better end user productivity.

Getting Started with Microsoft Mobile Device Management
Intune has significantly changed from the Windows 7 days. No longer do you deploy Microsoft Windows Intune agents to manage devices. Today you manage devices and use the Azure Intune center of management. If you are using mobile application management, there are no agents to deploy. If you are using Mobile Device Management, you deploy the Company Portal to the company owned device. The company portal is deployed from the store (Windows store, Android Google Play store, or iOS store), and you deploy the Microsoft store to your environment.
The approach that we will be using will divide Intune deployment into two categories: a simple configuration and a compliant configuration. This configuration will give you a better perspective of the work required to deploy a full company managed MDM and the necessary configuration. As an example, Figure 5-9 shows how the desktop will respond to an Office 365 environment where the systems are required to be compliant. Before we start to deploy Mobile Device Management, we need to deploy multifactor authentication and the mobile Microsoft Authenticator application on your iOS or Android mobile devices. This is a key component that needs to be deployed to secure the mobile devices and provide secure access to the Office 365/Azure environment.[image: A429219_1_En_5_Fig9_HTML.jpg]
Figure 5-9Noncompliant system blocked from accessing controlled resources





Deploying Multifactor Authentication

Multifactor authentication includes different methods for authentication. Initially you set up MFA to use multiple methods to get users to use the service and train them to use the biometrics of the device (fingerprint visual recognition), and so on. To accomplish this, you will need to use the Microsoft Authenticator on mobile devices and integrated biometrics on Windows 10 systems (1809 or later). As an example, when I use Windows Hello on my Surface, I am providing a biometric login to Office 365 with no password prompt. Biometrics can replace the cell phone text messages for authentication.
There are many people who do not want to deploy MFA and think their passwords are strong enough. For those skeptics, take a look at the sign-ins by location for our Office 365 tenant (see Figure 5-10). This is a 90-day snapshot of the audit logs for our Office 365 tenant. The logins shown below are bad actors from countries that are attempting to access our Office 365 tenant. We only have offices in the US. If you have any doubt that your password is strong and unique, you need to dismiss those thoughts and deploy multifactor authentication and start using the Microsoft Authenticator for single sign-on. Let’s walk through the steps and configure your Microsoft 365 E5 subscription with full MFA. What is happening in this case is the bad actors are using a password spray attack to try different passwords against our office 3365 tenant. The bad actors most likely purchased passwords for my email address from the dark web.[image: A429219_1_En_5_Fig10_HTML.jpg]
Figure 5-10Successful and failed sign-ons in our Office 365 tenant




Step 1: Enable Azure Password Self-Service Reset
Log into 
                    https://portal.azure.com
                   and click Azure Active Directory and “Password reset.” Set up the MFA deployment similar to Figure 5-11 by enabling the mobile app notifications, mobile app code, mail, and phone. Click Save when completed.[image: A429219_1_En_5_Fig11_HTML.jpg]
Figure 5-11Setting up MFA options
                          
                          
                        





Step 2: Enable Access to the App
In Azure Active Directory
                  
                  
                , click “User settings” and then click “Manage settings for access panel preview features” (see Figure 5-12). Set the user to a user group (that is eligible) and then click Save (see Figure 5-13). In this case, we set the MFA test group to all of the KAMIND employees.[image: A429219_1_En_5_Fig12_HTML.jpg]
Figure 5-12Accessing the Access panel for single sign-on



[image: A429219_1_En_5_Fig13_HTML.jpg]
Figure 5-13Enabling MFA for test users





Step 3: Register the User Accounts
Have all users go to 
                    https://myapps.microsoft.com
                  , log in with their Office 365 user information. Once logged in, select the user icon (upper right hand corner - see Figure 5-14). Once the user icon is selected, the pop-up menu options will include Profile. Select profile, then set up self-service password reset. Enter your password and follow the wizard to set up the email address and your cell phone. This is used for your account verification for password reset. Proceed to the next step to add additional security information and set up the authenticator app.[image: A429219_1_En_5_Fig14_HTML.jpg]
Figure 5-14Setting up for password reset





Step 4: Set an Authenticator App
The Authenticator app will work for modern applications and modern devices. Install the Authenticator app from the mobile device store (iOS or Google Play store). Once the Authenticator app is installed then you are ready to configure the app. To configure the Authenticator App, select “Additional security verification” (see Figure 5-14). Once you have selected the option, you need to select how you want to use the app with your login credentials (see Figure 5-15). The most common configuration is to select “notify me through the app” and select the check box for Authenticator app or Token. You are going to configure the app to link your login credentials. The reason why we do this is to configure your smart phone, so you can later use Mobile Application Management to manage the company data on the device. Once you have configured the application select “save”. You will receive an additional verification prompt to verify the codes were set correctly.
                  
                  
                [image: A429219_1_En_5_Fig15_HTML.jpg]
Figure 5-15Creating an app password





Step 5: Test MFA for Deployment
At this point, the infrastructure is set up. Now we need to enable the conditional access so that all users are required to use MFA. In our case, we will set up one user account and test it, before deploying this to all users. To set up the conditional access, click Azure Active Directory and then click “Conditional access” (see Figure 5-16). The next step is to add a location followed by a policy.[image: A429219_1_En_5_Fig16_HTML.jpg]
Figure 5-16Setting up conditional access




Name Location 1: Create a Name Location
On the “Conditional access” page, click Name Location. We are going to define a location where users access our business. As an example, if we are in the United States, we should restrict external access to the United States only. Click “Named locations.” We will build a name location as the United States and use this later to deny access. See Figure 5-17.[image: A429219_1_En_5_Fig17_HTML.jpg]
Figure 5-17Setting up conditional access





Name Location 2: Set Up US as a Name Location
Click the name location and then select New location (+ sign). On the new location enter “All US IP Addresses”, then select countries and “United States” click “United States” and assign the location name as “Restrict to US”. Click the options as shown in Figure 5-18 and then click Save. We are going to use the new policy to reduce the sign-in attempts. You can set up multiple locations. Some organizations have a location for each country they do business in. Keep in mind that bad actors can hop to a system from a U.S. location and still attack you. All we are doing is filtering as much as possible to reduce risk.[image: A429219_1_En_5_Fig18_HTML.jpg]
Figure 5-18Clicking a U.S. location policy




Let’s create a second location for working at home. In this case, we will set the IP address as a trusted location so we can use this location setting later. When you are completed setting the location, you should have two locations: All U.S. Addresses and a trusted location address (Work-Home). We will use these locations to filter bad actors later. See Figure 5-19.[image: A429219_1_En_5_Fig19_HTML.jpg]
Figure 5-19Enabling a specific IP address as trusted to bypass MFA




After we create the name location, we are going to create the MFA policy for conditional access. Go back to the “Conditional access” options, click Policies, and then add a new policy called US only (see Figure 5-20).[image: A429219_1_En_5_Fig20_HTML.jpg]
Figure 5-20Adding a new conditional access policy




When you click add a policy, you have to make decisions on five different areas of the policy (see Figure 5-21). I’ll outline the five steps with the different options. Our objective here is to create a conditional policy for the enforcement of multifactor authentication on all users. We are going to set this up so that any user who comes in externally from the United States will be denied access when clicking cloud resources. We are also going to require that the user accounts meet some minimal standards. Initially, we will require that the user meets at least one of three requirements. Over time, we will start changing these requirements to be more stringent. The requirements that we are deploying for this conditional access are as follows:	Must be a U.S. location

	Must be one of following:	MFA required

	Device is compliant

	Hybrid Azure joined

	Approved clients








Looking back at the access map shown earlier, we can now see that by deploying these types of restrictions, we will reduce our threat of breach significantly. Let’s deploy our conditional access policy. The user in this case will be our test group that has only one user account. When you configure conditional access, make sure that you test out the conditions with a user account before you deploy the polices to the entire organization. In our case we created a test group called MDM test group. In the test group, I added the pass@getoffice365security.

Policy 1: Assign a Policy Name
After you have created a new policy
                    
                    
                    
                  , assign a simple, descriptive name for this conditional access policy. Our policy is called “Require MFA to access all cloud resources”.[image: A429219_1_En_5_Fig21_HTML.jpg]
Figure 5-21Naming the conditional access policy





Policy 2: Assign the Users
In the test phase, you include a selected user (Test User in this case), and on the Exclude tab, you click “All users.” When you go into production, you reverse this. You include all users, and you exclude selected users (such as certain service accounts), as shown in Figure 5-22.[image: A429219_1_En_5_Fig22_HTML.jpg]
Figure 5-22Setting up a test group and exclusion group





Policy 3: Select the Cloud Apps
The best practice in this case is to select the cloud apps that are being used. Do not select all cloud apps; otherwise, you may find yourself locked out of the Office 365 tenant. In Figure 5-23, we select the cloud apps that we use in our environment. In this case, we are selecting Windows Defender ATP, Office 365 Exchange and Office 365 SharePoint Online. Once you have tested this you can change this later to all cloud apps.[image: A429219_1_En_5_Fig23_HTML.jpg]
Figure 5-23Setting up cloud apps to be covered under MFA





Policy 4: Select the Conditions: Device Platforms
There are five different conditions that we can use to control the policy: Sign in Risk, Device platform, Locations, Client apps, and Device state. In our example, we will configure device platforms and locations. To start the process, click Device Platform and then select the supported devices in the organization. Since this is a new deployment, click “All platforms (including unsupported)” at this time. Later, after you have a better feel for the hardware in your company, you can deploy additional restrictions. Click Yes and then Save to continue (see Figure 5-24).[image: A429219_1_En_5_Fig24_HTML.jpg]
Figure 5-24Selecting the Device platforms





Policy 4: Select the Conditions: Locations
Click Locations and select the new location. We are going to force everyone to use MFA except the trusted locations (see Figure 5-25). You can change this over time, but this will give you a good baseline. Microsoft defines a trusted IP as the corporate network (or configuration). In our current configuration, we have not defined trusted network. Later, we will add a second conditional access policy which we will block any locations, but will exclude all US addresses. [image: A429219_1_En_5_Fig25_HTML.jpg]
Figure 5-25Selecting the device platforms




Once you have the completed the conditions configuration, save the policy and let’s configure access controls.

Policy 5: Select the Conditions: Device Platforms
The policy is controlled by the access controls. Earlier we set the conditions for the policy, and now we need to configure the policy for what we need to accomplish. We are going to set three access controls and enforce the controls. This means that the client will need to meet one of three access controls to access our resources. This is in addition to the conditional access that we have already put in place.
                    
                    
                    
                  
Note
It is easy to build a version of an access control that has everything. Do not do this. Focus the conditional policy on a single task. Do not have a conditional policy that tries to do multiple things, which is difficult to debug.

In our access controls, enable MFA, “Require device to be marked as compliant,” and Hybrid Azure AD join. Click “Require one of the selected controls” and then save the controls (see Figure 5-26).[image: A429219_1_En_5_Fig26_HTML.jpg]
Figure 5-26Selecting the Device platforms




At this time you are ready to apply the controls and test the account. Click “Enforce policy”) (See Figure 5-27) to turn the policy on. The best way to select the client is to log into 
                      https://portal.microsoft.com
                     with the smart phone you used earlier to set up the Authenticator app. You will be prompted to authenticate with the app that was configured earlier.[image: A429219_1_En_5_Fig27_HTML.jpg]
Figure 5-27Enforcing the policy






Step 6: Deploy MFA to All Users
Deployment
                  
                  
                 is easy. Once you have tested the account, you can add additional users to the test group. Make sure you have tested the policy before you deploy and verify with your users. If your MFA is not working and your systems are not compliant, MDM deployment will fail.



Getting Started with Microsoft Intune
Microsoft Intune is an Azure service for device management. What is different is the way we think about the deployment. When you use the Intune MDM solution, you are thinking about users and devices. We recommend you step back and look at your organization and create dynamic groups for users and systems assignments (this is described in detail later in this chapter). When I deploy MDM, I create test groups for policy deployment, and I use dynamic groups for production deployment.
Setting up Intune requires decisions about the following:	Which users will have application management?

	Which users will have device management?

	Which groups will have access restrictions?

	Are you going to manage the organization with dynamic groups?




Let’s begin the process and set up some of the must-do configuration so we can deploy Mobile Device Management. Once we define a few items and set up some administrative functions, we are going to look at two different types of deployment: a simple deployment and a compliant deployment.
Step 1: Set Up Deployment Groups
We are creating eight groups. These groups are for our organization (based on the department structure) and for our devices. Also, let’s create three MDM test groups. If you do not know how to create dynamic groups, see the “Additional Configuration section - Using Dynamics Groups” section later in this chapter. The number of groups you set up is a strategic decision. My philosophy is to automate as much as possible with dynamic groups. When users are added to an organization, I define the department and manager and assign a license. I use dynamic groups to read the metadata of the object and add the user to the appropriate group. Permission and access are assigned to groups. Likewise, in Azure I use the concept of a blueprint and management groups to assign access and permission to Azure subscriptions. When you click groups, you create groups based on the organization strategy. In our case, we are doing a demo configuration and are using the groups listed here:	Dynamic team groups for the following departments: sales, engineering, marketing

	Dynamic device groups such as Android, iOS, and Windows

	MDM test deployment groups (static)

	MAM test deployment group (static)




When you are done, the groups should look like the list in Figure 5-27. Keep in mind that the production groups are the dynamic groups. The test groups will be deleted once we feel we have the deployment tested and validated.
Note
If you are not ready to build groups, let’s keep it simple. You have a test account (as we used in MFA deployment), and you have everyone else. Exclude everyone and assign the test account. Once you have a policy successfully deployed, then apply it to all users or the different management groups.

Figure 5-28 is a snapshot of the engineering team. Note that we have the users, but also, as we build out the security infrastructure, we will have resources assigned to different groups. We can define applications that this group has access to as well as Azure resources. The objective here from a security standpoint is to create processes and standardize the behavior. See Figure 5-29.[image: A429219_1_En_5_Fig28_HTML.jpg]
Figure 5-28Expansion of the security group with dynamic members



[image: A429219_1_En_5_Fig29_HTML.jpg]
Figure 5-29Azure AD test groups: assigned (testing), dynamic production




Once the group is created, we need to create the membership criteria of the group. We are not going to assign users to the group, but have Azure service assign users based on the membership criteria. When you create the test groups, replace the expression in the “Advanced rule” box with All Users. See Figure 5-30. This will automatically add all users to the group as the user accounts are created in Office35/Azure.[image: A429219_1_En_5_Fig30_HTML.jpg]
Figure 5-30Creating an All Users group




In a few minutes, the group you created will populate with all of the users in your Office 365 account. If this is a production tenant, please verify that this is the process you will want to follow for MAM deployment in a test group.

Step 3: Set Up the Intune MDM Authority
Intune must be set as the MDM authority, or if you are using Systems Center Configuration Manager (SCCM), then you can set SCCM as the authority. If you are using a third-party product, you will still need to select the none or Intune option. Which MDM do you choose? If you have no plans to use Systems Center Configuration Manager, then choose Intune MDM as the MDM authority (see Figure 5-31). The Intune management plans will be grayed out until you select an option.[image: A429219_1_En_5_Fig31_HTML.jpg]
Figure 5-31Setting up Intune as the MDM authority





Step 4: Configure the Mobility (MDM and MAM) Enrollment URLs
After we set the MDM authority, we need to enable the MDM/MAM enrollment URLs. The enrollment URLs should have been set up when you verified your domain in Office 365 and added the necessary cname. If these cnames have not been added to your DNS, then add the cnames listed in Figure 5-32.[image: A429219_1_En_5_Fig32_HTML.jpg]
Figure 5-32Adding DNS records to your domain for MDM/MAM enrollment




The cnames are listed in your Office 365 domain setup. To access this record, go to the Office 365 admin center, click Setup, click Domains, and select your domain that you are using for your default domain. The Office 365 admin center will display the domain records that are being used. Verify that all the cnames and other DNS records have been entered correctly. After you have verified that the DNS records are in place, then the next step is to set the MDM/MAM enrollment. To do this, open Azure Active Directory and click Mobility (MDM and MAM) (see Figure 5-33). Then click Microsoft Intune.[image: A429219_1_En_5_Fig33_HTML.jpg]
Figure 5-33Setting up the MDM/MAM enrollment URLs




Change the MDM/MAM enrollment for None to All (see Figure 5-34); then click Save.[image: A429219_1_En_5_Fig34_HTML.jpg]
Figure 5-34Setting up the MDM/MAM enrollment URLs





Step 5: Enable the Office Update Policy
The Office update policy is crucial for MAM and MDM deployment. Once we have completed the test group deployment, we need to define the Office Desktop Suite Update policy (see Figure 5-35).[image: A429219_1_En_5_Fig35_HTML.jpg]
Figure 5-35Creating a Mobile Device Update policy for the Office suite




In Figure 5-35, we click Add, name the policy Office Desktop Suite, and configure the policy (see Figure 5-36).[image: A429219_1_En_5_Fig36_HTML.jpg]
Figure 5-36Office Pro Plus Update policy




There are a lot of different options that we can use; we have detailed this later in the chapter. The typical Office update policy will look like Figure 5-37. The configuration options for Office Pro Plus are described at the end of the chapter. This will ensure that the Office updates are deployed. You can verify the deployment in the Intune management portal (click Intune, Client Apps, Apps, and then Office Desktop Suite).[image: A429219_1_En_5_Fig37_HTML.jpg]
Figure 5-37Office Pro Plus Update policy




If you click Office Desktop Suite, you can see the status of the Office deployment (see Figure 5-38). Our deployment of Office Pro Plus has a required attribute, so users after they log into Office 365 will have the Office Pro Plus software pushed to the client. This is how software is automatically deployed to the client system - worldwide. Let’s move on to step 6 and configure the Windows 10 software update ring.[image: A429219_1_En_5_Fig38_HTML.jpg]
Figure 5-38Status of the Office Pro Plus deployment




Note
There are detailed instructions in the “Additional Configuration” section later in this chapter for the configuration of Windows Updates and Office Updates. I purposely gave an overview in steps 4 and 5 so you would not lose focus on the objective. We are building a framework for Mobile Application Management (MAM), Windows Information Protection (WIP), and Mobile Device Management (MDM). If we go into too much detail (like dynamics groups), we will lose sight of our objective.


Step 6: Enable the Windows Update Ring
We are using a Microsoft 365 E5 suite. As part of the deployment, we need to ensure that Windows Updates are configured and managed. I wanted to focus on the reason for this here. The main reason we are enabling the updates at this point is because we want to have compliant devices (se Figure 5-39).[image: A429219_1_En_5_Fig39_HTML.jpg]
Figure 5-39Compliant devices (select Intune, Devices, All devices)




When we fully deploy MDM, we are deploying for mobile devices, desktops, and laptops; everything will be managed and must be compliant. If the devices are not compliant, then the user will not be able to access the corporate resources. See Figure 5-40.[image: A429219_1_En_5_Fig40_HTML.jpg]
Figure 5-40Device status for Windows Updates




The configuration process for software updates is similar to Office updates. You need to define the update target and the dynamic groups and let the system manage the updates (see Figure 5-41).[image: A429219_1_En_5_Fig41_HTML.jpg]
Figure 5-41Update policy for Windows 10





Step 7: Test for Compliance
The end game is that we must have systems that are compliant. At this point, you need to deploy Windows Updates and Office Updates and test that the systems are compliant. See Figure 5-42.[image: A429219_1_En_5_Fig42_HTML.jpg]
Figure 5-42Compliant devices




If your devices that you want to test with are not compliant, you need to resolve the compliance issues at this point. All compliance is a stake in the ground because your systems are linked to your organization policy on device management. If your devices are not compliant (with all green check marks), find out why and resolve the errors. If you do not do this, your MDM deployment will fail, and your users will be locked out of using your Office 365 resources.
At the end of this chapter, I have detailed information on four important areas for MDM deployment. These are the dynamic groups creation and management of the Windows updates.
Keep in mind that to deploy MDM you will need to complete these four steps:	1.Set up Intune as the MDM authority (or System Center).


 

	2.Create the dynamic groups for MDM deployment.


 

	3.Create dynamic groups to capture the devices for Windows Update.


 

	4.Assign the dynamic groups to Windows Intune to be updated.


 




Note
Make sure you have deployed the Windows 10 update ring and that the Office Pro Plus updates are marked updated and are compliant. If this is not the case, fix the problem before you continue.



Mobile Application and Mobile Device Management
We are all ready to go; we have set up the basic components of our Mobile Application Management (MAM, Windows Information Protection (WIP)) and Mobile Device Management (MDM) deployment. We have Intune set up as the Mobile Device Management authority, and we have created our test groups. We are going to walk through two versions of Intune MDM deployment: MDM and MAM. MAM will be the simple deployment. Windows Information Protection (WIP) will be deployed with MAM.
A compliant deployment (such as a full Mobile Device Management deployment) requires that you use the Company Portal from the IOS, Android or Microsoft online store to validate the endpoints (Windows 10, iOS, or Android). Figure 5-43 shows the Company Portal completing an analysis of a device to bring the device up to compliance standard. If the device is not compliant, then the user will not be able to access the Office 365 resources. Our end game will have all compliant devices. If you want to verify your Windows 10 device, download the Company Portal application from the vendor device store and run it. The desktop configuration that we are using is for Windows 10 devices that are either workplace joined or hybrid joined via a local Active Directory instance and AD Connect.[image: A429219_1_En_5_Fig43_HTML.jpg]
Figure 5-43Company Portal validating the desktop system and finding it is not compliant to MDM policies.




Note
If you are running a local Active Directory and want to deploy MAM/MDM, you will need to install Azure AD Connect for Azure Identity. If you are using a test account and test machines and no Active Directory, the Windows 10 devices must be Azure joined. To Azure join a new Windows 10 device, reset the Windows 10 device (remove all data) and click the Work or School account when you start a first-time Windows 10 installation.

This is a Mobile Application Management style of deployment, with some conditional access. MAM deployment works for Microsoft Intune because Microsoft owns the application that we are deploying on the mobile device. There are enough controls over the device to protect information, but it is not a fully compliant deployment.
MDM is our compliant deployment. MDM is a much more robust deployment and requires device integration to the mobile device stores. In an MDM deployment, we create Apple and Android accounts to access the vendor store. If you have an AD, Group Policy is used to push information out to the devices, and the company portal is downloaded to the device and allows what applications can be used on the mobile device. If you have only an Azure joined device, you are using Intune policies to push out information to the mobile device. Windows 10 devices will be policy managed via Windows Information Protection (see docs.microsoft.com and search for Windows Information Protection (WIP)).
Simple Intune Deployment: Mobile Application Management
Let’s get started with our simple deployment. Our simple mobile device deployment will be a mobile application deployment and will be required for our Mobile Device Management deployment. The reason for this is a simple one. All mobile devices (and Windows 10 devices as well) have only one mobile device authority deployed to manage the activity of the device. In this section we are going to use our test MAM group called Test Users that we created earlier.
There are some gotchas with running MAM, and this has to do with the device that you are using. If you are using an iOS device, you need to download the Microsoft Authenticator from the Apple store and install it on the device. If you are running an Android device, you need to install the Intune Company Portal. If you do not do this, the device will not work with MAM and cannot be managed.
Note
iOS Users: If you have an iOS (on a mobile phone or an iPad) and you want to run MAM, you must install Microsoft Authenticator and link the Microsoft Authenticator to your Office 365 work account at 
                    https://myapps.microsoft.com
                  .
Android Users: If you are using an Android device (on a mobile phone, a pad, or a Chromebook) and you want to run MAM, you must install the Microsoft Company Portal from the Google Play store and log in with your Office365 work account.

A MAM deployment does not require us to set up links to the iOS or Android store (this is required for a full MDM deployment). The MAM deployment allows us to directly configure Microsoft applications to the mobile device. The user can download the applications to their device, and the MAM integration will make the device compliant with the policies associated in our business. We are focusing on the MAM deployment in the Windows Intune portal (see Figure 5-44).[image: A429219_1_En_5_Fig44_HTML.jpg]
Figure 5-44Client apps protection policy: status




The configuration process is simple; we will define the app protection policy. Once this policy is in place, we will assign users to our test accounts. At the end of our MAM deployment, we will expand the test group for all users. Make sure you have thoroughly tested the deployment before you deploy the test group; otherwise, you will restrict access to the company data by your users. See Figure 5-45.[image: A429219_1_En_5_Fig45_HTML.jpg]
Figure 5-45Basic app policies for MAM deployment




Let’s start the process and get our MAM configuration in place. Before you start this process, you will need to have completed the previous steps. If you have not completed them, you are putting your deployment at risk. The Windows Update, Azure joined/hybrid join devices, and Office updates must all be marked compliant at this stage. If they are not compliant, fix the problem before you continue. Otherwise, your deployment will fail. Let’s get started with Mobile Application Management. Our objective for MAM is to build the following policies for Mobile Application Management.
Note
When you deploy policies, you need to develop global policies to all devices and assign all users (Android, Windows 10, and iOS devices). Otherwise, the device will be marked noncompliant.

At this point, we have deployed the Software Updates and Office Pro Plus policy updates. The desktop clients that we have attached are all compliant (Azure join or hybrid join). The next step is to deploy the policy for applications management. If your devices are not compliant(with green check marks), stop now and resolve the issues with the devices. Once you have verified the configuration and devices are marked all compliant, you can start the mobile device deployment.
Step 1: Set the MAM Deployment Rules
Before we begin with the deployment policies, let’s review the three rules associated with MAM/MDM deployment.	The iOS device must have deployed the Microsoft Authenticator.

	The Android device must have deployed the Company Portal.

	You must have Intune license for all devices (part of Microsoft 365 E5 suite).




Verify that you have completed all these steps before you continue with the MAM deployment.

Step 2: Set Up the Windows 10 Application Policy for MAM Without Enrollment
What this means is that the device is not enrolled in Intune (aka MDM), but it is enrolled under MAM. We are creating a Windows Information Protection (WIP) app protection policy with Windows Intune. The process is outlined here.
Policy 1: Add the Windows 10 Application Policy
In Figure 5-46, add a new protected app policy by clicking the Intune and then “Client apps: and then “App protection policies.” Then click “Add a policy.” After you click “Add a policy” enter the following policy blade information for Windows 10:	Name: Enter Windows 10 Policy No enrollment.

	Description: Enter Test Windows 10 Policy.

	Platform: Click Windows 10.

	Enrollment State: Click Without Enrollment.



[image: A429219_1_En_5_Fig46_HTML.jpg]
Figure 5-46Deploying an app protection policy





Policy 2: Add Windows 10 Application Policy
After you click “Add a policy,” enter the following policy information for policy name, Platform and policy type. After you entered the information, select “add apps” to add the Microsoft applications that will be managed under those policies. See Figure 5-47. We are building two policies. One policy is for devices without enrollment into our deployment, and the other policy is for devices that are formally enrolled. Both are very similar, but only different in the policy type.[image: A429219_1_En_5_Fig47_HTML.jpg]
Figure 5-47Adding a policy





Policy 3: Select the Windows 10 Apps You Want to Deploy
Click the apps you want to push down without an enrollment. See Figure 5-48.[image: A429219_1_En_5_Fig48_HTML.jpg]
Figure 5-48Adding apps without enrollment




Click OK and add the apps, as shown in Figure 5-49. Click OK after they have been added.[image: A429219_1_En_5_Fig49_HTML.jpg]
Figure 5-49Updated protected apps





Policy 4: Configure Windows Information Protection
In this case, we will enable Windows Information Protection (WIP) to track inappropriate sharing modes and block them (see Figure 5-50). This protects corporate data from data loss.WIP places controls over corporate data and personal data on Windows 10 devices. WIP policies allow corporate data to be managed on personal devices. As an example, when an employee leaves a company, and the user is removed from Office 365, the WIP policies will remove the data from the user’s personal Windows 10 device. The configuration below, allows WIP to look for inappropriate data sharing practices and blocks the user. Typically, you will see this when a user tries to copy data from a one drive to the desktop that is managed by WIP. The activity will be blocked.[image: A429219_1_En_5_Fig50_HTML.jpg]
Figure 5-50Enabling WIP to Block data sharing





Policy 5: Set the Windows 10 Advanced Settings
The next step is to configure the advance settings. Select configure the advance setting option, and set up the policy and use the defaults. Since this is a device that is not enrolled and managed, we need to define the offline policy. If the device is offline, then our policy is to wipe the persistence data. Once you make the changes, select save and create the policy. See Figure 5-51.[image: A429219_1_En_5_Fig51_HTML.jpg]
Figure 5-51Changing the parameters to wipe persistence data





Policy 6: Assign the Test User to the New Policy
Once you have completed creating the policy, click the policy and click Assignment. Either assign your test group (recommended) or the All User policy (see Figure 5-52). In this example, I have a test tenant with an all users dynamic group.[image: A429219_1_En_5_Fig52_HTML.jpg]
Figure 5-52Changing the parameters to wipe persistence data






Step 3: Set Up a Windows 10 Application Policy for MAM with Enrollment
After we created the without enrollment policy, we need to create the corresponding systems with enrollment for our Windows 10 devices. We will create a section with enrollment. With the exception of selecting the enrollment (see Figure 5-53), the steps are the same. Once you have set up the steps, we can move to step 3, policy 2.[image: A429219_1_En_5_Fig53_HTML.jpg]
Figure 5-53Setting up the MAM policy with enrollment




Policy 2: Add the Office Pro Plus Exception
The only change that you will make is adding an exempt policy for Office Pro Plus (see Figure 5-54).[image: A429219_1_En_5_Fig54_HTML.jpg]
Figure 5-54Setting up the exclusion for Office Pro Plus





Policy 3: Configure Windows Information Protection
In this case, we will enable Windows Information Protection (WIP)
                    
                    
                    
                   to track inappropriate sharing modes and block them. This protects corporate data (Figure 5-55).[image: A429219_1_En_5_Fig55_HTML.jpg]
Figure 5-55Enabling WIP to block data sharing





Policy 4: Configure the Advanced Settings
Click “Configure advanced settings” and leave the defaults. When you are done, it should look like Figure 5-56. Click OK and Create. This will create the baseline Windows 10 policy.[image: A429219_1_En_5_Fig56_HTML.jpg]
Figure 5-56Set up the advanced settings, and leave them at the defaults





Policy 5: Assign the Test User to the New Policy
Once you have completed creating the policy, click the policy and click Assignment. Either assign your test group (recommended) or assign the All User policy (see Figure 5-57).[image: A429219_1_En_5_Fig57_HTML.jpg]
Figure 5-57Changing the parameters to wipe persistence data






Step 4: Set Up an iOS Application Policy for MAM
The process is almost identical to the Windows apps. The difference is in the hardware setup and configuration. In Figure 5-58, we added a policy, and then we clicked the iOS applications to add.[image: A429219_1_En_5_Fig58_HTML.jpg]
Figure 5-58Setting up iOS data




The next step is to set the device restrictions. The device restrictions are set up to protect the corporate data. In Figure 5-59, we have a section of different options to choose from. The key criteria is to restrict the data from being copied. Set up the data elements and pay attention to the circled areas. This is where the data restrictions are located.[image: A429219_1_En_5_Fig59_HTML.jpg]
Figure 5-59Setting up the iOS device as a managed application




One you have set up the data, save and create the iOS profile. The next step is like the other policies: edit the properties of the policy and set it to everyone for deployment (Figure 5-60).[image: A429219_1_En_5_Fig60_HTML.jpg]
Figure 5-60Assigning rights to iOS devices





Step 5: Set Up an Android Application Policy for MAM
The Android device is similar to the iOS device. Create a new policy, assign applications, and assign the restrictions in Figure 5-61 for the initial application assignments. Be careful when you select some applications and make sure you test them. As an example, if you select the Android Microsoft launcher, you can effectively lock the user out of using any application on the Android phone.[image: A429219_1_En_5_Fig61_HTML.jpg]
Figure 5-61Assigning applications to Android devices




Once you have completed the applications assignment, click “Configure required settings” to set up a finer level of detail of data management on the device, identical to what we’re doing on the iOS devices (see Figure 5-62).[image: A429219_1_En_5_Fig62_HTML.jpg]
Figure 5-62Assigning device restrictions for MAM




The final step is to assign all users to the device (see Figure 5-63).[image: A429219_1_En_5_Fig63_HTML.jpg]
Figure 5-63Assigning a policy to the device





Step 6: Set Up a Default Compliance Policy
One of the other policies we need to put in place is a default compliance policy. If the devices that are connected to our network meet certain criteria, we will make the devices compliant. You can expand on the policies and tighten them down based on your business criteria. Our goal at this point is to put in place a basic policy. To add the policy, go to Azure Active Directory
                  
                , click “Conditional access,” and add a new policy (see Figure 5-64).[image: A429219_1_En_5_Fig64_HTML.jpg]
Figure 5-64Creating a default policy




Policy 1: Set Up a Policy for All Users
Name the policy Default Compliance Policy, and select “All users.” See Figure 5-65.[image: A429219_1_En_5_Fig65_HTML.jpg]
Figure 5-65Assigning the Default Client Policy to all users





Policy 2: Assign the Applications for Access
Select “All cloud apps” and assign them to all cloud apps. Ignore the message shown in Figure 5-66.[image: A429219_1_En_5_Fig66_HTML.jpg]
Figure 5-66Assigning the Cloud apps policy to all users





Policy 3: Create the Conditions for the Compliance Status
Compliance is extremely important. If a device is marked non-compliant, then the device will not be able to access corporate resources. In this case, we are adding a compliance factor for risk level. Select Conditions, and we will define three different areas for compliance. These are the sign-in risk, the client apps, and the device state. You can add additional restrictions, but at this point, let’s keep this simple and change them later. The goal is to force the clients to authenticate to our network. If they cannot authenticate, we will make them noncompliant. The criteria we are using are as follows:	Sign-in risk is low (see Figure 5-67)

	Client applications used on network (see Figure 5-68)

	Set up the device state for cloud app security (see Figure 5-69)



[image: A429219_1_En_5_Fig67_HTML.jpg]
Figure 5-67Setting the sign in risk policy that applies to clients with low (and below) risk



[image: A429219_1_En_5_Fig68_HTML.jpg]
Figure 5-68Setting the compliance e-mail interface applications



[image: A429219_1_En_5_Fig69_HTML.jpg]
Figure 5-69Setting the device to save dates for Cloud App Security




We will step through the configuration to set up the default compliance policy.

Policy 4: Set the Access Controls
At this stage, we are setting the access controls for the compliance. We are going to grant access based on the Microsoft application being used (see Figure 5-70).[image: A429219_1_En_5_Fig70_HTML.jpg]
Figure 5-70Setting access controls for compliance





Policy 5: Set the Session Controls
The final policy step is to set the session controls to use CAS. This is important because the data will be monitored in real time in CAS. We configured CAS in an earlier chapter. See Figure 5-71. CAS is used to generate systems alerts for security breaches. [image: A429219_1_En_5_Fig71_HTML.jpg]
Figure 5-71Setting the real-time data recording in CAS





Policy 5: Enable the Policy
To enable the policy, just click “Enable policy” and create the policy. See the status on the new policy. To see the impact to an organization, open Outlook on your iPad, and you will see the pop-up message requiring you to log out and log back into Outlook (see Figure 5-72).[image: A429219_1_En_5_Fig72_HTML.jpg]
Figure 5-72iPad Outlook prompting to restart application so it can be managed




Also, in our configuration we set the requirement to use a six-digit PIN code. When you restart Outlook, you will be greeted with the requirement to enter a six-digit PIN (see Figure 5-73).[image: A429219_1_En_5_Fig73_HTML.jpg]
Figure 5-73Outlook requiring a six-digit PIN to access the company data (per policy)
                            
                            
                            
                          




If you do not see this behavior, verify that the Company Portal application and the Microsoft Authenticator application has been installed on the mobile device. Android clients require the Company Portal (from the Google Play store) has been installed. iOS clients require Microsoft Authenticator application to be installed from Apple store.
The basic MAM and WIP management is complete. Now we need to expand our management with conditional access. Conditional access will only allow Microsoft applications to use the service and no longer allow data to be copied between third-party applications. This is how you block the email client on the device. All of the compliance regulations are requiring this feature to be deployed.


Step 7: Lock Down Access to Nonconditional Access
Currently, if you started the Apple e-mail, you would see that local e-mail is permitted to access company e-mail (see Figure 5-74). What we will do next is to block corporate data from being used by the native applications.[image: A429219_1_En_5_Fig74_HTML.jpg]
Figure 5-74Apple Mail client with app permitting access




There are multiple ways to do block corporate data on mobile devices. The method I use is to set up a global condition that overrides all the other conditions for sharing e-mail information. To do this, we are going into Microsoft Intune; then we will click “Conditional access” and set the Exchange access policies through the Exchange Active Sync connector.
Policy 1: Enable the Exchange Active Sync Connector
In the Microsoft Intune “Conditional access” settings, click the Exchange Service connector and click Set up Service to Service Connector (see Figure  5-75). Once you click the service connector, it will take a few minutes to set up. When you see the setup notification, then click Full Sync (see Figure 5-76).[image: A429219_1_En_5_Fig75_HTML.jpg]
Figure 5-75Setting up Exchange service connector



[image: A429219_1_En_5_Fig76_HTML.jpg]
Figure 5-76Syncing the Exchange service connectors




Refresh the browser, and the status will change to a connection status (see Figure 5-77). At this point you are ready to block e-mail access to nonmanaged e-mail clients. (When you refresh the browser, it will display on-premise; ignore this.)[image: A429219_1_En_5_Fig77_HTML.jpg]
Figure 5-77Sync status with a valid connection to Office 365 Exchange





Policy 2 : Set the Notification to the End User That E-mail Is Being Blocked
Click Microsoft Intune, click “Conditional access,” and click Exchange Active Sync (see Figure 5-78). We are going to add the notification to the users, followed by the restrictions on using ActiveSync. Select user notification and the default configuration.[image: A429219_1_En_5_Fig78_HTML.jpg]
Figure 5-78Sync status with a valid connection to Office 365 Exchange




We are adding a message for users to redirect them to 
                      https://portal.manage.microsoft.com
                     (also called the Company Portal). The is where the device can be checked for compliance with Mobile Application and Device Management. Compliance is critical for Mobile Device Management. The Company Portal will help to debug compliance issues when a device is under management. If the user goes to this screen at this stage, there will be no applications displayed because we are not deployed MDM. The sample message is shown in Figure 5-79.[image: A429219_1_En_5_Fig79_HTML.jpg]
Figure 5-79Notification message for the user




The message gets loaded in the configuration section. Note that we added information for Android devices and iOS devices. iOS requires that Authenticator application is installed (not necessarily running) and that the Company Portal is installed for Android devices (again not configured). These applications must be installed on the device for access to corporate data. See Figure 5-80.[image: A429219_1_En_5_Fig80_HTML.jpg]
Figure 5-80Adding configuration messages for the user





Policy 3: Block E-mail to Nonmanaged Devices
Once you have the policy in place, the next step is to determine the behavior for nonmanaged applications when accessing e-mails. In this case, we are restricting e-mail communications only to devices that have managed applications. This means that the Apple Mail and Google Gmail clients (and any other third-party clients) will no longer work on the devices that are subject to this mail policy.
The reason for this is to control data on the personal device. As a corporate custodian, I need to be responsible for all the business information for any device that is connected to my network. When an employee leaves, I must be able to remove corporate data from the user device. All we are doing in this case is blocking the data so it is on managed applications. See Figure 5-81.[image: A429219_1_En_5_Fig81_HTML.jpg]
Figure 5-81Adding configuration messages for the user






Step 8: Test the Changes in the New Policy
Let’s open an iPad and click the Apple Mail client. If the policy is working correctly, there should not be any e-mail received in your Apple e-mail clients. Send a new test e-mail to your account and see what is the displayed. Now open the Outlook e-mail client that is on your iPad, and you will see a new e-mail message with the block notification that we just configured (see Figure 5-82).[image: A429219_1_En_5_Fig82_HTML.jpg]
Figure 5-82Notification e-mail that the old e-mail clients are blocked




At this point, all that is left to do is to complete the testing and apply the policies from the test user to all of the users. One note of caution: before you apply this company-wide, send out an e-mail notification to users that they are required to download the Outlook clients to the mobile device and that they will need to download the company portal (all Android devices) and Microsoft Authenticator (all iOS devices). Once these applications are in place, the company resources will be protected.


MAM and WIP Setup Is Complete
We have completed the MAM setup and WIP setup for Windows 10 devices and Android and iOS devices. We restricted data to these devices to our Office 365 tenant. This approach allows control over the company data on the user devices but does not give permission for the corporate entity to wipe the company device. If a device is compromised, we can wipe the data from the applications. In our MAM model, we disallowed data from being stored locally.
Once you move outside of applications management to device management, that is when you cross the line to Mobile Device Management. Mobile Device Management is a different configuration altogether and requires additional work to set up and configure the services. If you lay out the services correctly, MDM, WIP and MAM can co-exist with each other. Mobile Device Management will require us to use the Company Portal to manage the device. You can manage mobile phones to laptops (including Mac-based systems). Figure 5-83 shows the company portal with an MDM deployment. Notice that the MDM deployment verifies that the device hardware is compliant with the company policies. This is the topic we will discuss next. It is important that you have tested the MAM/WIP polices and have all the systems marked compliant. If your systems are not marked compliant, those devices will be blocked from accessing corporate resources.[image: A429219_1_En_5_Fig83_HTML.jpg]
Figure 5-83Company portal evaluation of a device under MDM






Compliant Intune Deployment: Mobile Device Management
Earlier, we completed the deployment of Mobile Application Management and we have deployed Windows Information Protection (WIP). At this point, you have managed your corporate data and access to personal devices. We have a set of policies around the operation of the devices that connect to our network. In this section, we will deploy a device-managed MDM. There are five different areas associated with MDM deployment in Microsoft Intune (Figure 5-84). These are device enrollment, device compliance, device configuration, mobile apps and conditional access. Earlier in our deployment of Mobile Application Management, we deployed only a basic set of applications on the device. We were restricted what applications we could deploy. As an example, we could not download additional applications for deployment such as the Salesforce applications or a new version of Waze for GPS directions. Another capability that we did not have is the ability to tightly manage the device.[image: A429219_1_En_5_Fig84_HTML.jpg]
Figure 5-84Deploying Intune with full MDM capabilities




When we integrate a full MDM deployment, we add the application management, conditional access, and full application management on the mobile device. MDM-deployed devices require that we deploy the Company Portal to the device so we can manage and deliver applications securely. The Company Portal is the management agent that is deployed on a managed mobile device (windows, IOS or Android) The Company Portal application can detect if a device is compliant and blocks the device from accessing corporate data. In this section, we will deploy Mobile Device Management in five areas.	
                    Device Enrollment
                    
                    
                  : Setting up accounts in the manufacturer’s online store

	
                    Device compliance
                    
                    
                  : Setting polices around devices for the management of our corporate data

	
                    Device configuration
                    
                    
                  : Setting up policies for device management

	
                    Mobile Apps
                    
                    
                  : Managing applications on the device

	
                    Conditional Access
                    
                    
                  : Controls on accessing corporate data on devices




A fully managed device means we need to set up and configure each of these areas against the corporate policy. Our objective is to set up an environment where you can have a fully managed device.
Device Enrollment
The first step to building a compliant Mobile Device Management deployment is to set up accounts in the two mobile device stores, Apple and Google. Enrolling in the stores allows you to download a trust certificate that you can use for the deployment of applications to the mobile device. Earlier in our simple deployment, we were deploying Mobile Application Management (MAM) and not Mobile Device Management. See Figure 5-85.[image: A429219_1_En_5_Fig85_HTML.jpg]
Figure 5-85Device enrollment, starting at the top configuration




Application support on the mobile devices requires us to download the applications for us to manage them. For this to happen, we need to create accounts and download trust certificates to our Office 365/Azure tenant. The trust certificates allow us to change the mobile applications and push them out to the mobile devices that are controlled. Once we have set up the trust relationship to the iOS and the Android store accounts, we can push out the applications to the device. See Figure 5-86.[image: A429219_1_En_5_Fig86_HTML.jpg]
Figure 5-86Setting up the device enrollment




Step 1: Sign Up for an Apple Push Certificate
Click the Apple push certificate and follow the wizard to set up a business ID with Apple. The process is straightforward; you need to create an Apple ID (go to 
                    https://appleid.apple.com
                  ) that you will use to manage your certificates and portal access. Once you have created the Apple ID, then complete the following steps (see Figure 5-87):	1.Grant Microsoft access to send user and device information to Apple.


 

	2.Download the Apple certificate (you will upload this to Intune in step 4).


 

	3.Enter in your Apple ID so Microsoft can sync data with Apple.


 

	4.Upload the MDM push certificate you received from Apple.


 




Once you have completed the upload, the status will change from not set up to set up.[image: A429219_1_En_5_Fig87_HTML.jpg]
Figure 5-87Setting up the Apple connection




Once you have linked Apple and Microsoft Intune, the status will change (see Figure 5-88). At this point, you can access applications from the Apple store and enable applications to be used in your MDM deployment. Once you have a valid certificate installed, you can use the additional configuration options that Apple provides. We are not going to focus on these additional options, rather on the basic MDM deployment.[image: A429219_1_En_5_Fig88_HTML.jpg]
Figure 5-88Apple ID successfully installed





Step 2: Sign Up for Google at Work
Google has a similar process to Apple. You need to create a Google Gmail account and use that account to manage your Android enrollments. Once the setup is complete, you can configure apps. See Figure 5-89.[image: A429219_1_En_5_Fig89_HTML.jpg]
Figure 5-89Setting up a Google ID for store access




When you launch Google to connect, you will connect to the Bring Android to Work site. Like with Apple, you will need to set up a Google ID for accessing data from the Android environment (see Figure 5-90). Be advised that when you sign up for a new Google account, you will be required to enter the GDPR information, such as the data protection officer (DPO) on your Bring Android to Work account. See Figure 5-91.[image: A429219_1_En_5_Fig90_HTML.jpg]
Figure 5-90Setting up the Bring Android to Work account



[image: A429219_1_En_5_Fig91_HTML.jpg]
Figure 5-91Valid Google account setup




Once you have completed the Google account setup, you can define the work profile and enrollment restrictions. Likewise, you can restrict user devices. We will not be using these configurations, so leave them at the default settings.

Step 3: Set Up Windows Enrollment
We will use all of the default settings for the Windows enrollment. Earlier in this chapter, we verified the cnames for the Intune portal on device registration. No changes are required at this time because we have already completed all the work in this section for our deployment.

Step 4: Set Up the Terms and Conditions
The terms and conditions should reflect your company policies and what is in your employee handbooks. Typically, these terms and conditions should match your organization’s policies. As an example, our terms and conditions are listed in Figure 5-92. After you accept your terms and condition, verify that you assign them to all users.[image: A429219_1_En_5_Fig92_HTML.jpg]
Figure 5-92Terms and conditions at KAMIND IT




After you have completed these steps, you have set up the device enrollment. The next step is to set up the polices for device compliance.


Device Compliance
Device compliance consists of the rules and polices that you want to have deployed in your organization. These rules and policies may be driven internally or through an external organization. The point is that these policies for compliance are driven by the organization for some business need. When we look at Mobile Device Management, we are configuring hardware to meet compliance requirements. When we look at Mobile Application Management (MAM), we have the same goals, but we can configure only the software. MDM allows us to do both. To configure device compliance, you configure policies to manage the hardware deployment. In our case, we are deploying different policies for device management (see Figure 5-93), one policy for each type of device that we are managing.[image: A429219_1_En_5_Fig93_HTML.jpg]
Figure 5-93Different device policies




The device policies can be extremely complex depending on your business needs. Let’s start the process.
Step 1: Create a New iOS Policy
Click Create Policy. We will click an iOS device and set up some minimum requirements for the iOS device. In our case, we will require that the password to unlock the device is six characters, and we will block simple passwords (like 123456). Create the policy similar to Figure 5-94.[image: A429219_1_En_5_Fig94_HTML.jpg]
Figure 5-94Creating a new iOS policy




After we have set the base set of parameters, click OK and then Create. This will create a new iOS policy. Our policy is a simple policy and requires a password on the iOS device.

Step 2: Assign the Test User Account to the Policy
After we create the test policy, we need to assign a test user. We need to assign one based on the security groups. If you have not created a test security group, do so at this time and assign the test user to that security group. In our case we created a test group called MDM Test Group and assigned our test user to this group (see Figure 5-95).[image: A429219_1_En_5_Fig95_HTML.jpg]
Figure 5-95Assigning a test user to a iOS policy





Step 3: Create the Three Other Policy Groups and Assign the Test User Group
Follow the same process and select four additional policies. If you want to set a policy, then set it. I chose iOS because it is easy to see the deployment. The key to setting policies is that Intune is smart enough to determine what policies apply to which devices. Your objective is to make all devices compliant. To make all devices compliant, you need to cover your bases (as they say) and deploy all policies against the same group. The policies you need to create are as follows:	Android
                        
                        
                      

	iOS

	Windows 10

	macOS




After you complete the policy deployment and the device is enrolled (we are not at that stage), you should see something like Figure 5-96. In this case, I have six devices in my test group, and only one device (the iPad) is compliant (as I would have expected). For the other five devices, the iOS policy does not apply.[image: A429219_1_En_5_Fig96_HTML.jpg]
Figure 5-96Policy data overview





Step 4: Set Up the Compliance Policy
As you deploy your policy, you will have a situation where devices that do not have a compliance policy are set to compliant. See Figure 5-97.[image: A429219_1_En_5_Fig97_HTML.jpg]
Figure 5-97Compliant policy override




That is all we need to do at this stage. The next step is the device configuration.


Device Configuration
We have already deployed some policies in the device configuration. One of the policies we deployed is OMA_URI for the Windows 10 commercial ID deployment. We completed this in an earlier chapter. Device configuration is the hardware configuration that you want to have in your MDM policy to be deployed on the devices. In our case, we already deployed the Windows 10 commercial ID. In Figure 5-98, we have a Windows 10 deployment profile. In this case, we can click the different deployment models that we want to follow. As an example, if you click Windows 10 and “Device restrictions,” then select that option so you can deploy restrictions on the Windows 10 devices.[image: A429219_1_En_5_Fig98_HTML.jpg]
Figure 5-98Windows 10 hardware profile




You will have a complex profile that allows you to set all of the hardware parameters associated with the Windows 10 device (see Figure 5-99). I wanted you to see the options that are available to you. At this time we have only one policy deployed, and that is the commercial ID that we deployed in a previous chapter.[image: A429219_1_En_5_Fig99_HTML.jpg]
Figure 5-99Windows 10 device restriction options




Verify that you have deployed the commercial ID. If this not deployed, return to Chapter 2 and review the Log Analytics instructions where we deployed the commercial ID.

Devices
Select Intune then Devices to see the status of the deployment. The only actions we can do on devices is to set up remote support via Team Viewer Connector and the devices cleanup rules. I will not describe Team Viewer here; there are different philosophies on what tools to use for remote support. However, the one device policy that needs to be configured is for cleanup rules on old devices. Be careful with this; this will remove the device from Intune management.
In our case, we will create a policy that remove devices after 180 days from Intune management (see Figure 5-100). This policy is for all devices. When I mark this policy with the deletion option, make sure you copy bitlocker keys for the Windows 10 devices and archive the keys. The BitLocker key for the Azure join system is in Azure Active Directory under the device name.[image: A429219_1_En_5_Fig100_HTML.jpg]
Figure 5-100Setting system expiration date




That is all the configuration that we do with devices. Figure 5-101 shows the status of our enrollment. As you deploy additional systems under MDM, you can see the status displayed under the Device category.[image: A429219_1_En_5_Fig101_HTML.jpg]
Figure 5-101Status of the latest device enrollment





Client Apps
Earlier we enrolled in the Apple Store and the Google Play store. The enrollment was necessary so we have access to the client apps that we can download and deploy via the Company Portal. What is different with MDM is that we deploy a management policy against the device. The Company Portal is the management agent on the device. The management agent implements the management policy and the agent writes to the device registries if needed. The management agent deploys all the applications to the device. In our MAM world, we are managing applications and not devices. This is the fundamental difference between MAM and MDM.
There are three categories of application deployment: apps, app configuration policies, and app protection policies. When we deployed the MAM deployment, we used the app protection policies. Those policies are in place for the MDM solution that we define. This is why we deploy MAM policies first, and MDM policies second.

App configuration policies are used to customize an application. As an example, if you are deploying a configuration for an app, you need to customize the configuration from the Intune SDK. Configuration policies are available for iOS and Android apps. This setting allows an app to be customized for deployment. The configuration policies are used when a app checks them, usually the first time the app is run. You can configure apps either as a managed device implementation or as a managed app implementation. The best way to look at the capabilities of customizing an app is through the Intune SDK. This is beyond the scope of this chapter.

App protection policies are used to customize the behavior of an application as a managed app with restrictions on what the app can or cannot do. As an example, Microsoft apps can be restricted to handle information to/from the managed applications. This means a user cannot cut data and place the data into nonmanaged applications. This implementation is required for compliance management, and we discuss this in the MAM section. We will not be making any changes for our MDM deployment.

Apps are applications that are downloaded from the various online stores (Apple, Google Play, and Microsoft) and are enabled for deployment to the device under MDM. When we created device enrollment earlier, we created links to download the different applications for deployment. This is the focus of the deployment in this section.
How Are Apps Deployed to Devices?
Before we jump into the app deployment, let’s look at the process for MDM deployment. MDM is different than a MAM deployment. MAM deployment is managing applications on the device. The MDM deployment will set up the device as a managed device. The process of enrolling a device in Mobile Device Management follows theses three steps:	1.Deploy the company portal from the device store.


 

	2.Log into the company portal with your Office 365 account and accept the terms and conditions.


 

	3.Install the apps that are permitted by your company to run on your device.


 




This is how devices are managed under MDM. To get started, we need to install the applications for the device into the Company Portal. The user will start up the Company Portal on the device and install approved applications to the device. This is why it is necessary to make sure the devices that are used are compliant before you deploy MDM. The Company Portal application will check for compliance and block application deployment and users access to corporate data on non compliant devices.

Making Android Apps Available
Before we start to load apps, there is a special Android app configuration that we must complete. We need to select the Android apps from the Google Play store to be able to download them to our MDM devices. In Figure 5-102, click “Client apps” and then Google Play. You log into the Google Play store and select the apps that you want to deploy; once you selected all of the apps, then you click Sync.[image: A429219_1_En_5_Fig102_HTML.jpg]
Figure 5-102Syncing Android apps for MDM deployment




The process is a little bit tedious for Android. You need to select each app and approve them for download, one at a time. (see Figure 5-103). After you select the apps, then you sync them.[image: A429219_1_En_5_Fig103_HTML.jpg]
Figure 5-103Approve cycle for Android apps




The process is straightforward:	1.Log in to the Google Play store with the login you created earlier.


 

	2.Select the apps that you want to enable.


 

	3.Sync the apps to the Intune MDM platform.


 




Once you complete this, the only step left is to configure the apps for the Company Portal. At this time, complete these steps for Android and sync the apps so we can configure them for the company portal and MDM deployment. After you click Sync, the dashboard will update the status.
Load Apps for the Company Portal Management
To load apps, click App. You will notice that the apps that are available are already displayed. There may be Android apps present but no iOS apps. To add the iOS or Windows apps, follow the steps outlined next.
Click Add (see Figure 5-104).[image: A429219_1_En_5_Fig104_HTML.jpg]
Figure 5-104Adding apps to the company portal




You repeat the process to add all of the apps to the company portal. When you add an app, pay attention to the app characteristics. Make sure you set the updates (if available) and you select to display the application in the company portal. This will allow the end user to see the availability of the apps in the company portal and how the apps interact with each other.
In our MAM deployment, we define the apps as a managed app. This means that the apps cannot share data with third-party apps; they can only share data with managed apps approved by the company. The MDM deployment uses the MAM app condition access configuration as part of the deployment.
The final step in the app configuration is to make sure the apps are assigned. In Figure 5-105, we show how to assign an app. If an app is not assigned, it cannot be downloaded to the company portal and used.[image: A429219_1_En_5_Fig105_HTML.jpg]
Figure 5-105Adding an app to the portal
                            
                            
                            
                          




When you click an app (see Figure 5-106), you must do the following to make the app available for distributions:	1.Click Assignment; then click “Add group.”


 

	2.Click the drop-down to make the group available for all devices.


 

	3.Select the included groups and click Yes for all enrolled devices.


 



[image: A429219_1_En_5_Fig106_HTML.jpg]
Figure 5-106Outlook configuration data for adding to the portal




Perform these steps with all the apps that you want to make available in the Company Portal. After you are completed, the client apps should display Yes for an assignment. Review the apps that display No, and go back and assign the app or remove the app from the Company Portal (see Figure 5-107).[image: A429219_1_En_5_Fig107_HTML.jpg]
Figure 5-107Assigning the app to the company portal for accessing the client






Conditional Access

Conditional access is used to restrict applications that are not approved to access corporate data from accessing corporate data. A good example is using your third-party mail applications to access corporate data versus the approved managed applications. This access enables data loss on the device. You should not need to make any changes here. The settings that we deployed for MAM and MFA are all that are needed for our MDM deployment.


MDM Setup Is Complete
We are now ready to test. What is the best way to test? Grab a new laptop or iPad, load the Company Portal, and log in with your work e-mail address. The Company Portal will tell you what needs to be fixed on the device and will attempt to fix it. What is happening is that the Company Portal is making the device compliant based on the standard that you have deployed. Continue testing your deployment. It is important that you get this right before you deploy to all of the clients at large.


Deploying MDM
In our MAM deployment, the final step was to make sure that we had a fully compliant system before we started to deploy MDM. We have taken a slower approach on the deployment of MDM with test groups to ensure that we didn’t create a situation where the users are locked out of accessing the corporate resources on Office 365 and Azure. To make sure that we deploy MDM successfully, we used test groups. At this point, we are making one last check with our Windows 10 devices before going live in a production environment. After you are sure the Windows 10 devices deploy correctly, then deploy iOS and Android.
Once you have configured and tested the iOS and Android configuration, you need to test in the production environment. The MDM/MAM configuration discussed in this section makes the following assumptions:	1.You have fully deployed a MAM configuration.


 

	2.You have deployed MDM in a test group model.


 

	3.The Windows 10 and Mac desktops/laptops are compliant devices.


 

	4.Windows 10 devices need to be running version 1809 or later.


 




See Figure 5-108.[image: A429219_1_En_5_Fig108_HTML.jpg]
Figure 5-108Device compliance policies in place prior to deployment




The common mistake that is made is that the desktop systems have not been verified with the Company Portal application and are not compliant before the MDM services are deployed to the users. What causes this is the conditional access policies. For the conditional access policies to work correctly, the Windows and Mac desktop clients must be compliant. If you do not have desktop systems that are compliant, then the mobile policy may work on the mobile devices, but the desktop will not work. When a noncompliant policy is deployed, the user will be unable to access corporate resources on Office 365 and Azure services from the desktop and web applications on their workstations. Deployment of the Company Portal is mandatory. If you are not using Group Policy to push changes, you can use the Company Portal (the downloaded application from the Microsoft store) to identify problems and make changes and to bring the desktop/laptop systems into compliance.
Microsoft has supplied an end-user Company Portal for the deployment of the Intune MDM/MAM solutions to user desktops, available from the Apple store and Google Play store. Accessing the Company Portal is easy; go to the Microsoft store (or Apple or Google Play) and search for 
              Company Portal
              
              
            . You download the application to the system and install the software. If you are using a Windows 10 system or Mac, make sure you pin this to your Start menu or Finder (see Figure 5-109).[image: A429219_1_En_5_Fig109_HTML.jpg]
Figure 5-109Accessing the company portal 
                      
                      
                    
                      
                      
                    




The steps are easy for the end user.	1.Add the user to the Windows 10 (or MAC) MDM group (discussed earlier).


 

	2.Download the company portal from the Microsoft store, and run the application.


 

	3.Log in with the company credentials and accept the corporation’s terms and conditions.


 

	4.Follow the steps outlined in the application to make the system compliant.


 




The steps walk the end user through the configuration. Once the end user has deployed the Company Portal, the managed applications will work as expected. In Figure 5-110, the Company Portal was deployed, and the system that it was deployed on is not compliant. To make a system compliant, expand the item in question and click “Check status” (see Figure 5-111).[image: A429219_1_En_5_Fig110_HTML.jpg]
Figure 5-110Company portal, validating node and finding it is not compliant



[image: A429219_1_En_5_Fig111_HTML.jpg]
Figure 5-111Company portal, expanding the area in question to determine current status




That is all there is to do with the company portal. This is useful when you are troubleshooting an MDM solution that is deployed on a client, either remotely or on-site.

Production Release of MDM
All of the hard work is done. All that is needed at this stage is to expand your test group to all users (or to use the different dynamic groups created earlier). The choice is up to you on what is the best type of rollout. On MDM we recommend that you start with small test groups and slowly expand the test group. MDM is a lot different than running with the MAM solution. MDM requires control of the hardware. You need to be careful so you do not block users from accessing corporate resources.
These are the next steps:	1.Add additional users to test groups.


 

	2.Verify connectivity and compliance (use the company portal).


 

	3.Deploy to the organization once testing is complete.At this point you have completed the deployment of Mobile Application Management, Windows Information Protection and Mobile Device Management. Keep in mind that it is best to deploy the basic infrastructure and make sure your systems are marked compliant before you start a MDM rollout. Once you have a good baseline deployed, then you can expand the MDM deployment with tighter controls on the devices.


 





Additional Configuration
I set up a separate section to described how to configure some of the out of scope problems that you may come across. In this section, I have detailed some of the additional customization that you can do. I wanted to provide you with information on the service customization but handle that in a different section so you would not be distracted from deploying the service. Once you have the service in place, you can change the service to match your business needs.
Using Dynamics Groups
You have new users who constantly bring devices to your network, and you are trying to manage those devices. Do you individually create groups for management and manually move users to those groups, or do you use dynamic groups for managing devices? The correct answer is that you use dynamic groups for the management of the devices and users. The reason for this is simple; you have better control of the mobile device policies as devices are added in your network. See Figure 5-112.[image: A429219_1_En_5_Fig112_HTML.jpg]
Figure 5-112
                      Azure Active Directory
                    




Most organizations have some type of functional structure in place; in our case we have the engineering, sales, marketing, security, and service departments. Looking at the device types in the organization, we have Android devices, iOS devices (phones and iPads), Windows 10 devices, and unknown devices. Instead of manually adding the groups, we are going to set up the groups for dynamic enrollment. The initial policy we are using will be simple, but you will be able to use this model and expand the group model based on your business needs. In our case, we are setting up the dynamic enrollment for the management of our environment. We will walk through the process of creating dynamic enrollment groups for devices and users for our iOS group and for our service group. You can repeat this process for the organization as needed for other devices and users.
Step 1: Set Up a Dynamic Device Group: iOS
Go to 
                    https://portal.azure.com
                  , select the group
                  
                  
                , and add a new group called MDM iOS Devices Staff. In our organization we have two classes of iOS users - Staff and Management. The capabilities are different, and the controls are different. That is why we set up two different groups, in addition to our test group (non-dynamic group). This allows us to manage our compliance requirements.
The groups are set up as dynamic groups. Looking at Figure 5-113, we have made a decision on the characteristics of the device that we want to use for device auto selection. In this case, we are looking for all devices that are iPhone devices. The expression that is used to find the devices is device.deviceOSType -contains "iPhone" or device.deviceOSType -contains "iOS". You can look up the device parameters, but typically they are iOS, iPhone, Windows, Android, or Other. See Figure 5-114.[image: A429219_1_En_5_Fig113_HTML.jpg]
Figure 5-113Setting up dynamic groups for iOS



[image: A429219_1_En_5_Fig114_HTML.jpg]
Figure 5-114Devices detected in our iPhone search in Azure AD





Step 2: Set Up a Dynamic User Group: Service
When we add a new user in our organization, we add attribute information about the user. In this case, we assigned the user to a department (service, security, engineering, sales, marketing, or executive). The user in our Azure AD is assigned to a functional department. When we hire, transfer, or fire folks, we will make adjustments in the records, and this in turn adjusts the rights in the organization. If we remove a user from the functional organization, we have to remove their privileges from the resources that they were accessing. I use department as a filter (like iPhone earlier), and the user was assigned to the correct functional group (see Figure 5-115 and Figure 5-116).[image: A429219_1_En_5_Fig115_HTML.jpg]
Figure 5-115User detected in the service department



[image: A429219_1_En_5_Fig116_HTML.jpg]
Figure 5-116User added to the correct functional group






Software Updates: Office Pro Plus
Office Pro Plus updates can be managed through Azure deployment. The management process is simple; you can use an Office deployment group, or you can allow Intune to manage the deployment for all enrolled devices. The model that we are using here is to allow Intune to manage the deployment for all enrolled devices. This means when you use your Office 365 account to enroll your device (either through a hybrid join or an Azure join), the device becomes an enrolled device, and the management of the device is subject to the MDM deployment. See Figure 5-117.[image: A429219_1_En_5_Fig117_HTML.jpg]
Figure 5-117Setting up the Office deployment group




In our case, what this means is that we will deploy the necessary updates and configuration changes to the device when the device is enrolled in our company’s Office 365 account. When a user leaves and we remove the user, then the access to the company’s software and resources will also be removed. Let’s walk through the configuration process of adding a controlled software update process for Office updates.
Step1: Add a New Office Deployment Group
Click + Add to add a new deployment group. Click Office 365 Suite – Windows 10 (see Figure 5-118). Select the suite as indicated. This will set up additional configuration options for Office Pro Plus deployment. In our case, we want to enable updates but not force deployment of the software.[image: A429219_1_En_5_Fig118_HTML.jpg]
Figure 5-118Setting up the Office deployment group




We are going to select the Office apps that are used in our deployment. This should look like Figure 5-119. The reason for this is that we are going to manage the updates for all connected devices). Click OK once the selection is completed.[image: A429219_1_En_5_Fig119_HTML.jpg]
Figure 5-119Setting the managed applications for Office 365 Pro Plus




We need to define information associated with the update for the desktop suite. Click OK once the selection is completed (see Figure 5-120).[image: A429219_1_En_5_Fig120_HTML.jpg]
Figure 5-120Office Pro Plus update configuration




Our goal is to put in place an update policy for all Microsoft Office applications that have been deployed. This way we can ensure that all users have the latest software on their managed device, independent of our MDM or MAM/WIP deployment. The update channels are listed in Figure 5-121. Take a quick look at the chart so you understand the update process. We are going to use a Monthly Channel update for our Office updates.[image: A429219_1_En_5_Fig121_HTML.jpg]
Figure 5-121Office Pro Plus update options (courtesy of Microsoft)
                          
                          
                        




The next step is to click the channel for the update. As part of the process, you also want to set up device management to remove the previous version of the Office software and automatically accept the license agreement. Configure the updates like in Figure 5-122. Click OK when completed and then Save.[image: A429219_1_En_5_Fig122_HTML.jpg]
Figure 5-122Clicking the update channel and deploying Office




After you have clicked the updates, the next step is to click who the updates are supposed to apply to. In this case, all updates will be applied to all users or to one of our Office test groups. If you have a mixed environment with kiosk users (no desktop software), you will need to create a separate group. In their case, you will use a dynamic group and pick the users based on the license type that they are using. If the user is provisioned with Pro Plus, then set the dynamic group to only deploy Pro Plus to those licensed users.
In this case, we will select the required option and the “All users” group (see Figure 5-123) to set up the deployment groups, click Assignment, and then click “Add group.” The assignment type is required. Click “Make this app required for all users.” This will deploy the Office software to all connected devices that meet our criteria.[image: A429219_1_En_5_Fig123_HTML.jpg]
Figure 5-123The update will be required for all users who use the Office 365 tenant




You can make this have a smaller granularity than all users. Keep in mind that if a user opens Office and is not licensed, the software will exist after loading. Each organization is different on the types of software to deploy and the business, so be careful on how you push the software out to the clients. Our objective here is to make sure the client systems are using the latest version of software to reduce the support cost.
At this point, the configuration is complete. The next step is to verify the deployment and see if we have any system errors.

Step 2: Verify That the New Office Software Has Been Installed
The Office deployment software installation will need to be checked for errors. In Figure 5-124, the Office software tried to push an update out to the client, but the updates failed because the Office software was open on the desktop.[image: A429219_1_En_5_Fig124_HTML.jpg]
Figure 5-124The update will be required for all users who use your Office 365 tenant




In Figure 5-125, we have two systems installed. The one system that had an error now has a valid installation, and the second system’s installation is pending. To see the error, move your mouse over the error.[image: A429219_1_En_5_Fig125_HTML.jpg]
Figure 5-125Update showing installed status and pending update






Software Updates: Windows 10 Update Rings
Once you have set up your dynamic teams and dynamic device groups, the next step is to set up the Windows Update rings. What we do is assign the update rights to all detected members in our company. If you are running Windows Insider, you need to set up the condition in the dynamic group to separate the Windows Insider users from the dynamic users. In our update case, here we are using all user groups to manage updates corporate-wide.
Step 1: Set Up the Software Update Rings
The software update ring group was added to the Azure dashboard. Click Intune, click “Software updates,” and then click “Windows 10 Update Rings.” In Figure 5-126, we have our Windows 10 update group. In our case, our Windows 10 update group is set to all users (similar to the Office Pro Plus update group). You can set up multiple groups, and how you set up groups is dependent on the license type. You cannot mix devices and users in the same group.[image: A429219_1_En_5_Fig126_HTML.jpg]
Figure 5-126Setting up a new update policy




Office 365 Windows 10 licenses come in two flavors: device licenses and user licenses. The test subscription we are using is Microsoft 365 E5, and this is a user license. To set up a group, click Intune, click “Software updates,” and then click Windows 10. Then click Create.
The key to picking an update strategy is to understand the update channels. The standard update channel that you want to use is the semiannual targeted. This will give you the standard updates on a released schedule. The update options are listed in Figure 5-127. If you have users in different update programs, you will need to configure a service channel for them and adjust the dynamic group.[image: A429219_1_En_5_Fig127_HTML.jpg]
Figure 5-127Windows 10 update channel options




The update configuration that we are using in our deployment is shown in Figure 5-128. Click these options and then click OK; then save and create the policy.[image: A429219_1_En_5_Fig128_HTML.jpg]
Figure 5-128Windows 10 update configuration




In our case, we are not using a Windows 10 Insider group, so we assign the update policy to all users (see Figure 5-129).[image: A429219_1_En_5_Fig129_HTML.jpg]
Figure 5-129Selecting Users for Windows 10 device configuration




As users join the organization, our dynamic group is automatically updated. You can easily make changes in the update policy. In our case, we created another group for all users that we managed the Windows Update and a Windows 10 insiders group. Our Windows Insider group is a static group, since the users need to be manually added and managed. See Figure 5-130.[image: A429219_1_En_5_Fig130_HTML.jpg]
Figure 5-130User Windows 10 update rings





Step 2: Check the Update Status
Once you have deployed the updates to the device, you can easily check the status of the deployment. Just click the overview to see the status of your Windows 10 deployment update. You will see the status of your deployment (see Figure 5-131).[image: A429219_1_En_5_Fig131_HTML.jpg]
Figure 5-131Checking the status of all Windows 10 update deployments






Legacy: Password Multifactor Authentication
Microsoft has not removed the legacy multifactor authentication. I included this here as a reference, but it is recommended that you use the Azure multifactor authentication. The Azure process based on Office 365 has integrated multifactor authentication with Azure. All administrators are enabled by default. When you enable a user for multifactor authentication, the user needs to have two forms of identity.
We recommend that you check the user status before you enable MFA at 
                  https://aka.ms/setupsecurityinfo
                 (see Figure 5-132) or use 
                  https://myapps.microsoft.com
                 (MS moves the url around, so you may find one URL works and the other does not). Our desktop systems in this example are Windows 10 Pro (or Enterprise) systems are linked to Office 365 via Azure Join. What this means is that the “password reset of MFA” action will affect the user desktop device. The user desktop is using Office 365/Azure identity to manage the security.[image: A429219_1_En_5_Fig132_HTML.jpg]
Figure 5-132Reviewing the account configuration for multifactor authentication




There are two different types of multifactor authentication: Office 365 and Azure. Office 365 MFA is enabled on certain subscriptions and is in place for all administrators. Azure MFA is set up for all accounts with Azure Identity Plan 2. In a previous chapter, we discussed the Microsoft Enterprise Mobile + Security suite MFA configuration. In this section, we will look at the Office 365 MFA deployment. We will deploy the Azure EMS Identity solutions versus the Office 365 MFA.
Multifactor authentication uses a secondary device (such as your smartphone) to supply you with additional login information for a Microsoft service. To use multifactor authentication, log in to Office 365 with your username and password. The Microsoft Office 365 service prompts you to enter a PIN (usually six or eight digits). The PIN comes from three different sources.	Microsoft calls your cell phone and supplies you with a number.

	Microsoft texts your cell phone with a number.

	You supply a PIN from your smartphone via the authentication app.




The PIN is unique and has a short lifetime. You use this PIN to log in to the Office 365 service (see Figure 5-133).[image: A429219_1_En_5_Fig133_HTML.jpg]
Figure 5-133Logging in to Office 365 with multifactor authentication enabled




There are two ways that you can set up multifactor authentication: log in to 
                  https://portal.azure.com
                 (described in Chapter 2) or log in to Office 365 (if not using EMS/Intune) and click Azure Multifactor (click Grid and then Admin ➤ Admin Center ➤ Service & Add-ins ➤ Azure Multifactor, as shown in Figure 5-134). The services are similar in some respects but different. Office 365 is a basic service (like what Apple deployed for iCloud), or there is an advanced service that is part of the Enterprise Mobility + Security (EMS) suite. The main difference is that it is an enabling/disabling function, where the Azure EMS identity allows you much more customization of the MFA features.
Note
If you are planning to use MFA across the organization, the best approach is to use an EMS E3 or EMS E5 subscription. This service is more robust than the base service supplied in Office 365.


              [image: A429219_1_En_5_Fig134_HTML.jpg]
Figure 5-134Setting up multifactor authentication (not using EMS)




            
Setting up multifactor authentication is straightforward. Click the link Manage Multi-Factor Authentication. Office 365 will direct you to Azure to authenticate your credentials. All user identities are managed in Azure. To set up multifactor authentication on a user account, follow the next steps.
Step 1: Enable the Users
Select the user to enable multifactor authentication for, and set the policy (see Figure 5-135). Then click Enable to set up the multifactor authentication properties.[image: A429219_1_En_5_Fig135_HTML.jpg]
Figure 5-135Selecting users for multifactor authentication





Step 2: Set Up User Credentials
After you have enabled the user (click “enable multi-factor auth”), have the user log in to Office 365 to set up the credentials (see Figure 5-136). If you want to set up the credentials for the user, you need their smartphone and login credentials for Office 365.[image: A429219_1_En_5_Fig136_HTML.jpg]
Figure 5-136Enabling multifactor authentication




The next time the user logs in to Office 365, they are informed of the setup to the new services (see Figure 5-137).[image: A429219_1_En_5_Fig137_HTML.jpg]
Figure 5-137User setting up multifactor authentication





Step 3: Authenticate Smartphones
Azure is used to authenticate the service for Office 365. The authentication service is an international service and requires that you own a phone that can receive a text message for login or can install an Office authentication app on your smartphone. You need to pick the service that makes business sense (see Figure 5-138). If your phone does not receive text messages, you can elect to have Microsoft call you in your native language.[image: A429219_1_En_5_Fig138_HTML.jpg]
Figure 5-138Setting up the service for login




Once you have verified your smartphone with Microsoft, you are supplied with a security token to allow your mobile device to access the Office 365 account. This passcode is unique and is used to configure mobile applications that do not use two-factor authentication (see Figure 5-140). Use this passcode as the new password for your mobile applications that access Office 365 services. Click Done when completed.[image: A429219_1_En_5_Fig139_HTML.jpg]
Figure 5-139Setting a new password for your mobile application





Step 4: Test the Service
Log in to the Office 365 service at 
                    https://portal.microsoftonline.com
                  . Office 365 will text or call your cell phone with the authentication password (see Figure 5-140).[image: A429219_1_En_5_Fig140_HTML.jpg]
Figure 5-140Testing multifactor authentication







Summary
This chapter focused on setting up Mobile Application Management and Mobile Device Management. We looked at the different configurations and how you set up software upgrades for Windows 10 and the Office 365 software. MDM deployment is a process. Make sure your deployment focus on MAM (and WIP) deployment with continued compliance check process before you deploy MDM. I introduced you to dynamic groups as a management tool for Mobile Device Management and Mobile Application Management. At this point, you have the security configuration in place for Office 365 and Azure. The next step is to look at the different tools for compliance and eDiscovery. We wrap up the book with a chapter on migrating to Office 365 (for those who are still contemplating moving to Office 365).
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Office 365 is a suite of software products that Microsoft offers via a software-as-a-service subscription. The goal of the service is to reduce the IT costs for business implementations. The Security & Compliance Center is an admin center that provides security dashboards for the subscription you purchased. A good way to view the Security & Compliance Center is as a data aggregation site of the different security services in Office 365. The driving factor for Office 365 security features are regulatory standards and user feedback. As an example, services are set up to meet the requirements of the National Institute of Standards and Technology Cybersecurity Framework (NIST-CSF
            
          ) or the NIST-800-53 compliance standard for government contractors (see the Microsoft Compliance Manager). If you explore the NIST-CSF standard, which is based on the pillars of identify, protect, detect, and response, you will see a detailed relationship with Office 365 security features. As an example, in Figure 6-1, the four pillars are built into Windows Defender ATP (part of the Microsoft 365 E5 subscription) to remediate attacks.[image: A429219_1_En_6_Fig1_HTML.jpg]
Figure 6-1The Windows Defender Advanced Threat Protection services (courtesy of Microsoft)




In previous chapters, we looked at some of the components of the Security & Compliance Center. In this chapter, we will expand our discussion into additional areas, such as alerts, data governance, and threat management. The configuration of the admin center (see Figure 6-2) is based on our subscription, which here is the Microsoft 365 E5 suite. The Security & Compliance Center is your one-stop location where you can review the security logs and configure the services to support your business.[image: A429219_1_En_6_Fig2_HTML.jpg]
Figure 6-2
                  Office 365 Security & Compliance Center
                




In previous chapters, we walked through the different configuration options available in the Security & Compliance Center. These previous configurations supported a unique feature, such as labels or data loss prevention (DLP
            
          ). We added DLP rules for encrypting e-mail communications and documents. In Chapter 3, we completed a detailed review of Microsoft Secure Score to give administrators guidance on the configuration of the security-related capabilities of Office 365 (see Figure 6-3).[image: A429219_1_En_6_Fig3_HTML.jpg]
Figure 6-3Microsoft Secure Score from the Compliance Center




The document classification that we set up in Chapter 4 (see Figure 6-4) led to the configuration of the DLP rules. Traditionally, the DLP rules were configured in the Office 365 Exchange Admin center and Azure. Now, we will configure the rules in the Office 365 Security & Compliance Center. In Figure 6-5, we have a number of DLP rules configured to address HIPAA, the Gramm–Leach–Bliley Act (a 1999 federal act to enhance competition in the financial market), and PII data protection. The Security & Compliance Center also gives an overview of how the rules are being used, both from a policy rule execution viewpoint and a false match analysis viewpoint (this is where the end user overrides the DLP rule).[image: A429219_1_En_6_Fig4_HTML.jpg]
Figure 6-4Document classification



[image: A429219_1_En_6_Fig5_HTML.jpg]
Figure 6-5DLP rules in place for different data loss policies




Compliance is a way of life for any organization that has a digital footprint. I know it seems like a lot of information, but IT administrators need to fulfill our roles as custodians of information and help organizations manage information to ensure it is in compliance with the new data breach and privacy laws, such as the CCPA. Where a data breach is assumed to have happened, it is now up the IT professional to prove that the breach did not happen.
Note that the CCPA is about presumed breaches. In previous years, any claim for a data breach had to be proven by the person who was damaged. Under the new CCPA regulation (passed June 2018), the cyberbreach damage is assumed, and it is up to the organization to prove the breach did not happen and the information was not compromised. A task of this magnitude requires the ability to review historical data and the activities of the organization. As an example, Figure 6-6 shows the type of data in an organization that needs to be managed. In addition to this data, historic logs need to be reviewed. This is the purpose of the Security & Compliance Center.[image: A429219_1_En_6_Fig6_HTML.jpg]
Figure 6-6Types of content in the organization




In this chapter, we will review the areas that we have not already reviewed in this book. Specifically, we will be looking into the data governance, defining what it is and how to use it. Our review will look at the threat management systems and how to use the threat dashboard and the different activities with mail flow analysis and Exchange Advanced Threat Protection. We will look into data privacy, and finally we will walk through requests for production with eDiscovery in the Search & Investigation Center. The eDiscovery capability allows you to search and compile information to satisfy requests for production (in response to document requests from court-ordered subpoenas). This is where we will investigate user messages and document content for compliance. Let’s begin our investigation into the capabilities of the Security & Compliance Center.
Overview of Office 365 Security & Compliance Center
Security is built from the ground up. When you look at the Microsoft Cloud (in other words, the core Microsoft infrastructure that hosts Office 365, Azure, and other services), you’ll see it meets all current and future compliance and security regulations. When you build a cloud infrastructure that has a security mind-set, the applications and services that run on it have the same mind-set. Likewise, if you are building a set of services designed to sell information, then any application that is built on those services has inherent security flaws built into it for the simple reason that the core service is to sell information, not to protect it.
Microsoft cloud services are transparent. The service offerings (see Figure 6-7) are based on a model of security and transparency. The data your company places in Office 365 and Azure is your data. Microsoft has as strict policy not to mine or process your data for business purposes. Microsoft’s policy is that the customer owns the data, and if you choose to leave Office 365 for some other service, the data you leave behind will be destroyed within 90–120 days of your subscription termination.[image: A429219_1_En_6_Fig7_HTML.jpg]
Figure 6-7Office 365 Trust Center, 
                        https://products.office.com/en-us/business/office-365-trust-center-welcome
                      




There are two parts to compliance in the cloud with Office 365: your business processes in the management of your Office 365 data and Microsoft’s management of Office 365 and Azure services. Earlier, we talked about the service trust with Office 365. Microsoft has published the standards that are used to meet its side of the compliance issue on the Microsoft Trust Center (see Figure 6-7). If you are looking for a Health Insurance Portability and Accountability Act (HIPAA
              
            ) of 1996 business associate agreement certification or want to request a copy of the service audit logs, you can request them directly from Microsoft. Microsoft is transparent in its process on Office 365 and built the service around protecting your company information. This is in contrast to other cloud services that require an intellectual property rights assignment, which allows them to use your information to sell advertising, among other things. The business process starts with your organization and specifically with your business processes that you use to manage Office 365. The best guide for all business to use to meet your portion of the compliance requirement is for you to deploy the Compliance Manager from the Service Trust Portal (
                https://servicetrust.microsoft.com/
              ).
Compliance is a shared responsibility between Microsoft and you. The Service Trust Portal deploys the Compliance Manager (see Figure 6-8), which has implemented with the necessary standards for management. This includes the Service Organization Controls (SOC), International Organization for Standardization (ISO), National Institute of Standards and Technology (NIST), Federal Risk and Authorization Management Program (fedRAMP), and Global Data Protection Regulation (GDPR). As an organization, security and compliance are requirements for the organization to manage and the IT staff to deploy. The IT staff uses the Compliance Manager (see Figure 6-9) to define the organization’s business process for security management. The Compliance Manager will lead you through the audit process and help you define the ownership of the management processes for your organization.[image: A429219_1_En_6_Fig8_HTML.jpg]
Figure 6-8Office 365 and Azure Service Trust Portal (
                        https://servicetrust.microsoft.com
                      )




Most organization do not have a compliance requirement. However, what all organizations can do is deploy the Compliance Manager and set up a necessary process for either NIST 800-35 or NITS-CSF and see the areas that are lacking controls for a cyber security defense. The Compliance Manager
              
              
             helps you to define the necessary processes and controls that your organization needs to follow. The issue many of us have is where to begin on a large task like this. How do we make our organization compliant, and what are the things we need to do to make our business more secure? The steps are easy now: launch the Compliance Manager and start an assessment. Usually NITS 800-53 will get you started. This has many of the requirements that you need to run your organization on a daily basis.[image: A429219_1_En_6_Fig9_HTML.jpg]
Figure 6-9Office 365 and Azure Service Compliance Manager




Once you have started the process with the Compliance Manager, the next step is to deploy the various alerts of organization changes that you need to follow to ensure that your organization has the necessary processes in place.
Compliance Settings
When we refer to Office 365 compliance, we are referring to the capabilities of Office 365 data governance to preserve and manage information. Compliance and regulatory settings are the services you enable on the Office 365 site and that meet your business needs or regulatory requirements. As an example, you can group information into three categories: compliance, information review, or business data retention.	Compliance (HIPAA as an example)	Rights management and the protection of personal information

	Encryption of personal information external to your organization

	Document classification and encryption





	Information review (regulatory like the Financial Industry Regulatory Authority [FINRA]) or judicial order	Litigation hold and eDiscovery

	E-mail review to meet FINRA requirements





	Business data retention	Business processes on age of data

	Data management: how to archive, how to delete








In the discussion in this chapter, we will group information into these categories. For example, HIPAA requires you to manage certain types of data in a way to protect information. To meet HIPAA requirements, you must protect personal information by encrypting the information before it is sent externally to the organization. One of the HIPAA requirements is that the service you are using provides a Business Associates Agreement (BAA
                
              ) for the services you are using. If you are subject to HIPAA, you need to ensure that you have completed a yearly a HIPAA assessment audit to make sure you comply with the regulations. The fines are significant, and the federal government is looking into business of all sizes to make sure the business complies with the regulation.
Information review typically means that the information is subject to an audit and is immutable—meaning it cannot be changed or deleted by the users or the organization—prior to review. Any type of regulator review requires that the data is immutable. The most common is litigation. When an organization enters into litigation, all information is frozen at that period in time. We refer to that as a 
                litigation hold
                
              . Regulator reviews such as FINRA and SEC are nothing more than an extension of a litigation hold in conjunction with business process reviews.

Business data retention is nothing more than the business processes used to maintain information, subject to the regulatory requirements. As an example, if the business policy (or user policy) deletes information subject to the retention policy, the information is deleted from the user perspective but may be kept for a very long time subject to the compliance needs of the organization. The user may delete information, but the compliance setting keeps the information in an area where it is immutable and fully searchable and hidden from the user.
The Office 365 administrator has complete control over the configuration of the compliance and retention polices. The administrator can enable these settings, and all actions are auditable. The settings can be changed by using the Security & Compliance Center or by using PowerShell commands. As Microsoft enhances the Office 365 service, these settings will be simplified in an easy-to-use graphical interface. The rest of this chapter discusses these concepts for data governance and provides a step-by-step implementation with examples of data loss protection (compliance), regulatory review (discovery), and business data retention policies.

Best Way to Proceed
The best way to understand the Security & Compliance Center is to look at the Trust Center. After looking at the Trust Center, the next step is to review NIST-CSF, the cybersecurity framework, and to review the NIST-800-35 compliance framework. There is a lot of work to be completed.
Note
There are three sets of logs that you need to collect monthly: the Azure login logs, the Azure sign-in logs (located in Azure Active Directory), and the audit logs located in the Security & Compliance Center. These logs need to be stored in a SharePoint site for future analysis.

The Security & Compliance Center gives you a focal point for the security process in the organization. However, security starts with your IT team. If your IT team lacks the capability to do the necessary work, you need to address this quickly and either fix the internal problem or contract the security services externally. This book was designed to help you determine what you need to do and how you should do it. If you consciously choose not to secure your Office 365 environment, you are the breach. The ownership is with you and your IT team and not your license provider. Let’s continue our journey through the Compliance & Security Center.


Data Governance
Governance has taken on a new meeting in the cloud. The best way to look at governance in the cloud is in the role of cloud custodian. In today’s model, the polices are put in place to manage the business operation and roles and controls. Once governance is put in place, then developers and the operation teams can implement the necessary changes and help drive the business to be more innovative. This is cloud governance in Office 365 and Azure. This is to make sure the right people have access to the right resources and the behavior is governed by a set of rules and polices that is baked into the platform.
The best way to view Microsoft governance is to think of a road with guard rails. As you drive down the road, you are kept from going off-track because the guard rails are there to keep you aligned on the role. The Security & Compliance Center and the governance activity are guiderails for organization policies. This applies to older resources and new resources. The difference with governance today is that the polices that are deployed are consistent with the policy that is deployed for the organization. The enforcement of governance in Office 365 begins with the Security & Compliance Center and through the Compliance Manager and the new Azure Blueprint platform. The goal is to build compliance into the Azure and Office 365 subscriptions that are the base of all activities. The new strategy is to use management groups, which are container groups on top of a subscription (or a resource group). This allows a policy to be deployed as a management group with full access and control. This is the only way an organization can scale and empower the individuals in the organization to innovate. Governance in the Microsoft Cloud was built into the core of the platform, not as an afterthought like with the other major cloud providers.
We explored some data governance issues in the previous chapters. Specifically, we deployed labels and DLP. These services were deployed in different administration centers, including the Exchange admin center, Azure Information Protection, and finally with the Security & Compliance Center. All of these services could be deployed from the Security admin center in the Data Governance section, and they apply to all subscriptions in the organization. In Figure 6-10, we have a summary dashboard of the different governance sections that we have deployed. In this example, we have deployed 11 different labels for data, and we have long-term compliance for data retention. The top label that was used is Attorney-Client Privilege.[image: A429219_1_En_6_Fig10_HTML.jpg]
Figure 6-10Overview of data governance in the Security & Compliance Center




Data Governance Concepts
Data governance provides a policy-based management service on Office 365 that meets or exceeds the regulatory compliance. The policy-based service is applied across subscriptions and aligns with the Azure policy manage process. The data in Office 365 (and the subscription types) is managed and owned by the company. The Office 365 business owners need to look at the business and decide what makes business sense based on the needs of the business. To put this in perspective, when an external entity looks at e-mail storage, it is considered modifiable by the user and is noncompliant to certain regulations. A compliant system requires that the email and document storage systems must be incapable of being modified, or immutable. The owner of a mailbox must not be able to go in and delete information or documents. These capabilities are options in the Office 365 enterprise plan and are included at no charge in some of the subscription suites (such as the Enterprise E3/E5 subscription).
You are probably familiar with the various CSI and NCIS shows on TV. A key message that these shows highlight lies in the evidentiary collection of information and that there must be a “chain of custody” regarding information collected. Think of data governance in the same context. It is all about chain of custody. Data governance on Office 365 is the same. Access to information that is under discovery or access cannot be tampered with. Further, access is recorded and auditable for all those who access the information. This is the data governance model of Office 365.
Traditional approaches, such as journaling, record information external to the organization structure and mostly just contain copies of the e-mail communications. This archaic journaling approach does not address the changing landscape of data governance and data management. Journaling does not link data from storage sites and draft documents in an integrated form. An archive is nothing more than another mailbox that is used to store information.
Immutability, audit policy, archive/retention, and data loss prevention are all part of the Office 365 data governance structure. It is designed around chain of custody and the preservation of information. If information is tampered with, then a full audit trail of access, as well as the original information that was modified, is created.
Before we discuss the practical aspects of the configuration of retention policy and eDiscovery, we need to frame the discussion with a definition of each of the four key areas of data governance to put them in perspective. There has been much written about information immutability, and there are many misconceptions as to what this is and how it is managed in Office 365. The definition is simple: the preservation of data in its original form cannot be changed and is kept in a form that is discoverable.
Recall the discussion of chain of custody. The information that you are accessing and providing for data governance needs cannot be changed, and you must not have the ability to change it. In addition, any access to the information must be fully traceable. If you access information, the information that you extract will not change the underlining information.
The best example is to look at an e-mail that flows in or is created by a user in the cloud (see Figure 6-11). In this case, information that arrives or is in a user mailbox can be changed and modified by the user. This is the normal process that we use in writing an e-mail. An e-mail that is immutable, on the other hand, keeps all parts of the message in a form that can be fully discoverable through searches. When an e-mail message is drafted, all changes and drafts are kept and not deleted. Nothing is purged—all information is fully discoverable.[image: A429219_1_En_6_Fig11_HTML.jpg]
Figure 6-11Life of an e-mail message (courtesy of Microsoft)




When we refer to compliance, we are referring to our ability to access communications and documents that are immutable. Retention rules are based on business policies in the management of e-mail communications, specifically what e-mail is visible to the user in the mailbox and what is kept in the archive. For example, you may have a business policy that dictates the movement of e-mail from a user mailbox to an archive if the e-mail is too old or if the user deletes an e-mail. One company has a retention policy of 90 days; after 90 days, a user’s incoming e-mail is moved into the compliance archive. These retention rules move the mail from the user mailbox (or delete folder) into the archive. These rules can be systems level (the user has no control), they can be local level (the user has complete control), or they can be any combination thereof.
A 
                litigation hold
                
              
                
                
                
               is an action that is placed on a mailbox to meet compliance requirements for future discovery and searching. What a litigation hold does is to ensure that the data in a user mailbox is immutable. As an example, if the user tries to delete an e-mail, the e-mail is deleted (or purged) from the user’s view, but the litigation hold function blocks the e-mail from being deleted in the system and is fully discoverable by the administrator (or compliance officer).
Note
When data is placed under litigation hold, the data is locked from deletion. Once the litigation hold is lifted, the data will automatically be deleted subject to the retention tags. If your policy is to stop data from deletion, then set up the retention policy to move data to the online archive after deletion.

Referring to Figure 6-11, we see the life of an e-mail in a user’s mailbox. In Figure 6-11, the user only sees the message in steps 1–3. The compliance officer has access to all transactions in steps 1–6. When a discovery action—a search—is executed, all information is displayed in the search request, including the information in the deleted items, purges, and draft folders.
Audit Policy
Companies
                  
                  
                  
                 in the cloud need to know who has access to their company data. The ability to monitor and produce the necessary reports are part of the Office 365 audit capability. Companies need to do the following:	Verify that their mailbox data isn’t being accessed by Microsoft

	Enforce compliance and privacy regulations and access by nonowners

	Have the ability to determine who has access to data at a given time in a specific mailbox

	Have the ability to identify unauthorized access to mailbox data by users inside and outside your organization




The ability to monitor the mailbox data is a fundamental part of the Office 365 organization (see Figure 6-12). Once the audit capabilities are enabled (via PowerShell), the audit reports can be generated by the administrator or an individual who has been given this capability.[image: A429219_1_En_6_Fig12_HTML.jpg]
Figure 6-12Audit and retention capabilities




The audit reports are displayed in the search results shown in Figure 6-12. However, the audit report must be enabled. To enable the audit reports, select the “Start recording user and admin activities” option. The audit reports are only for 90 days and can be extended via PowerShell. Typically, I set audit reports for a 12-month period. Each audit report contains the following information:	Date of access

	IP address of the access

	User who performed the activity

	Activity performed

	Detailed description of the item

	Detailed description of the activity (usually the object’s name such as a file name)




The first step in setting up a compliant organization is to enable the audit capabilities to ensure that you have a complete record of all accesses to user mailbox data by nonowner users. This information is used to supplement future reports.
Note
Earlier we mentioned that the organization needs to have a policy of collecting the primary three logs and archiving them in a SharePoint site for future forensic analysis. This is extremely important. Every month you need to download a copy of the audit logs, the Azure sign-in logs, and the Azure audit logs.

The audit reports that are generated contain detailed information about who has accessed the information and how they have changed it. As you’ll see in Figure 6-8, once audit logs are enabled, all information is tracked. The discovery center adds another level of detail in tracking information accessed under legal hold.[image: A429219_1_En_6_Fig13_HTML.jpg]
Figure 6-13Tracing access of users through the administrative center audit log search





Information Immutability

Information immutability takes this one step further and integrates Skype for Business and SharePoint documents (as well as OneDrive for Business document synchronization) into the equation. The Office 365 approach is designed to reduce the amount of information by removing duplicate information. This reduces the complexity of the searches and allows the compliance officer to clearly see the thread of the information and the root cause (if any) of the discovery request. The searched data can be exported in the industry-standard Electronic Discover Reference Model (EDRM) standard in an XML format to provide content to a third party. The Office 365 approach is designed to remove duplicate data from searches and does not remove any data from the user’s SharePoint or e-mail mailbox. The data stays where it is and is immutable.[image: A429219_1_En_6_Fig14_HTML.jpg]
Figure 6-14Setting up an eDiscovery search




The configuration of the eDiscovery search is robust and allows you to specify the areas and mailboxes that you need to search. The scope of the discovery is reduced to the specific set of key words and mailboxes (see Figure 6-14) and can be easily restricted to a few users in question. It is not uncommon that an eDiscovery request on Office 365 would cost 90 percent less than an eDiscovery request using an older journaling system for e-mail communication management.
As you read the rest of this chapter, the discussion on archive and retention polices is built around data immutability to manage an organization’s compliance needs. In Office 365, this is referred to as 
                  compliance management
                  
                . Administrators are enabled to set up controls based on the business polices of the organization.

Office 365 Archiving and Retention
The term archive is overused. It often implies more than what it really is. An archive is nothing more than a second mailbox designed for long-term storage. The relevancy of an archive is based on the business process rules that are used to manage it. This is where immutability and retention policies come into play. Immutability refers to how information is retained (in a form that can’t be changed) in the mailbox and the archive. Retention policies describe the length of time you need to keep the data that is not subject to any legal action (legal hold to guarantee immutability).
It is important to describe the length of time you need to keep the data that is not subject to any legal action (legal hold to guarantee immutability). These policies are located under Retention (see Figure 6-15).[image: A429219_1_En_6_Fig15_HTML.jpg]
Figure 6-15Retention policies




It is easy to create a new retention policy. In Figure 6-15, just click + Create and set up the policy. The wizard will walk you through the process. The retention policy created is almost the same way the retention policy was created in the Exchange admin center. So, depending on how you want to approach the problem, you can create a legacy retention policy or a new policy. The legacy retention policy is composed of retention tags. A group of retention tags constitutes a retention policy, as shown in Figure 6-16. The new retention policy is a wizard that allows you to fill in the same information.[image: A429219_1_En_6_Fig16_HTML.jpg]
Figure 6-16Retention policies (legacy view located in the Exchange admin console)




There are two types of archives in Office 365: personal archives and Office365 Exchange server mailbox archives. The Office 365 Exchange server archives can be immutable (meaning they can be configured to ignore any change via a litigation hold or in-place hold). Personal archives are stored locally on the user desktop and are not immutable (users can change the contents). The retention policies refer only to the moving of data from the user mailbox to the archive. To make an archive and retention policy work, you need to enable the archive in the Exchange admin console (edit the mailbox in the Exchange admin console and select Enable for archive; this is discussed in Chapter 8). This feature will be moving to the Security & Compliance Center at a later date. Litigation hold (or in place hold) locks the Office 365 Mailbox from having contents deleted - regardless if it is in the main mailbox or the archive mailbox. Users will see data being deleted, but administrators can access data in the Security & Compliance center under Search and Discovery.


                Retention Policy
              
A retention policy consists of the business processes that define the movement of data to the archive or delete folders. Retention policies are a set of rules that are executed concerning a message (see Figure 6-17). A retention policy is a combination of different retention tags, which are actions placed on a message. You can have only one retention policy applied to a mailbox. In an organization where you have compliance requirements, retention tags are used to manage the user mailbox information and to control mailbox sizes. As an example, you can have a retention tag that deletes messages in a mailbox after 30 days. If the mailbox is under legal hold, the user will see the data deleted, but the deleted data is recoverable.[image: A429219_1_En_6_Fig17_HTML.jpg]
Figure 6-17Retention policy created in the Security & Compliance Center



[image: A429219_1_En_6_Fig18_HTML.jpg]
Figure 6-18Legacy Office 365 retention tags (courtesy of Microsoft)




Retention
                  
                  
                  
                 tags define and apply the retention settings to messages and folders in the user mailbox. These tags specify how long a message is kept and what action is taken when a message reaches the retention age. Retention tags are used to control the amount of information that is on the user’s desktop. Typically, this means that a message is moved to the archive folder or it is deleted. Looking at Figure 6-17, you can see three types of retention tags: default retention tags, policy retention tags, and personal retention tags.	Default
	The default policy applies to all items in a mailbox that do not have a retention tag applied.

	Policy
	Policy tags are applied to folders (inbox, deleted items, and so on) and override the default policy tags. The only retention action for a policy is to delete items.

	Personal
	Personal tags are used only for Outlook clients to move data to customer folders in the user’s mailboxes.




Keep in mind that a retention policy directly affects the amount of information kept in a user mailbox. A retention policy requires that an archive mailbox is enabled. The default configuration of Office 365 is to have the archive mailboxes disabled. Retention tags (which make up the retention policy) are just another tool used for information management. Depending on your business needs, you may have different retention polices to manage information of different groups in your organization. In one organization we managed, the data retention policy was 90 days, unless the mailbox was placed on an in-place hold for litigation or discovery.
Compliance
                  
                  
                  
                 archives may or may not have a retention policy applied to them. Typically, a compliance rule requires that all documents (emails, files etc) are placed on legal hold for the regulation hold period. The legal hold also includes documents in OneDrive and SharePoint site through the Compliance & Administration site. User mailboxes that are placed under a litigation hold with the external audit enabled meet all compliance requirements because the data is immutable. Later in this chapter, I will walk you through an eDiscovery search to collect information in response to a court-ordered subpoena. For now let’s continue with our review of the other features of the Security & Compliance Center.[image: A429219_1_En_6_Fig19_HTML.jpg]
Figure 6-19Office 365 alert dashboard with trends







Alert Structure
Looking back over any of the NIST compliance reviews, there is one requirement that will need to be deployed, and that is alerts to provide an early warning of potential problems. The type of alerts depends on the business and what processes you need to examine. The place to start is with the alert dashboard. To add a new threat, just add a new threat policy, and the wizard will walk you through the threats and what to add. Looking back to our NIST-CSF discussion, one of the pillars is to detect the security incident. In Figure 6-20, we have a couple of different threat detection ranging from accessing data to forwarding e-mail.
After you have deployed the alerts, the next step is to review the threat dashboard and establish a policy of review and analysis on the threats. In the Compliance Manager, we need to put in place business processes where we review the alerts in the logs and look for trends to decide. Because of the Compliance Manager activity, we put in place the necessary alerts and processes that we use to analyze the alerts.[image: A429219_1_En_6_Fig20_HTML.jpg]
Figure 6-20Alert dashboard with CAS integration




Alert Types
There are different alert types that you can create or add. Some of the alerts are system-wide and are enabled based on other dashboards. The alert dashboard is a data aggregation dashboard in Office 365 (see Figure 6-20) with integration to other services. “Manage advanced alerts” is a link to Cloud App Security (CAS). Depending on how you configure CAS, you can have a number of alerts that show up in the alert dashboard. Figure 6-19 shows the alert dashboard with two types of alerts, those that are from other services (not highlighted) and those that were created in the alert dashboard (highlighted with an on/off slider). As the compliance officer in Office 365/Azure, you want to enable alerts to help you manage the environment for the necessary processes.
Adding new alerts from the dashboard is a simple process. Just click “New alert policy” and create an alert. The following are the key items to set in an alert:	Name and description

	Severity

	Class of alert




The issue that we all face is the quantity of information that we need to manage. It is important that you define a model for data collection and classification. If you have not set up a classification model, then step back and define the model that you want. In our case we organized information based on class of alerts, such as threat management and severity. Follow the wizard and add additional customization to the alert (see Figure 6-20). Once you are satisfied with the alert, click Save to create the alert (see Figure 6-21).[image: A429219_1_En_6_Fig21_HTML.jpg]
Figure 6-21Alert dashboard with alerts highlighted created locally



[image: A429219_1_En_6_Fig22_HTML.jpg]
Figure 6-22Adding an alert to the Azure notification




The processes that you use to create and review the alerts are the same. As you expand your security polices, you will establish different capabilities on access and how you want to enable the tracking in the environment. Alerts give you an early warning. You leverage information that is in the Security & Compliance Center along with the security information located in the Azure Security Center.


Threat management
Once you have defined the alerts, the next step is the configuration of Threat management for the threat dashboard
              
              
              
            . The threat dashboard is a summary of the different threats that are active in your Office 365 tenant. The threat dashboard is another data aggregation function that allows you to see data differently. Threats are about having multiple eyes on a group of systems.
Figure 6-24 shows the threats as they are attacking users, and what we have configured in Office 365 to block is an AI-driven engine; over time you will see trends on the attack and what you did as part of the threat attack. The threat dashboard is expanding and will include other services such as Advanced Threat Protection (ATP), Cloud App Security (CAS), and other solutions that track threats. The Threat management dashboard present a summary of the information to the various services. As an example, the threat management dashboard allows the simulation of phishing attacks and keeps track of the threats and activities to address them. The dashboard information used in the analysis is based on the raw information from the security and audit logs.[image: A429219_1_En_6_Fig23_HTML.jpg]
Figure 6-23Adding additional customization to the alert



[image: A429219_1_En_6_Fig24_HTML.jpg]
Figure 6-24Finalizing the alert that was created in the Security & Compliance Center




Threat management provides an overview of the threats that are affecting the Office 365 organization. The trend analysis can let you know which users are being targeted and what approach is being used. If this is a coordinated attack, you will see a number of attempts to attack all users in your 365 tenants. In this case, we have a limited attack, probably based on e-mail addresses that we captured in sites that were attacked (see Figure 6-24).
The threat management dashboard also includes simulated attack phishing e-mails. This is a new feature that has been added to the Security & Compliance Center. All of the new regulations such as GDPR, CCPA, HIPAA, and NIST standards require security training (or penetration testing) for the end users. Traditionally this has been contracted to third-party service providers, such as HIPAA Secure, Breach Secure, Knowb4, and others. Office 365 now includes the ability to send out simulated penetration attacks to test users. The attacks are measured and reported. The Office 365 penetration testing includes the ability to modify the security e-mail to test to design it so it is appropriate for the industry. The simulated campaigns are no different than any modern marketing campaign. You pick the target campaign and set up a number of e-mails to trick the end users into clicking the campaign and executing it (see Figure 6-26). To launch a campaign, click Attack Simulator and then the phishing campaign to execute.[image: A429219_1_En_6_Fig25_HTML.jpg]
Figure 6-25Threat dashboard in the Security & Compliance Center
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Figure 6-26Attack summary with details on targeted users and methods




As an example, let’s select the prize campaign. This campaign is about harvesting user credentials. To make the campaign effective, you have the option to modify the text in the campaign. If you wanted, you could build this as an Amazon campaign or even mirror a gift campaign that one of your businesses sends out in your local community. Executing the campaign is easy; just follow the steps outlined next.
Step 1: Select the Campaign
The campaign we are using is the credential harvesting campaign. Click Launch to start the campaign. Name the campaign and click Use Template. Make sure you do not send more than a one campaign a week (see Figure 6-27).[image: A429219_1_En_6_Fig27_HTML.jpg]
Figure 6-27
                      Attack Simulator options
                    





Step 2: Customize the Offer
It is important to customize the offer so it mirrors an offer in your local market. A modification may be a free Amazon gift card, for example. Pick something that is unique and you can clone from your existing e-mail offers (see Figure 6-28). In this case of a “prize offer” I would use an Amazon gift notification or a survey, such as “Take the Survey, Get a $25 Amazon Card.” The goal is to make this as real as possible.[image: A429219_1_En_6_Fig28_HTML.jpg]
Figure 6-28Selecting a campaign and naming the campaign





Step 3: Select the Distribution List for the Campaign
Select the distribution list to send to. If you do not have one, then create one for your organization. I recommend you create a dynamic list that is targeted to all users who have a license (see Figure 6-29).[image: A429219_1_En_6_Fig29_HTML.jpg]
Figure 6-29Customizing the offer





Step 4: Select the Distribution List for the Campaign
Build out a web portal with a message to the end user. Let them know you been phished. Your web portal could contain a description of the attack and what to look for. Train your users, and be creative (see Figure 6-30)![image: A429219_1_En_6_Fig30_HTML.jpg]
Figure 6-30Target the campaign to the users in your tenant





Step 5: Customize the E-mail
The best e-mail to use is one that you have received. Figure 6-32 shows one that I received from a vendor on a survey for IT services.

Step 6: Execute the Campaign
Send the e-mail (see Figure 6-32) and look for the responses from the simulated phishing.[image: A429219_1_En_6_Fig31_HTML.jpg]
Figure 6-31Fill out the campaign and create the destination portal



[image: A429219_1_En_6_Fig32_HTML.jpg]
Figure 6-32Be creative with the campaign




Once you have executed the campaign, the next step is to review the results (see Figure 6-33). Like any other marketing campaign, you want to make the campaign as realistic as possible. Invest the time to train the user.[image: A429219_1_En_6_Fig33_HTML.jpg]
Figure 6-33Execute the campaign




Make sure you review the threat dashboard for the status and trends. You have a responsibility to set up the necessary business process and training to keep your users informed. It is a battle between the good guys and bad guys. Figure 6-34 shows a status dashboard of the attacks against some users.[image: A429219_1_En_6_Fig34_HTML.jpg]
Figure 6-34Review the results






Search and Investigate
Organizations
              
              
             that perform electronic document discovery (attorneys, compliance officers, etc.) are empowered based on the rules in the organization. Typically, there are three levels of management with eDiscovery cases. These management roles are the compliance officer, compliance manager, and reviewer. In small organizations, you have one person completing tasks in all three roles. In a larger organization, this is either completed with a large staff, and some functions are contracted to a third party such as management specialist. Figure 6-35 shows the permission structure in the Security & Compliance Center used to manage these roles. In our small company example, the compliance officer could be the compliance administrator/compliance manager and eDiscovery manager. Usually the IT pro will partner with the compliance officer to set up the environment. The first step in the eDiscovery process is to add the roles that are needed to access information as part of the document review process. The IT pro may not have a role in the discovery process.[image: A429219_1_En_6_Fig35_HTML.jpg]
Figure 6-35Summary dashboard of the attacks in an Office 365 organization




My philosophy on eDiscovery issues when using the Security & Compliance Center is to upgrade the subscriptions to an E5. This will give you access to all of the advanced eDiscovery tools available in Office 365. There is an additional cost, but it is significantly less than the sanctions, fees, and penalties associated with losing a case because of poor discovery in the document production phase. As an IT professional, your job is to provide all the information requested as soon as possible.
There are many questions that IT professionals have when setting up the Security & Compliance Center. This chapter is a compilation of the best-known methods in use to implement a compliant cloud storage system that meets the needs of various regulation entities. Our implementation for Office 365 is using the Microsoft 365 E5 subscription, which contains the Office E5 component (see Figure 6-36). I will now show how you can set up service to provide documents in response to a request for production (if you have a been served a court order for document production). Our discussion will review two aspects of Office 365 data collection: the compliance capabilities of Office 365 and later suppling documents to a request.[image: A429219_1_En_6_Fig36_HTML.jpg]
Figure 6-36Office 365 eDiscovery roles




Note
Figure 6-5 shows two different types of eDiscovery search tools: Search Content and eDiscovery. These tools are similar but different. Search Content is a scalable eDiscovery tool that can handles large amounts of data, searching SharePoint, OneDrive for Business, and multiple mailboxes (no limit). The eDiscovery tool does similar functions but is limited in scope. What I do is create a blanket search in eDiscovery to lock the mailboxes under legal hold and perform searches in Content Search.

The Security & Compliance Center roots are in the eDiscovery process. Organizations have discovery requests from presiding authorities, and as part of different request, they need to product documents. Sometimes these documents are covered under a protective order, and sometimes they are not.

Setting Up an Office 365 Discovery and a Retention Policy
Office 365 is flexible in how the different policies for the management of information can be set up. The problem is where to start. Earlier, we reviewed the different capabilities that you have in Office 365. There are three different areas that need to be configured before you can begin to use the services. The following section outlines the steps required to set up the 365 organization for a compliance, discovery, and retention policy. Follow the steps to set up the different features. Note that you will find additional details about compliance steps in the section “Configuring Compliance.”
What you are trying to avoid is the generation of paper documents. Figure 6-37 is a sample of the old way of producing documents for eDiscovery. This is a sample of what you want to avoid. Litigation is expensive, and discovery is an expensive process (from $1–$2 a page). In this example, there were 200,000 pages of documents generated to satisfy a request. Cost-wise, this was $250,000 to $400,000 worth of work. Office 365 allows you to create a “discovery center,” where you can process the queries and generate a SharePoint library that has the information requested in the response. In this case, information was generated for the other side’s attorneys that was in response to a judicial order. Access to the discovery search results can be shared with the other side’s attorneys. This discovery center approach is a lot lower in cost than the traditional document production shown in Figure 6-37.[image: A429219_1_En_6_Fig37_HTML.jpg]
Figure 6-37Subscription types supporting the Security & Compliance Center
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Figure 6-38Production
                      
                      
                     in response to a judicial discovery order (approximately 200,000 documents produced)




Discovery Walk-Through
The discovery process seems daunting at the start. The simplest way to understand the eDiscovery process is to walk through an eDiscovery search; then we can look at the process to set up the search. I have found that if you understand the end game, then it is easier to understand how to create an advanced search. To frame the situation, you are a compliance officer and your IT pro has set up your Office 365 site with the correct permissions and access. The IT pro has sent you an e-mail with a notification that your site is set up. Your response (like many of us) is simply, “Great, what do I do now?” Let’s walk through the process on what do you do next to put our mind at ease. Discovery is not that difficult; it just takes time.
Step 1: Log In to Office 365 and Click the Security Icon
To access the Security & Compliance Center, log in to Office 365, and click the Security & Compliance Center icon. Users need to be an Office 365 global administrator or a member of one or more Security & Compliance Center role groups. The Security & Compliance role groups are different than the Exchange Online Organization Management role group. These permissions are not shared.
If you do not see the Security & Compliance Center, this is because you do not have access. To access the Security & Compliance Center, a global admin will need to grant you permissions by adding you to the Organization Management role group.[image: A429219_1_En_6_Fig39_HTML.jpg]
Figure 6-39Security & Compliance Center landing page





Step 2: Select Search & Investigation, and Review Logs
Earlier, the IT support staff added us into the group where we have the correct permission to access the features in the Security & Compliance Center. Our job is simple; it is to perform a search on the data that we were requested to provide. In Figure 6-40, we expand Search & Investigation to begin our query on the eDiscovery process. There are three areas that we focus on: Content search, Audit log search, and eDiscovery.
In Figure 6-40, we are looking at the audit logs to verify who has access to the data and who has recently accessed the data in Office 365. The audit log search will provide that information to you. In our example, the admin has recently logged into the Security & Compliance Center and retrieved the compliance configuration.[image: A429219_1_En_6_Fig40_HTML.jpg]
Figure 6-40
                        Audit log search
                      




Once you are satisfied, the next step is to review that a hold has been placed on the data for the content search.

Step 3: Verify That a Case Has Been Created to Place Data on Hold
There are different philosophies on this, but what works the best is to make sure that you have at least one case where all data that you are looking for has been placed on hold. The Office 365 Security & Compliance Center allows you to place multiple data sources on hold for specific searches. However, it is easy to lose yourself in the searches and accidently remove a legal hold and delete data. To prevent this from happening, go to the eDiscovery tool and verify that we have a case and the subject matter of our inquiry is placed on hold (see Figure 6-41).[image: A429219_1_En_6_Fig41_HTML.jpg]
Figure 6-41Placed on hold




If the data has not been placed on hold, a case needs to be created to lock the appropriate mailboxes and SharePoint sites and put the user’s OneDrive for Business sites on hold. Once this case is in place, our focus will be on using the Content Search tool.
Note
If you do not see a case, create a case and place the accounts you want to search on hold to protect data from accidently being deleted. If you make a mistake and delete the hold, the data will be deleted according to the retention policy. The case in this example has two mailboxes selected, and all data has been placed on hold. The hold is visible only to users who have permission to view the case (more about this later).


Step 4: Start the Content Search
The next step is to start the search for data and export the data for review. So far we have the data on hold (step 3), and we are searching for specific information. We select the content search and look for an existing case. If we do not see one, we create a new case and begin our search for information.
In Figure 6-42, we are creating a new search called Smart Phone Search, and we are looking at three different users’ mailboxes: Dan Jump (CEO), Karen Berg (VP of sales/marketing), and Amy (product manager). The process is similar to the actions in the eDiscovery Center; the difference in this case is that we are looking at specific information in user mailboxes, and we do not need to worry about the data being deleted since we have verified that we have all of the user mailboxes and SharePoint sites on hold.[image: A429219_1_En_6_Fig42_HTML.jpg]
Figure 6-42Setting up the content search




As part of the search configuration, you specify the area of search. In this case, we are looking for all phones and what to exclude the term cell phone. If you have an existing case, you can edit the query or create a new query as part of the search setup (see Figure 6-43). Click Add and then Run. Correct any errors that you have (usually the location is not specified correctly); then click Save and name the search.[image: A429219_1_En_6_Fig43_HTML.jpg]
Figure 6-43Doing a content search





Step 5: Preview the Data
As the content search engine crawls the mailboxes, the information is displayed on the number of items and size of the items. The compliance officer can add additional searches as needed.
To preview the search data, select “preview search results” in Figure 6-44 to see the initial set of documents (documents in this case are any forms of communications: e-mails, Skype conversation, marketing materials, etc.)[image: A429219_1_En_6_Fig44_HTML.jpg]
Figure 6-44Initial search statistics




Note
The compliance officer can add and delete searches as needed. Therefore, it is important to have a case created with all of the content under hold for eDiscovery. In the case of a content search, when the content search is deleted, the hold is also removed, unless you have another hold in a content search or under a case in the eDiscovery Center.

If your access is blocked at the preview stage, you need to request permission from the admin on the Security & Compliance Center to give you access to the search results. Otherwise, your results on the search preview will be displayed as shown in Figure 6-44. Keep in mind that search preview is limited. Complete review will require you to export the documents.

Step 6: Export the Documents
Once you are satisfied that you have all of the documents you are looking for, the next step is to export the documents for a full review. To export the document, click More and then “Export results” (see Figure 6-45). Follow the wizard to generate the document export. The documents are exported in PST format to be loaded in a local version of Outlook. At this stage you are creating an export job. The export data will need to be collected by Office 365 and scheduled for download.[image: A429219_1_En_6_Fig45_HTML.jpg]
Figure 6-45Content search on documents for query “phone Not ‘Cell Phone’”



[image: A429219_1_En_6_Fig46_HTML.jpg]
Figure 6-46Exporting the documents to a PC




Click Export, which will start the document export wizard. The first step is to confirm the export and destination. Because of the privacy concerns, documents exported are encrypted, and you will need to keep a copy of the key to decode the documents.
Select the Export tab and then select the job that was created (see Figure 6-47). This will start the data export process. The data will be downloaded to your PC in the format you specified earlier.
Note
If you are responding to a request for production (RFP) on a court order discovery order, you want to export all documents from the eDiscovery Center after you place the documents on hold. I have found it better to give all documents requested and not duplicate information. Most likely you will be using a third-party tool to process the documents and stamp them. We will look at document production later in this chapter.


                [image: A429219_1_En_6_Fig47_HTML.jpg]
Figure 6-47Start the export process by clicking the case




              
The export process runs smoothly in the background. The export process starts and displays the status of the job (see Figure 6-48).[image: A429219_1_En_6_Fig48_HTML.jpg]
Figure 6-48The export process begins to assemble the data for export




The export wizard handles large downloads. I completed a recent eDiscovery project where the export PSTs were over 30GB in size (about 407,000 e-mails and attachments.). To export the documents, select “download export results” to download the documents to your local system. When you download the documents, the documents are encrypted in transit (se Figure 6-48). Make sure you keep a copy of the key. You will need this key on the client to remove the encryption to access the PST files.
Note
If you are searching for information, the best way to search for information is to use the Content Search Center. In a discovery request, what I have found works is that you define a new user account for the response to an RFP, and you upload the data into the OneDrive for Business. This way you can use the Content Search tool to look for data. Also, if you are building bates-stamped documents, upload them to your OneDrive for Business account. This way you can search for the original document and find the bates-stamped document that matches your search. This saves a lot of time in preparing for litigation.

Once the data is ready, you can download the results. You will need the encryption key to unencrypt the data. All search data in the Compliance Center is encrypted. Once you have copied the key, click Download Results to start the download process. The files will be downloaded to your PC in an Exchange folder structure (see Figure 6-49). We will go through this process later in the chapter; I wanted you to understand the end results and what the discovery process looks like in a response to an RFP.[image: A429219_1_En_6_Fig49_HTML.jpg]
Figure 6-49Export data process, loading the data on the desktop




After the data is downloaded, it will be in a directory similar to Figure 6-26. Once the data is exported, you can now bates-stamp the material and filter it out as needed.[image: A429219_1_En_6_Fig50_HTML.jpg]
Figure 6-50Export data structure





Step 7: Bates-Stamp the Discovery Production
Once we have completed the export of the data, the only step left is to bates-stamp the material in a response for production. Depending on your business size, you may have a department that will handle the production of the material. Most IT professionals stop at this step and turn over the production to the legal staff. However, if you are a small business, you will need to produce the material yourself to keep costs under control and add bates stamps. There are different tools that you use to process the production. I use a tool called Bates Express. What this tool from Bates Express provides is a unique number that is used to track documents in the legal system. This is called a bate-stamp. When you complete electronic discovery, you are producing millions documents, each page of the document needs to be numbered. This is one of the tools available to bate-stamp documents. I used this tools to process millions of pages in electronic discovery project.[image: A429219_1_En_6_Fig51_HTML.jpg]
Figure 6-51Bates Express website (
                            www.batestexpress.com
                          )




What I like about this tool is that it is really easy to use. In the e-discovery production that I am creating in response to the subpoena, I have filtered Exchange information with 120,000 messages in each PST. With Bates Express, I configure the bates stamp (the header and footer on the document), and I point the tool to the downloaded PST. A few hours later, I have 120,000 PDF files, all searchable and all bates-stamped for production (see Figure 6-52).[image: A429219_1_En_6_Fig52_HTML.jpg]
Figure 6-52Bates Express processing a document from Office 365 exported archive




The documents are produced with the necessary header and footers for your discovery project. Bates Express produced documents similar to those in Figure 6-53. The bates stamp I use in this production request is the string “Confidential - <case number> - < document ID>.”
Note
Every document that will be produced will need to be bates-stamped, and the document header “Confidential” may be optional but is subject to the production order. In some cases, there will be material designated as “Attorney Eyes Only.” In this case, “Confidential” is replaced with “Attorney Eyes Only.”

Production of material is not that difficult; it is just time-consuming. Traditional discovery firms charge around $1 a page for each document produced. You can see with automated tools you can sharply reduce the amount of time that it takes to produce material. At this point, you understand the discovery process enough that you can do your own search and produce the documents required. In the final sections of this chapter, we will review some additional configuration process configuration that you can use in your discovery project.[image: A429219_1_En_6_Fig53_HTML.jpg]
Figure 6-53Bates-stamped document with case header







Building Discovery Searches
In some cases you may want to delete e-mails; in others you may want to preserve them in the long term. When you are experimenting with retention policies, use a mailbox with a trial set of sample data. If you are afraid of deleting information, then enable a litigation hold (or in-place hold) on the account that you are setting up the retention tags for. If the retention tags are not set up correctly, information will be deleted.
Before we address any of the examples, we need to step back for a brief review of advanced query strings (AQS
              
            ). The syntax can become complex. AQS is provided by the Windows operating system using Windows Desktop Search (WDS
              
            ). All AQS searches must be fully qualified. A fully qualified search requires that you add parentheses every time you add a Boolean operator (AND OR NOT) to a search query. (The queries are processed based on the location of the parentheses.) There is a good description of AQS queries at 
                https://docs.microsoft.com/en-us/windows/desktop/lwef/-search-2x-wds-aqsreference
              .
Sample AQS Query for Financial Review
You can use an AQS query to address compliance-related issues (such as FINRA audit reviews by the compliance officer). The AQS can be any combination of words. The more complex, the longer it takes to generate the query request. Here’s an example:(Guarantee OR Money OR Compliant OR Attorney OR Transfer OR Security OR Loss OR Loan OR Misrepresented OR Unauthorized OR Yield OR Stock OR Bond OR Security OR Percent OR Pay* OR Promise OR Funds OR Risk OR Secure OR Take* OR Pissed OR Churn)





Summary
The focus of this chapter was on the Security & Compliance Center as well as on data collection and analysis of the data via the different discovery tools. The Security & Compliance Center is a hub or data aggregation service that contains a repository of the different types of information used in security analysis tools. As an example, the eDiscovery Center has become a key compliance tool used to show that a company has complied with federal and state regulations. This is the audit logs that we enabled in chapter 2 in our initial configuration of the Security & Compliance. The stored logs can be exported and analyzed via tools like Power BI.
It is extremely important that your IT team actively manages the data and records information. The days of not reviewing logs or storing logs on a long-term basis are over. At a minimum, you need to have a process that does the following:	1.Download and archive the Office 365 Compliance & Security Center audit log on a monthly basis.


 

	2.Download the archive of the Azure Active Directory log on a monthly basis.


 

	3.Download and archive the Azure audit log on a monthly basis.


 




Where do you store the logs? Create a SharePoint collaboration site and upload the logs to that site. At KAMIND IT, this is what we do for all of our customers who are on one of our security plans. The logs are available for forensic analysis. If you are looking at an automatic way to store logs, you can configured this features in the Azure log analytics site. In this case the logs are uploaded to an azure data storage area. This is no longer just nice to have; it is a requirement to be compliant - you need long term archive of the logs.
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The focus of this book has been mostly on compliance, configuration, and security. My editors suggested that I place this chapter at the beginning, but I wanted the migration information near the end. The reason is a simple one, I wanted to explain the why, and discuss how the security landscape is changing. You need this information to understand what you need to do to make sure you are configuring your office 365 correctly. However, some of you may not have decided to move to Office 365 and I wanted to give you a roadmap on how to move you company to Office 365. It may seem challenging, but the steps are easy. This chapter is your roadmap to Office 365.
There are a variety of ways to get started with Office 365. The key is to remember that you can mix different subscription types based on the job function. For example, in this book, we use the Microsoft 365 E5 suite as the license type. If you are looking at e-mail and OneDrive migration to Office 365, you can get started with different subscription types such as a Business Essentials plan (limited to company sizes with fewer than 300 users) or an Enterprise E1 subscription. Any subscription choice you make is your decision. Microsoft is slowly transitioning the subscription service to be purchased only from an authorized cloud solution provider (CSP). A Microsoft CSP can offer you different subscription types and allow you to change the subscription at any time. If you do not have a relationship with a Microsoft CSP, go to 
              https://www.microsoft.com/en-US/solution-providers/search
             (see Figure 7-1).[image: A429219_1_En_7_Fig1_HTML.jpg]
Figure 7-1Office 365 solution partner selection




The focus of this chapter is to provide you with guidance on how to migrate to Office 365. At the end of this chapter, you will have a fully functional Office 365 solution, and you can configure the security services using the techniques discussed in earlier chapters.
Purchasing Office 365
Office 365 plans are designed for different target markets and are organized into suites. Microsoft has set up suites for different styles of companies, based on business needs. In the early days, these suites had fixed configurations that were difficult to change. This has changed considerably. You can now mix different suites and Office 365 plans to reflect your business needs. For example, if you want to purchase a direct-dial number for Microsoft Teams (aka Skype for Business), you add the phone system (included in Office 365 E5) option to your subscription (or upgrade to a different suite that has a domestic calling option). Subscription upgrades and downgrades are common. It is recommended that you work with a CSP to handle these requests. Most cloud partners make the change for you as a courtesy if the cloud partner is added as a subscription advisor (or partner of record) on the account. When you decide to move your IT services—mail, phone, or local file storage—from your current supplier to Office 365, this is referred to as migration or onboarding.
There are two methods used to move to Office 365: cutover migration and federation migration. Each of these approaches has its pros and cons. In cutover migrations (you move mail to office 365 immediately, then bring over historic mail after email is on Office 365), the end user typically loses the Outlook cache of e-mail addresses (users typically call these contacts, but they are not contacts) and local tasks/categories on older versions of Office. Cutover migrations create a new Outlook profile, and the local address cache is not migrated. Federation migrations maintain the same user profile, and moving the mailbox to Office 365 requires an Exchange Server mailbox move (called a federated move). The method you use depends on your business requirements and how fast you want to move to Office 365. Cutover migration is fast: you “cut over” your mail services to Office 365 from the old service at a specific point in time. Federation is a stage migration, or a slower, nonintrusive migration. If you are on a POP or IMAP server (such as Google or One on One), you will be using a cutover migration. Typically, we see federation migrations when there is an on-premise Exchange Server (Exchange Server version 2010 or later) and the number of users is greater than 50. The reason for the 50-user limit is cost. The cost of moving 50 users is close to the cost of setting up a federation move, in other words, the cost break-even point. Fewer than 50 users, and it’s less expensive for the cutover. More than 50 users, a federation move is less expensive than a cutover migration.
Note
Cutover migrations are typically used when environments have fewer than 50 users and there is not an Exchange Server deployed. There are different ways to complete a federation move. The federation approach depends on the Exchange Server deployment. Keep in mind that if you have users on Exchange 2003 or earlier, you can only use a cutover migration. Exchange 2007 requires an Exchange Server 2013 deployment for federation moves. Exchange DAG deployments are exceptions to these recommendations.

Once you have made your selection to either federation or cutover, the next decision is how to integrate the user accounts into Office 365. If you have chosen a federation approach, you need to use the Azure Active Directory Connector (AD Connect) to link your on-site Windows Active Directory instance to Office 365. If you do not have an Active Directory instance, then you manually input the user accounts in Office 365 or use a third-party migration tool. There are multiple tools on the market for cutover migration. Two common tools are BitTitan’s MigrationWiz
              
              
             (
                www.bittitan.com
              ) and the SkyKick migration tool
              
              
             (
                www.skykick.com
              ). Each tool has different capabilities and features, so it is best that you look at the tools and decide which one makes sense for your migration.
The focus of this chapter is to provide a “how to” approach in moving your business to the cloud, using our 14-step migration process. We will highlight when you must make the decision for migration, and we have a special section for federation moves.
Note
Cutover migration is a manual process, and there is an impact on users during the migration process. Federation migration will move the users’ mailboxes with no impact to the users.

It no longer matters what type of Office 365 plan you have; all the Office 365 suites have Exchange mail services that can support migrations. The Office 365 Business version allows you to mix and match the subscription based on the roles in the organization. Individuals who have a requirement for more mail storage and document storage have enterprise plans. Those with fewer storage requirements have different plans with more limited storage requirements. If you have fewer than 300 users, you can use the small business plans intermixed with the enterprise plans. If you have more than 300 users, you can only use the enterprise subscription plans.
Note
Office 365 also has not-for-profit and education plans. These two special plans allow you to deploy enterprise subscriptions in large numbers at $0. Check with your cloud solution provider on the options. The $0 plans are equivalent to the $8 E1/E2 subscription.

The Office 365 subscriptions support iOS and Android devices, Macs, and PCs, and they provide both cloud and desktop software. These productivity tools are needed for businesses of all sizes to control operating costs and to improve productivity. One of the great features of the Business version of Office 365 is the access to all the software components for Microsoft Office desktop client suites. An Office 365 user can install up to five copies of software for desktop and mobile devices. As you can see in Figure 7-2, we have three copies of software installed and seven more to use (two for desktop devices and five for mobile devices, whether iOS and/or Android).[image: A429219_1_En_7_Fig2_HTML.jpg]
Figure 7-2Office 365 service administration software download




All IT changes—no matter how big or small—require planning. Figure 7-3 shows the planning and deployment steps for moving to Office 365. There are various paths to move your users to Office 365, manually or by using Active Directory. If you are using Active Directory, you can use Azure AD Connect to synchronize (copy) your user accounts (e-mail addresses) to Office 365. This is useful because the other approach requires you to manually enter user e-mail addresses into Office 365 (which is tedious and time-consuming). Once your accounts are in Office 365, you can move your e-mail services to Office 365 and start using the services. Our planning process walks you through the configuration steps to successfully move to Office 365.[image: A429219_1_En_7_Fig3_HTML.jpg]
Figure 7-3Deployment process overview
                      
                      
                    




Note
You must have control over your DNS server. If you do not have control over your DNS server, you cannot move to the cloud or the process will be very time-consuming.

Office 365 is composed of different tools to assist you in running your business better. Once you have moved to Office 365, you can extend your capabilities by using Microsoft Enterprise Mobility Suite (EMS) with Microsoft Intune and Teams (Skype for Business) and Office 365 subscriptions with phone system (Cloud PBX). The combination of these services allows you to manage your desktop and mobile devices with a set of cost-effective and powerful tools designed to improve productivity. Office 365 includes many different services (see Figure 7-4) that can be customized for your business and that are configurable, including the following:	Exchange

	Teams (Skype for Business and Phone Systems Option)

	SharePoint (Team Site)

	OneDrive for Business

	Compliance Management

	Azure AD

	Bing Places for Business




There are also numerous option services that you can add to your subscription based on your needs. Typically, these include Project, Business Intelligence (Power BI), and Dynamics 365 (CRM).[image: A429219_1_En_7_Fig4_HTML.jpg]
Figure 7-4User portal to Office 365





Configuring Office 365
Office 365 is simple to configure if you have a plan in place that answers these two questions:	How do you plan to deploy the clients?

	How do you plan to move historical e-mail to Microsoft Online services?




The simplest migration is a cutover migration. The most complex is hybrid coexistence. Our migration approach uses a 14-step plan that you can complete in an evening or over many days. If your migration requires the Active Directory Connector (AD Connect) or Exchange Federation, see the “Configuring Azure AD Connect” section later in this chapter. There are different ways to complete the data migration (using third-party tools, doing an Exchange mailbox move, or shipping the data files to Microsoft for import to Office 365). The direction to take is up to you. The approach that we have taken is to highlight where these migration options are used in our 14-step process. I have outlined the process here, and the areas where you have choices are emphasized.	1.Purchase your Office 365 services.


 

	2.Validate your domains to Microsoft and add DNS records.


 

	3.Configure Teams (Skype for Business).


 

	4.Configure Yammer for Office 365 (optional).


 

	5.Link Office 365 into Azure Active Directory and EMS.


 

	6.Load users, install the Azure Active Directory Connector (AD Connect), and assign a license.


 

	7.Deploy the Hybrid Configuration Wizard for Exchange Federation (optional).


 

	8.Adjust the mail flow (coexistence).


 

	9.Manually install PowerShell (optional).


 

	10.Migrate e-mail.


 

	11.Finalize all DNS records.


 

	12.Configure mobile services (using EMS/Intune).


 

	13.Configure automated devices (copiers, scanners, fax servers).


 

	14.Clean up.


 




The first step in any process is one of commitment. With Office 365, you need to sign up for a trial subscription. If you are migrating to Office 365, any subscription will work that contains Exchange e-mail services, however any azure services will require a paid subscription. This chapter is about migrating or moving your e-mail services from one provider to Office 365.
Step 1: Purchase Your Office 365 Services
There are different ways to purchase your subscription, either from the Web or through a URL supplied to you from your Microsoft Partner. As shown in Figure 7-5, you can set up a 25-user trial at 
                  https://www.kamind.com/contact-us/
                 and request a trial subscription. You can also purchase a 1 user subscription form our website select the Office 365 floating web page (lower-right corner). Once the web page loads, select Try Office 365 to launch the 25-user trial subscription.[image: A429219_1_En_7_Fig5_HTML.jpg]
Figure 7-5Purchasing Office 365 subscription (
                          www.kamind.com
                        )




Once you have requested the business premium trial subscription, you will receive a link in your email account. Click on the Business Premium Trial subscription link (see Figure 7-6), you need to enter your company information (see Figure 7-7). After you have done this, enter an administrator name and domain (see Figure 7-8). You can request any trial subscription form our website. In this example, we used a small business subscription called Business Premium.[image: A429219_1_En_7_Fig6_HTML.jpg]
Figure 7-6Accepting the 25-user trial offer



[image: A429219_1_En_7_Fig7_HTML.jpg]
Figure 7-7Setting up the 25-user subscription



[image: A429219_1_En_7_Fig8_HTML.jpg]
Figure 7-8Creating the login ID




Once you have selected “Text me” or “Call me,” enter the verification code and create your account (see Figure 7-9). When your account is created, the screen should look like what’s shown in Figure 7-10.[image: A429219_1_En_7_Fig9_HTML.jpg]
Figure 7-9Validating
                        
                        
                        
                       the subscription



[image: A429219_1_En_7_Fig10_HTML.jpg]
Figure 7-10Subscription confirmation




Figure 7-11 shows that the account has been created.[image: A429219_1_En_7_Fig11_HTML.jpg]
Figure 7-11Business Premium Trial account created





Step 2: Validate Your Domains to Microsoft and Add DNS Records
After you have created the subscription, the next step is to validate the domain. Validating the domain proves to Microsoft that you own the domain in Office 365. Sign in at 
                  http://portal.office.com
                 using the account that you created in step 1. Click the Admin icon (or select the nine-block grid in the upper-left corner to select Admin). You will be at the Office 365 dashboard. On the left side, click “Show more,” then Setup, then Domains, and then “+ Add domain” to start the process of adding your domain to the Microsoft Online environment (see Figure 7-12).[image: A429219_1_En_7_Fig12_HTML.jpg]
Figure 7-12Adding a domain in Office 365




Office 365 requires you to prove that you own the domain you are using. Figure 7-13 explains DNS and outlines the process of Office 365 configuration. Click Next.[image: A429219_1_En_7_Fig13_HTML.jpg]
Figure 7-13Starting the DNS configuration for Office 365




Enter the domain you want to use (GetOffice365security in this example) and click Next. If you do not have a domain, you can buy one from a third-party reseller. Office 365 examines your domain and provides you with an automated way to set up your domain. If Office 365 detects that the domain you want to verify is on GoDaddy, it prompts you to use an automatic configuration of the domain and DNS records.
The Office 365 domain wizard prompts you to select the service for verification. If you are going to cut over to Office 365 (move all mail services immediately to Office 365), then use the wizard. If you are not planning to use Office 365 this instant, then click “Step-by-step instructions” and manually configure your DNS service (see Figure 7-14); then click Verify.[image: A429219_1_En_7_Fig14_HTML.jpg]
Figure 7-14Enter the TXT record to validate the domain name




Office 365 looks up your DNS information and recommends a record to enter for domain validation. In some cases, you may be prompted to enter a wizard. We recommend that you do not use the wizard, unless you are setting up a new Office 365 account and have no plans to migrate any e-mail into the Office 365 service.
Note
Use the wizards only if you plan to immediately use Office 365. The wizards configure your domain and move/point your mail records to Office 365. If your mail records are changed to Office 365, your existing mail on the third-party hosting service may be deleted. We use the wizards only if this is a new e-mail domain that has never been used.

To manually add the domain verification record, follow the directions on the screen. Sign in to your domain registrar and add the TXT record as specified on this screen. Figure 7-15 shows a GoDaddy TXT record, and Figure 7-16 shows a TXT record at Network Solutions for the domain getoffice365security.com. The process is the same for all domain verification.[image: A429219_1_En_7_Fig15_HTML.jpg]
Figure 7-15GoDaddy TXT record configuration




Each domain supplier has different tools and processes to add a domain record. You can only add domain records if the domain is managed by the domain supplier. In the GoDaddy case, the name servers are at GoDaddy, so we are adding records to the GoDaddy servers. This is also the case for Network Solutions.[image: A429219_1_En_7_Fig16_HTML.jpg]
Figure 7-16Network Solutions TXT record domain verification




After you have configured the domain for validation, if the domain does not verify, use MxToolbox (
                  www.mxtoolbox.com
                ) to verify that the TXT records have propagated. Once the TXT records show up in MxToolbox, you can validate the domain in Office 365. In Figure 7-17, we verified the record on MxToolbox. The purpose was to check whether the changed record in the DNS had replicated to the other World Wide Web DNS servers. These records also replicate to Office 365.
In this example, we are looking for the TXT record that we inserted into our DNS earlier. On MxToolbox, we enter the command txt:getwindowsintunenow.biz. When the record shows up (see Figure 7-17) in MX toolbox, we can verify the DNS record in Office 365 and validate the domain. The domain should validate within an hour. If it does not validate, you need to submit a ticket to Microsoft Online Services or contact a Microsoft Partner to help resolve the issue.[image: A429219_1_En_7_Fig17_HTML.jpg]
Figure 7-17
                      MxToolbox TXT record validation
                    




Once you have the record in the MxToolbox, then select “I’ll manage my own DNS” in Office 365. If the domain verifies correctly, you are provided with an acknowledgment that your domain is valid (see Figure 7-18). If the record does not verify, you will not be able to add the domain to Office 365.
Note
Usually adding the TXT records takes 5 to 10 minutes before the domain is verified. If the domain has not validated, check the values to make sure you have entered the information correctly. If the domain is validated in another Office 365 account, you cannot validate a second domain until the original domain name is removed.

The Office 365 wizards are useful if you are creating an Office 365 account and a new domain for the first time; if this is the case, then select “Set up my online services for me (Recommend).” Any business that has an existing e-mail service will use the option “I’ll manage my own DNS records.” We will walk you through the next steps of adding and validating the DNS records.[image: A429219_1_En_7_Fig18_HTML.jpg]
Figure 7-18Domain validated, proof of ownership




After you select “I’ll manage my own DNS records,” you are prompted to update your DNS settings. When you manually change your DNS records, keep in mind the following:	Unless you are cutting over e-mail (at this instant), do not change your MX, TXT (SPF), or Autodiscover DNS records. These records are changed when you are ready to receive e-mail services on Office 365.

	Configure all other DNS records, such as Teams (Skype for Business) and other CNAME records (only add theses records if the records are not being used).




In this example (see Figure 7-19), we do not have an existing service, so we will configure all the records for Office 365.
Note
If you cut over to Office 365 and change all the records, mail will flow through Office 365. If you have an existing Exchange server, you want to leave the Autodiscover, TXT (SPF), and the MX records pointing to the old mail service.


              [image: A429219_1_En_7_Fig19_HTML.jpg]
Figure 7-19Getting the DNS records ready for Office 365




            
When we validated the domain earlier, we are letting Office 365 know how you are planning to use the domain that you just validated. Once you have added the DNS records, select verify to check the records for errors (see Figure 7-20). After you click Verify (on the bottom of the “Update DNS records” page), the changes you have made in the DNS registrar are validated. If there are errors, then correct the errors and click Verify again. Repeat the process until all checkmarks are green.
Note
You never want to transfer your DNS to a third party for hosting services. Always maintain the ownership separate from the hosting service. In this case, our domain DNS is at the Network Solutions registrar.


              [image: A429219_1_En_7_Fig20_HTML.jpg]
Figure 7-20Verifying the records : errors are identified for changes




            
After you complete the configuration of the domain services on Office 365 and correct the errors, you are ready to use Office 365. Keep in mind that unless you are moving mail service over to Office 365, do not change the MX, Autodiscovery, or TXT (SPF) records. You only change these records if you are using a cutover migration. In this step, you are adding some of the DNS records (mail records are not being added).	CNAME
                      
                      
                      
                     (alias or canonical name) records. These records are used to provide standard names to other Microsoft web services for Office 365. We will be adding the following:	
                          lyncdiscover
                        

	
                          sip
                        

	
                          msoid
                        

	
                          enterpriseregistration
                        

	
                          enterpriseenrollment
                        





	SRV
                      
                      
                      
                     (service record) records. These records specify information about available services. SRV records are used by Teams to coordinate the flow of information between Office 365 services.




After the records are added, you verify the records. If the records are entered correctly, they validate with a green check mark. If the records are incorrect, there is a red X. The mail records show up with a red X. After you have made the changes in the DNS (only change the records that were highlighted), then click Verify and complete the wizard. The wizard indicates errors in the records that you have not changed. If all the records are correct (making a cutover migration), then you will see a screen like Figure 7-21.[image: A429219_1_En_7_Fig21_HTML.jpg]
Figure 7-21Office 365 wizard showing all records validated




At this point, you are completed with the setup as far as you can proceed, or you have completed adding all the records required for a cutover migration to Office 365. To return to the Office 365 admin center, click the nine-square grid (in the upper-left corner next to the Office 365 logo). The other DNS records that have an X next to them will be entered when you start the cutover migration for Office 365.
Note
Do not change your DNS MX, Autodiscover, or SPF-TXT records. When you change your MX records, you stop the mail flow to your existing e-mail server. If you change Autodiscover, the Outlook clients cease to work with your current e-mail server.

At any time you can add additional DNS records. If Office 365 finds a mismatch of the DNS records (with the records that it expects), Office 365 will display the “Complete setup” message (see Figure 7-22). Click “Complete setup” to fix the DNS issues. Office 365 will display the records that need to be added. If Office 365 determines that some of your DNS entries are valid, these valid entries will have green check marks. If there are errors, there are red Xs. Fix the errors until you have green check marks. You may run into a situation where the DNS server cannot be fixed because your provider will not support the advanced DNS records. In that case, you will need to move your DNS to a different provider. Once the records have been validated, you can change the primary domain to the user account domain and add the necessary users to the account.[image: A429219_1_En_7_Fig22_HTML.jpg]
Figure 7-22Domain configuration status for setup




You should only have three red Xs on the MX, Autodiscover, and SPF-TXT records. All other records should have green check marks. If you have red Xs on records other than the three described, then correct those problems.
Note
The Office 365 automatic DNS wizard configures the DNS server and assumes that you are completing a cutover migration and you have loaded the user accounts into Office 365. If you are not planning to move to Office 365 at this instant, do not use the automatic configuration tool. Once you move the mail records to Office 365, mail will be received on Office 365, not your existing mail server.


The next step is to add users and assign licenses. We have found that it is better to complete the domain configuration (with the exception of changing the MX records) and add users after you have validated the domain.
Note
Unless you are setting up a new Office 365 account, it is best to set up users after you complete the configuration. If you choose to add users, follow the bulk user instructions. The wizard is designed for new users to 365, not for the migration of existing accounts.


Step 3: Configure Skype for Business (S4B
                
              
                
                
              ) for Teams
When your Office 365 site is created, Teams is ready to operate within your intranet. As an administrator, you need to decide whether you want to open Teams communications to external users and allow instant messaging. Microsoft calls this federating the domain. To enable these services, log in to the Office 365 admin center and select Skype for Business below the Admin menu (see Figure 7-23). If you have purchased or enabled the trial for Skype for Business calling, there are additional licenses that are assigned to your subscription. Configuration of the phone service is completed after you have migrated your users to Office 365.[image: A429219_1_En_7_Fig23_HTML.jpg]
Figure 7-23Accessing the new admin center for Teams and Skype for Business




The Teams “domain federation” allows your intranet to interact with other Office 365 customers and non–Office 365 e-mail addresses that support Microsoft Federation services. For example, domain federation allows your users to see the presence of external vendors (see Figure 7-24). At this point, we are not going to configure Teams/Skype voice or dial-in conferencing. These services require that the user accounts be loaded into Office 365.[image: A429219_1_En_7_Fig24_HTML.jpg]
Figure 7-24Admin screen: Teams & Skype setup




The public instant messaging interface allows you to communicate within your intranet with other Office 365 organizations that have federated with Office 365 and Live Messenger. Public IM connectivity is supported with Skype.
In the Teams & Skype control panel, click “Org-wide settings” and then “External access.” Enable “External Access,” and select “User can communicate with external Skype users.” This action enables these services. On is the recommended setting for both services. The default is off (disabled). After you have made the two selections, click Save.
Note
Office 365 users can talk to Skype users via a Skype handle (or Microsoft Live ID). To communicate with Skype users, Skype for Business must add Skype users as a “contact” in their Skype for Business client. If the Skype user is not listed as a contact, you cannot connect with them.


Step 4: (Optional) Configure Yammer Enterprise for Office 365
After the Office 365 domain is verified, the next step is to configure Yammer so that all users have access to the Yammer network. To configure Yammer, log in to Office 365 (see Figure 7-25), and select the admin center and then Yammer. The next step is to enable the verified domain as your Yammer domain.[image: A429219_1_En_7_Fig25_HTML.jpg]
Figure 7-25Selecting Yammer for Office 365




Once you have selected Yammer, Yammer prompts you for your domain for integration to Office 365. Select the verified domain that you entered earlier and then activate. In Figure 7-26, we use the verified domain kamindit.net.[image: A429219_1_En_7_Fig26_HTML.jpg]
Figure 7-26Enabling Yammer for verified domain





Step 5: Link Office 365 into Azure Active Directory and EMS
The underlining Microsoft cloud that holds all of this together is called Azure. Office 365 user management takes place in Azure. As the owner of the Office 365 organization, you need to manually link Azure to Office 365. This is not automatic, but it is key to managing the security in your business.
Why is this linking of EMS and Azure important? The answer is a simple one. We need to add Microsoft security services to our tenant (to prevent data breaches), and we need to have access to the Azure AD Connect (so we can link our on-premises Active Directory to Office 365). If you are not using the Azure AD Connect in your migration to Office 365, then you do not need to worry about this step. However, the Azure security services are extremely important to the health and well-being of your Office 365 tenant.
Before you set up the Azure link to Office 365, contact your Microsoft Partner and request a trial subscription for the Enterprise Mobility + Security suite (request one from 
                  https://www.kamind.com/support-center/
                ) and request an Azure $100 consumption subscription account (consumption accounts are discussed later in this chapter).
Note
You need to contact a Microsoft Partner for a 25-user trial subscription to the Enterprise Mobility suite (see Figure 7-27).

The process of linking to Azure is a simple one; you need to pick the primary global admin account (usually the first account when the subscription is created) and link that user account to Azure as a management account. Once you complete this task, this account becomes the Azure services administration account. In our case, the account we are using is admin@getoffice365core.onmicrosoft.com. The Azure services administration account manages all Azure activity. It is the primary billing account for all Azure services and is used to assign other Azure services to user accounts. Once you selected this account, inform your Microsoft CSP partner to assign the Azure consumption services to this account. The Azure consumption account is not needed for the migration but is needed for the advanced security services discussed in previous chapters.[image: A429219_1_En_7_Fig27_HTML.jpg]
Figure 7-27EMS trial subscription from a Microsoft Partner




Once you have received the trial subscription for the Enterprise Mobility suite, verify that you have the subscriptions assigned to your account. To verify the subscriptions, go to the admin center, click Billing, and then click Licenses (see Figure 7-27). Assign a license of EMS/E5 + Office 365/E3 to the admin account you are using to manage the subscription.
The process of assigning the licenses is straightforward. To get started, make sure you are logged in to Office 365 with the global admin account you are using to manage your Office 365 Azure services. In the admin center, select Active Users, double-click the selected user account (in our case this is admin@getoffice365core.onmicrosoft.com), and edit licenses. Once you complete this step, assign the licenses Office 365 E5 and EMS E5 to the account (see Figure 7-28). Then you can move forward and link the Office 365 tenant to the Azure management services. Once you have assigned the licenses, you now must link the services into Azure. Click Azure AD under the “Admin centers” menu (see Figure 7-29).[image: A429219_1_En_7_Fig28_HTML.jpg]
Figure 7-28Assigning the licenses to the admin account



[image: A429219_1_En_7_Fig29_HTML.jpg]
Figure 7-29Linking Azure Active Directory to Office 365




The Azure interface will launch into the Azure Active Directory interface. This is the interface where you will manage the user’s security and identity (discussed earlier). The Azure Active Directory admin center is used to manage the user account properties and capabilities. In our case, we need access to the Azure Active Directory center to download and configure the Azure Active Directory Connector to link our Office 365 services to on-premises Active Directory.
In Figure 7-30, I highlighted the option Sync with Windows Server AD. This is the link you will use to install the Azure AD connector on your domain controller (if you are linking accounts from Office 365 to Azure). Do not select this option now until we complete step 6. If you have an on-premise Active Directory and you have an Exchange Server instance, you must decide the type of migration you will be using, either a federated move or a cutover migration.[image: A429219_1_En_7_Fig30_HTML.jpg]
Figure 7-30Azure Active Directory account setup with Office 365




Note
If you are not using the on-premise Active Directory Connector, you will manually load the user accounts into Office 365. Loading users will be discussed in more detail in step 6.


Step 6: Load Users, Install Azure Active Directory Connector, and Assign Licenses
At this point, you are ready to load users, but before you start, you have a decision to make on the migration approach for loading users into Office 365. There are two ways to load users in Office 365. You can use Active Directory (via the Azure AD Connect tool) and Exchange Federation (hybrid) or manually bulk-load the user accounts from a spreadsheet. The direction you choose is based on your business needs. Azure Active Directory sync is required in hybrid migrations but is optional in cutover migrations. If you choose to use a hybrid migration, your data must be migrated using Exchange Federation or cutover migration, which uses Microsoft migration tools. Third-party tools such as MigrationWiz, User Activation, or DeploymentPro are used for cutover migration.
Note
Be careful which migration approach you choose. If there is an Exchange Server on-site and you use Azure AD Connect to load user accounts in Office 365, a user mailbox will not be created. This is because the Azure AD Connect tool detects that there is an on-site Exchange server and will not allow you to create two mailboxes, and it requires you to use the Microsoft migration tool.

You can use the Azure AD Connect in all migration approaches. The decision is based on three factors: whether you using Exchange Server, whether you have an Active Directory configuration, and whether the e-mail services are on Exchange Server. Answering these questions provides you with the different migration options described here:

              	On Exchange Server 2010 or later, you can use a federated move and will need to use the Azure AD Connect and using the Hybrid Configuration Wizard.

	For Active Directory and no Exchange server federation, you must manually load the accounts, then connect Azure AD Connect to sync Office 365 user accounts.

	For e-mail services not on Exchange Server, then you will use cutover migration and AD Connect to load accounts if you have an Active Directory.




            
After you have identified where your e-mail services are coming from, and if you have an on-premise Active Directory, you are left with two different types of migrations. The methods for loading and migrating e-mails are simple, but different approaches are used to move mail to Office 365. My goal at this point is to provide you with enough background material to allow you to make a choice and refer to the section that is appropriate for your move to Office 365. Many partners will provide you with all sorts of different migration paths. All the paths come down to two choices:	Cutover migration

	Federation migration (or hybrid)




Cutover Migration

Cutover migration is when the accounts have already been created on Office 365. The mail records (MX records) are “cut over” from the old mail servers and pointed to the new Office 365 mail servers. The end user loses their profile unless third-party migration tools are used. These third-party tools (such as BitTitan DeploymentPro) mitigate the issues associated with a new Outlook profile. Old e-mail either can be migrated before the cutover event (users have two mailboxes) or can be migrated after the cutover. If you are coming from an older Exchange 2003 server (or any POP/IMAP or other hosted Exchange service), you will use cutover migration.
The Office 365 configuration has already been completed, so all that is left are the changes to support a cutover move. To complete a cutover move, you need to follow these three steps:	1.Load user accounts into Office 365.


 

	2.Deploy the Azure Active Directory Connector, sync passwords/users accounts, and perform a soft match (if you have an Active Directory).


 

	3.Use BitTitan’s migration tool to copy user e-mails to Office 365.


 





Federation Migration
If you have deployed Exchange Server in your organization (2010 or later), you want to seriously look at using a federation move. Federation moves are simple to do and require work to clean up your Active Directory, but they benefit your users. When a federation move takes place, the end user will receive a notification to close Outlook with the message the “Administrator has made a change.” Once the end user closes Outlook and reopens it, they have been moved to Office 365. This is a good user experience with little impact to the user.
The Office 365 configuration has already been completed, so all that is left are the changes to support an Exchange Federation move. To complete a federation move, you need to follow these four steps:	1.Deploy the Azure Active Directory Connector and sync passwords/users accounts.


 

	2.Deploy the federation Hybrid Configuration Wizard.


 

	3.Validate the Office 365 mail flow connector.


 

	4.Use the remote move mail migration wizard.


 




The process is straightforward, with minor issues in deployment. Typical deployment issues revolve around public folders and Exchange Server configuration and external spam filters. As an example, if you are running an Exchange 2007 data availability group (DAG), then the migration becomes complex. Another case is with a large number of public folders. Public folders can be migrated but are in a proxy model for Outlook only (and not OWA), until the public folders have been cut over to Office 365. Finally are the third-party spam filters. These always cause migration problems.
A hybridmigration is a combination of Active Directory synchronization and Exchange federation. A hybrid migration does not require Active Directory Federation Services (ADFS) and is composed of deploying Active Directory synchronization and Exchange Federation (linking the on-site Exchange Server to the cloud). The reason you would use a hybrid migration is to move users to Office 365 to maintain a user’s Outlook profile and make the migration 100 percent transparent to the user. This approach allows you to use a staged migration. The hybrid model leverages the Exchange server mailbox move function. When an Exchange administrator implements a mailbox move, all the user sees is a message that the user needs to log out and log back in to Outlook when the mailbox move is completed.

Cutover or Hybrid: Which One?
At this point, you need to decide. If you choose to use cutover as a migration option and want to use your Active Directory, there is a process that you need to follow in moving users to Office 365 (described shortly). If you want to use hybrid migration (and are running Exchange 2007), you need to deploy Exchange 2013/2016 and use Exchange 2013/2016 servers to move mailboxes to Office 365.
You want to be careful with using Active Directory synchronization. AD synchronization will disallow the creation of mailboxes in Office 365 if there is an on-site Exchange Server. To get around this, you need to manually load users into Office 365 and then enable Active Directory synchronization. This approach bypasses the AD synchronization checks and forces Active Directory synchronization to “soft match” the Office 365 accounts with the on-premises Active Directory. The result is that you have an Office 365 mailbox ready for migration and password synchronization with the on-site Active Directory—and a destination mailbox created in Office 365. Figure 7-31 shows a flow chart summarizing the two migration options.[image: A429219_1_En_7_Fig31_HTML.jpg]
Figure 7-31
                        Onboarding flow chart
                      




Once you have decided on the migration direction (cutover or hybrid), the work follows the process outlined earlier. There are no technical limits on the number of users you can deploy. If you are using cutover, there is no partial deployment groups (or test groups). If you want a test group, use a federation move.
If you are using a federation move, you can deploy in groups based on departments or other criteria. The deployment group size is a function of the capabilities of the support organization. Technically, you should not have any additional support calls because you had a good business process for deployment. However, users will call you anyway because they do not like change, so your support team will need to manage the change.
There are Three Methods to Load Users

                  	
Add each user (see the “Onboarding Users” section later in this chapter). This method is appropriate for a few users or a test group.

	
Bulk-add users using a specially formatted CSV spreadsheet with the user information. Use the Bulk Import option to load the information into Office 365.

	Enable Azure Active Directory synchronized users for access to Office 365.




                
Pick your method to load users into Office 365. Once you have selected your method (manual or using directory synchronization), you are ready to begin moving user data to Office 365. If you choose directory synchronization, you are restricted to using Microsoft migration tools (if you have an Exchange server in your Active Directory). After you have selected your user-loading approach, then you can begin the mail migration process.

Cutover migration may need to have the user accounts reloaded before the Azure Active Directory Connector is installed. On cutover migrations, the on-premise Active Directory instance may not be cleaned from the old Exchange Server instance. If this is the case, you will need to manually load the user account to Office 365 and then perform a soft match with AD Connect.


Onboarding Users (Cutover Migration Only)
There are three ways to load users: Azure Active Directory synchronization, the Office 365 graphical user interface, or the bulk-load process. The GUI is great for maintenance and small numbers of user accounts (see Figure 7-32), but it is not an effective tool for loading many user accounts. If you choose to use directory sync and you have an on-premises Exchange server, you need to use the Office 365 migration tools.[image: A429219_1_En_7_Fig32_HTML.jpg]
Figure 7-32Office 365 administration screen






Bulk-Load Users Through Azure AD Connect
AD Connect links your on-premises Active Directory to Office 365. This allows you to import existing e-mail addresses, contacts, and distribution lists into Office 365 through a process called 
                directory synchronization
                
              . When you install AD Connect, you select the directory from Active Directory to sync with Office 365. This is a simple process. If the user AD object is in the sync directory, it is replicated to Office 365. You need to be careful when you use AD Connect. If you have an on-premises Exchange Server instance and you are planning not to use a federation move and want to link AD, load the users into Office 365 (bulk import) and then set up AD Connect and soft match the Office 365 user accounts to the Active Directory. This will allow you to use a tool like the migration wizard and move users to Office 365 as a cutover migration.

Manually Bulk-Load Users
There are two ways to manually load users: using the Office 365 graphical user interface or using the bulk-load process. The GUI is great for maintenance and a small number of user accounts, but it is not an effective tool for loading many user accounts. The process that we use is to bulk-add users.
Log in as an administrator at 
                  http://portal.office.com
                 and then click Active Users. Then click More and Import multiple users. This will launch the import wizard (see Figure 7-33). Follow the import process to load the users from the CSV file to Office 365.
The first step is to build and then select the CSV file with the appropriate users to be added. Download a blank CSV file to get the format. You can open this file in Excel (be sure to save it as a CSV file, without extra lines or columns) or edit it with the text editor.
We recommend you use the optional fields and enter all the data possible. If you are accurate at this step, it significantly reduces the amount of work necessary to manually fix user profiles. After you have built the CSV file, click Browse and load the file.[image: A429219_1_En_7_Fig33_HTML.jpg]
Figure 7-33Adding users with the bulk-add method




Installing the Azure AD Connect
If you are running an Azure Active Directory and you want to link the user account into Office 365 (regardless if you are running a hybrid or cutover migration), you will need to follow the steps to install the AD Connect software.
If you have an Active Directory environment (log in to a Windows server) and you are not running a small business server, using Azure AD Connect to load users into Office 365 is simple. It gives you a single-password login to Office 365. The caveat on this is the Exchange configuration. If you cannot use Exchange Federation as a method to move mailboxes to Office 365, you need to manually load user accounts into Office 365 before you install the Azure Active Directory Connect tool.
To integrate your local AD and Microsoft cloud, you need to have the following:	An Office 365 global admin account (like SyncOnlineAdmin@domain.onmicrosoft.com)

	A local AD enterprise admin account (like SyncAdmin@domain.com)

	A Windows Server 2012R2 or a later server that is domain joined




Before you begin the configuration of the Active Directory integration, please verify that you have created these user accounts and have a server available to deploy the Active Directory integration tool.
Note
The Office 365 Active Directory synchronization tool (DirSync) has been replaced with Azure Active Directory Connect (AD Connect). Microsoft merged the different versions of the directory synchronization tool into one. The Azure AD Connect tool is downloaded from Azure. If you plan to use Azure Active Directory Connect, you need to complete step 3 and integrate Office 365 into Azure. This integration requires that you have purchased a license.

To download the Active Directory tool (refer to step 5, shown in Figure 7-30) and click Sync with Windows Server AD (see Figure 7-34). Select the Federation option, the domain (in our case Getoffice365security.com) and to download the Azure AD connector (see Figure 7-35). Install the software using the Sync Admin account on your domain controller.[image: A429219_1_En_7_Fig34_HTML.jpg]
Figure 7-34Selecting the Azure AD Connect from portal.azure.com
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Figure 7-35Downloading the Azure AD Connect software




After you have installed the Azure Active Directory Connector, you will need to make some changes in your local AD. Office 365 and Azure require that the domain account be Internet routable. Traditionally, AD accounts were installed with a local extension (and were not Internet routable). You will need to change the UPN and make additional changes in Active Directory to make sure the user accounts show up in Office 365. The steps to accomplish this are outlined here:	1.Set the UPN to the routable Internet name in the on-premises Active Directory. (In your domain controller, start Active Directory Domains and Trust, select Properties, and enter an alternate UPN).


 

	2.Run the IdFix tool to correct any issues with the on-site Active Directory. (Download IdFix DirSync Error Remediation Tool from 
                            www.microsoft.com
                          .)


 




After you have installed the Azure AD Connect software, select Azure AD Connect Health (see Figure 7-36), and validate the Azure Active Directory Connect health. You should see the services fully deployed. If you see any errors, you need to remediate them.[image: A429219_1_En_7_Fig36_HTML.jpg]
Figure 7-36Downloading the Azure AD Connect software




Once you have completed the installation of the Azure AD Connect service, your on-site user accounts will appear in Office 365 (as synced users) and in the Azure Active Directory on the Users and Groups tab.
Note
Once you’ve installed AD Connect, those accounts can be managed from the on-premise Active Directory or Azure Active Directory. A password reset requires the Azure AD Write Back feature. This feature is available if you have deployed either Azure Premium or Enterprise Mobility + Security (EMS).



                License Assignment
              
If you selected Active Directory Sync, you do not need to assign licenses until you begin the migration. Directory-synchronized objects from the on-site Active Directory appear as disabled users in Office 365, and no mailbox is created. Once the user object is created in Office 365, you can manually assign licenses or bulk-assign them with PowerShell. If you selected manual loading, you need to purchase licenses to create the mailbox for the user. It is not possible to load a disabled user in Office 365.
If you do not see a mailbox created from an Active Directory Synced user (after you assigned a license), this is because Active Directory thinks that there is an Exchange Server instance installed in your AD. If this happens and there is no Exchange Server instance, you need stop syncing and delete the user accounts from Office 365 (and the delete all users in the deleted users folder) using PowerShell. Once this is completed, create the user in Office 365, assign a license, and then resync the user account for the on-premises AD. The AD Connect tool should soft match the user and set the user as a synced user.
Note
If you’re planning to allow passwords again (which you should do), you must assign an Enterprise Mobility + Security license to the user account.



Step 7: (Optional) Deploy the Hybrid Configuration Wizard for Exchange Federation for staged migrations

The simplest way to migrate to Office 365 is to use the Exchange Server federation wizard. This wizard can be installed on any server. What this wizard does is to create the necessary connections to migrate to Office 365 using your existing Exchange Server instance. The federation wizard works only with Exchange Server 2010 or later. If you have a federation migration, make sure you look at the Microsoft Exchange Assistant planning guide. This guide will walk you through the process of setting up an exchange server for migration (see 
                  https://docs.microsoft.com/en-us/exchange/exchange-deployment-assistant
                ). The federation Hybrid Configuration Wizard completes the following steps for deployment:

              	1.Detects the Exchange Server installation


 

	2.Links the Office 365 credentials and the AD credentials


 

	3.Validates the credentials and DNS (using federation token)


 

	4.Configures the federation organization and enables the MRS service


 

	5.Builds the send and receive connectors for Exchange and Office 365


 

	6.Validates the on-premises and Office 365 configurations


 




            
The federation wizard is easy to install. Once you have set up the Azure Active Directory Connector with Office 365, all you need to do is log in to Office 365 and click “Admin center,” then “Exchange admin,” and then “hybrid” (see Figure 7-37)
                
                
              . The latest version of the wizard will be downloaded and installed on the server. We recommend that you log in with the credentials that you are using for the AD Connect.[image: A429219_1_En_7_Fig37_HTML.jpg]
Figure 7-37Downloading and installing the Hybrid Configuration Wizard




Once you have completed the download, start the wizard and begin the installation process (see Figure 7-38). The wizard will find out where the Exchange Server instance is located and will automatically configure all footed services. That is why it is important that you are logging into the systems with the correct credentials. We recommend you use the credentials for the Active Directory Connector installation. The dynamic account will be modified with the correct security extensions to make this work.
The Hybrid Configuration Wizard will need the Office 365 global admin account (use the same account that was used for the Azure Active Directory Connector, as well as the account for access to the Exchange Server instance (such as the adminsycn account). During the process you will be required to provide a TXT record for the federation token to validate the hybrid configuration for Office 365. The federation token is a GUID that needs to be inserted as the primary domain DNS as a TXT attribute. This TXT attribute is read by Office 365 and used to encrypt the data in transit.
Once the wizard is completed, you will need to complete the following:	1.Validate the Office 365 send connector to the on-site Exchange Server instance.


 

	2.Add the IP address for the on-site Exchange Server instance to bypass the Office 365 spam filter.


 

	3.Adjust the Office 365 Exchange retention tags.


 

	4.Adjust the mail flow (set Office 365 as the internal relay).


 




After these four steps are completed, you are ready to perform a mailbox move to Office 365.[image: A429219_1_En_7_Fig38_HTML.jpg]
Figure 7-38Federation Hybrid Configuration Wizard login screen




Connector Validation
Once you complete the wizard, go to Office 365 and the Exchange admin center, select “mail flow” and then “connectors.” Select the outbound connector to Office 366. On the right side (see Figure 7-39), select “Validate this connector.” If the connector fails for any reason, you need to troubleshoot the failure. Typical failures happen when you have a third-party spam filters that do not permit the Office 365 address to send messages to the on-site Exchange Server instance. If the validation fails, debug the issue. Usually the validation fails because the firewall will strip off the TLS on the email form Office 365. In this case, set up an IP address (not in DNS), that goes directly to the exchange server and bypass the firewall scanning. Once this is in lace and validated, then enter the external IP addresses of Office 365 servers to restrict access only to email coming from Office 365. You must validate the connector before you can move any mail.[image: A429219_1_En_7_Fig39_HTML.jpg]
Figure 7-39Exchange connector validation





Bypass the Spam Filter
The final 
                  
                  
                configuration (besides the adjustment for mail flow) of the connectors to set up the spam filter to bypass all e-mails that come from a specific IP address. The on-premise Exchange Server instance has an IP address that it uses to send mail out to the public net. You will need to retrieve this address and add a bypass for the spam filter in Office 365 in the transport rules (see Figure 7-40). To add the rule, do the following:	1.Select “mail flow” and then “rules” and then select “Bypass spam filtering” from the drop-down.


 

	2.Enter the IP address for the new rule (do not use domain names).


 

	3.Save the rule.


 

	4.Set the rule’s priority to 0.


 





                [image: A429219_1_En_7_Fig40_HTML.jpg]
Figure 7-40Bypass the spam filter




              
At this point you are almost ready to move the mail. The final step is the adjustment of the mail flow to allow an internal relay to the other e-mail accounts that have not migrated to Office 365.


Step 8: Adjust the Mail Flow (Coexistence)
There have been many different strategies on mail flow. Looking at the Internet rules, you can have only one authoritative domain and many different relays. If you are completing a hybrid migration (or a test group migration with forwarders), you will need to adjust the Office 365 domain connector to allow mail to flow from Office 365 to the authoritative domain until you cut over to Office 65.
To set the mail flow, you need to access the Exchange control panel. To access the Exchange control panel, do the following:	1.Select Office 365 as an admin.


 

	2.Select “admin centers.”


 

	3.Select Exchange.


 

	4.Select “mail flow” and then select “accepted domains.”


 




Select the domain and change the record to “Internal relay domain.” The domain type is set to “Internal relay” until all the users have been migrated. When the user migration has been completed, the domain changes to Hosted, and the MX records change to point to Office 365.
The changes that you make for internal relay (see Figure 7-41) are also the changes that you would need if you were running a coexistence strategy with Office 365 and a third-party mail service. Test groups and coexistence are rarely used unless you have a massive migration from Google services to Office 365. I have used this strategy on many occasions when migrating user accounts to Office 365. The strategy is to allow e-mail to flow to Office 365 and Google so users can move their services over to Office 365. In this case, Google is the primary tool for MX records; it is set to be Authoritative, and Office 365 is set to internal relay. Once the e-mail accounts have been moved, then the mail records are pointed to Office 365, and the Google service is shut down.
Note
If you have an on-site Exchange server and you want to create a test group, you will need to manually configure the desktop clients to bypass the on-site Exchange server. It is not clean and requires you to edit the registry. Test groups will not work in Office 2016.


              [image: A429219_1_En_7_Fig41_HTML.jpg]
Figure 7-41Setting a domain as a shared domain (some users are on an external server)
                        
                        
                        
                      




            
Internal Relay Mail Flow (and Test Groups) 
                  
                  
                  
                
An internal relay mail flow uses a combination of forwarders from the on-site server to Office 365. The on-site server uses onmicrosoft.com as the forwarding address (see Figure 7-42). This approach works and is useful for testing, but it is not a recommended practice. Test groups are not integrated into the on-premise Exchange server.[image: A429219_1_En_7_Fig42_HTML.jpg]
Figure 7-42Test group mail flow




When you add users to Office 365, these users have an active e-mail address. This means the following:	E-mail that is sent to one of these new Office 365 e-mail accounts from outside Office 365 or from other Office 365 tenants will not be received until your MX records are configured and verified by Office 365.

	Any e-mail sent from one of these new accounts will be routed to your other new accounts. (E-mail to outside addresses will route as expected.)




We recommend you configure mail routing as follows:	Only load users who are using Office 365 (during test or evaluation).

	If you are using both the Office 365 service and an on-site Exchange server, you need to set your e-mail domain type to Internal. You should have e-mail for these Office 365 users forwarded from the on-site Exchange Server to the Office 365 e-mail accounts using the “long” address of user@<domain>.onmicrosoft.com.






                Coexistence E-mail Flow
              
When you initially purchase Office 365, one of the items created is the subdomain yourdomain.onmicrosoft.com. This is a valid e-mail domain and is the “long” e-mail address. You can send e-mail to <user>@<yourdomain.onmicrosoft.com>, and your e-mail will be delivered into your e-mail box. When you validate a domain and add a user account, the user account is created with two e-mail addresses: <user>@<yourdomain.onmicrosoft.com> and <user>@<yourdomain.com.
Coexistence works as follows:	E-mail is forwarded from the on-premise domain or other hosted e-mail address to your Office 365 “long” address (i.e., @yourdomain.onmicrosoft.com).

	When e-mail is sent from inside Office 365, it looks to see whether the e-mail needs to be delivered to a migrated user (i.e., @yourdomain.com). If not, the e-mail is forwarded to the real e-mail domain (via the DNS MX records).




Note
After you have moved all users to Office 365 and changed the DNS to the MX records, point to Office 365 and change the domain from Internal Relay to Authoritative. At this point, your e-mail is 100 percent on Office 365.

Once you have moved all the e-mail addresses to Office 365, the MX records are changed to point to Office 365. When the MX records are changed, coexistence mode is completed, and you have implemented your cutover migration, or you have completed the hybrid or a cutover migration. That is all that is really needed to move users to Office 365 for mail flow.
Note
Exchange Server instances may be problematic. You cannot ignore these instances or turn the power off. At the bare minimum, you will need to add a mail forwarder for each user to send mail to the long address of <user>@<domain>.onmicrosoft.com. The preferred way is to convert the users to a mail-enabled user or delete the user mailboxes from the Exchange server and uninstall the Exchange server. If you are running Small Business Server (SBSS, then your only option is a forwarder).



Test Groups (or Simple Coexistence)
This is an iterative coexistence migration. Cutover migration will happen at the point that all users are moved to the cloud. Simple coexistence is used to train IT staff and to build experience using Office 365. In simple coexistence, a “test group” of users is migrated to Office 365, and those users who migrate do not have access to the Global Address list and shared calendars of the other users who have not migrated. E-mail for converted users is forwarded from the on-premises or hosted e-mail server to their “long” e-mail address (discussed shortly) in the cloud. The iterative approach requires that only a portion of the users are loaded in step 6 and that the domain type is set to Internal Relay.
Note
Do not use simple coexistence unless you have no other option. There is no sharing of calendars, contacts, or other information with users who are not on Office 365. The users who are migrated are an island. It is much better to use a cutover migration. Everything just works better.



Step 9: (Optional) Manually Install PowerShell
PowerShell allows you to configure Office 365 features via a command line. This step is an optional step, and it depends on whether you need the capability for your management of Office 365. The simplest way to install the latest version of PowerShell is to go to 
                  https://docs.microsoft.com/en-us/office365/enterprise/powershell/connect-to-office-365-powershell
                . This installation will provide you with the basic features necessary to use PowerShell for Office 365 (Figure 7-43).[image: A429219_1_En_7_Fig43_HTML.jpg]
Figure 7-43PowerShell installation process




Typically, we recommend that if your organization has more than 20 accounts, you may find it more convenient to use PowerShell. This is a command interface in Office 365. In Chapter 8, we offer additional troubleshooting steps and configuration options (such as shared mailboxes) using PowerShell. The account that you will use for PowerShell management is the global administrator user account. Users without global administrative privileges will not be able to use this feature.
Once you have Office 365 PowerShell libraries installed, you can access the PowerShell admin center on 
                  https://docs.microsoft.com
                 and download different PowerShell modules for Office 365 located at 
                  https://docs.microsoft.com/en-us/powershell
                .
Once you have installed Office 365 PowerShell, launch the PowerShell module and enter the following commands:Set-ExecutionPolicy RemoteSigned
$LiveCred = Get-Credential
Import-module msonline
Connect-MSOLService –Credential $LiveCred –Verbose
Get-MsolGroup



The result of running these commands should be like what’s shown in Figure 7-44.[image: A429219_1_En_7_Fig44_HTML.jpg]
Figure 7-44Validating PowerShell commands




You have completed the base PowerShell setup; now use the preceding command to validate the installation. If the command does not work, you have installed the PowerShell GUI incorrectly, there is a lack of permissions, or you have not installed the desktop connector for Office 365. Using PowerShell requires administrative privileges.

Step 10: Migrate E-mail
We have completed a lot of work to lay the groundwork for migrating e-mail to Office 365. At this point, we are using either a cutover migration or a hybrid migration. Earlier, in step 6, our method of loading users defines the toolset you should use for copying e-mail to Office 365 (this moving of e-mail is called migration). Depending on the method you selected, you can use Microsoft tools or external tools. The key decision factor in the toolset you use is based on Azure Active Directory Connect (AAD Sync Connect) integration. If you use AAD Sync Connect and there is an on-premises Exchange Server, you are required to use Microsoft migration tools or Exchange Federation. There are cases where you can use AAD Sync Connect (with an on-site Exchange server) and external tools, but we recommend you consult a Microsoft Partner if you use this approach.
E-mail Migration
E-mail migration is nothing more than copying the e-mail from the old mail server to the new mail server. The mail is not destroyed in the process. You are just copying the e-mail messages (and other mailbox information) to Office 365. There are different approaches
                  
                  
                 to moving the e-mail to Office 365 (see Figure 7-45). Depending upon the approach you are using for migration, you may choose to cut over the mail records before you move e-mail or you may move e-mail and then cut over records. The decision is based more on the source of the mail server and the size of the organization. There is no hard-and-fast rule on the migration of e-mail, with one exception: if you are running some type of coexistence (such as a stage migration), then place a mail forwarder (to the “long” name) in the older mail system before you start the migration. Once the MX records are moved, there is no need to add a forwarder.
Note
Our policy on e-mail migration is to move at least the first 200 e-mail messages for each user (one to two weeks’ worth), along with the contacts, calendars, and folder structure, into the new mailbox. The older e-mails can come later. We use MigrationWiz to move historical e-mail as our first choice.


                [image: A429219_1_En_7_Fig45_HTML.jpg]
Figure 7-45Selecting the Office 365 migration tool




              
There are four tools that you can use for e-mail migration: PST export/import, third-party external tools (such as MigrationWiz), the Microsoft Office 365 migration tool, and moving mailboxes with Exchange Federation. Each tool has its fans and critics (see Table 7-1).Table 7-1Different Migration Methods
                          
                          
                        


	Description
	Pros
	Cons

	PST migration
	Simple
	E-mail addresses are not complete.
Requires upload to hosted service or execution at a workstation.
Network bandwidth (copy up, and copy down).

	MigrationWiz
	Simple
	Costs $12 per mailbox to migrate.

	Exchange 2007/2010/2013
	License
	Requires Azure Active Directory Connect and Exchange Federation. Exchange 2007 requires adding Exchange Server 2013 for a remote mailbox move.




If you are using a federation mail move (see more later in this chapter), you can use the wizard to pull the mailbox from the on-premises server to Office 365. This also allows you an easy way to preload users (sync them) to Office 365 so you can have a gradual cut over.
There are different deployment methods that you can use depending on how your data is kept. As an example, if you have been using POP mail and all your data is stored in PSTs, then you can only use a PST migration. There are no other options. If your mail is stored on a web server (such as on an Exchange server), you can use the other tools for mailbox migration. We use MigrationWiz (
                    www.bittitan.com
                  ) tools and use the Microsoft internal migration tool as a backup. If you have chosen to use Exchange Federation, you can only use the Exchange mailbox move for synced accounts. Public folders can be moved with MigrationWiz tools. We discuss the process for each of these approaches later in this chapter in the “Onboarding E-mail” section. The onboarding process is like what’s shown in Figure 7-46. If you are using AD Connect (see Figure 7-47), user accounts in Office 365 are synced from AD and are not entered manually.[image: A429219_1_En_7_Fig46_HTML.jpg]
Figure 7-46
                        E-mail migration 
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Figure 7-47AD Connect synchronization migration approach
                          
                          
                        




Note
If you want to use MigrationWiz (
                      www.bittitan.com
                    ) in your migration, please see the MigrationWiz section later in this chapter. Typically, we use MigrationWiz and DeploymentPro for our cutover migrations.



Exchange Server: Mailbox Changes
When you use the Microsoft migration tools, what the Microsoft tools do at the end of the data sync step is to convert the mailbox from an Exchange mailbox to mail-enabled users. What is really happening is that the Exchange mailbox is converted to a contact, and the existing mailbox is placed in a disabled state. When e-mail is received by the on-premise Exchange Server, the server looks up the contact and sends the e-mail to the destination. The contact for the user of the on-site Exchange Server contains the Office 365 long address (user@company.onmicrosoft.com).
If you are using a third-party migration tool such as MigrationWiz, you need to manually convert the Exchange mailboxes to mail-enabled users. Microsoft Support has published a set of conversion scripts for Exchange Server 2007 and 2010. These scripts convert a migrated Exchange server mailbox to mail-enabled users. If you are running SBS server and decide to keep the SBS server
                  
                  
                 around, you will need to add a mail forwarder to the Exchange server.
Note
If you have used a cutover migration before you install clients and you have an on-premise Exchange server, you need to remove the Exchange service control point (e.g., the CAS Autodiscover record from Exchange Server 2007, 2010, and 2013 by running the following commands. They do the following: (1) retrieve the CAS server identity <name> and (2) set the CAS server Autodiscover record to $NULL.
(1) Get-ClientAccessServer
(2) Set-ClientAccessServer -Identity "<name>" – AutoDiscoverServiceInternalUri $NULL
In some cases, you may also need to remove the Autodiscover record from the Exchange server service control point. Run the command Get-OutlookProvider (to retrieve the Autodiscovery records and set certprincipalName to $null) using the command set-OutlookProvider.
After you have run these commands, the Outlook clients use the DNS Autodiscover records to look up the Office 365 Exchange Server. If you do not remove the Exchange Server CAS role, the Outlook client will bypass the Autodiscover record lookup and connect to the old Exchange Server instance.



Step 11: Finalize All DNS records
At this point, we are done with the mail migrations and are ready to set the mail flow to Office 365. If you chose to cut over all users at one time (cutover migration), the Office 365 Global Address List (GAL) contains all the new user accounts. This limited GAL also applies to sharing calendars and free-busy status. If you choose to move users in groups (simple coexistence), the GAL will only contain those users who have been moved.
Earlier, we discussed three possible migration plans.	Cutover migration: All users are loaded, MX and Autodiscover records are changed, and Office 365 receives all e-mail.

	Test group (nonhybrid): Some users are loaded. E-mail is forwarded from on-premises servers to Office 365 (temporary). This is not recommended.

	Hybrid coexistence: Exchange Server and Office 365 operate in tandem.




The hybrid coexistence migration is a complex migration and is beyond the scope of the chapter. Earlier In step 7, I showed you were you would add the hybrid connector for a federation migration. This is detailed in the Microsoft Exchange Assistant planning guide (see 
                  https://docs.microsoft.com/en-us/exchange/exchange-deployment-assistant
                ). Once you have moved the mail to Office 365, the process of moving MX record (and TXT and autodiscover) to Office 365 in a federation move is the same, you move the records at the end of the migration. If you are using Public folders, you move the public folders at the end of the migration after all users have been moved. (public folder migration is beyond the scope of this chapter).

                Cutover Migration and Hybrid
              
At this point all users mailboxes have been moved to Office 365. If you have public folders, you have move them as well, and no other records are left. This is also a 100 percent conversion, and you are ready to change the final MX records and cutover to Office 365. Cutover means that you have loaded up the users and you point the e-mail records to Office 365 servers. All historical e-mail is brought over in a post-migration process.
Note
If you have completed loading the users, you can change the DNS records to point to Office 365 services. To determine records that need to change, log in to Office 365 as an administrator, select the domain, and run the Find and Fix Issues operation to show the broken DNS records. Make the changes and you are done with your migration.



Step 12: Configure the Desktop and Mobile Devices
There are different philosophies on when to configure these services. However, unless you want to manually configure these services, you cannot add them until you have changed the MX and Autodiscover records. Desktop services (Outlook) use the Autodiscover record and the Active Directory service control point record to find the exchange server. The mobile device (on older versions of IOS and android software), may need to have the account deleted, then reentered. On the new devices, the configuration is automatic. The newer mobile devices will have a delay, then resync mailbox to Office 365.

                Configure Desktop Services
              
Depending upon the subscription (see Figure 7-48), the user will need to log into Office 365 and download the Office Professional Plus software (located under the gear icon and Office 365 settings). The installation process can be managed by any end user. All that is needed is to log into prtoal.office.com and download the new software.[image: A429219_1_En_7_Fig48_HTML.jpg]
Figure 7-48Office Professional Plus download






                Mobile Device Configuration
              
Office 365 supports different mobile devices. The software can be installed at any time and is user-driven (see Figure 7-49). To install the Office apps on your smartphone, go to the Office 365 web site, log in, select the Software option under Office 365 settings, and install. You will receive a link in the e-mail on where you can download the information to your smartphone and configure the mobile device. The mobile software is also located in the iOS and Android store. This screen is mostly for legacy devices and configuration that do not have a mobile device management configuration.[image: A429219_1_En_7_Fig49_HTML.jpg]
Figure 7-49Adding application support for your smartphone






Step 13: Configure the External Devices

External devices need to be configured (if there are any devices on your network) to use a different mail server than your Exchange Server instance. There are different ways that you can configure your devices to send e-mail to Office 365, either directly or through an SMTP server in your network. There are four rules that you need to follow when configuring devices to relay e-mail through Office 365:	The sending device must have a domain name that is verified in the Office 365 tenant.

	Sending “on behalf” of someone means you need to create a dedicated “user” in Office 365 and your SMTP relay device will need to log in as that user and have permission to send on your behalf. You must grant send as to this user to access all internal mailboxes. This is completed in the exchange admin center (see Chapter 8)

	Your static IP address of the on-premise firewall (where the e-mail is being relayed from) must be registered as a connector in Office 365.

	The external IP address that is sending to Office 365 (acting as your relay) must be added as a transport rule with the “bypass” spam filter option.






Step 14: Clean Up
The cleanup operation depends on the type of mail system you have migrated to Office 365. If you are using a hosted e-mail system or a non-Exchange e-mail system, you need to contact the software supplier to determine whether there is any special process needed to remove the third-party mail server. Unless the e-mail server is integrated into Microsoft local Active Directory, there is usually no shutdown sequence. The server must be removed from Active Directory.
An Exchange Server must be decommissioned to remove it from your local environment. To remove the Exchange Server, you simply uninstall the server. It seems simple, but to uninstall the server, you need to remove all users and delete the public folders and the attached mail database. To remove an Exchange Server, run the setup wizard and remove the services. This is an iterative process. The wizard walks you through the steps and reboots the server until the Exchange Server instance is uninstalled.
Note
Do not power off the Exchange Server instance once you have migrated to Office 365. Exchange Server must be uninstalled from the Exchange Server setup media. You must uninstall the Exchange Server software.



Final Check List
Office 365 is ready to be used. At this point, verify the following:	1.If you have a desktop version of Office 2010/2013/2016 or 2019, upgrade to the Office 365 subscription version.


 

	2.Check the Office 365 domain setup in the Office 365 admin center to make sure that all DNS entries are green. If you have any errors when you verify the domain (see Figure 7-20) fix those errors before you move forward (see Figure 7-50).[image: A429219_1_En_7_Fig50_HTML.jpg]
Figure 7-50Office 365 records 100 percent validated
                              
                              
                            






 

	3.Verify that your Office 365 domain is set to Authoritative (see Figure 7-41) and is not shared for e-mail. (This will be set only if you have run a test group.)


 

	4.Verify that you have placed a local DNS record in your on-premises DNS server. You will need to add an Autodiscover cname to your internal DNS that points to autodiscover.outlook.com.


 

	5.If you have an on-premise Exchange Server instance and you have migrated to Office 365, set the Autodiscover record to $NULL with the following command. (Note that once it’s set, local clients cannot autodiscover the local Exchange Server instance.)Set-ClientAccessServer -Identity "<name>" –AutoDiscoverServiceInternalUri $NULL





 

	6.Extend the 15-day delete hold time to a 30-day delete hold time. Run the PowerShell command.	a.Extend the 30-day delete for a mailbox:

                            Set-mailbox user@contoso.com –retaindeleteditemsfor 30
                          


 

	b.Extend the 30-day delete for the organization:

                            Get-mailbox | Set-mailbox –retaindeleteditemsfor 30
                          


 






 

	7.Enable the audit logs on all users’ mailboxes. The default logs are kept for 30 days, and this can be extended to multiple years.#Enable Audit Logging
Get-Mailbox -ResultSize Unlimited -Filter {RecipientTypeDetails -eq "UserMailbox" -or RecipientTypeDetails -eq "SharedMailbox" -or RecipientTypeDetails -eq "RoomMailbox" -or RecipientTypeDetails -eq "DiscoveryMailbox"}| Set-Mailbox -AuditEnabled $true -AuditLogAgeLimit 365 -AuditOwner Create,HardDelete,MailboxLogin,MoveToDeletedItems,SoftDelete,Update

#Check Status
Get-Mailbox -ResultSize Unlimited | Select Name, UserPrincipalName, AuditEnabled, AuditLogAgeLimit | Out-Gridview





 

	8.Log into the Office 365 admin center, and select the Security & Compliance Center. Under Search & Investigation, select “audit log search” and “enable audit log recording”.


 

	9.The default retention policies are not enabled until the archive is enabled. If you enable the archive on a user mailbox, the retention polices begin to execute. For example, the default retention policy is two years. When the retention policy executes, e-mail is deleted. If you do not want your e-mail to be deleted or moved to an archive, remove the tag in the Exchange admin center, under “Compliance Management” and “Retention tags”.


 

	10.Remove any other retention tags you do not want to use in the retention policy.


 

	11.Verify that you have enabled Yammer on your subscription. To enable Yammer, expand the admin center, and then select Yammer. The service should auto-activate and show a green check mark


 

	12.Log in to the OneDrive admin center and set the retention to 1,530 days for deleted files.


 

	13.In the OneDrive administration center, reduce the OneDrive sharing (in the OneDrive admin center) to “Existing External users” to control sharing until you understand the sharing features.


 




Test Group or Staged Migration
In the early cloud days, there was a lot of work with test groups to train the IT staff. Now test groups are not really used except in unique situations. There are two ways to use test groups: doing a hybrid migration or deploying a few test mailboxes to test processes and then discarding the test group when you move to production. Test groups are nothing more than a stage migration. Stage migrations take a lot of work and should be used only for a limited time and for a small number of users. When we discuss test groups, we mean we are using those users to test our deployment processes. A test group is nothing more than placing a group of users on a different mail server that is separate from the existing organization. A test group does not have access to a common calendar or a common address list (unless a hybrid deployment). It is for these reasons that you want to use test groups for a limited time and with a definite set of objectives. A stage migration is nothing more than a test group.
Note
If the user accounts are POP or IMAP, stage migration is a viable option because there are no common shared resources (like calendars and address lists).

Outlook Client Autodiscover Record Changes
If you are using a test group with an on-premise Exchange Server instance (no hybrid, no Exchange Federation), you will encounter two problems: Autodiscover (for Outlook clients) and the presence of Exchange Server in Active Directory. The workarounds are manual, and you need to edit the registry to enable the clients to find the Office 365 mail server. Once you have deployed, you need to remove these “enhancements” to eliminate a future support problem when using Office 365. If you choose to manually configure Outlook, you still need to make these changes since Outlook will verify the connection via Autodiscover every time it is started.
These are the client steps required to support a test group if there is an on-premise Exchange Server instance. Also, you cannot use Office 2016 as an Outlook client with a test group. The following are the configuration steps:	1.Add the Autodiscover record in the host file, located at <drive:>windows/systems32/drivers/etc.	a.Ping autodiscover.outlook.com.


 

	b.Add the Autodiscover record with the address discovered earlier.


 

	c.Open a command prompt and enter ping Autodiscover. This should display the IP address you just entered.


 






 

	2.Add the two Autodiscover records: Autodiscover and Autodiscover.<yourdomain.com>.


 

	3.Add the registry fixes to ignore the Exchange Server service control point. The registry entries required to be modified for the clients are listed shortly (see 
                            https://support.microsoft.com/en-us/kb/2612922
                          ).	a.Navigate to the following registry key that corresponds to your version of Office (12.0 is Office 2007; 15.0 is Office 2013):

                                HKEY_CURRENT_USER\Software\Microsoft\Office\12.0\Outlook\AutoDiscover
                              


 

	b.Set the following registry names and values. Type in the names that are in the quotes when you create the registry entries:

                                            "PreferLocalXML"=dword:1
            "ExcludeHttpRedirect"=dword:0
            "ExcludeHttpsAutodiscoverDomain"=dword:1
            "ExcludeHttpsRootDomain"=dword:1
            "ExcludeScpLookup"=dword:1
            "ExcludeSrvLookup"=dword:1
            "ExcludeSrvRecord"=dword:1



                              


 






 

	4.In the Windows 10 control panel, select the Mail application, then configure the Outlook profile to prompt for a profile.


 

	5.If there is an existing Exchange Server instance, you need to manually configure the Outlook client. Outlook clients (Mac and PCs) require an Autodiscover record. Office 2016 and later cannot be manually configured.


 

	6.Start the Outlook client and create a new profile. In some cases, the client may not start up correctly the first time. Close Outlook and start again.


 







DNS Troubleshooting
One of the problems associated with the DNS records is figuring out who is managing them. In some cases, this may be a web developer who is no longer in business. You may also have it registered with an e-mail address that you no longer use (or can remember). If you cannot access the DNS server, how do you find the records?
We use 
                http://who.is
              . This service gives you a good snapshot of the DNS records for the domain you are moving (see Figure 7-51). We use this tool in conjunction with mxtoolbox.com. If you do not have access to the actual DNS zone file before you move, you need to use tools like 
                http://who.is
               to collect the information before you move the service to a new registrar.[image: A429219_1_En_7_Fig51_HTML.jpg]
Figure 7-51DNS records from who.is for kamind.net





Onboarding E-mail
After you have loaded the user account to Office 365, you need to copy the e-mail from the current mail servers to Office 365. There are different ways to do this, depending on the method you used for loading users. As an example, if you have an on-premises Exchange Server instance and you enabled DirSync, your only option is to use the Microsoft migration tools. If you do not have an existing Exchange Server instance, you can use different migration tools to move mail to Office 365. The three methods discussed here are PST migration, third-party tool migration, and the Microsoft Office 365 migration tools.


PST Mail Migration to Office 365
PST migration consists of importing the existing PST files into your Office 365 mailbox. A PST export/import is performed at each user’s workstation, with data from their version of Outlook. PST migrations are the simplest but should be used as a last resort. When you migrate PST data, you need to export the old mailbox at the root and import the data into Office 365 at the root. If the PST data already exists, then import the data at the level that you want to see the data in Office 365.
Note
If you start a PST migration, you need to complete it. There is no real error checking on data imports or duplicates. If you stop and restart a PST migration, you have duplicate data.

Typical user data in a PST contains all the information in the mailbox, including e-mails, folders and subfolders, calendars, and contacts. To install the calendar and contacts into Office 365, you can either manually copy them over to Office 365 (drag and drop) or overlay the Office 365 calendar and contact information using export and import data commands, specifying the root inbox. Next we cover the two options for this command.
Export Outlook 2010, 2013, or 2016 Mailbox Information
Follow these steps on exporting the PST data into Outlook. If you already have your PST files as an archive, refer to the import. When you export Outlook information into a PST for import into Office 365, you must export the root mailbox.	1.Start Outlook (Outlook 2010 or 2013/2016). Use your on-premises Exchange Server Outlook profile (probably your default profile) for the export of PST mailbox information (see Figure 7-52).


 

	2.In Outlook 2013/2016, click File ➤ Open ➤ Import (this includes file export as well).


 



[image: A429219_1_En_7_Fig52_HTML.jpg]
Figure 7-52Outlook 2013—exporting files to a PST



	3.Select “Export to a file” and then Outlook Data File (.pst), as shown in Figure 7-53.


 



[image: A429219_1_En_7_Fig53_HTML.jpg]
Figure 7-53Exporting Outlook files as a PST



	4.Select the mail location to export (normally, you want to select the very top item, the mailbox account) and the export options. Enter a filename and select “Replace duplicates with items exported” (see Figure 7-54).


 



[image: A429219_1_En_7_Fig54_HTML.jpg]
Figure 7-54Selecting Outlook mail and file save location



	5.Once you have exported the documents, write down the location where the PST file is located. The next step is to import the PST file.


 





Import Outlook 2010, 2013, or 2016 Mailbox Information
Follow these steps to import your exported PST e-mail data into your Office 365 e-mail account. This is done by loading the existing mailbox on top of the Office 365 mailbox.	1.Exit Outlook.


 

	2.Sign in to the user’s Office 365 account.


 

	3.Start Outlook either with a new profile or with the user’s Office 365 profile. (We normally call the new profile O365 to distinguish it.)


 

	4.In Outlook 2010 (or 2013/2016), click File ➤ Open ➤ Import.


 

	5.Select Import from another program or file.


 

	6.Select Outlook Data File (.pst), or it may be Personal Folder File (.pst), as shown in Figure 7-55.


 



[image: A429219_1_En_7_Fig55_HTML.jpg]
Figure 7-55Importing PST archives into Office 365



	7.Browse to the file to be imported (the one you exported earlier). Select “Do not import duplicates.” You want to import the PST folder into the same structure as the export. As an example, if you export the PST file as the root mailbox, you need to import it as a root mailbox (shown in Figure 7-56). You may import the e-mail account to a lower level (for example, if you are importing several e-mail accounts into one e-mail account).


 



[image: A429219_1_En_7_Fig56_HTML.jpg]
Figure 7-56Importing PST archives into Office 365




The import process uploads the Outlook PST data to the Microsoft Office 365 Exchange Server. Your data will then be replicated down to your Outlook 2010. It is best that you import data using a high-speed data link since the data will travel twice: up to Office 365 and back down to your Outlook local cache.


Migrating E-mail with BitTitan’s MigrationWiz
MigrationWiz (
                  www.migrationwiz.com
                ) is the tool (see Figure 7-57) that is used for most migrations from either on-premise or another hosted provider to Office 365. The tool is easy to use and allows thousands of mailboxes to move simultaneously.[image: A429219_1_En_7_Fig57_HTML.jpg]
Figure 7-57BitTitan: mail and data cloud migration tools (courtesy of BitTitan)




There are three different migration tools that BitTitan offers: MigrationWiz, DeploymentPro, and User Activation. MigrationWiz is used to move mailboxes to/from Office 365. DeploymentPro is a tool configures the user’s Outlook (configures the desktop, the move task, the Outlook cache, etc.) to a new Outlook profile linked to Office 365. User Activation is an end-user tool that integrates MigrationWiz and DeploymentPro for a hands-off migration to Office 365. The tool that you use depends on the migration approach. If you are looking for an automated migration and you have fewer than 25 users, then user activation is the best way to proceed. If you are using any type of SBS server (that has a local Exchange Server), you need to use either User Activation or DeploymentPro/MigrationWiz. These tools patch around the SBS service control point on the desktop. Keep in mind that any time there is an Exchange Server instance, you need to uninstall Exchange Server at the end of the migration.
Note
There are two approaches to using BitTitan’s tools: using a manual migration approach via MigrationWiz and DeploymentPro or using the User Activation automated tool. If you are migrating a small number of mailboxes, using MigrationWiz or User Activation saves time on the migration. The approach that we are describing here is a manual approach using MigrationWiz.

The migration approach we use is a combination of MigrationWiz and DeploymentPro. If there is an SBS server, we always use DeploymentPro. DeploymentPro configures the desktop and moves the SBS Exchange Server to the side. When we migrate larger accounts of more than 200 or 400 users, it depends on the migration strategy. In some cases, we use a combination of tools, and in others, we use Exchange Federation; it just depends on what you are trying to achieve.
Note
If you are using MigrationWiz with DeploymentPro and you want to upgrade the desktop before you install clients, you need to remove the service control point (e.g., CAS Autodiscover record from the Exchange Server (2007 and 2010) by running the following commands: (1) to retrieve the CAS server identity <name> and (2) to set the CAS server Autodiscover record to $NULL.
(1) Get-ClientAccessServer
(2) Set-ClientAccessServer -Identity "<name>" –AutoDiscoverServiceInternalUri $NULL
After you have run these commands, the Outlook clients use the DNS Autodiscover records to look up the Office 365 Exchange Server instance.

Using MigrationWiz
In step 9 (earlier in this chapter), we chose a cutover migration. The easiest way to look at a migration is to use a hypothetical situation. In this example, there are ten mailboxes and a Windows server running Exchange. The migration tools that we will use are MigrationWiz and DeploymentPro. MigrationWiz moves the data, and DeploymentPro configures the desktop and sets the default profile. The migration steps using these tools are as follows:	1.Log in to 
                            www.bittian.com
                           and create a migration account. Confirm your account and select MigrationWiz (see Figure 7-58).


 

	2.Verify that Exchange Server 2007/2010 is set to basic authentication.


 

	3.Configure the permission for the admin user mailbox on Exchange Server.


 

	4.Build the migration project and enter the admin credentials.


 

	5.Load the user for migration.


 

	6.Purchase licenses for migration.


 

	7.(Optional) Select DeploymentPro for desktop configuration changes and send out the Configuration tool.


 

	8.Start the mailbox migration.


 

	9.Retry migration errors.


 

	10.If you are using DeploymentPro, select “cutover” (either manual or scheduled) and cut over the MX records. The migration is completed.
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Figure 7-58BitTitan: MSP complete - mail and data cloud migration tools




Using BitTitan tools is a simple process to move mail from an existing service to Office 365 or to use the upload tool to configure and upload the PSTs. Gone are the days where you must import a PST directly into Office 365 (yes, you can do that, and we still do for IMAP migration to pick up calendars and contacts). But in general, if you use the automated tools, life is simpler.
Note
If you are uploading an old PST, it is best to attach the PST to Outlook and then export and create a new PST from the old PST. This will correct the errors in the PST.



Microsoft Mail Migration
MigrationWiz is a third-party tool that you can use to migrate to Office 365. However, there is also the Microsoft Office 365 migration tool. You can use this tool for cutover migration and for Exchange Federation moves to Office 365. The tool is straightforward to use, and you can move user mailboxes to Office 365 or move them back to the on-premises Exchange Server instance.	1.Select Office 365 in the admin center, then select Exchange Admin center.


 

	2.Select recipients, then select migration.


 

	3.Select the "+" drop down to see the migration types


 

	4.You will see the screen shown in Figure 7-59. Select Migrate to Exchange Online. When a mailbox is migrated, the on-premises mailbox is converted to a mail-enabled unit.
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Figure 7-59Selecting the Office 365 migration tool




Your options with the Office 365 tool are limited to Exchange Server 2007 and 2010 and IMAP. POP mail is problematic, since POP e-mail has just e-mail and no folders. Typically, if you are using POP mail, you will most likely use a PST export/import because the POP e-mail is stored locally. We always recommend that you use MigrationWiz as the first option. It is simpler to use. In this example, we are going to use IMAP to import mail from a non–Exchange Server instance, and we need to build a CSV file for the usernames and passwords. To import using IMAP, select the IMAP option (see Figure 7-60).
Note
If you do not have a third-party certificate, do not use the Microsoft mail migration tool; use BitTitan’s MigrationWiz.


              [image: A429219_1_En_7_Fig60_HTML.jpg]
Figure 7-60Migrating e-mail using Office 365 e-mail migration




            
Provide the credentials to import the user accounts into Office 365, and create a CSV file to load the users from the source server into Office 365 (see Figure 7-61). The wizard assumes that the e-mail address of the source server is the destination e-mail address on Office 365. You need to be a global administrator to use this tool.[image: A429219_1_En_7_Fig61_HTML.jpg]
Figure 7-61Office 365 e-mail migration




After you have clicked Run, Office 365 monitors the status and sends you an e-mail when the migration is completed. It lists the batch status (see Figure 7-62).[image: A429219_1_En_7_Fig62_HTML.jpg]
Figure 7-62Migration status using Office 365 migration




After you have started the migrations, the next step is to install PowerShell. In some cases, you may need to install PowerShell early on if you have any problems with domain validation. In most instances, you will use PowerShell under the guidance of the Office 365 support staff.
Configuring Azure AD Connect
Configuring AD Connect is straightforward. The hardest part is the installation of the software on the server and connecting this to Office 365. There are different philosophies for the installation of AD Connect. In our case what we do is the following:	1.Create two new accounts, OnPremSync and OnLineSync. The OnPremSync account needs to be an enterprise admin account, and the OnLineSync account needs to be a global admin account. We create two different accounts because we do not allow the Cloud account (online sync) to be added to the local AD. Likewise we do not allow the onPrem account to be added to the Azure ad. We isolate the accounts for security.


 

	2.Enable Azure AD Connect and download the software to the domain controller (log in to 
                            https://portal.azure.com
                           and select Azure AD Connect).


 

	3.Install the software using the OnPremSync account. When you install the software, open a command prompt and run as an administrator, then execute the AD Connect download).


 

	4.Configure AD Connect.


 

	5.Check the status of AD Connect in Azure AD Connect Health (see Figure 7-63).
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Figure 7-63Download Azure AD Connect




There are multiple ways to download AD Connect. All the approaches use the same download link at 
                    https://downloads.microsoft.com
                  .
The one area where everyone makes a mistake is not to install the service as an admin (see Figure 7-64) or to log into the system and install using a different account than the OnPremSycn account. The installation process will set up permissions for the account that will be using the service (and the one that installs it (make it the same account). This is extremely important to avoid future problems.
Note
Do not sync the two accounts created. OnPremSync is unique to onPrem, and OnlineSync is used online with no license.


                [image: A429219_1_En_7_Fig64_HTML.jpg]
Figure 7-64Installing AD Connect as an administrator




              
The process to install AD Connect is a two-step process. First you install the connector (run as an administrator or through a command as an administrator), select all the default settings, and leave the sync off. The second step is to start the installed tool and change the configuration. As this point you modify the configuration and set the default settings for your environment. After you run the tool the second time, you fully sync the settings to Office 365. See Figure 7-65 to begin the install of AD Connect (remember to run this tool from an admin prompt and in Figure 7-66, select Express when you start the installation.
Note
Do not sync after running the tool the first time. This will sync the entire AD organizational unit (OU) to Office 365. When you sync, you only want to sync those OU’s that are user accounts to Office 365.


                [image: A429219_1_En_7_Fig65_HTML.jpg]
Figure 7-65Beginning the configuration steps




                [image: A429219_1_En_7_Fig66_HTML.jpg]
Figure 7-66Selecting the Express installation




              
Select the Express installation (Figure 7-67) and enter the accounts created for management in Figure 7-68. Unless you have a federated move with exchange server, leave federation off (Figure 7-69).[image: A429219_1_En_7_Fig67_HTML.jpg]
Figure 7-67
                        Syncing the Office 365 service
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Figure 7-68Setting up the local AD Sync (same account as install account)
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Figure 7-69Allowing the systems to configure (turn off sync enable federation)
                          
                          
                          
                        




At this point the base configuration is completed. We do not enable auto sync because we need to configure the on-premise Active Directory sync and the optional features for the AD Connect tool. The next steps are to run AD Connect a second time and set up the optional features. Typically, you set the following:	Password writeback

	Password hash synchronization

	Exchange hybrid deployment

	OU filtering (so you only sync those accounts that are required)




Just select the AD Connect installed tool on the desktop, and rerun the wizard, select the configuration option, and set the additional parameters required for your operation. The AD Connect tool is linked to Azure, so Microsoft will manage the tool updates. If you do have any alerts on using the tool, make sure you look at the passwords again (remember we use different password for sync admin and sync online accounts). This is usually the problem that users run into in troubleshooting AD Connect issues.
Microsoft is continuously expanding the capabilities of AD Connect. It is expected that Azure directory services will be integrated into the AD Connect tool (See Figure 7-70). After you have completed the installation, you may have additional configurations to complete. Complete the configuration if prompted (see Figure 7-71).[image: A429219_1_En_7_Fig70_HTML.jpg]
Figure 7-70AD Connect configuration options
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Figure 7-71AD Connect final sync notification






Hybrid Migration with Exchange 2007
In our migration, we talked about the ways to move from the on-premises Exchange Server to Office 365 and turning off your on-premises Exchange Server. There is another option available to all Office 365 users, and that is to run the Exchange Server admin console locally on your Active Directory. Microsoft provides Exchange Server at no charge, if you do not have any mailboxes installed on Exchange Server 2013. If you want to take advantage of this offer (and you are running the Enterprise Office 365 plans), all you need to do is log in to 
                  https://configure.office.com/Scenario.aspx?sid13
                 and verify your eligibility (see Figure 7-72).
This is important because to use a federation move, you need to be running Exchange 2010 or later. To federate a 2007 server, we deploy Exchange Server 2013 as a mail migration server (requires an Enterprise E3 or E5 license).[image: A429219_1_En_7_Fig72_HTML.jpg]
Figure 7-72Checking the eligibility of Exchange Server 2013 
                        
                        
                      




Deploying the Hybrid Configuration Wizard to support Exchange Server 2007 federation move
The Hybrid Configuration Wizard does not need to be deployed on an Exchange Server instance. However, you need to be running Exchange Server 2010 or later. If you are running Exchange Server 2007, then you need to deploy Exchange Server 2013, change the mail flow, and then deploy the Hybrid Configuration Wizard. Exchange 2007 does not support the remote mail move capabilities required to migrate to Office 365. However, Exchange Server 2013 does support them. By joining an Exchange Server 2013 server into an Exchange Server 2007 infrastructure, you can no use the hybrid mail move. To deploy an Exchange Server 2013 server in an Exchange Server 2007 organization, visit the Microsoft Exchange Server Deployment Assistant (see Figure 7-73). Look at the Exchange deployment assistance on upgrading to Exchange Server 2013, and follow that process. Once the upgrade is completed (and the mail flow is running through the Exchange Server 2016 or 2019), you can deploy the Hybrid Configuration Wizard that we discussed earlier in the chapter.
It is highly recommended that you contact a Microsoft Partner to assist you in this process. Hybrid migration is just a different step in the migration process. Exchange Server needs to be up-to-date with all service packs, or the hybrid migration will fail. Once you have compelled the migration, then upgrade the Exchange 2013 server to Exchange Server 2019.[image: A429219_1_En_7_Fig73_HTML.jpg]
Figure 7-73Microsoft Exchange Server Deployment Assistant (courtesy of Microsoft) 
                          
                          
                        




Note
A hybrid migration is a complex migration. If you choose to use a hybrid migration, then follow these additional steps: review the Exchange Server Deployment Assistant (search for this in the search engine), deploy Azure AD Connect on the domain controller, and deploy the Exchange Hybrid Configuration Wizard to move data. If you are using Exchange 2007, you will need to add an Exchange 2013 server into your environment to move to Office 365.




Summary
The focus of this chapter was to migrate to Office 365. Granted this is purpoly out of sequence. In the earlier chapters we talked about security and now migration. This was to help you make the decision on migration to Office 365. There are different ways you can move your business to Office 365; the techniques depend on the size of your organization. Typically, small organizations use cutover migration, and larger organizations use federation migration. Now that you have migrated to Office 365., lets configure the Office 365 and Azure security services to protect what we just deployed.

Reference Links
Office 365 seems simple, but it is complex. There are many different areas to retrieve information about how to migrate to Office 365. The following are the important links for migration.

            PowerShell on Microsoft.com
            	
                  
                      https://docs.microsoft.com/en-us/pwoershell
                    
                




          

            Onboarding Checking Tool
            	
                  
                      http://fasttrack.office.com
                    
                




          

            Office 365 Migration Videos
            	
                  
                      https://docs.microsoft.com/en-us/Office365/index?view=o365-worldwide
                    
                




          

            Conversion of On-Site User to Mail-Enabled User
            	
                  
                      http://community.office365.com/en-us/blogs/office_365_community_blog/archive/2011/12/02/convert-exchange-2007-mailboxes-to-mail-enabled-users-after-a-staged-exchange-migration.aspx
                    
                




          

            Office 365 Migrating and Managing Your Business in the Cloud—Update
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We have made a lot of progress in securing Office 365. We enabled the audit logs in the Security & Compliance Center, and we completed an initial configuration of Cloud App Security. As part of our MDM deployment, we deployed Azure multifactor authentication, with conditional access support. We also set up data loss prevention policies in the Security & Compliance Center. We placed accounts on legal hold and completed an electronic discovery for a court-ordered subpoena. As part of our discovery process, we set up Microsoft Secure Score and the next-generation Windows Advanced Threat Protection (ATP). The new ATP threat agents combine the latest in machine learning and deep learning. We have made a lot of progress, and we now have a functioning and secure tenant.
Managing our 365 tenant is a different set of problems. We can use our security score to manage Office 365 because it shows how we are doing as administrators. Have we done the correct Office 365 configuration? Have we configured the different 365 services? Are we doing our jobs as administrators and managing our Office 365 company? If we look at the identity management scores, we even have a grade on our accounts. Has our account been configured correctly (see Figure 8-1)?[image: A429219_1_En_8_Fig1_HTML.jpg]
Figure 8-1Identity Secure Score
                    
                  




Office 365 and Azure security and compliance are large topics. There is so much information that the question is where do you start? There are two ways to focus on this problem; first we look at the tactical issues represented by Secure Score, and then we look at the administrative issues of how we manage our Office 365 (and Azure) environment. As an example, our security score was 412/711. As we deployed new tools and solutions, the score drastically changed (Figure 8-2), and our combined Microsoft 365 score is now 1064/1711. At this point, we are going to dive into the administration of Office 365, with a focus on managing the Office 365 tenant and how that impacts the Microsoft Security Score.[image: A429219_1_En_8_Fig2_HTML.jpg]
Figure 8-2Our tenant security score for Office 365 deployment




Looking at the score in detail will give us the direction that we need to pursue to be successful with Office 365. We have made a lot of changes since we started make changes in our Office 365 tenant. We started this journey with a score of 31, and now at the end of the book, we are at a score of 412 (see Figure 8-3) – a difference of 381! The scoring gives us an impartial view of how good we are doing.[image: A429219_1_En_8_Fig3_HTML.jpg]
Figure 8-3Our tenant security score for Office 365 deployment




Note
In previous books that I have written, I spent a lot of time on getting the right subscription mix. In this book, the scoring will drive the subscriptions. If you have a low score, you can only increase it by deploying more security functions that are part of higher end subscriptions. You need to change the mindset and manage the 365 tenant by the security score to protect the company.

Our configuration of Office 365 is using the Microsoft 365 E5 subscription. This subscription is the highest security subscription Microsoft supplies. We added an Azure cloud solution provider (CSP) subscription to the mix, and this allows us full access to the Azure security center and services. In the previous chapters, we spent time on the configuration of the different services. In this chapter, we are focusing on the administration functions for Office 365. For example, previous chapters discussed how to secure your business with Office 365. This chapter is focused on the administration of the service in Office 365. Time is money, and as an administrator, you are looking for the simplest way to accomplish a task. This chapter outlines the common tasks that administrators are asked to perform in the administration of Office 365. These tasks include renaming users, adding e-mail aliases, creating shared mailboxes, configuring Teams (Skype for Business), reviewing security logs, and changing the subscription type. There are five different ways to administer Office 365: the Office 365 admin center, PowerShell, third-party cloud-based tools, Azure Active directory services, and Windows Active Directory services. I mention Windows Active Directory services so you will not ignore it, but we will focus very little time on this service. Our use of Active Directory will focus on what you can manage from Office 365 versus what the user can manage from Active Directory.
Office 365 Administration Overview
As an administrator, you’ll find that your company needs different components and applications for the different business roles of the employees in your business. Office 365 allows you to add different components to your subscription. In some cases, your business needs will change, and you’ll be in a situation where you have too many licenses (or too few). You can easily change your subscription mix. There are three ways to change the license mix. You may purchase directly (via the license portal) or through a Tier 1 or Tier 2 cloud solution provider. The Office 365 admin center (see Figure 8-4) is fully configurable. The dashboard that we set up gives us a snapshot of the different admin centers. There are 15 different centers. Our focus in this chapter is not to look at all of these admin centers but rather to look at the key centers that affect security and compliance of the Office 365 environment.[image: A429219_1_En_8_Fig4_HTML.jpg]
Figure 8-4Office 365 admin center




The global administrator is the first account created when you sign up for Office 365. The global administrator account has full access to all Office 365 resources. You can use the PowerShell environment to configure capabilities, or you can use the graphical interfaces in the various admin centers (Exchange, Skype for Business, or SharePoint) to manage Office 365 capabilities. The only rule to remember is this: to change features using PowerShell, or in the administration graphical interfaces, you must have a license (such as Exchange, Skype for Business, or SharePoint) provisioned to the account that is being used to change that feature. If a global administrator’s account tries to change features on a subscription area that the account is not licensed to use, that action will not be permitted. In some cases, the global administrator is denied access to the GUI command options (access to the eDiscovery Center, for instance). Partners with delegated administrator rights do not have a license and cannot access a user’s data. You may also see some PowerShell commands fail (with no failure notice) without a license attached to the user.
Note
Only selected Microsoft Partners can offer delegated administrator services to their customers. The global administrator must approve the rights to a Microsoft Partner to act as a delegated administrator. Microsoft Partners that have delegated administration capabilities have earned the right to use this service offering.

A good example is using PowerShell to set up a shared mailbox for a user. If you do not have an Exchange license assigned to the global admin account, the Exchange PowerShell scripts will fail when they make a set-mailbox call. There are many different commands that you can use to manage Office 365 with PowerShell (see Figure 8-5).[image: A429219_1_En_8_Fig5_HTML.jpg]
Figure 8-5PowerShell command to add members to a distribution list




For example, you can use PowerShell to administer Office 365, or you can use the GUI interface (see Figure 8-6). Both interfaces provide the same results, but one is much more scalable than the other. There is an additional interface, and that is the Exchange management interface. Over time you will see the new group interface be where you will see change.[image: A429219_1_En_8_Fig6_HTML.jpg]
Figure 8-6New distribution group interface
                      
                      
                    




As an administrator, you will use both interfaces. The only rule to remember is that you must have a license assigned to the account that you are using to grant permissions to the user accounts. The objective of this chapter is to provide you with the tools and capabilities necessary for you to administer your own Office 365 site and provide the best level of service to your organization.
Note
If you have Azure AD Connect enabled, you cannot edit some properties of a user’s mailbox, because it’s out of the current user’s write scope. Those properties in the mailbox are managed by the on-premises Active Directory.


            [image: A429219_1_En_8_Fig7_HTML.jpg]
Figure 8-7Office 365 legacy group interface to add members to the Accounting group
                      
                    




          

Preparing to Administer Office 365
Office 365 is easy to manage if you have configured the service correctly after migration and you have deployed the security services we recommended in this book. You can use the GUI interface or you can manage Office 365 via the PowerShell interface. The choice is up to you. In this chapter, we have assumed that you have configured your Office 365 solution for production, and we use the following checklist to check on your status. This administration chapter assumes that you have completed the necessary configurations in the previous chapters.

Office 365 Configuration Completion Checklist
                
                
              
The completion checklist looks at common areas that are used to prepare your company to use Office 365. Take a moment and verify your configuration of the Office 365 setup with these 13 steps:	1.If you have desktop Office 2013/2016/2019, plan to change your subscription to a version of the Office 365 Pro Plus subscription software. Older versions of Office desktop software (such as Office 2010, 2017, or 2003) are not enhanced, and some cases will not work with Office 365. You want to migrate to Office 365 Pro Plus and no longer use volume licenses or retail versions of Office (it is a support issue).


 

	2.Check the Office 365 domain setup in the Office 365 admin center to make sure that all DNS entries are green. If you have any actions to complete (under the action header), please complete them before you move forward.


 

	3.Verify that your Office 365 domain is set to Authoritative in the Exchange admin center and is not shared for e-mail. (This will be set only if your e-mail domain is split).


 

	4.Verify that you have placed a local DNS record on your on-premises DNS server. You need to add an Autodiscover cname to your internal DNS that points to 
                          http://autodiscover.outlook.com
                        .


 

	5.If you have an on-premises Exchange Server and you have migrated to Office 365, set the Autodiscover record to $NULL with the following command (note that, once it’s set, local clients cannot autodiscover the local Exchange Server):Set-ClientAccessServer -Identity "<name>" –AutoDiscoverServiceInternalUri $NULL





 

	6.Extend the 14-day delete hold time to a 30-day delete hold time. Run the following PowerShell commands.	a.Extend the 30-day delete for a mailbox.

                              Set-mailbox user@contoso.com –retaindeleteditemsfor 30
                            


 

	b.Extend the 30-day delete for the organization.

                              Get-mailbox | Set-mailbox –retaindeleteditemsfor 30
                            


 






 

	7.Enable the audit logs on all users’ mailboxes. The default logs are kept for 30 days and can be extended to multiple years.#Enable Audit Logging
Get-Mailbox -ResultSize Unlimited -Filter {RecipientTypeDetails -eq "UserMailbox" -or RecipientTypeDetails -eq "SharedMailbox" -or RecipientTypeDetails -eq "RoomMailbox" -or RecipientTypeDetails -eq "DiscoveryMailbox"}| Set-Mailbox -AuditEnabled $true -AuditLogAgeLimit 365 -AuditOwner Create,HardDelete,MailboxLogin,MoveToDeletedItems,SoftDelete,Update

#Check Status
Get-Mailbox -ResultSize Unlimited | Select Name, UserPrincipalName, AuditEnabled, AuditLogAgeLimit | Out-Gridview





 

	8.Log into the Office 365 admin center, and select the Security & Compliance Center. Under Search & Investigation, select “audit log search” and “enable audit log recording.”


 

	9.The default retention policies are not enabled until the archive is enabled. If you enable the archive on a user mailbox, the retention polices begin to execute. For example, the default retention policy is two years. When the retention policy executes, e-mail is deleted. If you do not want your e-mail to be deleted or moved to an archive, remove the tag in the Exchange admin center, under “Compliance Management” and “Retention tags.”


 

	10.Remove any other retention tags you do not want to use in the retention policy.


 

	11.Verify that you have enabled Yammer on your subscription. To enable Yammer, expand the admin center, and then select Yammer. The service should auto-activate and show a green check mark.


 

	12.Log in to the OneDrive admin center and set the retention to 1,530 days for deleted files.


 

	13.In the One drive administration center, reduce the OneDrive sharing (in the OneDrive admin center) to “Existing External users” to control sharing until you understand the sharing features.


 





Office 365 Security Configuration Completion Checklist
                
                
              
The completion check list looks at common areas that are used to prepare your company to use Office 365. Take a moment and verify your configuration of the Office 365 organization.	1.Deploy a Microsoft 365 E5 subscription.


 

	2.Create a log analytics subscription for data logging and configure services.


 

	3.Build out the Azure security center; set the data collection load you want.


 

	4.Deploy Azure threat analytics on the domain controller (on-site or in Azure).


 

	5.Deploy Windows Advanced Threat Protection agents.


 

	6.Deploy MMA agents to all clients and servers.


 

	7.Deploy the commercial ID.


 

	8.Deploy Secure Score and baseline the organization.


 

	9.Deploy Privileged Identity Management.


 

	10.Change all global admin accounts (except one) to security admin and deploy PIM for users to request elevated rights.


 

	11.Deploy Privileged Information Protection.


 

	12.Deploy MFA to all clients.


 

	13.Deploy Azure risk mitigation policies.


 

	14.Deploy Windows 10 update rings.


 

	15.Deploy the Office Pro Plus policy.


 

	16.Deploy Mobile Application Management.


 




This will give you a good baseline and a secure organization. Once you have done this, the next step is to take a new baseline secure score. This will be your baseline token used to compare the organization. This is your configuration that will be used for success measurements. In our case, we started with a score of 31 and ended with a security score of 136 (see Figure 8-8). Our additional changes has raised this score to 412 - an increase of 381![image: A429219_1_En_8_Fig8_HTML.jpg]
Figure 8-8Office 365 security score increase, result of the 16 steps
                        
                      






Admin Centers
They are on our checklist, so let’s visit the admin centers one more time. Office 365, in our example, has multiple admin centers created to support your subscriptions. The standard centers are Office 365, Exchange, Skype for Business, SharePoint, CRM, Power BI, Compliance, Azure AD, and OneDrive for Business. You can reach the admin centers by expanding “Admin centers” (see Figure 8-9).[image: A429219_1_En_8_Fig9_HTML.jpg]
Figure 8-9Office 365 admin center view with domains not set up




In our example, we have a Microsoft 365 E5 subscription, which includes 15 different admin center accesses, including Intune Mobile Device Management and Power BI. Your subscription may have a different number of applications, depending on your licenses and the additional admin centers that are added based on the optional subscriptions. This chapter focuses on the areas of administration in Office 365 for security: Exchange and Skype for Business. The other admin centers (CRM, Power BI SharePoint, Compliance and Data Loss Prevention, and Exchange Online Protection) are beyond the scope of this chapter. I have included the most common questions that you will need to address when managing your Office 365 service.
The Office 365 administration areas that we address in this chapter are Office 365 dashboard, license management, Exchange, and Teams and Teams administration. At the end of this chapter, we will wrap with a discussion on the configuration of PowerShell. This should provide you with all of the tools you need to manage your Office 365 tenant.
Before we start, there are a few navigation rules that you should know when working in the admin center. At any time that you need to get back to the home page in the admin center, click the nine-block grid in the upper-left corner and then click the “A” for administration. This action will always return you to the admin center.
User accounts can be synchronized in two ways in Office 365: through a manual process (single user load/bulk load) or via Azure Active Directory synchronization accounts created through an Active Directory process that can be managed only by on-premise Active Directory tools.
There are different types of administrative accounts on Office 365. The first account created (the first account that was created when you purchased Office 365) is a global administrator account. You can create additional global administrator accounts to manage Office 365. Global administrator accounts do not need a license to perform global administration functions. However, the global administration account does require a license to perform administration functions at the functional level. For example, if you want to configure advanced Exchange services or certain security services, the account you are using must be licensed for the function you’re trying to manage. The same is the case with SharePoint. If you do not have a license or if you are running Active Directory synchronization, you cannot configure the functions of the service, only the global access controls for the service. Table 8-1 lists the common Exchange functions that you will use to manage Office 365.
Note
If you are using Azure Active Directory synchronization, Exchange functions are controlled by the on-premises Active Directory. You can find the Azure Active Directory synchronization connector at 
                  https://portal.azure.com
                .


            Table 8-1
                    Exchange Administration Functions
                    
                      
                      
                    
                  


	Task
	Description

	Exchange administration roles
	Reviews the different Exchange roles for managing Office 365.

	Default user role
	Explains the default user roles and permissions.

	Conference Room/Resource Room
	Explains how to set up and manage a conference room.

	Changing a user name and e-mail address
	Changing an e-mail is a two-step process. This is how you change the e-mail address of the user accounts.

	Adding a user alias
	Adding an alias e-mail or changing the default e-mail address.

	Shared mailbox
	Explains how to create a shared mailbox for the smartphone or Outlook.

	Creating a distribution group
	Explains the different Office 365 distribution groups.

	Sending e-mail from an alias e-mail address
	Allows the user to send an e-mail from a different e-mail address than the user’s own e-mail address.

	Smartphone management
	User configuration options for Exchange.

	Troubleshooting: Autodiscover
                          
                          
                        
	Desktop configuration to ignore Exchange Server.




          
Teams allows you to communicate internally without any configuration. The normal configuration is to enable communications with external users (Skype and smartphones). The problem is external communication. The administration topics in Table 8-2 are the configuration changes that are required to address communication across different external domains.Table 8-2
                    Teams Administration Functions
                    
                      
                      
                    
                  


	Task
	Description

	Setting up Skype for Business
	Enabling Teams to communicate with noncompany users

	Adding Skype voice and porting phone numbers
	Adding Skype voice local and international calling

	Configuring dial-in conferencing
	Adding dial-in conferencing for Teams users

	Communicating with Skype users
	Step-by-step instructions to enable Teams to Skype integration

	Restricting Teams users’ capability
	Restricting Teams capabilities in the admin center




In addition to the administration section, we have included an overview and usage section on PowerShell. PowerShell is extremely useful if you must implement unique functions or must repeat a set of tasks multiple times. Office 365 may be completely administered from PowerShell, and our discussion is not a complete list. The objective of this chapter is to show you the various options you can use in managing Office 365.

Office 365 Administration Center
The Office 365 administration consoles are easy to access once the user logs into Office 365. Once you have selected the admin console, select the admin center. The admin center only shows the admin console for the licenses that have been activated for Office 365. For example, if the Teams licenses are not purchased, there is no access to the Teams admin center. The Office 365 admin center is used to administer global functions
              
              
            . These oversee permissions, security groups, domain management, and system health. However, the Office 365 admin center is limited if directory synchronization is enabled. When directory synchronization is enabled, Office 365 acts as a backup to the on-premise Active Directory. In this case, only those functions that are not on the on-premise servers can be modified by Office 365.
Accessing the Office 365 admin center is simple: just log in to Office 365. If you have the permissions, you will land at the main page. Select the Admin dashboard (see Figure 8-10). If your permissions are limited, your menu options will be limited to reflect your privileges. One of the first areas to access is the Licenses area. This is located under the Billing. The Licenses will show you the active license mix in your Office 365 tenant.[image: A429219_1_En_8_Fig10_HTML.jpg]
Figure 8-10Dashboard after logging in as an administrator




As Microsoft builds out newer releases of Office 365 and reengineers the administrative panel, the biggest change will be the customization of the user experience. As an example, we will have a different experience (similar to the dashboard in Figure 8-11) versus the security administrator, who will have more information about security and less about service tickets.[image: A429219_1_En_8_Fig11_HTML.jpg]
Figure 8-11Licenses dashboard, under Billing 
                      
                      
                    
                      
                      
                    




The Office 365 Licenses tab gives you a good overview of the active and expired licenses. Different admin center access is based on the licenses assigned to the user account. Office 365 plans have different admin centers and configuration options.
To access the administration area for other Office 365 features, click Admin and then select the appropriate admin center you want to use (see Figure 8-12).[image: A429219_1_En_8_Fig12_HTML.jpg]
Figure 8-12Office 365 admin centers




The Office 365 admin center is organized into separate admin centers based on your license mix. Administrator access is granted if the license is assigned to the global administrator account (see Figure 8-13). Earlier we discussed the different types of administrators. Different versions of the administration dashboard appear in the previous figures.[image: A429219_1_En_8_Fig13_HTML.jpg]
Figure 8-13Overview of the admin center functions




The global administrator sees all administrator functions that are licensed and can configure the admin centers, such as Exchange, Skype for Business, SharePoint, Yammer, Compliance, Azure AD, and Intune. Other service centers are added based on the optional subscriptions that were purchased. For example, if you purchased Dynamics CRM and added this to your subscription, you would have access to the Dynamics admin center. Likewise, when we added Windows EMS licenses to our Office 365 tenant, we enabled Azure features for Office 365. Once you have selected the administration dashboard, you can select the different admin centers that you need to configure your Office 365 company.
Note
We review the key administration configuration areas that are important for Office 365 and leave the remaining ones for you to explore. Most of our focus is on the service admin centers.


              Administrator Roles
            

There are different permission structures in Office 365, depending on which console you are given permissions to use. The basic administrator permissions of Office 365 are shown in Figure 8-14. There are five different administrator permissions that may be assigned to user accounts on Office 365. The only account that is assigned global permissions by default is the first account. This account was created when you purchased the service. All other accounts are assigned user-level permissions. Depending on the size of the organization, it may make sense to assign different roles for different job functions.[image: A429219_1_En_8_Fig14_HTML.jpg]
Figure 8-14Office 365 administrative roles (courtesy of Microsoft)




Microsoft’s approach is to provide administration management like on-premise Active Directory. Active Directory Synchronization (using AD Connect) used to “sync” the AD environment to Office 365. The Office 365 (and Azure) permissions are global in design, and the individual admin centers are used to restrict permissions. For example, global administrators have all rights, but to access eDiscovery data, the data needs to be placed in the appropriate Exchange administration permission groups. Smaller companies do not need to have such distributed administration rights and tend to be less granular. Small organizations typically assign three roles: Global administrator, Billing administrator, and Password administrator. There are additional permissions that are assigned based on the additional subscription offerings (see Figure 8-15).[image: A429219_1_En_8_Fig15_HTML.jpg]
Figure 8-15Office 365 administrative roles with additional license roles




In Figure 8-15, the additional license roles are for Skye for Business, Dynamics 365, and Power BI. In addition to the license roles, there are roles that are granted for the Microsoft Direct and Indirect Cloud solution partners. These additional roles are granted by customers to help manage the Office 365 offering they have purchased from Microsoft.
Step back and look at your company and the different roles you can assign to personnel in your company. Microsoft’s security model is to assign the least role possible and to grant basic permissions that are required to complete the job. When you assign roles, verify that you are providing access at the appropriate level needed to execute the administrative task. Table 8-4 has detailed descriptions of the different administrator rights.
Note

Global administrators are assigned all rights by default. A global administrator can grant themselves the rights to read any user’s mailbox by simply opening a mailbox other than their own. Business owners are cautioned to grant these rights only to those who need them.


              Table 8-3Office 365 Role Descriptions


	Role
	Description

	
                          Global administrator
                          
                            
                            
                          
                        
	This is the company administrator. Users in this role have access to everything or the permission to add them to a dedicated role where they do not have permission (such as discovery management).

	
                          Billing administrator
                          
                            
                            
                          
                        
	Access to all financial transactions. Delegated partners do not have access to this information.

	
                          Password administrator
                          
                            
                            
                          
                        
	They can reset only passwords of users and other administrators at the same level of permissions.

	
                          Service support administrator
                          
                            
                            
                          
                        
	This is a limited administration role. Users in this rule can only view the portal and assign support tickets. Typically, users who are assigned this role have a different role assigned to the different subsystems, such as Exchange.

	
                          User management administrator
                          
                            
                            
                          
                        
	These users can assign licenses and passwords but cannot make changes to other admin accounts that have more privileges than they do.




            
The typical Office 365 configuration leaves one account (usually the root account—the initial Office 365 account) as a global admin user without any user licenses. Some organizations leave this as a global admin account, and others use it as a user account. Regardless of what you do, the first account is the root account. The root account should never be used as a user account. The root account in Office 365 is the base account that is used to create all the different services that are linked to the Office 365 tenant. As Microsoft has deployed new versions of Office 365, the dependence of the root account has been minimized. We recommend that you do not delete or assign a user to this account.
In the past, the first account was a sacred account, and many Office 365 services depended on this account. Microsoft addressed the dependency of the first account by creating a new internal Office 365 group known as the 
                company administrators
                
              . All global admins are members of the company administrator group. This group is where the base permissions are assigned in Office 365. This internal account reduces the criticality of using the root account as a user account.
Our approach in setting up Office 365 customers has changed over the years. We always recommend the following configuration for our new Office 365 clients. There are additional measures you can take in the configuration of your Office 365 company. Some of these were discussed in Chapter 7. Our typical configuration for Office 365 includes the following:	Enable 360-day auditing for all delegated administration and administration access (see the “PowerShell” section).

	Enable the audit logs in the Security & Compliance Center.

	Enable the EMS productivity suite with extended security analytics.

	Deploy Multi-factor authentication on global admin accounts.

	Do not use a global admin account as a personal account.

	Set passwords to never expire (if you have deployed MFA).

	Review the Azure audit logs, Azure sign-in logs, and Office 365 audit logs weekly.

	Download and archive the three logs (mentioned earlier) monthly in case you have a breach. You can also set up the logs for long term storage in Azure.




Our objective is to provide you an overview of the key areas you need to cover on Office 365 as an administrator. To understand the administrator functions better, you need a roadmap as to what to look for.
Note
If you have not configured your domain for Office 365, complete that step before you add user accounts. If you add user accounts and then change the domain, the desktop user configurations will need to change to map to the new IDs and e-mail accounts.


Config: Overview
The Office 365 admin center (see Figure 8-16) is extremely flexible for managing your Office 365 organization. Our first step to managing Office 365 is to make sure you have the correct administrative roles assigned to your IT support staff. The next step is the configuration of the 365 tenant. The basic Office 365 admin center allows you to manage users, groups, support, settings, setup/domains, reports, and health. The additional admin centers are used to manage the unique features to each of your subscription. As an example, if you only purchase Exchange plan 1 (and not other features), then the admin center will only have Exchange and Security & Compliance Center as options.[image: A429219_1_En_8_Fig16_HTML.jpg]
Figure 8-16Office 365 admin center




In previous chapters, we reviewed the Security & Compliance, Azure AD, and EMS/Intune. This chapter, besides covering the Office 365 administration, will also review Exchange, Skype for Business, SharePoint, and OneDrive from an administrator perspective. There may be additional admin centers listed in your Office 365 tenant. These centers appear based on the active license assigned to the Office 365 tenant.
Note
We always recommend that you purchase at least one Microsoft 365 E5 suites and assign it to the first global administrator account created. Your Office 365 tenant will function better.

The configuration sections that follow are organized based on the required configuration order. As an example, to configure users, you need to configure your Office 365 domain and have the appropriate licenses assigned to your tenant. If you have this already configured in your Office 365 account, then use this section to review what you have set up. In our case, when I wrote this chapter, I discovered that the Office 365 domain structure changed, and even though my Office 365 was functioning, the features were having weird hiccups that no one could explain. I discovered that the DNS setup I had was no longer valid and needed to be updated.

Config: Domains

There are no practical limits on the number of domains that can be verified on Office 365. The rules are simple: you need to verify a domain if you want to use the domain in Office 365. Once you verify the domain, you assign the domain different use rights, depending on the licenses that were purchased for your Office 365 service.
There are many reasons to add a secondary domain. This could be to restrict specific services for a segment of users. This allows administrators to restrict services on domains. Adding a domain is straightforward: just add the domain (see Figure 8-17) and enter the necessary record changes in the DNS. When you add the domain, it is easy to follow the wizards; just be careful with the options that you select. We typically use a manual approach when adding DNS records once an Office 365 account is active. To add a domain, follow these steps:	1.Select the Domain sidebar menu option (from the grid, select Admin ➤ Microsoft Admin center ➤ Setup ➤ Domains) and then select “Add a domain.”


 

	2.Add the TXT record to your DNS provider.


 

	3.Add the remaining DNS records (if you have not moved your e-mail to Office 365, do not change the MX, SPF, and Autodiscover records).


 

	4.Verify your DNS record and fix any record errors.


 

	5.Verify that you have fully deployed the enterprise mobility cnames.


 




The migration to Office 365 was covered in Chapter 7. In the previous steps, if you have already cut over to Office 365 or added another domain to Office 365 (the focus of this chapter), then change the MX, SPF, and Autodiscover records.[image: A429219_1_En_8_Fig17_HTML.jpg]
Figure 8-17Office 365 adding a domain




After you select “Add a domain,” enter the records in Office 365 and validate the domain. If the record cannot be validated or is in use by another Office 365 tenant, the domain validation wizard will allow you to send an email transfer request to the owner of the domain you are trying to validate. You can only have one Office 365 tenant per domain.
We started the process of adding the domain to Office 365 (see Figure 8-18). The first step was to verify the domain with the TXT records. Once the DNS verification records was added, we used the Domain wizard to add/validate the complete. When you have successfully added the records, you should see a summary page (see Figure 8-19). If you have errors, the Domain wizard will display the errors so you can resolve them.[image: A429219_1_En_8_Fig18_HTML.jpg]
Figure 8-18Office 365 verifying the domain in Office 365



[image: A429219_1_En_8_Fig19_HTML.jpg]
Figure 8-19Complete domain adding process for Office 365




Config: Domain: Troubleshooting
Once you have added the domain, Office 365 constantly verifies your DNS and highlights the invalid DNS records. Fixing the records is easy: just select the domain (see Figure 8-20) and then select Check DNS. If there are any issues present or a configuration that you can’t use, Fix Issues is available as an option. Correct these records in your DNS records and verify them until all the records have no errors.[image: A429219_1_En_8_Fig20_HTML.jpg]
Figure 8-20Fixing the DNS records






Config: Adding/Changing and Decreasing Licenses
There are multiple ways that you can change license numbers in Office 365. Microsoft allows you to change the existing license quantity, add new licenses by purchasing URLs, purchase a volume license key, or purchase licenses from your Microsoft Partner. The question for most users is where to find the simple display that summarizes the license mix. To find out the license mix, select the Products sidebar menu option (from the grid, select Admin ➤ Admin Center ➤ Setup ➤ Products).
You can manage the licenses from the setup portal. What Office 365 does is link the portal into some of the other portals (see Figure 8-21). For instance, the assign function links this to the user assignment. Likewise, the purchase option links you into the subscription adjustments.
If you are using a CSP, you will need to contact your CSP partner or use your partner’s configuration portal to adjust the licenses. KAMIND IT’s license portal is at 
                  www.kamind.com/license
                 and requires an Office 365 account to log in. KAMIND IT offers this service at no charge for the license management of Office 365 subscriptions.[image: A429219_1_En_8_Fig21_HTML.jpg]
Figure 8-21License mix summary with shortcuts




Reducing licenses is simple in the administration portal (see Figure 8-22); just select the Subscription sidebar menu option (from the grid, select Admin ➤ Admin center ➤ Billing ➤ Subscription) and the subscription that needs the license quantity adjusted. You can reach this same menu from the Products menu.[image: A429219_1_En_8_Fig22_HTML.jpg]
Figure 8-22Changing the license quantity




You can also increase the number of licenses through the same process (described earlier), or you can purchase a volume license key from a reseller. These volume license keys are called open license keys. The process of adding licenses is slightly different when you use a reseller to purchase the license. Figure 8-23 shows you the different ways you can activate an open license key from your Microsoft Partner. Open licenses are different than a license from a CSP partner. If licenses were supplied by a CSP partner, these license adjustments will automatically appear in your account.
Note
If your Office 365 is supplied from a CSP (direct or indirect), check with the partner for the best way to change the license quantity. Different partners offer different incentives based on the organization size.


              [image: A429219_1_En_8_Fig23_HTML.jpg]
Figure 8-23Different types of open subscription activation and links




            
When you purchase an open license from a partner, you retrieve the subscription license number from the volume license center (
                  www.microsoft.com/licensing
                ) and select the appropriate link to start the activation process (see Figure 8-24). You must be a global administrator to add the open license key to your Office 365 environment.[image: A429219_1_En_8_Fig24_HTML.jpg]
Figure 8-24Activating the open license key
                        
                        
                        
                      




Log in to the Office 365 tenant and follow the wizard to add the new subscription to your environment. If you purchase multiple licenses of the same license type (an E3 Open subscription), all the licenses are pulled together as one license group. It works better if you add each license one at a time to get the correct expiration dates. In Figure 8-25, we are adding 25 licenses. If there were multiple licenses added on the same date, Microsoft gives you the option to group the licenses together for a common renewal date.[image: A429219_1_En_8_Fig25_HTML.jpg]
Figure 8-25
                      Grouping licenses
                    




Once you have added the licenses to your Office 365 subscription, the new licenses are updated in your subscription portal. We recommend you always add the licenses before you add users.

Config: Password Expiration
Office 365 allows you to configure a password policy to allow password changes between 14 and 730 days (see Figure 8-26). Typically, a password policy is set to 90-day expiration and with a 14-day warning. To change the password policy, select Security (from the grid, select Admin ➤ Admin center ➤ Settings ➤ Security) and change the parameters for your password reset. In the security area, you also have the master control to turn on/off sharing for the Office 365 tenant.
Note
If you deploy MFA and use the Microsoft Authenticator application (as we discussed in Chapter 5), you can set your passwords to not to expire. This is more secure than changing your password every month.


              [image: A429219_1_En_8_Fig26_HTML.jpg]
Figure 8-26Changing the password policy




            
Once you have edited the password option, set the password policy for your organization. We recommend you leave the default (change passwords every 90 days), unless you are planning to enable multifactor authentication. Changing the password is simple: select the new password option and click Save after you make the changes (see Figure 8-27). These changes are global and affect all users.[image: A429219_1_En_8_Fig27_HTML.jpg]
Figure 8-27Setting the password option
                        
                      




Note
If you are setting passwords to never expire, purchase additional security subscriptions to manage your Office 365 tenant and enable multifactor authentication. The best subscription to do this with is to use EMS E5 and enable Azure Identity.


Config: Completing Company Configuration
Before we leave the configuration section, there are some additional areas that need to be changed to support your Office 365 deployment (see Figure 8-28). Let’s look in detail at the other functions in Settings (from the grid, select Admin ➤ Admin center ➤ Settings). The Settings area allows you to customize your Office 365 deployment. Settings is where you customize your Office 365 environment and make it unique for your deployment. This section allows you to do the following:	Services & Add-ins: Optional application and features

	Security & Privacy: Control external sharing of documents throughout Office 365

	Domains: Add/remove domains for new e-mail address

	Organization Profile: This section contains information about the company and the organization Office 365 configuration preferences 

	Partner Relationship: Control partner administration functions




When Microsoft releases a new feature, these features are optional for the organization. To enable the feature, you must actively turn the feature on for deployment. A good example is Microsoft Teams. This is like the third-party product Slack, but Teams is included in your Office 365 subscription. To access Teams, select Admin ➤ Admin Center ➤ Teams & Skype (see Figure 8-29)[image: A429219_1_En_8_Fig28_HTML.jpg]
Figure 8-28Configuring Office 365 company options



[image: A429219_1_En_8_Fig29_HTML.jpg]
Figure 8-29Enabling Office 365 Teams features



.

Config: Partner Administrators
“Partner relationships” is where you add a partner as a delegated administrator. These are your trusted advisors. There are two types of delegated administrators: Microsoft and Microsoft Partners. When an Office 365 site is created, no administration rights are granted to any external parties. Microsoft does not have the ability to access user data, unless that right is granted by the account owner. There are two types of partner administrators: delegated administration from a Microsoft cloud advisor and a Microsoft CSP (see Figure 8-30).[image: A429219_1_En_8_Fig30_HTML.jpg]
Figure 8-30Types of Microsoft cloud partners




The account owner (global admin) can add (or delete) cloud solution advisors and add (or delete) the CSPs as needed, with some caveats.	Cloud solution advisors are partner 
                      
                      
                    global administrators and need to purchase licenses through Microsoft or a third party. You can add/remove these advisors as needed.

	Cloud solution providers are partner global administrators and provide licenses to Office 365 customers through a partner administrator. You cannot remove these providers unless you have removed the licenses provided by these providers.




CSPs are different from CSAs. For example, KAMIND IT CSP offerings are listed at 
                  www.kamind.com/csp
                . Keep in mind that if you purchase licenses through a CSP, your Microsoft account is managed by the CSP, not Microsoft. If you remove a partner CSP access, you may have breached your agreement with Microsoft.

Config: Adding, Deleting, and Restoring Users
Office 365 supports many features that you can configure through the Office 365 user interface. Some actions (such as setting conference room permissions) are available only using PowerShell. If you are running Active Directory Synchronization (AD Connect), you can use your on-premises Exchange Server 2010/2013/2016/2019 or Active Directory tools to configure services (and sync those changes into the cloud). Our focus in this chapter is on the user configuration of Office 365 using the Office 365 interface.
There are four primary user operations for administration:	Adding single users via the user interface

	Bulk-adding using a CSV file and the GUI interface

	Deleting users

	Restoring users




If you need to assign user passwords, you need to use the PowerShell commands. Typically, we load the users using the bulk-load options, and then we assign the passwords using PowerShell. If you have an Active Director Connector (AD Connect) running in your on-premises environment, you need to assign passwords using the on-premises Active Directory tools.
Note
Some organizations use Exchange Server Management Console to manage Office 365. This is not needed and causes more problems in managing Office 365. The best tool to use to manage Office 365 connected accounts is the Windows Server Active Directory Administrator Tools.

Users: Adding Office 365 Users via the Office 365 Admin Center
The Office 365 user administration tool can add users only at the Office 365 level. If you have a connected on-premise environment and those users access on-premise resources, you must add the users using the on-premise Active Directory administration tools. The Active Directory Connector enables only specific Active Directory objects to be used in the cloud and is a one-way activity.
Log in as an administrator (at 
                    https://portal.office.com
                  or
                    http://portal.microsoft.com
                  ), as shown in Figure 8-31. Click the nine-block grid (at the top left). Next, click Admin ➤ Admin center ➤ Users ➤ Active users. Click “+ Add users” to add a new user.[image: A429219_1_En_8_Fig31_HTML.jpg]
Figure 8-31Adding users to Office 365




Fill in the information for the user and create the account. The minimum information you need to create a user is the username (first, last), e-mail address, and licenses. There are additional configuration options on user accounts (contacts, password, products, and administration roles) that may be needed. These additional fields are optional. There are four steps to set up a user account.	1.Set up the user name and primary e-mail address.


 

	2.Set the user password.


 

	3.Set the user administration permission (no administrator rights are the default).


 

	4.Assign a license.


 




These steps are reviewed next.
Step 1: Add User Information and E-mail Address
See Figure 8-32.
                    
                    
                    
                  [image: A429219_1_En_8_Fig32_HTML.jpg]
Figure 8-32Adding the user information





Step 2: Add Password Information
It is important that you change the default password policy when you create a new user. There are cases where you need to set the password when the account is created and cases where you need to have the user reset the password. Our recommendation is that you always have the user set their own password (see Figure 8-33).[image: A429219_1_En_8_Fig33_HTML.jpg]
Figure 8-33Assigning password and setting the administrator role





Step 3: Assign Administration Roles
When you add a user, you can assign the role for the user (see Figure 8-34). Only global administrators can assign administrator roles. If you assign a user admin rights, you need to supply a mobile phone number in the contacts and an alternate e-mail address (not located in your current Office 365 tenant); otherwise, you cannot create a new account. All administrator users must have a cell phone that receives calls.[image: A429219_1_En_8_Fig34_HTML.jpg]
Figure 8-34Assigning the admin user





Step 4: Assign the Licenses to the User
You can assign any valid license to the user. You can also selectivity assign access to the various Office 365 services (see Figure 8-35). Office 365 allows you to enable/disable different services associated with the license. Some organizations do not want to allow users to access services that the help desk cannot support. The global administrators can enable or disable the service on each user account or using PowerShell. Once you have selected the appropriate licenses and other license features, click Save. You have created the user account.[image: A429219_1_En_8_Fig35_HTML.jpg]
Figure 8-35Assigning the license to the user




In this example, we assigned E5 licenses with the Enterprise Mobility Suite (EMS) and Skype for Business. As an administrator, you can selectively remove access to different licenses. To remove capabilities, just move the option switch to Off.


Users: Changing User Information
You can also change any information about a user. Just select the user and edit the information (see Figure 8-36).[image: A429219_1_En_8_Fig36_HTML.jpg]
Figure 8-36Changing user information






Users: Deleting

Deleting users is as simple as selecting the user and then selecting Delete (see Figure 8-37). If the “delete user” trashcan icon is not present, then the user is blocked from deletion in Office 365, and you need to use the PowerShell command to remove the user account. A blocked user account usually happens when a user is placed on legal hold or when an account was not deleted properly. To remove users that are on litigation hold, you need to remove the in-place hold or the legacy litigation using PowerShell or the Exchange admin center. Once the in-place or litigation hold is cleaned up, you can delete the user. When you delete an account, we recommend you follow these steps:	1.Remove any legal hold on the account.


 

	2.Disable the archive on the account (if enabled).


 

	3.Remove any e-mail alias assigned to the account (leave only the 
                            onmicrosoft.com
                           name and SIP).


 

	4.Set the user account to the 
                            onmicrosoft.com
                           name as the primary address.


 

	5.If you do not want to keep e-mail (or move e-mail to another account), then remove all licenses from the account.


 

	6.Delete the account. (If you delete the account, the mail will be deleted!)


 




Note
Before you remove the user account (as suggested earlier), verify that you have the OneDrive for Business data backed up. Removing the e-mail address may delete the user’s OneDrive for Business data. Deleted account data will be retained for 30 days after the account has been deleted or licenses has been removed.


                [image: A429219_1_En_8_Fig37_HTML.jpg]
Figure 8-37Deleting a user account




              
Deleted users can be recovered up to 30 days and are in the Deleted Users folder. If you want to remove the user from the Office 365 Deleted Users folder, run the following PowerShell command to purge the user account. If you have not set up PowerShell, see the “PowerShell” section later in this chapter. These PowerShell examples are code snippets and require the necessary credentials to execute.
PowerShell provides commands to return the list of deleted Office 365 users. This PowerShell command returns all the deleted user accounts in the recycle bin with the GUID for the user.
                      Get-MsolUser –ReturnDeletedUsers
                    



Here are the PowerShell commands to remove the user account from the Deleted Users folder using the user e-mail address:
                      Remove-MsolUser -User <such as user@contsto.onmicrosoft.com> –RemoveFromRecycleBin
                    





Users: Restoring
To restore deleted users, select “Users and groups” and then “Deleted users.” You can then select the user account you want to restore. Deleted users remain in your Office 365 Deleted Users recycle bin for 30 days, depending on the configuration of Office 365. Figure 8-38 shows the deleted users restoration option. Just select the user and then click Restore. You can only restore users to the same license provisioned to the user account when the account was deleted.[image: A429219_1_En_8_Fig38_HTML.jpg]
Figure 8-38Restoring a deleted user




After you select the user to restore, Office 365 will confirm the restoration and allow you to set the password as well as decide whether the user should reset the password on login to the Office 365 services.


Note
If you attempt to restore a user and it fails because of the account being managed by a different service, use the RestoreMsolUser PowerShell command to restore the user account.



Users: Renaming
Renaming
                
                
                
               a user display name is a simple process: select the user account from the Office 365 admin center, followed by Actions, and then the property you want to change (see Figure 8-39).[image: A429219_1_En_8_Fig39_HTML.jpg]
Figure 8-39Changing a user’s properties




After you select the user, select the edit function for the area that you want to change. For example, you can select the user name/e-mail address and change the username, add an e-mail alias, and set the domain as the primary login address (see Figure 8-40) of the user.[image: A429219_1_En_8_Fig40_HTML.jpg]
Figure 8-40Editing the user e-mail address and login domain




Note
If you want to change the user e-mail address to a different alias, you can do that when you edit the user account. The e-mail alias will be set only if the alias e-mail address does not exist on any other user account. If the e-mail alias does exist on another user, the change you made will fail.


Config: Groups (Office 365 and Security Groups)
Groups are used to manage permissions globally in Office 365. There are different ways to use security groups. You can use security groups to filter users and administrator permissions (useful in large organizations). You can also use security groups to manage permissions for different services. SharePoint (as an example) can use security groups to grant permissions to various site libraries for users. You can also use SharePoint security permissions to restrict access to different libraries in SharePoint. For example, in large organizations, you can create a security group to isolate users from each other and use security groups to manage access to different federated services (such as Intune and Azure services). There are different ways to use security groups, depending on your business needs. Some organizations use security groups to manage SharePoint services. For example, a SharePoint site is designed and security groups are created to assign permissions to different areas. The global administrator adds accounts to the different security groups, depending on the business requirements. The users added to the security groups inherit the permissions necessary to access the functional areas in SharePoint.
Creating security groups
                
                
                
               is easy. Sign in as an administrator, and select Groups (select grid, then Admin ➤ Admin Center ➤ Groups ➤ Groups). Click the + to add a new Office 365 group or a security group (see Figure 8-41).[image: A429219_1_En_8_Fig41_HTML.jpg]
Figure 8-41Selecting or creating a new group




If you’re looking to create a different type of group (other than a distribution group), select the type of group from the drop-down (see Figure 8-42) and then follow the same steps for creating a new group.[image: A429219_1_En_8_Fig42_HTML.jpg]
Figure 8-42Creating a different type of group





Config: External Sharing

The administrator uses external sharing to manage external access to manage Office 365. Office 365 is designed for collaboration. As an administrator, you control how SharePoint (aka sites), calendars, and teams are shared. There are two steps to manage collaboration: enabling the service for external users (set the capability on or off) and configuring the local services (SharePoint, Skype for Business account) in the various admin centers. If you disable the global options, then the local service options will not have those external feature options. You should configure the services, as shown in Figure 8-43, for external sharing.[image: A429219_1_En_8_Fig43_HTML.jpg]
Figure 8-43Office 365 admin center: external sharing settings




Config: External Sharing, Sites
If you select “Site settings,” this will give you the necessary controls to manage external sharing for the SharePoint Office 365 SharePoint services and OneDrive for Business. The “sites” sharing controls are used to enable these services for external access. As an administrator, you can choose to define how you externally share. In Figure 8-44, you can see three different models for sharing Office 365 content.
Note
Authentication requires that you have an Office 365 Work account or a Microsoft account. A Microsoft account can be any e-mail address. When you create a Microsoft account, you are adding additional security credentials to your e-mail address. To create a Microsoft account, go to 
                      http://account.live.com
                    .


                [image: A429219_1_En_8_Fig44_HTML.jpg]
Figure 8-44Office 365 admin center: external sharing settings




              
Once you have set up global sharing, then the next step is to configure the individual sites (see Figure 8-45). Go to the SharePoint admin center (select Grid and then Admin ➤ Admin Center ➤ Admin Centers ➤ SharePoint). When you create a new SharePoint Site, the default sharing is off, and you need to enable sharing. To enable sharing, select the “site” in sharing, then click the Sharing icon, and then define how you want to share the site. If you want to control the OneDrive for Business sharing, select the site that has -my. This is 
                    https://kamindsecure-my.sharepoint.com
                   (also known as the OneDrive for Business sites).[image: A429219_1_En_8_Fig45_HTML.jpg]
Figure 8-45SharePoint admin center: external sharing settings
                          
                          
                        




This is how an administrator manages the external access to different sites. Administrators have the permission to set the allowed sharing (with logins, without logins, or disabled altogether). Administrators also can manage the external users that have shared documents (see Figure 8-46).[image: A429219_1_En_8_Fig46_HTML.jpg]
Figure 8-46Managing external sharing on SharePoint Site and OneDrive for Business
                          
                          
                        





Config: External Sharing, Calendar
Administrators can also control the way calendars are shared. For example, you may want to openly share information with external users to see the details in your calendar when you get a meeting invite. Likewise, you may want to restrict the information to free/busy. The settings in Figure 8-47 apply to all users globally, regardless of their individual settings.[image: A429219_1_En_8_Fig47_HTML.jpg]
Figure 8-47Managing external sharing of calendar for Office 365 users





Config: External Sharing, Teams

Teams is the business version of Skype. Business users can communicate to other business users by using an e-mail address, if the sharing is enabled in the Office 365 account. Skype users can communicate to Teams users only if the administrator has allowed this option. In both cases, you need to have the e-mail address of the user to speak with them. To set up Teams sharing, go to the Teams admin center (select Grid, then Admin ➤ Admin Center ➤ Admin Centers (at bottom) ➤ Teams & Skype for Business) If you purchased the Teams calling plans, we’ll walk you through the configuration steps later in the chapter. The basic sharing configuration (allowing you to speak with other Teams users and Skype users) are controlled, as shown in Figure 8-48.[image: A429219_1_En_8_Fig48_HTML.jpg]
Figure 8-48Setting global options for Teams 







Admin Center: OneDrive for Business

One Drive for Business subscriptions have gone through a lot of changes since the service was released in 2014. The old SharePoint client is obsolete. Users can use the same sync client for all OneDrive activities (including SharePoint). The file size limits have changed considerable, and the new sync client can sync up to 100,000 files (see Figure 8-49). If an Office 365 tenant has 5 users or more, the OneDrive for business Plan 2, have unlimited storage, otherwise it is limited to 5TB. OneDrive plans allows you to store files in size up to 15GB in size. There are limitations on file names (see 
                https://support.office.com/en-us/article/invalid-file-names-and-file-types-in-onedrive-onedrive-for-business-and-sharepoint
              )[image: A429219_1_En_8_Fig49_HTML.jpg]
Figure 8-49OneDrive for Business limits




Along with the changes in OneDrive for Business, a new admin center gives visibility into the usage. Administrators can manage OneDrive from either the PowerShell or GUI interface. Figure 8-50 shows the usage reporting available for OneDrive for Business.[image: A429219_1_En_8_Fig50_HTML.jpg]
Figure 8-50OneDrive for Business usage




The OneDrive for Business administration site has changed. Administrators can select the OneDrive administration (see Figure 8-51). The new admin center will allow you to set the necessary controls on your Office 365 tenant. These controls include sharing, sync, storage size, device access, compliance, and notifications.[image: A429219_1_En_8_Fig51_HTML.jpg]
Figure 8-51OneDrive for Business usage report




The approach for OneDrive for Business administration is to enable the service for collaboration. As an administrator, you will need to review the configuration and set up some limits. When we add a new client to us manage services, we have a discussion with the customer about the limits.
Sharing: Do you limit sharing to external companies; if so, what are the limits?
Sync: Do you enable the desktop sync client?
Storage: Set to 5TB limits and 1530-day data retention (see Figure 8-52).[image: A429219_1_En_8_Fig52_HTML.jpg]
Figure 8-52OneDrive for Business with 5TB limits and 1,530-day retention




Device access: Do you limit this to known IP addresses and deploy policies?
Compliance: What alerts do we set to manage OneDrive activity?
Notifications: How do you communicate to the end user?
These are typically questions that need to be answered by the compliance officer. Data is the company’s lifeblood. The Office 365 OneDrive admin center allows you to place strategic controls over the management of the information to prevent data loss in the organization. One of the first questions that is asked is how do you limit external access (see Figure 8-53). The typical follow-up question is how do you limit the devices that can connect to OneDrive for Business.[image: A429219_1_En_8_Fig53_HTML.jpg]
Figure 8-53OneDrive for Business sharing




As you look through the OneDrive for Business configuration, refer to the questions that were asked earlier, explore the OneDrive for Business admin center, and set up the configuration to map to your organization. As an example, if you want to control OneDrive for Business for only approved devices, you have the ability to do that with the device access control (see Figure 8-54). OneDrive for Business allows you to do the following	Limit access from specific IP addresses (lock it to a company’s Internet)

	Deploy a policy for Mobile Device Management




OneDrive for Business has the ability to sync files as large as 15MB and as many as 100,000 files. With the size limit of 5TB (and more if you need), there is a lot of flexibility.
Note
OneDrive for Business supports two different deployment plans. Plan 2 is for subscriptions that are E3 or higher. Plan 1 is for all other plans.


            [image: A429219_1_En_8_Fig54_HTML.jpg]
Figure 8-54OneDrive for Business device management and mobile policy




          

Admin Center: Teams & Skype
Teams (now includes Skype for Business features) is a fully featured communications tool that supports file sharing, web conferencing, voice communications, and many other features (like Skype, but with many more features). Teams integrates into Microsoft Exchange and acts as a phone switch for incoming voice calls. Large organizations use Teams as desktop phone replacements and allow their users to deploy Teams clients on any mobile or desktop device. Teams supports enterprise voice (both people can talk at the same time). There are many different characteristics of Teams; it is a powerful and popular business communication tool, and the data it accesses is encrypted between parties. The Teams phone system services are a $4 to $24 add-on to Enterprise subscriptions in most states.
Note
If you are having trouble with file transfer on Teams clients, download a new version of the Teams client from Office 365 or run an online repair on the Office 2016 installation.


            [image: A429219_1_En_8_Fig55_HTML.jpg]
Figure 8-55Accessing the Teams administration center




          
Teams: Federation
Skye for Business is configured to communicate to external users. To verify the configuration for Skype for Business, select the Teams admin center from the Office 365 dashboard (under the Admin tab) and then select “organization” and “external communications” (see Figure 8-56). Teams federation is enabled, and if the service is not configured within a 12-hour period, submit a service request to Microsoft Online Services. Once the Teams service is provisioned, you are enabled for external communications.
Note
It is recommended that you verify the domain prior to enabling Teams federation. If you enable the 
                    onmicrosoft.com
                   domain, there may be some service downtime when you switch over to the verified domain.


              [image: A429219_1_En_8_Fig56_HTML.jpg]
Figure 8-56Enabling external communications




            

Teams: Voice
Teams supports domestic and international voice. The configuration requires that that you have properly set up and verified the DNS. Teams allows you to port numbers to the service or to generate the necessary numbers for your users (see Figure 8-57). The Teams voice management is in the legacy Skype for Business administration center.[image: A429219_1_En_8_Fig57_HTML.jpg]
Figure 8-57
                      Teams admin center
                    




The configuration requires that you have properly set up and verified the DNS. There are two phases to configure Office 365 Teams voice. First, add the phone numbers and assign them to users.
Step 1: Add Phone Numbers

Adding phone numbers is a straightforward process. Select the “phone numbers” option, followed by +, and then add the new numbers (see Figure 8-58).[image: A429219_1_En_8_Fig58_HTML.jpg]
Figure 8-58Adding numbers in the Teams (Skype for Business) admin center




The Teams phones are grouped into two different types: user numbers and service numbers. Select the type of voice link that you need to use for the Office 365 services. You can check your location to see whether a phone number is available (see Figure 8-59). Enter the desired number of phone numbers. Teams will attempt to acquire the phone number that you need.[image: A429219_1_En_8_Fig59_HTML.jpg]
Figure 8-59Selecting a phone number for Teams (Skype for Business)





The phone numbers are available for only a few minutes. The phone number request is from the telephony service provider. If you do not select the phone numbers, they will be returned to Microsoft for allocation to other users.
Note
Teams voice is a new service. Like any VoIP service, it is best to configure the service to meet the business needs (use the number provided). Once you are ready to transition to the new service, then port the phone numbers. Number porting is not instantaneous.


Step 2: Add an Emergency Response Location
Once you have your phone number, you can set an emergency response location (see Figure 8-60).[image: A429219_1_En_8_Fig60_HTML.jpg]
Figure 8-60Assigning an emergency location





Step 3: Add Phone Numbers
Once you have your emergency response location set up, the next step is to assign the phone number to the different user accounts. Select the user account (see Figure 8-61) and assign (or remove) one of the phone numbers you allocated from the previous step.[image: A429219_1_En_8_Fig61_HTML.jpg]
Figure 8-61Assigning phone numbers to user for a conference room




Once you assign the phone number to the user, you have completed the configuration of the Teams voice system. The Save button is enabled if the emergency location has been identified (see Figure 8-62).[image: A429219_1_En_8_Fig62_HTML.jpg]
Figure 8-62Assigning phone numbers in Skype for Business





Step 4: Verify That Voice Has Been Provisioned
Have your user log out of Teams and then log back in. The “dial paid” will show up once the user logs back in to the service (see Figure 8-63).[image: A429219_1_En_8_Fig63_HTML.jpg]
Figure 8-63Verifying that the voice number is set up for the user’s Skype for Business client




At this point, you are ready to use the service. There are additional configurations of voice systems that you may want to have the user complete. For example, we let our desk (Skype for Business) and our smartphones ring at the same time. To access the ring options, select Tools ➤ Options (under the gear; see Figure 8-64) and then adjust the time length for the phone to ring.[image: A429219_1_En_8_Fig64_HTML.jpg]
Figure 8-64Accessing the Teams options




We have found that setting the phone number to ring for 35 seconds is about the right amount of time to have the phone ring on our cell phone (and be able to answer the call). You set this option under “Call forwarding” in your Teams client.
Note
Make sure that you test the ring delay for voicemail. The default setting, 20 seconds, is too short to ring to a third number; 35 seconds is a better ring delay to launch Teams on your cell phone and to answer the call (see Figure 8-65).


                [image: A429219_1_En_8_Fig65_HTML.jpg]
Figure 8-65Setting the voice options for 35 seconds




              

Step 5: Port the Phone Numbers
After you have tested the service, you are ready to port your phone number to the service. In the Teams admin center, select “Voice” and “Port numbers.” This is not an instantaneous process.
Note
Porting phone numbers is interesting. In the Portland (Oregon) area, we have phones that are caught in an artificial rate district. What happens is that you are charged a forwarding fee and your number is locked for transfer. What has worked for us in these cases is to port the number to a cell carrier, wait a month, and then port the number to Skype for Business. Please refer to your state laws on what you can legally do in your state regarding number porting.



Skype for Business: Conferencing Add-on
There are several different conferencing suppliers for Skype for Business. To find all the providers, in the Teams admin center, select the “dial-in conferencing” tab (see Figure 8-66). You can use Microsoft or a third-party supplier (such as InterCall). Configuration of the service is simple: you need to assign a Teams conferencing license to the user and then enable the service. There is nothing else that you need to do. Microsoft service numbers are integrated with the licenses.[image: A429219_1_En_8_Fig66_HTML.jpg]
Figure 8-66Teams admin center, provider listings




If you are using a third-party provider, enter the dial-in information for the user account under “dial-in users.” Your teleconferencing bridge number is enabled and automatically generated with an Outlook calendar invite if Teams is installed and running on your desktop.
Note
Teams requires that your DNS supplier support service (SRV) records. If your DNS supplier does not support SRV, you need to move your DNS hosting services to a different service.



Admin Center: Exchange
Office 365 administration sites (shown in the admin center) are added based on the licensed purchased. Exchange (e-mail services in Office 365) is a licensed subscription option. The global administrator has access by default, but different administrator access may be disabled if their roles do not permit them access. Role-based permissions are controlled in the Office 365 Exchange admin center (EAC), which is located under Admin ➤ Exchange (see Figure 8-67). All the commands in the following section assume you are operating in the Exchange administration section.[image: A429219_1_En_8_Fig67_HTML.jpg]
Figure 8-67Office 365 admin center




Select Exchange (under admin centers). This is the location to manage the user account with advanced mail flow and mailbox features (see Figure 8-68). If the account is synced via Active Directory, some of these features need to be managed through the on-premises Active Directory center.[image: A429219_1_En_8_Fig68_HTML.jpg]
Figure 8-68Office 365 Enterprise Exchange admin center (EAC)




Exchange Administration Roles

The Exchange admin center includes several administration roles. These roles are used to assign various subtasks to users. The Office 365 global administrator is an organization administrator. The global administrator may not have permission in some Exchange roles; however, the global administrator can be added to that role, but that action is audited. In large organizations, the global administrator accounts are controlled and user accounts are modified with administrator permissions based on the job roles. For example, a large company may create a security group of users from one location, and the Exchange administrator is a user in that security group. The Exchange administrator functions are limited to that location, as defined in the security group. This contrasts with a global administrator who has access to all accounts.Table 8-4Exchange Administrator Roles


	Exchange Server Role
	Description

	AdminAgents
	This contains all the administrators in Office 365 and any other users who are added by the admin. This is where the base Exchange administration permissions are granted.

	Compliance Management
	Users in this role can configure Exchange compliance policies, such as data loss prevention, as well other Exchange policies or compliance issues (see the compliance function in the Exchange admin center).

	Discovery Management
	This role manages the discovery process. To access discovery information, you must be a member of this role.

	Help desk
	This manages view-only operations and password resets.

	HelpdeskAdmins
	Manages the help desk.

	Helpdesk Agents
	Agent that operates the help desk.

	Hygiene Management
	Manages the Exchange transport services.

	ISVMailboxUsers
	Third-party application developer mailbox role.

	Organization Management
	Allows full access to all user mailboxes for any administrative role except for discovery management.

	Recipient Management
	Role required to move mailboxes in a hybrid deployment.

	Records Management
	Users in this role can configure compliance features such as retention tags and policies.

	Rim-MailBxAdmins
	BlackBerry mailbox access for BlackBerry messaging servers (valid only if the BlackBerry service is enabled on Office 365).

	TenantAdmins
	Legacy admin role for management of Exchange tenants.

	UM Management
	Universal messaging management role to integrate necessary functions for Enterprise Voice with Skype for Business.

	View-Only Organization Management
	View-only privileges for Exchange organization. Users in this role cannot modify any Exchange properties.




In larger organizations, different roles are assigned in Exchange. But in small organizations, there are only two roles that are commonly used: the company administrator role (global admin via the AdminAgents role) and the discovery management role. The global admin does not have access to discovery management unless that role is granted and permission is granted in the discovery SharePoint center.
You can assign any of the administrator roles in Table 8-4 to the user mailbox. Our recommendation for assigning user permissions follows this model:	1.Build a security group for the accounts that will be managed. The user who will manage these accounts should be in the security group.


 

	2.Assign the user Exchange administration permission to the selected account in the newly created security group (see Figure 8-69).


 



[image: A429219_1_En_8_Fig69_HTML.jpg]
Figure 8-69Assigning administrative permissions




Once you have assigned permission to the user to manage Exchange users, you can create the necessary user roles (if needed) to manage the group.


Default User Role Defined
All users have a default role assigned to them when they are added to Office 365. The default user role defines the characteristics that the user has in accessing the Exchange mail system. For example, Outlook web access is defined as a user role. If you don’t want to have users access the web mail, you can remove these privileges. The user roles that you can change are listed in Table 8-5.Table 8-5
                      Default User Role Assignments
                    


	Role Assignment
	Description

	Contact Information
	Allows users to change their personal contact information

	Profile Information
	Allows users to modify their name

	Distribution Groups
	Allows users to create distribution groups

	Distribution Group Membership
	Allows users to modify their distribution group memberships

	Base Options
	Allows users to modify basic operations associated with their mailboxes

	Subscriptions
	Allows users to change their e-mail subscription options (such as notification of changes to SharePoint, etc.)

	Retention Policies
	Allows users to change the retention policies associated with their e-mail account

	Text Message
	Allows users to change their text message (IM) settings

	Marketplace Access
	Allows users to change the marketplace access to modify or add remote applications

	Team Mailboxes
	Allows users to create their own team mailboxes with other users




Either create a new role or modify the existing role, and change the permissions associated with the role. If you modify the default role, you change the role for all users. It is recommended that you create a new role and then apply that role to the user account (or accounts). To create a new role, select Permission ➤ admin roles. Either create a new role (click the +) or modify the existing role (click the pencil icon), as shown in Figure 8-70.[image: A429219_1_En_8_Fig70_HTML.jpg]
Figure 8-70Changing the default user role





Exchange: Conference Room, Configuration
Office 365 provides a resource called meeting room. Meeting rooms are used to control resources that are limited and need to be managed through scheduling. To set up a meeting resource, log in to Office 365 as an administrator and select Admin center ➤ Exchange ➤ Exchange admin center (EAC).
Creating a conference room is simple. After you have selected the EAC, select recipients ➤ mailboxes (in the drop-down dialog box in Figure 8-71), and select “Room mailbox.” This sets up the meeting room with a default configuration (if the meeting room is being used, it shows a busy status). There are additional configuration changes that can be made on conference rooms, but there is no GUI interface. These changes would need to be made using PowerShell.[image: A429219_1_En_8_Fig71_HTML.jpg]
Figure 8-71Creating a new conference room




When you create the meeting room, the first order of business is to assign users that have permission to book the meeting room. These users are called 
                delegate users
                
              . You have two options on meeting rooms: allow all users to book meeting rooms (default) or allow restricted users to book meeting rooms. Provide the name of the meeting room and select the appropriate option; then click OK (see Figure 8-72).[image: A429219_1_En_8_Fig72_HTML.jpg]
Figure 8-72Configuring a conference room




The room is configured with the default setting showing only a busy status. Meeting rooms are versatile. You can use this function to reserve any type of resource, such as equipment. Remember, meeting rooms are a single device, and a meeting room resource manages multiple objects. To use meeting rooms to manage multiple objects, you need to create a meeting room for each device. After you have created the room, you can modify the capabilities of the room based on your needs from the Exchange admin center or from the Office 365 admin center (see Figure 8-73).[image: A429219_1_En_8_Fig73_HTML.jpg]
Figure 8-73Reviewing conference room characteristics





Exchange: Conference Room, PowerShell Modification
Conference and resource rooms provide the basic configuration for use, but there are additional configuration options that can be done only using PowerShell. For example, the default configuration hides the meeting status and ownership. If you want to make those available, you need to run the following PowerShell commands.
Set full details of a conference room using PowerShell:
                    Set-CalendarProcessing –Identity ingoodtaste1 –AddOrganizerToSubject $true –DeleteComments $false –DeleteSubject $false
                  



Set limited details of a conference room using PowerShell:

              
                    Set-MailboxFolderPermission –AccessRights LimitDetails –Identity
                  



            
Note
If you want to approve conference room use, the e-mail address of the “approver” must have fully delegated rights over the conference room resource mailbox.


              
                    ingoodtaste1:\calendar –User default
                  



            

Exchange: Adding an Alias E-mail Address to a User
It is simple to add an alias e-mail address. Earlier we added the e-mail alias for the main Office 365 admin center. In this case, we are adding the alias from the Exchange admin center. To add an alias, select the user account, click Edit, and select the e-mail address (see Figure 8-74). Enter the new e-mail “alias” address for the user. The domain must be verified in Office 365; otherwise, the alias will not be added.[image: A429219_1_En_8_Fig74_HTML.jpg]
Figure 8-74Adding a new e-mail address to an existing account





Exchange: Changing a User E-mail Account Primary Domain
Office 365 supports multiple domains and multiple user e-mail aliases per an account. In some cases, an Office 365 organization may need to change to a new domain (e.g., after a company merger or branding change). Making the change for all users is not difficult: all that is required is to verify the domain (set the MX records and Teams records), add the domain to the existing users, and set the reply address to the new e-mail alias. What you cannot do is change the <domain>.onmicrosoft.com account. If you need to change the <domain>.onmicrosoft.com, you must migrate to a new Office 365 organization.
Step 1: Validate the New Domain
Complete a validation for the new domain with the domain intent set to Exchange and Skype for Business. Follow the instructions discussed in Chapter 5 and in this chapter’s “Config: Domains” section.

Step 2: Add the User Alias and Set the Reply Address
Add the new e-mail alias to all the users needing a domain change. If a user’s primary e-mail address is changing, then select the “Make this the reply address” option. This changes the user’s primary login address to the new domain. This step is no different than changing the user’s e-mail address to a new address (as discussed earlier)
                  
                  
                .
Note
When the reply e-mail address is changed, the Outlook user is requested to log in with new credentials. Outlook recognizes that the user profile is the same and links the existing Outlook mailbox to the corrected e-mail address.




Exchange: Adding Shared Mailbox
There are two methods for adding a shared Exchange mailbox. The approach you use depends on the capabilities that you want the mailbox to have. If you need to receive information on a mobile device or if you require the mailbox to be an archive for long-term storage, then you need to use a licensed mailbox. If you do not need these features and you want to have access only via Outlook, then the mailbox does not need to have a license. We have outlined the choices in Table 8-6.Table 8-6
                      Shared Mailbox
                      Options
                    


	Approach
	Cost (monthly)
	Data Size
	Capabilities

	Shared licensed mailbox
	$4–$8
	25GB with 25GB or 100GB archive
	Can be received on smartphones (active sync support)

	Exchange shared mailbox
	$0
	5GB limit
	No active sync




The key decision factor for most users is to receive the information on smartphones. This requirement dictates that you use an Office license rather than a free, shared mailbox.
Exchange: Shared Mailbox, Using with a Smartphone and Outlook
Smartphone devices require an active sync connection. You add a shared mailbox the same way you add a mailbox to Office 365. The only issue is that you must assign delegated rights to the users who want to use the mailbox. This is the same for all user mailboxes. Once a mailbox has been created, you need to assign share rights to the mailbox.
To add a shared mailbox, follow these steps:	1.Purchase an Exchange Plan 1 (or Plan 2) mailbox.


 

	2.Assign a user account to the Exchange e-mail account.


 

	3.Assign user-delegated rights to the mailbox.


 




In the Exchange admin center, highlight the user account, click Edit (the pencil icon), and then select the e-mail address (see Figure 8-75). Select “mailbox delegation” and then add the user for both Full Access and Send on Behalf. Click OK when done. The mailbox is modified.[image: A429219_1_En_8_Fig75_HTML.jpg]
Figure 8-75Adding delegated rights to a mailbox





Exchange: Shared Mailbox, Using Only with Outlook
If you need to add a shared mailbox for use only with Outlook (and you do not want to use a license), you can create a shared mailbox in the Exchange admin center and then add the user as a delegated user to the mailbox.
In the Exchange admin center, click Shared. Create a shared mailbox. In this case, we created a mailbox called CompanyCal (see Figure 8-76). Select the mailbox and then “mailbox delegation.” Add the users who will access the shared mailbox. Click OK when completed. The shared mailbox will appear in Outlook for each user added as a delegated user.[image: A429219_1_En_8_Fig76_HTML.jpg]
Figure 8-76Adding a free shared mailbox





Exchange: Shared Mailbox, Using PowerShell
In some cases, you need to use PowerShell to set up and configure a shared mailbox. You need to run two PowerShell commands: one to set the permission and the other to set the behavior of the shared mailbox. Once you have modified the shared mailbox, the configuration is updated in the Outlook client at the next login. In this example, Identity is the shared mailbox, and User and Trustee mean the person who has access to the shared mailbox.
Step 1: Add the Recipient Permissions

                  
                        Add-RecipientPermission -Identity user@kamind.com -Trustee trusted@kamind.com -AccessRights SendAs
                      



                

Step 2: Add Mailbox Access Permissions

                  
                        Add-MailboxPermission -Identity user@kamind.com -User trusted@kamind.com -AccessRights FullAccess -InheritanceType All
                      



                



Exchange: Adding a Distribution Group
There are three different types of distribution groups: distribution groups, mail-enabled security groups, and dynamic distribution groups. When you add a group (see Figure 8-77), you select a group based on the business role that you want the group to perform.[image: A429219_1_En_8_Fig77_HTML.jpg]
Figure 8-77Adding a new group: security, distribution, or Office 365 group




There are different view types for groups, and the group you use comes down to the management view. In general, security groups are not mail-enabled and are managed externally to the Exchange admin center. Security groups are created in the Office 365 admin center and are managed from Office 365, not the Exchange admin center. Typically, you create a distribution group or Office 365 groups. If you are a large organization, you create a dynamic distribution group.Table 8-7Distribution Group Types


	Group Type
	Description

	Distribution group
	Distribution groups are mail-enabled groups. An e-mail that is sent to the distribution group is sent to all members.

	Office 365 group
	Automatically created groups are build with the Exchange server mailbox, SharePoint access, and third-party tool access. These are collaboration groups.

	Security group
	Security groups are groups that are used to grant permissions. In some cases, these may be mail enabled. It is recommended that you do not use mail-enabled security groups.

	Dynamic distribution group
	This is a distribution group that has a variable number of members based on filters and conditions in Active Directory.




Step 1: Create the Distribution Group
In the Exchange admin center, select “recipients” and “groups” (see Figure 8-78). Verify that the distribution group is being created; otherwise, an Office 365 group is created. Add the group by clicking the + and then select the distribution group to be added.[image: A429219_1_En_8_Fig78_HTML.jpg]
Figure 8-78Adding a new distribution group





Step 2: Define the Distribution Group
Fill in the information about the distribution group. When you first create the group, leave the defaults in place. You must specify an owner of the group and any initial members you want to add (see Figure 8-79).[image: A429219_1_En_8_Fig79_HTML.jpg]
Figure 8-79Defining the distribution group





Step 3: Enable the Group for External Access
After you have created the group and saved it, the group is set up for internal access. If you want to enable the group for external access, you must edit the group and enable the external access options (see Figure 8-80). Select the group, click Edit, and then select the “delivery management” option. This is a two-step process. You must create an internal distribution group (and save it) before you can enable it for external access.[image: A429219_1_En_8_Fig80_HTML.jpg]
Figure 8-80Settings for external delivery






Exchange: Using Alias to Send to/Receive from E-mail
You may want to use a different e-mail address to send and receive e-mail. Office 365 is designed to allow only one e-mail address to be used: your primary e-mail address. The way to work around this is to use a distribution list and to grant a user account full permission to use that distribution list with PowerShell. Log in to the Office 365 admin center, and on the Admin tab, select Exchange and follow the steps outlined next.
Step 1: Create the Distribution Group
In the Exchange admin center, select Recipients ➤ Groups and click the + to add the distribution group. Use the e-mail alias as the distribution group name.

Step 2: Configure the Group Being Added
Since this is a personal alias, add a description and complete the additional steps for the configuration of the group (see Figure 8-81).[image: A429219_1_En_8_Fig81_HTML.jpg]
Figure 8-81Adding a distribution group
                          
                          
                        




Add the user and select the membership options. Since this is an e-mail alias (i.e., an internal group), it is recommended that you restrict it to the individual who is using the group (see Figure 8-82).[image: A429219_1_En_8_Fig82_HTML.jpg]
Figure 8-82Restricting access to the distribution group
                          
                          
                        





Step 3: Enable the Group for External Access
In the Exchange admin center, select “groups” and then click the pencil icon to edit. Select “delivery management” (see Figure 8-83) and then enable the mail option (“Only senders inside my organization” is the default) and the user for access outside the organization. This is identical to the external distribution groups discussed earlier.[image: A429219_1_En_8_Fig83_HTML.jpg]
Figure 8-83Enabling the group for external access





Step 4: Grant Permission to the User
The final step is to grant permission to the user. There are two ways to do this: either through PowerShell or by using the Exchange admin center. In the Exchange admin center, select “groups,” and then click the pencil icon to edit. Select “group delegation.” You need to enter the user account for both Send as and Send on Behalf (see Figure 8-84). Click OK. The user is now able to use the From address in Outlook, or in the Outlook Web App, to send e-mails using the alias e-mail address.
You can also grant permissions using the PowerShell commands for a shared mailbox. In this case, you are using a distribution list and granting full access for its use. Execute the PowerShell command and give access rights to the user mailbox. The shared mailbox PowerShell command is as follows:
                      Add-RecipientPermission -Identity myfakee-mail@domain.com
                      -Trustee myrealeamil@domain.com -AccessRights SendAs
                    


[image: A429219_1_En_8_Fig84_HTML.jpg]
Figure 8-84Setting Send on Behalf options





Step 5: Verify Outlook Configuration
The final step is to send an e-mail from Outlook to verify that you can send a message from an alias (see Figure 8-85). For this to work, you must select the e-mail distribution group you created earlier. In our example, we used Get365. Select Get365 from the group e-mail address book. (If you manually type the e-mail address in, this will fail.) To send an e-mail alias from Outlook, follow these steps:	1.Open Outlook and select From ➤ Other e-mail address (see Figure 8-84).


 

	2.In the From box, select From and find the distribution alias (see Figure 8-85).


 

	3.Click OK to send the e-mail.


 



[image: A429219_1_En_8_Fig85_HTML.jpg]
Figure 8-85Selecting the From/Other e-mail address
                          
                          
                          
                        




After selecting “Other E-mail addresses,” select the distribution group (see Figure 8-86). You cannot enter the distribution group name in the address bar. The e-mail will not be sent.[image: A429219_1_En_8_Fig86_HTML.jpg]
Figure 8-86Selecting the alias address Get365







PowerShell
Earlier, we briefly discussed PowerShell and the capabilities that it provides. PowerShell is required for any bulk changes that you need to perform or for special commands that are not part of the Office 365 admin console. Typically, we recommend that if your organization has more than ten accounts, then you may find it more convenient to use PowerShell. The account that you will use for PowerShell management is the global admin user account. The account must have a license in the area that the PowerShell command is executing. For example, if you are using Exchange PowerShell commands, the global admin account must have an Exchange license assigned. If the license is not assigned, then the PowerShell command will fail. The simplest way to install the latest version of PowerShell is to go to 
                http://docs.microsoft.com/en-us/powershell
               (see Figure 8-87) and select the Get Started tab.[image: A429219_1_En_8_Fig87_HTML.jpg]
Figure 8-87Installing
                      
                      
                     PowerShell for Office 365 (courtesy of Microsoft)




Note
If you have not installed the Microsoft Online Services Sign-In Assistant for IT Professionals RTW, do that now. Go to 
                  www.microsoft.com
                , download it, and search for sign-in services assistant. PowerShell commands will not work unless the Sign-In Assistant is installed.

The latest version of Azure PowerShell can be downloaded from Microsoft Downloads; see 
                https://docs.microsoft.com/en-us/office365/enterprise/powershell/manage-office-365-with-office-365-powershell
               (see Figure 8-88). The PowerShell installation verifies the updates required to support Azure PowerShell. Make sure you download the files and run them as an administrator (right-click and Select “Run as administrator”) to make sure the files install correctly.[image: A429219_1_En_8_Fig88_HTML.jpg]
Figure 8-88Installing Office 365 PowerShell from 
                        https://docs.microsoft.com/
                      
                      
                      
                    




Once you have installed Office 365 PowerShell, launch the PowerShell module and enter the following commands:
                  Set-ExecutionPolicy RemoteSigned
                

                  $LiveCred = Get-Credential
                

                  Import-module msonline
                

                  Connect-MSOLService –Credential $LiveCred –Verbose
                

                  Get-MsolGroup
                



The result of running these commands should look like Figure 8-89.[image: A429219_1_En_8_Fig89_HTML.jpg]
Figure 8-89Validating PowerShell commands
                      
                      
                      
                    




You have completed the base PowerShell setup; now use the preceding command to validate the installation. If the command does not work, you have installed the PowerShell GUI incorrectly, there is a lack of permissions, or you have not installed the desktop connector for Office 365. Using PowerShell requires administrative privileges and a license to be assigned to the account that is using PowerShell commands.
PowerShell: Setting Up Teams and SharePoint
There are different versions of PowerShell installations for Teams Online, SharePoint Online, and other Microsoft online services (such as BI and CRM). For those services, you need to install the appropriate Active Directory services. These additional PowerShell modules are available from the Microsoft Download Center (
                  www.microsoft.com/download
                ).	
                      Teams PowerShell
                      
                    : Windows PowerShell module for Teams Online

	
                      SharePoint PowerShell
                      
                    : SharePoint Online Management Shell




These additional commands are described in the following sections. Before you can use the commands, you must download and install the PowerShell extensions.

PowerShell: Using the Standard Header for Microsoft Online Services and Exchange
PowerShell can be complex for any user. When using PowerShell with Office 365 and Exchange, you need to use a standard PowerShell header. This standard header allows you to connect directly to the Office 365 administration interface and make the necessary changes. However, if you do not set up the commands correctly with the remote interface execution parameters, the PowerShell command will fail. The only issue is that the user account that you log in to (for Office 365) must have a license assigned to it. The licensed user can only execute the PowerShell commands for Office 365 that the user admin account is licensed to use; otherwise, it will fail.
We use a standard PowerShell interface, which allows the command to run in a PowerShell command prompt, or the integrated systems editor (ISE). The standard command interface (or PowerShell header) can be invoked with this script:Set-ExecutionPolicy RemoteSigned
$LiveCred = Get-Credential
Import-module msonline
Connect-MSOLService –Credential $LiveCred –Verbose

$Session = New-PSSession -ConfigurationName Microsoft.Exchange-ConnectionUri https://ps.outlook.com/powershell/ -Credential $LiveCred -Authentication Basic –AllowRedirection

Import-PSSession $Session –Allow Clobber

# Insert Other Power shell commands before remove PSSession
#*********
# PowerShell Commands go here
#*********

#Clean up and close the session
Remove-PSSession $Session



Once you have verified the functionality of the header script, you are ready to make the necessary changes in Office 365. This section of the administration maintenance manual lists the type of problems encountered and the PowerShell solution. All that is needed for the user to execute these commands is to use an account—with global administrator rights—that is licensed with an appropriate subscription (such as Exchange, SharePoint, etc.).

PowerShell: Not Remotely Sign Error
The first time you run PowerShell, you may get the error “not remotely signed.” To correct this error, you need to enable PowerShell on your system.	1.Start Windows PowerShell as an administrator by right-clicking the Windows PowerShell shortcut and selecting “Run as administrator.”


 

	2.The WinRM service is configured for manual startup by default. You must change the startup type to Automatic and start the service on each computer that you want to work with. At the PowerShell prompt, you can verify that the WinRM service is running using the following command:

                        get-service winrm
                      
The value of the Status property in the output should be Running.	a.If the value is not running, you can start the service from the command prompt:

                                sc config winrm start= auto
                              

                                start winrm
                              


 

	b.To configure Windows PowerShell for remoting, type the following command:

                                Enable-PSRemoting –force
                              


 






 




Mail flow should resume in the next two to four hours
                  
                  
                .

PowerShell: Winmail.dat Problem
                  
                  
                  
                
Let’s say the e-mail is being sent externally to users in an RTF MIME format, and the users cannot read the e-mail and see a winmail.dat file. The winmail.dat file appears on the client e-mail because Outlook (on the sender) is not installed correctly or there is another Outlook add-in (on the sender) that is preventing the e-mail from being converted to text. To resolve this issue, either disable the Outlook add-ins (on the sending device) or uninstall and reinstall Office 2007/2010.
If this fails, then as a last resort you can force Office 365 Exchange Server to send only pure-text e-mail. This command forces the e-mails to be sent out in a pure-text format:Set-MailContact <ExternalE-mailAddress or GUID> -UseMapiRichTextFormat Never



Verify that the mail format was applied:Get-MailContact | Select <ExternalE-mailAddress or GUID> | Select UseMapiRichTextFormat



These commands will only display the user e-mail address if it supports RTF format; otherwise, it will display other options.

PowerShell: Enable Audit
The Audit command
                  
                  
                 turns on full tracking for any access to a mailbox. To change the audit state on a mailbox, run this command:Set-Mailbox <Identity> -AuditEnabled $true



Set multiple mailboxes for audit:$UserMailboxes = Get-mailbox -Filter {(RecipientTypeDetails -eq 'UserMailbox')}
$UserMailboxes | ForEach {Set-Mailbox $_.Identity -AuditEnabled $true}




PowerShell: Verification of Audit Logs
Run the following command to verify the audit log configuration and the time limit configuration. Administrator audit logs are on by default; mailbox logs are off by default. Audit logs are enabled for 15 days.Get-AdminAuditLogConfig




PowerShell: Mailbox Audit Log search
To perform an audit log search in PowerShell, use the following command (it requires that auditing be enabled on the mailbox in question):New-mailboxAuditLogSearch -Mailboxes user@domain.com –Startdate 1/1/2010 –EndDate 12/31/2013 –StatusMailRecipients manager@domain.com




PowerShell: Passwords Forever
                  
                  
                  
                
Passwords can be set from the user interface. However, when you reset a password, all passwords revert to the 90-day password reset.Get-MSOLUser | Set-MsolUser -PasswordNeverExpires $true



Note
If the user’s password is reset, the policy changes back to 90 days. If you want the forever policy applied, you need to set it again with PowerShell and every time you reset a password. The Office 365 interface allows passwords to be fixed for up to 720 days.


PowerShell: Get Mailbox Statistics
This command retrieves all the usage data about the user:Get-Mailbox | Get-MailboxStatistics | Select-Object DisplayName,StorageLimitStatus,TotalItemSize




PowerShell: Enable Litigation Hold–No Notice
There are different legal holds—with notice
                  
                  
                  
                 and without notice. This command places a mailbox on legal hold with no notice given to the end user:Get-Mailbox -ResultSize unlimited | Set-mailbox -LitigationHoldEnabled $true




PowerShell: Review Permission Assigned to a Mailbox
This command retrieves all the permission information about the user:Get-MailboxPermission -Identity user@domain.com




PowerShell: Review the Management Role Assignment to a User Account
This command retrieves all the permissions assigned to different roles in Office 365:Get-ManagementRoleAssignment- -Enabled $True -Delegating $True




PowerShell: Display All Mailbox Forwarders
The following commands retrieve information about the mailbox forwarders
                  
                  
                  
                 and allow you to turn them on or off.
Display all mailbox forwarders:Get-Mailbox | Where {$_.ForwardingSMTPAddress -ne $null} | Select Name, ForwardingSMTPAddress, DeliverToMailboxAndForward



Turn off all mailbox forwarders:Get-Mailbox | Where {$_.ForwardingAddress -ne $null} | Set-Mailbox -ForwardingAddress $null



Turn off a single mailbox forwarder:Set-Mailbox <e-mailaddress> -ForwardingSmtpAddress $null




PowerShell: Change Mailbox Permissions
The mailbox permission command
                  
                  
                  
                 is useful; you can use this on any e-mail-enabled item (such as distribution groups):Add-MailboxPermission -Identity public@kamind.com -User john@kamind.com -AccessRights FullAccess -InheritanceTypeAll -Confirm:$false

Add-RecipientPermission -Identity public@kamind.com -Trustee rajk@kamind.com -AccessRights SendAs




PowerShell: Change the User Principal Name on a User Account
After you configure ADDConnect, you may run into a situation where the user account name has not synced correctly to Office 365. This is usually because the e-mail address is not set up in the on-premises Active Directory or the UPN is missing in the root of the Active Directory. If you have corrected the on-premises AD and the user’s principal name has not changed, then run the following PowerShell command:Set-MSOLUser -UserPrincipalName user@domain.onmicrosoft.com -NewUserPrincipalName user@domain.com



Note
The Office 365 account has the Active Directory from the on-premise server. Make sure you check the configuration of the Active Directory to make sure that the user’s e-mail address is in the correct field and the UPN is set for the AD login. If you need to execute this command, there is a configuration problem in the local Active Directory.


PowerShell: Assign License to a User Account
After you have directory-synced an account, there may be a need to bulk-assign licenses via PowerShell. To complete this, you need to execute the following two PowerShell commands. There are additional PowerShell commands that you also need to run to retrieve the subscription SKUs to use this command. The license types must be active.Set-MSOLUser -UserPrincipalName user@domain.com -UsageLocation US
Set-MSOLUserLicense -UserPrincipalName user@domain.com -AddLicenses {tenantid}:ENTERPRISEPACK




PowerShell: Purging Users in the Delete Bin
There are cases where you need to remove users that have been deleted in Office 365. A deleted user is retained in Office 365 for 30 days, which allows you to easily restore the user account to the same subscription that the account had prior to deletion. If you need to delete all user data, use these PowerShell commands to perform this action:#Get a list fousers in the RecyleBin
Get-MsolUser –ReturnDeletedUsers

#Purge all users from RecyleBin
Get-MsolUser –ReturnDeletedUsers | Remove-MsolUser –RemoveFromRecycleBin –force
#Purge a user from the RecyleBin
Remove-MsolUser -UserPrincipalName testmatt@testmatt.com –RemoveFromRecycleBin –force
#Restore a user from the recycle bin
Restore-MsolUser -UserPrincipalName testmatt@testmatt.com




PowerShell: Bypass Spam Filtering for E-mail
Allow all mail to be sent to a mailbox without filtering e-mail
                  
                  
                  
                 by using Exchange Spam Confidence Level (SCL) for e-mail processing. This command accepts all incoming e-mail that is processed by Office 365 Exchange Transport server role.Set-ContentFilteringConfig –Bypassedrecipients public@kamind.com




PowerShell: Extend the Purges Folder to Greater Than 14 Days
E-mail in Office 365 is deleted from the Purges folder after 14 days, once the user has selected the item in the Delete folder. You can extend this to 30 days with the following commands.	Extend 30-day delete for a mailbox:

                      Set-mailbox user@contoso.com –retaindeleteditemsfor 30



                    

	Extend 30-day delete for the organization:

                      Get-mailbox | Set-mailbox –retaindeleteditemsfor 30



                    





PowerShell: Meeting Room Configuration
To make meeting rooms more useful, you need to add additional user information about the meeting room. The only way to add these capabilities is to use PowerShell to extend the meeting room options. This example uses the “ingoodtaste1” meeting room.
Set the conference room to show “limited details–free & busy”:Set-MailboxFolderPermission –AccessRights LimitDetails –Identity ingoodtaste1:\calendar –User default





Troubleshooting: Autodiscover

Autodiscover allows an Outlook client (including your laptop and your smartphone) to discover the location of the Office 365 Exchange e-mail server and to automatically connect to that server (see Figure 8-90). You need to insert the Autodiscover record in the external DNS and the internal DNS. Both records should point to 
                  outlook.com
                .[image: A429219_1_En_8_Fig90_HTML.jpg]
Figure 8-90
                      Autodiscover record value
                    




Note
Outlook clients (Mac and PC) use Autodiscover to find the mail server. Smartphones use the MX records.

The Autodiscover process is outlined in Figure 8-91. When an internal client looks up an Autodiscover record, it first determines the Autodiscover record through Active Directory. If the client is external, it looks up the Autodiscover record from the DNS.[image: A429219_1_En_8_Fig91_HTML.jpg]
Figure 8-91Exchange Autodiscover process (courtesy of Microsoft)




If you are on-site and you are trying to connect to the Office 365 Exchange Server, the Outlook client uses the Exchange Service Control Point connection object to attach to the local Exchange Server and bypass the external Autodiscover lookup. If you have chosen not to use Microsoft migration tools, you need to block the local clients from finding the on-site Exchange Server in the Autodiscover process or convert the mailboxes to a mail-enabled user (MEU). The registry entries that must be modified for clients are listed next (see 
                  https://support.microsoft.com/en-us/kb/2612922
                ).	1.Navigate to the following registry key:HKEY_CURRENT_USER\Software\Microsoft\Office\12.0\Outlook\AutoDiscover





 

	2.Set the following values:"PreferLocalXML"=dword:1
"ExcludeHttpRedirect"=dword:0
"ExcludeHttpsAutodiscoverDomain"=dword:1
"ExcludeHttpsRootDomain"=dword:1
"ExcludeScpLookup"=dword:1
"ExcludeSrvLookup"=dword:1
"ExcludeSrvRecord"=dword:1





 






Summary
Office 365 administration is a large topic, and many books could be written to cover this topic. The objective here was to provide you with an overview of how to administer Office 365. I wanted to provide you with exposure to the new tools and techniques so that you can see how easy it is to manage and secure Office 365. As you begin to work with Office 365, you can revisit the “PowerShell” section. Office 365 is about productivity and management of company resources.
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Glossary

              The following terms are mentioned in this book.
              	
                    A record
                    : Part of the Domain Name System (DNS). Normally, it returns a 32-bit IPv4 address.
                  

	
                    AAAA record
                    : Part of the Domain Name System (DNS). Normally, it returns a 128-bit IPv6 address.
                  

	
                    AAD Connect
                    : Tool that allows you to link an on-premises (or Azure) Active Directory service to Office 365. This allows seamless integration to Office 365 resources, such as password reset and password synchronization.
                  

	
                    Active Directory (AD)
                    : Database designed to store information about your Microsoft network environment, including users, groups, passwords, user contact information, and network configuration. It is normally replicated across your network.
                  

	
                    AD FS
                    : Active Directory Federation Services. This tool extends Active Directory to off-premises applications and systems (outside the firewall). AD FS allows single sign-on.
                  

	
                    alias
                    : An e-mail address that points to another e-mail address. People outside the system can e-mail to an alias address. You can have as many alias addresses as you want in Office 365.
                  

	
                    app
                    : A component of Office 365 business subscriptions. Apps have a single-purpose focus.
                  

	
                    app store
                    : An application-marketing place where applications may be purchased to extended Office 365. Apps may be added on a per-user or a company basis in Office 365.
                  

	
                    autodiscover
                    : Part of the Domain Name System (DNS). Autodiscover describes the name (IP address) of the location that a program such as Outlook can find the Exchange Server for a given e-mail account. Implemented as a CNAME record, it may have to be implemented on a DNS local server, as well as at the domain registrar. For Office 365, the initial Exchange Server address is
                    autodiscover.outlook.com
                    .
                  

	
                    Azure:
                    The Microsoft cloud platform that manages all computing activities for Microsoft. Office 365 and other third-party public clouds are cloud applications that are hosted in Azure.
                  

	
                    BPOS
                    : Business Productivity Online Standard Suite (the previous name and version of Office 365).
                  

	
                    BYOD
                    : Bring your own device. The user brings their own mobile device and connects it the work e-mail client using an MDM or MAM solution.
                  

	
                    browser
                    : Web browser, such as Internet Explorer, Firefox, Chrome, or Safari.
                  

	
                    CISO:
                    Chief information security officer.
                  

	
                    cloud
                    : Any off-premises remote servers connected by a network and hosted on the internet. Examples include Hotmail, Google Docs, Azure and Office 365.
                  

	
                    Cloud App Discovery
                    : An Azure service (part of Enterprise Mobility Suite) that deploys an agent on the user’s desktop to determine the applications being used. This tool is useful in determining which applications need to be included as a shared resource across Office 365 users.
                  

	
                    cloud backup
                    : A third-party service that backs up e-mail, OneDrive for Business, and SharePoint documents to a cloud service for recovery to Office 365.
                  

	
                    Cloud PBX
                    : The Skype for Business phone service that may or may not be integrated into a company’s office communications systems (or PBX). Cloud PBX may be deployed in hybrid or stand-alone mode in Office 365.
                  

	
                    cloud solution provider
                    : A Microsoft cloud partner that offers cloud solutions that include Office 365 for its customers. A CSP bills Office 365 services on behalf of its customers.
                  

	
                    CNAME record
                    : Part of the Domain Name System (DNS). The alias of one name to another.
                  

	
                    coexistence
                    : A type of migration, where the mail flow (via the MX record) remains through the original e-mail server as test groups are migrated to Office 365. Mail flow is redirected to Office 365 at the end of the migration.
                  

	
                    compliance
                    : A set of business policies that allows businesses to operate and meet local, state, federal, and international regulations on information sharing and business operations.
                  

	
                    content type
                    : Defines the attributes of a SharePoint list item, a document, or a folder. There is a content type per site collection. It could be considered as a “collection of columns for reuse” in other lists or document libraries. Content types are inherited.
                  

	
                    core business software
                    : The software that is the heart of the business. This could be the point-of-sale software for a retail store or the order-tracking system for a warehouse. This is the software that runs the business.
                  

	
                    CSP
                    : See
                    cloud solution provider
                    .
                  

	
                    cutover
                    : A type of migration, where the mail flow (via the MX record) is redirected to Office 365 for the entire organization at one time.
                  

	
                    data loss prevention
                    : A machine learning process that reviews all business communications based on a set of rules that can permit or block information to third parties. DLP is used to prevent the distribution of information to users outside of an organization.
                  

	
                    Delve
                    : A machine-learning tool that looks at all of the users’ business documents and organizes them in a way that is relevant to what is trending with users.
                  

	
                    DirSync
                    : Allows an Active Directory instance to be synchronized to another Active Directory instance. In the Office 365 world, an on-premises Active Directory is synchronized (now including passwords) to the Office 365 Active Directory for your tenant. This has been replaced by AAD Connect.
                  

	
                    distribution groups
                    : Lists of e-mail addresses. E-mailing to a distribution group (previously called a distribution list) sends the e-mail to each user in the group. A distribution group can be for internal e-mail only or available to the outside world.
                  

	
                    DLP
                    : See
                    data loss prevention
                    .
                  

	
                    DNS
                    : Domain Name System; also the protocol used by the Domain Name System. Used to look up additional information (or translate) a name to an IP address.
                  

	
                    document
                    : A Word, Excel, PowerPoint, or other type of file within a SharePoint document library. A document may have independent permissions.
                  

	
                    document library
                    : A set of documents within a SharePoint site. In many ways, a document library is a specialized list that contains the document and associated metadata. A document library is separate from a page but usually is displayed on a page. When you select and display a specific document library, the page ribbon shows actions that can be performed in the document library or the folders and documents within it, such as setting permissions or deleting an item. A document library may contain folders and documents.
                  

	
                    document set
                    : A feature in SharePoint Server 2013 that enables an organization to manage a single deliverable, or work product, that can include multiple documents or files. A document set is a special kind of folder that combines unique document set attributes—the attributes and behavior of folders and documents—and provides a user interface (UI), metadata, and object model elements to help manage all aspects of the work product.
                  

	
                    domain name
                    : Often referred to as “custom” or “vanity” domains, this is the name of an organization on the Internet, used for its e-mail and web site. A domain name is maintained (and reported to the rest of the world) by a domain registrar. Examples of domain names are
                    kamind.net
                    ,
                    microsoft.com
                    , and
                    getoffice365now.com
                    .
                  

	
                    domain registrar
                    : An organization that maintains your domain information; example are eNom, Network Solutions, and GoDaddy. See also DNS.
                  

	
                    EBS
                    : Essential Business Server.
                  

	
                    e-mail migration
                    : The process of moving existing (historical) e-mail to a new e-mail service.
                  

	
                    EMS
                    : See Enterprise Mobility Suite.
                  

	
                    Enterprise Mobility Suite:
                    A suite of software from Microsoft that helps to manage and monitor user identity (access to cloud resources) and information rights (how those resources are used).
                  

	
                    Essential Business Server
                    : A configured three-server solution (Exchange, SharePoint, Systems Center) for companies with 75 to 400 employees. Microsoft canceled this offering on March 4, 2010. One of the factors was the cost per employee, as compared with the Microsoft cloud offering.
                  

	
                    Exchange Federation
                    : A mechanism for trust between Exchange servers.
                  

	
                    Exchange Federation remote mailbox move
                    : A form of e-mail migration between federated Exchange servers. In Office 365, this is normally between an on-premises Exchange server and the Office 365 Exchange server(s) of your tenant.
                  

	
                    Exchange Online Protection (EOP)
                    : A Microsoft service that filters incoming e-mail for spam and viruses. Formerly known as Forefront Online Protection for Exchange (FOPE), this service is included in the hosted Exchange area of Office 365. Several controls can be used to customize the service.
                  

	
                    Exchange public folders
                    : A method of sharing information within an organization, using Exchange Server as the database. Contrast this with SharePoint.
                  

	
                    Exchange Server
                    : A Microsoft services software product that receives, stores, and forwards e-mail (and other information, such as calendars, contacts, and folders) for an organization. A user typically sees the e-mail, calendar, and contacts through a client, such as Outlook, or through a web browser. Hosted Exchange servers are maintained by an external service, such as Office 365.
                  

	
                    .exe file
                    : Executable file. These cannot be stored (directly) in SharePoint; use a .zip file.
                  

	
                    external contacts
                    : Contact information about people outside an organization.
                  

	
                    FastTrack:
                    A service that speeds the onboarding and education of Office 365 customers on Office 365.
                  

	
                    firewall
                    : An appliance that monitors and inspects Internet traffic according to a set of rules that filer or block Internet communication and protects local computer resources from public (Internet) access.
                  

	
                    folder
                    : Similar to a folder on your PC and part of a SharePoint document library. Folders may have independent permissions. A folder contains documents.
                  

	
                    FTP
                    : File Transfer Protocol. When implemented by an FTP server, it is a method used to share files. There are security and usability issues. See SharePoint as an alternative.
                  

	
                    governance
                    : A set of business polices governing an organization’s actions. Governance can be internally driven or regulation driven.
                  

	
                    hybrid coexistence
                    : A type of migration. In the Office 365 context, an organization’s e-mail can be stored in the organization’s on-premises Exchange Server or the Office 365–hosted Exchange Server for the tenant. After establishing Exchange Federation, an administrator can move users’ e-mail boxes to and from the cloud.
                  

	
                    immutability
                    : The attribute of not being able to be changed. The preservation of data in its original form is “immutable” (cannot be changed) and is kept in a form that is electronically discoverable.
                  

	
                    Intune:
                    A device management tool that manages the company’s computing assets (phones, tables, laptops, Macs, or PCs). Intune is used to manage mobility devices’ access to company business information.
                  

	
                    IP address
                    : Internet Protocol address. This is the numeric address of a device or service.
                  

	
                    KAMIND IT
                    : IT cloud advisors (see
                    
                        www.kamind.com
                      
                    ).
                  

	
                    legal hold
                    : An action that is placed on a mailbox to meet compliance requirements for future discovery and searching.
                  

	
                    list
                    : A set of items within a SharePoint site. You can think of a list as a bunch of rows and columns with a data value potentially at the intersection, like a spreadsheet. There are specialized lists that have special properties. A list is distinct from a page but usually is displayed on a page. When you select and display a specific list, the page ribbon shows actions that can be performed on the list or items in it, such as setting permissions or deleting an item. Special list types include Task List and Calendar List.
                  

	
                    Lync
                    : See
                    Skype for Business
                    .
                  

	
                    mail flow
                    : How a particular piece of e-mail flows from the sender to the receiver. See also
                    MX record
                    .
                  

	
                    MAM:
                    See
                    Mobile Application Management
                    .
                  

	
                    MDM:
                    See
                    Mobile Device Management
                    .
                  

	
                    metadata
                    : Additional data stored about/with a SharePoint item; for example, the date and author of a document. This data is searchable.
                  

	
                    Microsoft domain name
                    : The prefix for
                    .onmicrosoft.com
                    . This is also the basis of your SharePoint site; for
                    xxx.onmicrosoft.com
                    , the SharePoint site is
                    xxx.sharepoint.com
                    . This cannot be changed, nor can it be moved between different Office 365 plans.
                  

	
                    Microsoft online services
                    : Services provided by Microsoft, including Office 365 and Windows Intune.
                  

	
                    migration
                    : Copying data (typically e-mail, calendar entries, and contacts) from your existing environment to Office 365.
                  

	
                    Mobile Application Management
                    : Links the mobile applications (like Microsoft Office applications) to Office 365 and Azure for application management. A MAM enrolled device protects company data and allows the company to remove the data from the device remotely without erasing the device.
                  

	
                    Mobile Device Management
                    : Links the mobile devices to Office 365 and Azure for hardware management. An MDM enrolled device protects company data and allows the company to remove the data from the device remotely.
                  

	
                    MX record
                    : Part of the Domain Name System (DNS). An MX record tells the outside world the location of your mail service (name or IP address).
                  

	
                    Office 365
                    : The brand for the collection of Microsoft cloud services. Office 365 includes hosted Exchange e-mail, Lync Enterprise voice, SharePoint, and several software options. It is generally considered to be software-as-a-service.
                  

	
                    Office 365 ProPlus
                    : The current version of Office Professional, currently Office 2013. This is the full Office product and can be installed on up to five devices (under the same login), such as your work desktop, a laptop, a Mac, and a home computer.
                  

	
                    Office 365 Wave 14
                    : A version first released in July 2012.
                  

	
                    Office 365 Wave 15
                    : A version first released in March 2013.
                  

	
                    off-premises
                    : Often used as a synonym for
                    cloud
                    , this actually denotes hardware devices and software that are located outside of your company location (off-site).
                  

	
                    on-premises
                    : This generally refers to equipment, computing resources, or people who are located at a company location (as opposed to at home or on the road).
                  

	
                    on-site
                    : People or equipment that is located at a company location (as opposed to at home or on the road). Usually a synonym for on-premises.
                  

	
                    OneDrive
                    : The consumer version of OneDrive for Business. OneDrive is a file sync tool and does not incorporate version control or business data mining.
                  

	
                    OneDrive for Business
                    : Stores business documents in a structure manner that allows full searching and access using the Office 365 machine learning tools. The OneDrive for Business configuration maintains a version history of up to 500 copies of a document.
                  

	
                    OneNote:
                    A note-taking tool that allows any form of communications to be recorded in a business document called a
                    notebook
                    . Business communications include voice, typed and transcribed notes, pictures, and links to other business communications.
                  

	
                    Outlook profile
                    : Read by the Outlook client and contains the e-mail accounts that are to be included in this execution of Outlook.
                  

	
                    OWA
                    : Outlook Web App.
                  

	
                    page
                    : What you see with your web browser. You can have multiple pages within a site. Generally, a site presents a default page that users will think of as “the site.”
                  

	
                    permissions
                    : The “who can do it” aspect of SharePoint. Permissions are set on a site, list, document library, and so forth. Permission levels include None, Read, View, Contribute (Read and Write), and more. A particular user must have “permission” to do that activity on that item, for example, the ability to update the item.
                  

	
                    pilot/test group
                    : A group of users who are to be migrated. The first pilot/test group should include both raving fans and naysayers, and it should be designed to test a combination of user needs to ferret out issues early in a migration.
                  

	
                    POP mail
                    : Post Office Protocol mail. POP is a protocol (method) of transferring e-mail from an e-mail server to an e-mail client. In a practical sense, each e-mail client receives its own copy of the e-mail. The effect is that you must frequently delete an e-mail from each client after it has been received. Contrast this with Exchange Server, where e-mail is stored on the server and the protocol allows an action (such as deletion or movement to a folder) on an e-mail to be reflected immediately on Exchange Server.
                  

	
                    Power BI:
                    Organizes information contained in one or more spreadsheets in a visual manner to speed business decisions.
                  

	
                    PST export/import
                    : A PST file (the file extension for an Outlook personal information store file) stores e-mail on your computer. It can contain archived e-mails or current POP mail. Export is a process in Outlook that copies e-mail from a mailbox to a PST format file. In the context of Office 365, PST Import is the Outlook process that copies a PST file to the Office 365–hosted Exchange Server. It is a method of e-mail migration.
                  

	
                    PSTN
                    : Public Switch Termination Network. This is your traditional wired phone systems for homes or business.
                  

	
                    push install
                    : An automated installation that is set up by IT to push updates to the desktop, with no user interaction. Software updates are pushed and automatically installed.
                  

	
                    S4B
                    : See Skype for Business.
                  

	
                    security group
                    : A security group is a type of Active Directory object that can be used to grant permissions in SharePoint.
                  

	
                    selective wipe
                    : A security process where Intune (part of EMS) selectively wipes business information from a mobile device. This feature is part of a MAM and/or MDM deployment. .
                  

	
                    SharePoint
                    : Microsoft’s document storage and content management tool. SharePoint was first released in 2001. Originally, SharePoint was used as an enterprise’s on-premises intranet. SharePoint is fundamentally a web server that presents web pages to your browser (Internet Explorer, Firefox, Chrome, Safari, etc.). The SharePoint data (structure, permissions, sites, your documents, etc.) is hosted on SQL Server, which is maintained by Microsoft within its secure environment.
                  

	
                    single sign-on
                    : Lets users log in to an organization’s computing resources with a single ID, using Active Directory Federation Services (AD FS).
                  

	
                    single-user identity
                    : A service provided by EMS that allows Office 365 to manage third-party credentials such as Google Docs, Salesforce.com, and other cloud offerings using the users Office 365 credentials. This allows a single user login for all resources.
                  

	
                    site
                    : A collection of SharePoint “apps” and web parts (components), such as document libraries, lists, tasks, blogs, pictures, templates, and text that are presented to a user at a particular URL as a page. A site is within a particular site collection. An example is a project site.
                  

	
                    site collection
                    : A collection of SharePoint sites. With the Enterprise plan, you may have multiple site collections within your tenant. Site collections have sets of properties that are the same for all sites within a site collection; they may be different between site collections.
                  

	
                    site contents
                    : The contents of a SharePoint site. The site contents page shows lists, libraries, and other apps and subsites that are associated with this site. This page is a helpful reference to your site structure. Access to this screen appears as a link on a site page or as a drop-down choice under the “gear” icon at the top right of the screen. Only items that you have permission to see will show.
                  

	
                    Skype for Business
                    : A communications client tool included in Office 365 that supports text, voice, and video communication with a whiteboard, shared programs, PowerPoint, shared monitors, and polls to one or more people. It can be used for planned or ad hoc meetings, person-to-person communication, and remote support.
                  

	
                    SPF record
                    : Part of the Domain Name System (DNS). Sender Policy Framework is an e-mail system to help prevent e-mail spam. The SPF record (normally implemented as a TXT record) describes which hosts are allowed to send from the domain. In Office 365, the sender is
                    spf.protection.outlook.com
                    for your domain.
                  

	
                    SRV record
                    : Part of the Domain Name System (DNS). An SRV record describes the location (protocol and port) for a given service at a host. Office 365 Lync requires two SRV records for correct implementation.
                  

	
                    SSO
                    : Single sign-on provides a single sign-on to an organization’s computing resources, using Active Directory Federation Services (AD FS).
                  

	
                    subsite
                    : A SharePoint subsite is simply a site under (within) a site. You can nest sites until you confuse yourself.
                  

	
                    SWAY
                    : An Office 365 application that allows you to express your ideas across any device. SWAY is future replacement to PowerPoint for presentations and is included Office 365 business subscription with the Office component.
                  

	
                    Teams
                    : A software application that allows users to collaborate in a self-managed environment on Office 365.
                  

	
                    tenant
                    : Your Office 365 account, including hosted Exchange, Lync, SharePoint, and Office 365 Active Directory. The first account that you create when you first purchase Office 365 is the “owner” of your tenant. This account should be an admin account, not a person. This account does not normally require an Office 365 license. Relating to SharePoint, all of your site collections are within your tenant. You can have any number of domains within your tenant (with e-mail accounts), but you will have only one root SharePoint URL:
                    
                        https://xxxx.sharepoint.com
                      
                    .
                  

	
                    TXT record
                    : Part of the Domain Name System (DNS). A TXT record can contain any type of text. See
                    SPF record
                    . For Office 365, a TXT record is also used to prove domain ownership. (A specific TXT record is added by the domain registrar for your domain.)
                  

	
                    two-factor authentication (2FA)
                    : Part of EMS that manages access to Office 365 and Azure information resources. 2FA uses two parts of the security rule that includes something you know (knowledge), something you have (device), and something you are (bio). Typical 2FA uses a smartphone with a PIN that changes and a password to grant access to computing resources.
                  

	
                    URL
                    : Universal resource locator. The specific universal address for a web page, a URL is essentially a specific location within a domain within the World Wide Web. (This doesn’t necessarily mean you can see it from anywhere; there can be security restrictions.) Examples are
                    
                        https://kamindit.sharepoint.com
                      
                    .
                  

	
                    virtualization
                    : A server or desktop operating system running on a virtual host. The server or desktop operating systems are running in a hardware-agnostic mode because the hardware services are supplied by the virtual host.
                  

	
                    web part
                    : SharePoint components that can be inserted into a page (part of a site). Web parts are powerful and can interact with other sites and data outside of SharePoint.
                  

	
                    web site
                    : A SharePoint web site is a specialized site collection that can be seen by the outside world (public-facing) through a standard URL (such as
                    
                        www.kamind.com
                      
                    ). You may have only one web site within a tenant.
                  

	
                    www record
                    : Part of the Domain Name System (DNS). It provides the name or IP address of a web server for a given domain name.
                  

	
                    Yammer
                    : A business communication tool where the business information is owned by the company that allows users to express and share information in an unstructured manner. Yammer is sometimes referred to as the internal Facebook of the business. Yammer information is data mined by Delve for the internal use of the company.
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document production
audit log search
Bates Express
content search
data, preview
exporting documents
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Security & Compliance Center icon
reference links
retention policy
search and investigation
settings

                threat dashboard (
                see
                Threat dashboard)
              
trust center

Office 365 Security & Compliance Center


                Office 365 security score,
                See
                Secure Score
              

Office 365 security, subscriptions

Office Pro Plus updates, EMS
All users group
license type
Office 365 account
Office deployment group
Office deployment software
update channels

OMA_URI

One Drive for Business
configuration and set up
device access control
device management and mobile policy
limits
sharing
usage

Open License key activation

Open Mobile Alliance Uniform Resource Identifier (OMA-URI)

Outlook client


P, Q

Partner administrators

Partnership model

Password administrator

Password policy

Password Smart Lock Protection

Power BI

PowerShell
audit command
audit logs
bulk-assign licenses
filtering e-mail
installation
legal holds—with notice
mailbox forwarders
mailbox permission command
meeting rooms
not remotely signed error
passwords forever
setting up teams and sharepoint
standard header
validating commands
Winmail.dat Problem

Privileged Identity Management (PIM)
Azure AD roles
Azure dashboard
Azure services
bad actor
identity verification
user roles

Product-focused solutions

PST mail migration
outlook, export
outlook, import
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Room mailbox


S

Secure Score
administration center
comparison score
from Compliance Center
goal
increasing security score
Score Analyzer
target
Windows Security Center

                deploying (
                see
                Windows Advanced Threat Protection)
              
reviewing

Security
GDPR and privacy policies
to businesses
control and notifications
CSO
data management
IT training and responsibilities
personal privacy and individual rights
regulations
requirements
and hackers
AI tools
compliance

                Microsoft Trusted Cloud (
                see
                Microsoft Cloud Security)
              
offerings
Armor class
basic monitoring package
components
Fortress class
Shield class
Office 365 security score
Security & Compliance Center dashboard

Security & Compliance Center

Security configuration completion checklist

Security groups

Security operations center (SOC)

Service support administrator

Shared Exchange mailbox
options
outlook
PowerShell
smartphone and outlook

SharePoint PowerShell

Skykick migration tool

Skype for Business (S4B)
conferencing add-on
federation
licenses roles
voice
adding phone numbers
assigning emergency location
assigning phone numbers
call forwarding
number verification
options, setting
porting phones number
selecting phone number
teams admin center

Software-as-a-service (SaaS)

Staged migration/Test group

Support service records (SRV)

System Center Configuration Management (SSCM)

System health


T

Teams administration functions

Teams PowerShell

Threat dashboard
attacks
attacks against users
Attack Simulator option
campaign selection
distribution list
e-mail, customizing
executing campaign
offer customization
regulations
in Security & Compliance Center
web portal

Threat intelligence graph
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User activation

User management administrator


W, X, Y, Z

Windows 10 Application Policy, MAM deployment
add a policy
add apps
advanced settings
All User policy
app protection policies
with enrollment
advanced settings
All User policy
Office Pro Plus
set up
WIP
protected apps
WIP

Windows 10 devices
deploying commercial ID
Data Collection and Preview Builds
enabling Telemetry
Group Policy, editing
uploading
OMA-URI
retrieving commercial ID
Log Analytics and Update management
from Update Compliance blade

Windows 10 Update Rings, EMS
Azure dashboard
configuration
device licenses
insiders group
Microsoft 365 E5
update channel options
update status
user devices
user licenses

Windows Advanced Threat Protection
ATP deployment
Azure Log Analytics
client software
cloud instance
data repository, set up
data retention preferences
installation process
organization’s data size
organization type
securitycenter.windows.com
Windows 10 environment

Windows Defender ATP

Windows Desktop Search (WDS)

Windows Information Protection (WIP)

Windows Intune
Azure Intune portal
cloud-based
computer adding
consistency
management console

                vs
                . Microsoft Systems Center
              
reference links
self-service model
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Google Account:
kamindadmin@kaminditcom
Registration Date:
9/30/2018, 3:31:20 PM

Organization:
KAMIND IT

g“'oilmeﬂt Profiles

Work profiles
E ‘Go to Enroliment restrictions to configure Android work profiles and personal devices.
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You must connect Intune to your company’s managed Google Play account to manage Android
enterprise devices. Follow the steps below o enable Android enterprise enroliment.

1. | grant Microsoft permission to send both user and device information to Google. Learn More

2 Connect your Intune tenant to an administrative Gocgle account to enable Android enterprise
enroliment.

| Launch Google

3. Open the managed Google Play store and click “Approve” on the Intune Company Portal app to
ensure that it receives automatic updates. Leam More

Open Company Portal in the managed Google Play store [3
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Add a domain Verify domain Set up your online servic--  Update DNS settings
© ® ® ®

Verify domain

[To keep your domain secure, we need you to prove that you own it. Adding the record below will prove that you
own the domain, but it won't affect your existing email or other services. After the domain is verified as being
owned by you and the domain setup is complete, you can safely remove the record from your DNS hosting
provider.

Follow these step-by-step instructions to add the TXT records with the values below at Network Solutions. 7 (Not your DNS host?)

Nameservers used: ns96.worldnic.com, ns95.worldnic.com

Verify by:  TXTrecord ~ MX Record

TXT name: D@ or skip if not supported by provider.
TXT value: [ MS=ms16823830
TTL: (™ 3600 or your provider default.

Get someone to help you. Let us help you set up your TXT records.
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i i and set policies to diate future events. The service is built on Microsoft's experience protecting consumer identities, and gains
tremendous accuracy from the signal from over 138 logins a day.

DISCOVER USERS FLAGGED FOR RISK
Detect users flagged for risk and investigate risk events for the user.

DISCOVER RISK EVENTS
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Learn more.

DISCOVER VULNERABILITIES

Detect weaknesses in your environment that you can fix to improve your security posture.
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Learn more.

REMEDIATE USERS

Manually password reset for a user or enable policy for password reset or blocking sign-in based on user risk.
Learn more.
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Domain managed outside Office 365

¢ DNS management ‘ ‘ &2 Check DNS ‘ ’ li] Remove

/N Required DNS settings
Your DNS records must be set to the following values for your Office 365 services to run smoothly.

You can also download or print this data.
Export options v

N\ Exchange Online

Type Priority Host name Points to address or value TTL Actions
MX 0 @ kamind-com.mail.protection.outlook.com 1 Hour
XT - @ v=spf1 include:spf.protection.outlook.com -all 1 Hour
CNAME N autodiscover autodiscover.outlook.com 1 Hour

N\ Skype for Business

Type Priority Host name Points to address or value TTL Actions

CNAME - sip sipdir.online.lync.com 1 Hour
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BR Windows Defender Security Center

Windows
Security Center

Sy Welcome mkatzer

Step 1 P This wizard will guide you through the steps to onboard your organization onto the Windows Defender ATP service.
P For more detailed help and information on the onboarding process, see the Onboard endpoints and set up access section in the Windows Defender ATP guide.
Set up permissions

For more information about how Windows Defender ATP stores and retains your data, see the Data storage and privacy section in the Windows Defender ATP guide.

Step 2 )

Get started You need to set aside 10 to 20 minutes to complete the process, although it might take longer before all onboarded machines appear in the Windows Defender ATP
portal.

Step 3 ®

Click Next to start the onboarding process.
Set up preferences

Step 4 ®

Onboard an endpoint

Next @
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getoffice365security.com

Add a domain Verify domain Set up your online services Update DNS settings
L] { ] ® @®

Verify domain

To keep your domain secure, we need you to prove that you own it. Adding the record below will prove that you
own the domain, but it won't affect your existing email or other services. After the domain is verified as being
owned by you and the domain setup is complete, you can safely remove the record from your DNS hosting
provider.

Follow these step-by-step instructions to add the TXT records with the values below at Network Solutions. Z (Not your DNS host?)

Verify by:  TXT record  MX Record

TXT name: ™ @ or skip if not supported by provider.
TXT value: [ MS=ms68970246
TTL: ™ 3600 or your provider default.

Get someone to help you. Let us help you set up your TXT records.

Save and close
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Cloud Solutions Advisors

mkatzer@kamind.com

Oops - You can't get to this yet

Your IT department is ensuring that this device is up-
to-date with all your organization's policies. It might
take a few minutes.

You might be able to browse to other KAMIND IT, Inc
sites. Otherwise, sign out to protect your account.

Sign out and sign in with a different account

More details

This site contains company information authorized
for KAMIND IT employees and contractors. If you are
not a KAMIND IT employee or contractor, you do not
have a license or any rights (oral or implied) to access
this site.
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Controls / Articles

Control ID: 6.11.1

Control Title: Securing application services on public networks

Supported GDPR Article(s): Article (5)(1)(f), Article (32)(1)(a)

Description: Article (5)(1): Personal data shall be: (f) processed in a manner that ensures
appropriate security of the personal data, including protection against unauthorised or
unlawful processing and against accidental loss, destruction or damage, using appropriate
technical or organisational measures (integrity and confidentiality).

Article (32)(1): Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of processing as well as the risk of varying likelihood
and severity for the rights and freedoms of natural persons, the controller and the processor
shall implement appropriate technical and organisational measures to ensure a level of
security appropriate to the risk, including inter alia as appropriate: (a) the pseudonymisation
and encryption of personal data

Read More

Compliance
Score

Related Controls / Articles

IS0 27001:2013: A10.1.1, A10.12, A18.1.5
GDPR: 6.7

‘CSA CCM301: EKM-01, EKM-02, EKM-03, EKM-04
1S0 27018:2014: C.10.1.1

HIPAA: 45 CFR. § 164.312(€)(2)(ii)

NIST 800-171: 3.13.11

NIST 800-53: 5C-13

Assigned
User

© v
(SManage
Documents

Implementation Testdate  Test result
Status Date
Planned v i} @ Selectv
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Azure Advanced Threat Protection | Timeline

A0l ®
Open [0]
Closed [8]
Suppressed [2]
]
® Medium [2]
]

8:22 AM Oct 22, 2018

Remote code execution attempt

The following remote execution attempts, which may indicate that Scan's credentials were
compromised, were performed on 001 from 192.168.10.13:

° Successful remote execution of WMI method Win32_Process Create by Scan.

Started at 9:14 AM Jun 12, 2018

1:27 AM Oct 22, 2018

Remote code execution attempt

The following remote code execution attempts were performed on 005 from 001:

o Attempted remote execution of one or more WMI methods.

Started at 9:36 AM Jun 12, 2018
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Support

Settings

Services & add-ins

Security & privacy
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Organization profile
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Setup

Reports

Health
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Admin center

Home > Security & privacy

Password policy

Set the password policy for all users in your organization.
Days before passwords expire 90

Days before a user is notified about expiration 14

Customer Lockbox

Set requirements for data access

Require approval for all data access requests off

Sharing

Control access for people outside your organization.

Let users add new guests to the organization On

Let your people reset their own passwords
You can turn it on in the Azure AD admin center. Learn more about self-service password reset

After you turn on self-service password reset, you need to send users to the following website so they can set up their
alternate phone number or email address. Don't lose access to your account.
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Simulate attacks

Simulate attacks to test your defenses

Run realistic phishing attempts, such as spear phishing and password
attacks, to identify vulnerable users within your organization.

Spear Phishing (Credentials Harvest) ~ Account Breach

A spear-phishing attack is a targeted Prize Giveaway LBunch Attack
attempt to acquire sensitive information, —

such as user names, passwords, and
credit card information, by
masquerading as a trusted entity. This
attack will use a URL to attempt to obtain
user names and passwords.
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Attack Completed
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Add a domain Verify domain Set up your online services Update DNS settings
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Update DNS settings

Add DNS records for getoffice365security.com at your DNS hosting provider Network Solutions Va (Not your DNS host?)

Nameservers used: ns95.worldnic.com, ns96.worldnic.com

You can also download or print this data.

Export options v

\ MX records
Please add these records at your DNS hosting provider. step-by-step instructions

& Important: if you already have an MX record for this domain at your DNS host, changing your MX records to the values below will redirect
new incoming email to your new email addresses, and email will no longer be delivered to your previous email service.

After you change the MX records, if you want to access your old email through your new email account, you must migrate the old email

messages.
D Copy this table
Priority Host name Points to address or value L
Do De [ getoffice365security-com.mail.protection.outlook.com. ™ 3600
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ag=bdayithout an installed agent will be provisioned. Learn more >

Default workspace configuration
Data collected by Security Center is stored in Log Analytics workspace(s). You can elect to have data collected from Azure VMs stored in

workspace(s) created by Security Center or in an existing workspace you created. Learn more >

) Use workspace(s) created by Security Center (default)

Connect Azure VMs to report to workspaces created by Security Center

(®) Use another workspace

Connect Azure VMs to report to selected user workspace

OMSgoSecurity v
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! The SPF check passes

5321.MailFrom: phish@phishing.com } » because the phisher has
5322.From: security@woodgrovebank.com |Je— setup SPF records...

Subject: Suspicious account activity

...Butthe 5321.MailFrom does
not match the 5322.From, and
therefore fails DMARC!

woodgrove bank

Dear User,

We noticed recently that you were accessing your account from an
IP address you do not typically use. As a security precaution, we
have restricted access to your account.

Please click the link below in the next 24 hours otherwise we will
pemanently disable your account.

http://short.urd/woodbank/user/account/akbdf-01234-user1.asp

Thanks,
The Woodgrove Bank security team
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Integrate Azure AD ldentity Protection

Azure Active Directory Identity Protection provides a consolidated
view of at risk users, risk events and vulnerabilities, with the ability
to remediate risk immediately, and set policies to auto-remediate
future events.

The service is built on Microsoft's experience protecting
consumer identities, and gains tremendous accuracy from the
signal from over 13B logins a day.

With Azure AD Identity Protection, you can:

Integrate Microsoft Azure AD Identity Protection
alerts along with other detections in your
environment and gain correlations and otherwise
undetectable attacks by combining low fidelity
detections across all your security data.

Get identity data from multiple sources and view
all user anomalies and alerts in one place that
surfaces all users realted information so you can
easily understand how risky each user is.

When using the Azure AD Identity Protection, you can get alerts such as:

?0 Leaked credentials
?0 Impossible travel to atypical locations

OA Sign-ins from anonymous IP addresses

OA Sign-ins from IP addresses with suspicious activity

* Select a Workspace
omsgosecurity (East US)

 (KAMIND) Microsoft Azure
{  omsgosecurity (East US)
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Intune App Protection - Policy settings

Allo ce Pro Plus

[

@ overview

MANAGE
i1l General

N Assignments

Targeted apps

LT Policy settings

HELP AND SUPPORT

K Diagnose and solve problems

Data relocation
Prevent iTunes and iCloud backups @

Yes

Allow app to transfer data to other apps @

| Policy managed apps

Select apps to exempt

Allow app to receive data from other apps @

‘ All apps

Prevent “Save As" @

Yes

Select which storage services corporate data can be saved to @

l 2 selected

Restrict cut, copy, and paste with other apps @

‘ Policy managed apps with paste in

Restrict web content to display in the Managed Browser @

Yes \[e)

Encrypt app data @

| When device is locked

Disable contacts sync @

Yes o

H

Disable printing @

Yes o

H

Access
Require PIN for access @

Yes o
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sharing

Sharing outside your company
Control how users invite people outside your organization to access content

O Don't allow sharing outside your organization

O Allow sharing only with the external users that already exist in your
organization's directory

O Allow external users who accept sharing invitations and sign in as
authenticated users

@ Allow sharing with all external users, and by using anonymous
access links

Site collection additional settings

[ Limit external sharing by domain. Learn more

Allowing non-owners to invite new users

Status: Allowed. This Some sites in this site collection allow non-

is the default setting owners to grant permission to files, folders, or

for new sites. sites and sub-sites without requiring owner
approval. Learn more

Turn off sharing for non-owners on all sites in
this site collection.

Changes will be applied to the following 1 site collections:

URL SHARING

https://kamindsecure.sharepoint.com Share links and invitations

Save Cancel :
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Sign-ins by Location

NORTH
AN
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AMERICA

l) Bing

IROPE Al
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© 2018 HERE, © 2018 Microsoft Corporation Terms
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U.S. Department of Health and Human Services
Office for Civil Rights
Breach Portal: Notice to the Secretary of HHS Breach of Unsecured Protected Health Information

Under Investigation Archive Help for Consumers

As required by section 13402(e)(4) of the HITECH Act, the Secretary must post a list of breaches of unsecured protected health information affecting 500 or more indi
to the Secretary:

Cases Currently Under Investigation
This page lists all breaches reported within the last 24 months that are currently under investigation by the Office for Civil Rights.
Show Advanced Options

Breach Report Results

Expand Name of Covered Entity ¢ State Covered Entity Indivi B h issi Type of Breach
All < Type ¢ Affected ¢ Date ¢

] Reliable Respiratory MA Healthcare 21311 09/01/2018 Hacking/IT Incident
Provider

o Carpenters Benefit Funds of Philadelphia PA Health Plan 20015 08/31/2018 Hacking/IT Incident

] Hopebridge IN Healthcare 1411 08/31/2018 Hacking/IT Incident
Provider

] United Methodist Homes NY Healthcare 843 08/31/2018 Unauthorized
Provider Access/Disclosure

[ ] South Alamo Medical Group PA ™> Healthcare 2180 08/30/2018 Unauthorized
Provider Access/Disclosure

o First coast podiatric surgery and wound FL Business 500 08/27/2018 Unauthorized
Associate Access/Disclosure

] Family Medical Group Northeast PC OR Healthcare 2077 08/22/2018 Unauthorized

Provider Access/Disclosure
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KAMIND IT, Inc

¢ Rename ] Remove %] Reset

MATTNUC-001

Unknown - Unknown

© This device cannot access company resources D2

Regain access
You need to make some changes to this device so that it can access KAMIND IT, Inc resources.

Install and activate Windows Defender Advanced Threat Protection to protect your device

Show more






OEBPS/A429219_1_En_4_Fig11_HTML.jpg
@ overview

2:" Quick start

TASKS
¥ My roles

e My requests
@ Approve requests

“= Review access

MANAGE

«

0 Refresh

My Activation history for the past 7 days

1

08
06
04
02
0
4PM
DIRECTORY ACTIVATIONSS....

3

| securmy AD...
| PRIVILEGED ...
| GLosaL AD..

My roles

Eligible roles  Active roles

ROLE NAME STATUS

No roles found
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kamind.com (Default)
Domain managed outside Office 365

@  AllDNS recorc

Your DNS records must be set to the followin

N Exchange Online

“\ Required DNS settings

values for

pur Office 365 services to run smoothly.

Type Priority Host name Points to address or value TTL

MX 0 @ kamind-com.mail.protection.outlook.com 1 Hour

TXT = @ v=spf1 include:spf.protection.outlook.com -all 1 Hour

CNAME - autodiscover autodiscover.outlook.com 1 Hour
/N Skype for Business

Type Priority Host name Points to address or value TTL

CNAME - sip sipdir.online.lync.com 1 Hour

CNAME - lyncdiscover webdir.online.lync.com 1 Hour

Type Service Protocol Port Weight Priority TTL Name Target

SRV _sip _tls 443 1 100 1 Hour @ sipdir.online.lync.com

SRV _sipfederationtls _tep 5061 1 100 1 Hour @ sipfed.online.lync.com

N Mobile Device Management for Office 365

Type Priority Host name Points to address or value TTL

CNAME & enterpriseregistration enterpriseregistration.windows.net 1 Hour

CNAME = enterpriseenroliment enterpriseenrollment.manage.microsoft.com 1 Hour
N Additional Office 365 records

Type Priority Host name Points to address or value TTL

CNAME - msoid clientconfig.microsoftonline-p.net 1 Hour
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mm Microsoft | Docs Windows  MicrosoftAzure  Visual Studio  Office  More

Enterprise Mobility + Security Documentation

‘ ﬂ
Microsoft Intune
Synchronize on-premises directories and enable single sign-on

Azure Active Directory

Manage mobile devices, apps, and PCs from the cloud

o

Microsoft Cloud App Security

Azure Information Protection
Gain deep visibility, comprehensive controls, and enhanced Saa$ security Classify data at time of creation or update based on source, conte

and
content

Advanced Threat Analytics

Identify breaches and threats using behavioral analysis, and create
reports on an attack timeline

Azure Advanced Threat Protection

Protect your enterprise hybrid environments from multiple types of
advanced targeted cyber attacks and insider threats

All Microsoft ~ Search O

System Center Configuration Manager

Manage PCs, servers, and mobile devices like iPhones and Android
devices with ises and cloud-b

Multi-factor Authentication

Safeguard access to your data and apps with an extra level of
authentication

el e

Microsoft Identity Manager

Manage identities with automated workflow, seif-service, and more
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dashb

voice

call rout

dial-in conferencing

online meet

Active users

[0 Display name

&  ConferenceRoom

voice users

Enabled [V] ¥ £

Number

03-773-0748,
1503-773-0748,®

Number Status

Activated

PSTN Connectivity

Online

ctive for two

Assigned number

150 Change | Remove

Unified messaging

Enabled

Emergency location

RD LAKE OSW

Change

Assigned license

Licensed

O OR 970
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I . [ Ve 2 o — 3 / | R A
Office 365 ‘_ Micwosoft Teams & Skype for Business Admin Center e S v
gl \J AT N A N VT W
Teams
Locations
Users MICROSOFT TEAMS UPGRADE
Meetings .
Planning your upgrade to Teams
Messaging policies
We are bringing the capabilities of Skype for Business Online
. . into Microsoft Teams to deliver a single hub for teamwork with
Org-wide settings built-in, fully-integrated voice and video. We have resources / >
and tools available to assist you in planning and upgrading . — —
Legacy portal (4] some or all of your users to Teams.

Call quality dashboard (2

Firstline Worker configuration (2

ORGANIZATION INFORMATION

Nov 16, 2014
KAMIND |T, Inc Organization created

United States

Country/region
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ity policy - Pricing tier

o) &« H Save

POLICY COMPONENTS 4 The Standard tier provides enhanced security. Learn more >

T Pricing tier

& b . Free (for Azure resources only) SENGEG
ata collection
v/ Security assessment v/ Security assessment
v/ Security recommendations v/ Security recommendations
v/ Basic security policy v/ Basic security policy
~/ Connected partner solutions v/ Connected partner solutions
X VM threat detection I ~/ VM threat detection
0.00 15.00
USD/NODE/MONTH USD/NODE/MONTH
&@ Pricing will apply to: 0 Azure and 0 non-Azure resources

reporting to this workspace
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Microsoft Azure

Additional security verification

Secure your account by adding phone verification to your password. View video

Step 3: Keep using your existing applications

In some apps, like Qutlook, Apple Mail, and Microsoft Office, you can't use a phone to secure your account. To use these apps, you'll need to create a new "app
password" to use in place of your work or school account password. Learn more

Get started with this app password:

vsvvewrclhnsx ra
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getoffice365security.com

Add a domain Verify domain Set up your online services Update DNS settings
(] (] [ ®

Update DNS settings

Congratulations! Your domain and email addresses are all set up.
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Accounting

general
ownership

» membership
delivery management
message approval
email options
MailTip
group delegation

Members:
*Specify the types of recipients that will be members of this group.

@ All recipient types

O Oniy the following recipient types:
[T Users with Exchange mailboxes
[Z] Mail users with external email addresses
[CJ Resource mailboxes
[T] Mail contacts with external email addresses
] Mail-enabled groups

Membership in this group will be determined by the rules you set up
below.

X Department v|  Accounting’
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& Company Portal

= Device details

| Search for apps yel |
B MATTNUC-001

@ Home Unknown

= Al apps @ This is the device you're currently using.

B Installed apps @ You need to make some changes to this device so that it
can access KAMIND IT, Inc resources.

©  Send feedback Device must have firewall enabled. More v
Turn on antivirus More v

Install and activate Windows Defender Advance... More v/

Original Name
MATTNUC-001

Operating System
Windows

Manufacturer
Unknown

Device Category
AllUpdates

Ownership
Personal
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Exchange admin center

dashboard
recipients
permissions
compliance management
organization
protection
advanced threats
mail flow

mobile

public folders
unified messaging

hybrid

mailboxes groups resources contacts shared migration

Click to view the status for all current migration batches. Status for all batches

S -

NAME A | STATUS TOTAL SYNCED FINALIZED
test-1 Completed 2 0 2
Test-2 Synced with errors 3 2 0

FAILED

0
1
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./Vendor/MSFT
AccountManagement
UserProfileManagement
EnableProfileManager

DeletionPolicy

StorageCapacityStartDeletion

StorageCapacityStopDeletion

ProfilelnactivityThreshold
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New alert policy

Name your alert

Create alert settings

Set your recipients

Review your settings

Name your alert, categorize it, and choose a severity.

Assign a category and severity level to help you manage the policy and any alerts it triggers. You'll be able to filter on thesq
settings from both the 'Alert policies’ and ‘View alerts' pages.

Name *

Hack alert

Description

Enter a friendly description for your policy

Severity *

® High d

Category *

Threat management ~
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Password policy

Set user passwords to never expire I off

Days before passwords expire*

90

*

Days before a user is notified about expiration

14
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22 Actions in the queue

Your pending Secure Score is: 407

Category
Sho |Search

Ena

Ena

[Nof

Rey|

[Nof

Enal

Account
Data
Device
Action Type
Behavior
Configuration
Review
User Impact
Low
Moderate
Implementation Cost
Low
Moderate
Control Type
Advanced
Standard
Score Category
Scored
Not Scored

Expand all v

ns

recording

failures report weekly

M notifications

Lsers

Review role changes weekly
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A~ Password Auto-generated

® Auto-generate password
O  Let me create the password

Make this user change their password when they first sign in

A~ Roles User (no administrator access)

You can assign different roles to people in your organization. Learn
more about admin roles

@ User (no administrator access)

This user won't have permissions to the Office 365 admin center or any
admin tasks.

O Global administrator

This user will have access to all features in the admin center and can
perform all tasks in the Office 365 admin center.

O Customized administrator

You can assign this user one or many roles so they can manage specific
areas of Office 365.
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O info

* Name
| Require MFA to access all cloud Resoruces /|

| Include | Exclude

(O None
(O Al cloud apps
(®) Select apps

Assignments \
| Select i
Users .;nd groups o| > | Office 365 SharePoint Online and... >§
Specific users included ! i
8'“’" ‘“:p:s Office 365 Exchange Online
Conditions @ > Office 365 SharePoint Online
0 conditions selected
@ Windows Defender ATP

Access controls \_ -
Gramt @ 5
0 controls selected
Session @ 5

0 controls selected
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ire Informa Protection - Quick start

0 « Azure Information Protection
Azure Information Protection helps an organization to classify, label and protect its documents

GENERAL and emails. Watch the latest overview video:

L3 Quick start

CLASSIFICATIONS

W Labels

[ Policies

MANAGE

Languages

Protection activation

Azure Information Protection

Demos & how-to for updates, including shared labeling, AIP Scanner & more

Get Started

Quick start tutorial for Azure Information Protection
Download the client

Provide feedback

Share your product feedback with us
Join us on Yammer
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Create a resource
All services
FAVORITES
Dashboard
& Azure Active Directory
Intune
B Software updates
Security Center
Resource groups
All resources
=] Activity log
4 Storage explorer
¢ Managed Identities
e Recent
[ App Services
58 SQL databases
KA virtual machines (classic)
@. Virtual machines
# Cloud services (classic)

Subscriptions

e Monitor

sJ Cost Management + Bill..

M Lroups

Enterprise applications
Devices

App registrations

i
[ |
L
B

Application proxy
Licenses

Azure AD Connect

fl & ke

Custom domain names

©

Mobility (MDM and MAM)
' Password reset

m Company branding

ﬂ' User settings

'I' Properties

B Notifications settings
Security

v Identity Secure Score (Previe...

| Conditional access I

Conditional access - Policies

Azure Active Directory

Manage

<> Named locations

[ Custom controls (preview)
&% Terms of use

# VPN connectivity

v= Classic policies

Troubleshooting + Support
K Troubleshoot

®

& New support request

New policy | & What If

POLICY NAME

b

Require MFA to access all cloud resoruces
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Office 365 Admin

SharePoint admin center @

site collections

Site Collections I I e —
X B &} D 5B E

New Delete Properties Owndrs Sharing

Server Resource Upgrade Project Web  Recycle
Quota - App ~ Bin
Contribute Manage

Restore
P 1.02 TB available of 1.02 TB|
[0 urL
& B : https://kamindsecure.sharepoint.com
ipaniicamming oharepeint: pesteld/hub

https://kamindsecure.sharepoint.com/search
=3l0te ttps://kamindsecure.sharepoint.com/sites/apps
https://kamindsecure.sharepoint.com/sites/Contoso
https://kamindsecure.sharepoint.com/sites/ediscovery
https://kamindsecure.sharepoint.com/sites/pwa

https://kamindsecure-my.sharepoint.com
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Office 365

Good morning

Apps
@ a @ @
Outlook OneDrive Word Excel

Explore all your apps —>

Documents

Recent Pinned Shared with me  Discover

£ Search

Install Office

@ B B B Y ®@®

Teams Yammer Admin

T Upload and open...
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@ Home
R Users v
£ Groups v
B Billing v
Admin centers

7 Edt

@ Microsoft 365

Common entry point for Microsoft 365
administration. Manage users, billing and
subscriptions. Control organization-wide
settings, and track service health and changes.
Navigate to other admin centers for additional
management capabilties.

@2 Exchange =

Manage advanced email settings, such as
quarantine, encryption. and mail flow rules.

Yz Yammer o

Manage your Yammer network. et a usage
policy, control external network settings. and
enable features ike translation.

O Microsoft Search o

Manage Microsoft Search settings including
services and content that are available for
people in your organization. Make finding
internal tools. documents, and people just as
asy as searching the web in Sing.

@ Security & Compliance =

Set policies to help your organization stay
secure and comply with regulations. Retain and
protect content, respond o and investigate
threats, classify and encrypt data. and more.

@ SharePoint o

Manage site collections, ist and library
permissions, file storage and sharing,

o° Flow o

View activity and manage user licenses and
data policies for Flow, the Microsoft app that
automates workfiows.

4 Azure Active Directory =

=2 Intune o

Enable

Go deep with identity
‘muhi-factor authentication, self-servi
‘password reset. and edit company branding.

Teams & Skype o

Configure messaging. conferencing. and
‘external communication options for your users.

0> PowerApps L

View activity and manage user licenses and
data policies for PowerApps. which enables
users 1o create business apps that connect to
Your data and work across web and mobile.

on user devices, manage
‘access to company data, and enforce
connection and app settings.

& OneDrive o

Control access and sharing settings, default
storage. and allowed file types.

D Dynamics 365 o

Manage Dynamics 365 instance and updates.





OEBPS/A429219_1_En_5_Fig131_HTML.jpg
@ Delete Il Pause D Resume ' Uninstall

Created:
09/03/18, 05:50:52 PM

Last Modified:
09/03/18, 05:50:52 PM

Groups assigned:
1

Profile assignment status — Windows 10 and later devices
Succeeded
I3
Emor
I5
Confict
2 i)
pevces pending
I
Not Applicable

0

Profile assignment status — Windows 10 and later users
Succeeded
Iz
eor
I5
Conflict
5
Pending
5

Not Applicable

0

Feature:
Running
Quality:
Running

Assigned to non-
Windows 10 and later
devices

0

£2 Columns L Export

[P Fitter items..

oEvICE USER PRINCIPAL NAME
SEATTLE 0365User@getoffice365security....
PORTLAND passadmin@getoffice365security...

DEPLOYMENT STATUS

@ Succeeded

© Succeeded
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Log Analytics

&5 Overview

B Activity log

Access control (IAM)
& Tags

X Diagnose and solve problems

«

Home > OMSgoSecurity > Overview > Management Solutions > Update Management

{ OMSgoSecurity & X

Overview

omsgosecurity

Q) Refresh Analytics

Last 24 hours

Filter by na
Security and Audit

Performing Assessment

Management Solutions

CloudCheckr - The Cloud
. Management Company

CloudCheckr

r Dynatrace
Oynatrace

Update Management
Microsoft

Update Management

Microsoft

Identify and orchestrate the in{

Update management identifies
updates across Windows and Lin|

Systems that are missing security
data. With simple out-of-the-boy
immediate attention. With our u
updates across computer group:

This solution requires Automatio|

© Save for later

: Microsoft Operations Management Suite is connecting to Log Analytics
Settings your server data to perform a security assessment for the first Microsoft
time. This will take several hours. It is recommended you let
& Locks this run overnight.
K3 Automation script Dell Boomi Atom (Windows) Senien bilyacs
Dell Boomi PRpNSe———

1+ Advanced settings

Application Insights
Microsoft

General

4 Quick Start
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== Overview

B Activity log

us Access control (IAM)
& Tags

X Diagnose and solve problems

SETTINGS
& Locks

E3  Automation script

e OMS Portal [ Delete

Essentials

Resource group (change)
omsgosecurityrg

Status

Active

Location

East US

Subscription name (change)
(KAMIND) Microsoft Azure
Subscription ID
ff1688b7-aab7-4ac6-9e3a-

Get started with Log Analytics

Log Analytics collects data from a variety of sources and uses a powerful query language to give|

Q Advanced settings

GENERAL

o4 Quick Start

== Workspace summary

@ View Designer

you insights into the operation of your applications and resources. Use Azure Monitor to access

the complete set of tools for monitoring all of your Azure resources

° Connect a data source

Select one or more data sources to
connect to the workspace

Azure virtual machines (VMs)
Windows, Linux and other sources
Azure Activity logs
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Figure 1 The Autodiscover service process for internal access

Outlook
2007

Internal network

?

Active
\l) » Directory
server
Autodiscover service
URL returned
‘ G)
i o/
Connect using HTTPS
G) .
~ Client
Autodiscover service Access
server

E

returns addresses of
available services

4

./

Mailbox
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@ Skype for Business

We worte the book on Office 365!

’ Available ¥
Set Your Location ¥

Find someone or dial a number

GROUPS STATUS RELATIONSHIPS NEW

4 FAVORITES

‘ David Tollefsen - Presence unknown
’ Hakim Spears - Offline 8 days

@ Hakim Spears - Offline - External Network
0 Matthew Katzer - Presence unknown
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Microsoft Azure

Create a resource

All services

FAVORITES

Dashboard

All resources

Resource groups

App Services

Function Apps

SQL databases

’ Azure Cosmos DB

Virtual machines

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitor

Advisor

Azure Marketplace Featured

Get started ’*‘
Recently created ’
Compute @
Networking @
Storage

Web

Mobile

Containers
Databases
Analytics

Al + Machine Learn
Intemet of Things

Integration
Identity
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Azure Active Directory

Azure AD Connect Health

Azure AD Cloud App Discovery

Azure AD Privileged Identity
Management

Azure AD Identity Protection

Azure Information Protection

Azure AD Domain Services

Intune App Protection
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Save X Discard

* Display name: @
KAMIND IT MDM Terms and conidtion

Defined

vl
Description: @
KAMIND IT Terms and condition for access for Company confidnetial information. v
Assignment Status:
* Terms and Conditions: @ >

Enter a title, brief summary of what it means to accept your terms and conditions, and the terms that
the user must agree to. See how this displays to users.

* Title: @
| KAMIND T, Inc. Device Data Access License

* Summary of Terms: @

Security provisions listed below are currently in place on mobile devices that synchronize to the
KAMIND [T, Inc. information systems. By accepting the Mobile Device Management (MDM) and
Company Confidential Data Access terms and conditions, you acknomdedge that it is KAMIND IT,
Inc. intention to enforce settings that are enabled by you automatically with Active Sync or
another third party software when technically reasonable.

* Terms and Conditions: @

| acknowledge the following: Av
« | have read the Mobile Device Management Acknowledgment.

= Access to KAMIND IT services and networked systems via a mobile device must be

approved by via mutually signed agreement by KAMIND IT, Inc.

« No jailbroken (Apple), rooted (Android) devices or devices withotu a TPM version 1.2 or

later chip may be used.

« | am required to conform to all compliance policies enforced by KAMIND IT. 8y enrolling

Update Policy:

Current Version: 1

If you aiter the meaning of your Terms and Conditions, check the box to require users to re-accept
your terms.

[:l Require users to re-accept, and increment the version number to 2.
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Azure Information Protection helps
protect your organization's sensitive data
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Azure Information Protection viewer app:
Download this app to view protected PDF and other files.

Computers Mobile Devices

Azure Information Protection client:
Download this client to label and protect files, in addition to
viewing protected files.

n user guide

Additional information about applications that support Azure
Rights Management data protection for Azure Information
Protection.
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Mobile Device Management
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Choose whether Intune or Configuration
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Choose Intune as your MDM authority to
manage mobile devices with Microsoft Intune
only.

Choose Configuration Manager as your MDM
authority to manage mobile devices with System
Center Configuration Manager and Microsoft
Intune.
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protect this key because anyone can use it to download these results.
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Phone & tablet

Office

Manage installs

Want to deactivate Office on one computer and install it on another? Go to My account > Install status.

Install Office 365 ProPlus with the new 2016 apps ~ What happened to Office 2013?

Note: Your admin has enabled First Release, so you get early access to the latest Office features. If you have feedback
or problems, please contact your admin.

B EBDDBEBEDEZO

Word Excel PowerPoint OneNote Access Publisher ~ Outlook  Skype for
Business

OneDrive
for Business
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32-bit Advanced
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Review system requirements
Troubleshoot installation
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Pata migration

Sharing

Use these settings to customize how sharing works in OneDrive and SharePoint.
Learn more about external sharing

Links

Choose the kind of link that's selected by default when users share items.

Default link type

@ Internal: Only people in your organization

O Direct: Specific people

External sharing

Users can share with:

H> SharePoint @ OneDrive

Anyone

Most permissive : ; S
Users can create shareable links that don't require sign-in.

New and existing external users
External users must sign in.

Existing external users
Only users already in your organization's directory.

Only people in your organization

Least permissive R
No external sharing allowed.

Your sharing setting for OneDrive can't be more permissive than your setting for SharePoint.






OEBPS/A429219_1_En_6_Fig7_HTML.jpg
1] https://products.office.com/en-us/business/office-365-trust-center-welcome

O~-a8¢ 1} Office 365 Trust Center X

ntact sales:

Contact us

Welcome |  Built-in Security  Privacy by design  Continuous compliance  Transparent operations  From Insice the Cloud security videos
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] Office 365

Office 365 Trust Center

Welcome to the place where we share our commitments and information about security, privacy,
and compliance.

Watch all security-related videos From Inside the Cloud (3)

With Office 365, it's your data. You own it. You control it. And it is yours to take with you if you decide to leave the service. The core tenets of our approach
to earning and maintaining your trust are:

Built-in security Privacy by design

« Your data is not used for advertising
« You have extensive privacy controls

+ Service-level security through defense-in-depth
+ Customer controls within the service

+ Security hardening and operational best practices « You can take your data with you when you want

Continuous compliance Transparent operations

- Proactive processes to meet evolving compliance needs « You know where your data resides and who has access

- Visibility into availability and changes to the service
- Financially backed guarantee of 99.9% uptime

+ Customer controls for organizational compliance
+ Independently verified to meet evolving standards
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rights management

@ Rights management is activated
Rights Management safeguards your email and documents, and helps

you securely share this data with your colleagues.

To disable Rights Management, click deactivate.

additional configuration

You can configure advanced features for Rights Management using
Microsoft Azure.

This requires a one-time sign up for a free Azure subscription to
access Azure Active Directory.

advanced features

» What is Rights Management?

« Rights Management Deployment
roadmap

= Using Rights Management

= FAQs For Rights Management
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We've built a one-stop portal to help you manage security and compliance across all Microsoft 365 products, including Office 365, Windows, Enterprise Mobility + Security, and Cloud App

Security.

(& Data admin

Microsoft 365 helps you track, protect,
and mitigate risks to your data.

A Compliance officer

Maintain data governance policies
across Microsoft 365 to help stay
compliant with any regulatory
requirements.

Office 365

R Welcome to the Security & Compliance Center
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50 take a look around and let us know what you think

privacy rig

nside the

dlassify, and

ecure this

e, and more) and can 2

ata subject requests.
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Start using Windows Defender ATP

To start experiencing Windows Defender ATP, you need to onboard at least one
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crosoft Azure Active Directory Connect -

Express Settings
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If you have a single Windows Server Active Directory forest, we will do the following:

« Configure synchronization of identities in the current AD forest of AHCT
« Configure password synchronizaticn from on-premises AD to Azure AD
« Start an initial synchronization

« Synchronize all attributes

« Enable Auto Upgrade

Learn more about express settings

If you would like different settings, click Customize.
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A-testUser@kamind.com

Edit email addresses and user name

Primary email address and user name

A-testUser@kamind.com

To change the primary email address, add an alias and set it as primary. This will also
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Alert policies

Use alert policies to track user and admin activities, malware threats, or data loss incidents in your organization. After choosing the activity you
want to be alerted on, refine the policy by adding conditions, deciding when to trigger the alert, and who should receive notifications. Learn more

about alert policies

-

-+ New alert policy Search b
D Name Severit... Type Category... Date modified Status
[] Hackattempt ® Low Custom Threat mana... 7/3/17 10:01 PM a
[] External User activity ® Medium  Custom Data govern... 7/3/17 10:03 PM a
D Hack alert @® High Custom Threat mana... 9/22/18 6:57 AM c
[:l Elevation of Exchange admin privile.. @  Low System Permissions -
D Malware campaign detected and bl.. @ Low System Threat mana... -
D Unusual volume of file deletion ® Medium System Data govern... -
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FEDERATED No
NAME STATUS FEDERATED  PRIMARY To configure getoffice365security.com for federated
sign-on to your Azure Active Directory, run Azure AD
getoffice365core.onmicrosoft.com @ Available Connect on your local network.
aetoffics365seoutity.com © Verified <:| Download Azure AD Connect

PRIMARY DOMAIN Yes

IN USE® No
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+_

Members:

Add group owners as members
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Microsoft Azure

Information Protection

Install the Azure Information Protection client
By clicking “I agree”, you agree to the Azure Information Protection license terms and conditions.

License terms and conditions.

[Jnstall a demo policy
Experience Azure Information Protection by using a local policy until the client connects to Azure Information
Protection service.

Help improve Azure Information Protection by sending usage statistics to Microsoft

Privacy Statement
Version 1.36.18.0 @) agree Close
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Trial invitation
This trial invitation has been c ized for you by KAMIND IT. Inc. Sign in to take advantage of this invitation.

Office 365 Enterprise E3 Trial - 1 month term
25 users

Partner information
KAMIND IT. Inc

By continuing, you agree that
Microsoft can share your ongoing
contact and subscription information
with this partner. For more
information, please review the
privacy notice.

This offer is based on usage
location: United States. Service
availability and pricing varies by
usage location. Final tax and total
will be calculated when you
complete the purchase.
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Name your policy

Name *
@ Choose the information to protect

| U.S. Health Insurance Act (HIPAA)

9 Name your policy
Description

Enter a friendly description for your policy
@ Choose locations
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Billing notifications

KAMIND IT, Inc

Licenses

e L=

Audio Conferencing

Business Apps (free)

Communications Credits What is this?
Domestic and Intemational Calling Plan
Domestic Calling Plan

Dynamics 365 Business Central for Ws
Dynamics 365 Customer Engagement Plan
Enterprise Mobility + Security £3
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Microsof: Cloud App Secutity

8uy now
Buy more
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From: Microsoft Outlook

Sent: Sunday, September 30, 2018 11:56:38 AM

To: Test User

Subject: Your mobile device has been denied access to the server because of server policies.

You are receiving this message because KAMIND IT requries you to enroll your device with Microsoft Application Management or Mobile Device
IManagement in order to access Exchange email and other Corporate own resources from this device. [1. View device compliance problems that need
your attention in the Company Portal](https://portal.manage.microsoft.com) [2. If you are using an I0S device, please download Microsoft
Authenticator (from Apple store) to access Corporarte Documents. [3. If you are using an Android device, please download Company Portal (from play
store) to access Corporate Documents.

Your device won't be able to synchronize with the server via Exchange ActiveSync because of an access policy defined on the server.

Information about your device:

Device model: iPad6C11

Device type: iPad
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Identity Secure Score (Preview)

@ Learn more

Monitor and improve your identity security score. To view your overall score, go to M365 Secure Score.

Last updated 9/27/2018 12:00:00 AM @
Your Identity Secure Score

1 40 Your score is above the average for your company’s industry.
/223
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ZE column L Download
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Office 365 Microsoft Teams & Skype for Business Admin Center

Dashboard \ External access

External access

External access lets your Teams and Skype for Business users communicate with users that are outside of your organization. By

External access ‘) On

Users can communicate with external Skype users o On

+ Add a domain

Name Status
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B2 Microsoft  Microsoft 365 Azwre  Office365  Dynamics365  SQL  Windows 10

I'm looking for a solution provider...

& Portland, Oregon, United States

Connect with trusted Microsoft solution providers
Microsoft certified solution providers specialize in providing up-to-date
Microsoft technology-based customer solutions all over the world.

Save time and money

A certified Microsoft solution provider can assess your business goals,
identify a solution that meets your business needs and help your business
become more agile and efficient.

O office 365 x

Al Microsoft Search O  Cat & Signin

Grow your business

Microsoft solution providers can help you take full advantage of the cloud,
opening a wide array of new opportunities for you to grow your business and
your revenue.
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Conditional Access Windows Defender Advanced Threat
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Office 365 Advanced Threat Protection
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£ Reply E2Reply All S Forward GSIM

Matt Katzer

° Strategic Plan - Company Confidential - #1
To Matt Katzer

o Please treat this as Confidential.
If there are problems with how this message is displayed, click here to view it in a web browser.

message.html
67 KB

Encrypted message from KAMIND IT, Inc. via Office 365 Message Encryption Service
To view your message

Save and open the attachment (message.html), and follow the instructions.

Sign in using the following email address: Matt.Katzer@train.com

7
This message contains confidential information from KAMIND IT Inc. and is intended for the recipient. If your e-Mail account is not set up to read encrypted e-Mail, you can
add this feature by adding security credentials to your existing e-Mail using the Microsoft website at http://account.live.com. If you have any questions please call KAMIND IT
at (503) 741-8922.

\

B Message encryption by Microsoft Office 365

KAMIND
\
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Create a policy to retain what you

want and get rid of what you Decide if you want to retain content, delete it, or both

don't.

Do you want to retain content? O

@ Name your policy @ Yes, | want to retain it (7)
‘ For this long... v H 7 H years ‘
Settings
Retain the content based on ‘ when it was created v ‘ ®
Choose locations Do you want us to delete it after this time?
O Yes @ No
Review your settings O No, just delete content that's older than (7)
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Need more options?

O Use advanced retention settings (i)
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Import and Export Wizard

Choose an action to perform:

Export RSS Feeds to an OPML file
Export to a file
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Import data from other files, such as Outlook
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Import a File
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Office 365

Admin
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voice
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dial-in conferencing
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Skype for Business admin center

Microsoft bridge

dial-in users

These are the phone numbers used with this conference bridge. You can change languages for dedicated numbers or change the default toll number
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Phone number
+1872-888-6003
+612 8320 2037
+86 400 842 8299
+852 3008 1451
+91 22 6001 6149
+813-4571-2174
+92 21 38787126
+82 70-7488-1132
+94 72 091 0235
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Dedicated
Shared
Shared
Shared
Shared
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Shared
Shared
Shared
Shared
Shared
Shared
Shared

Location
Chicago, United States
Sydney, Australia

All locations, China

Hong Kong, Hong Kong SAR
Mumbai, India

Tokyo, Japan

Karachi, Pakistan

Seoul, Korea

All locations, Sri Lanka

Kuala Lumpur, Malaysia
Wellington, New Zealand
Manila, Philippines

Moscow, Russia

Singapore, Singapore

Primary language Default
English (United States) Default
English (Australia)

Chinese (Simplified, PRC)

Chinese (Traditional, Hong Kong SA

Hindi (India)

Japanese (Japan)

English (United States)

Korean (Korea)

English (United States)

Malay (Malaysia)

English (Australia)

Filipino (Philippines)

English (United States)

English (United States)
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Exchange Server Deployment Assistant

The Exchange Server Deployment Assistant is the IT pro’s source for Exchange deployment technical guidance. Tell us what kind of deployment
you're interested in, answer a few questions about your environment, and then view Exchange deployment instructions created just for you.

Cloud Only aa

ire Exchange 201 your Exchange
Exchange 2013 to s R dep nt completely to the
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New DLP policy

@ Choose the information to protect

Name your policy

Choose locations

Policy settings

Review your settings

What do you want to do if we detect sensitive info?

We'll automatically create detailed activity reports so you can review the content that matches this policy. What else do you want to do?

Notify users when content matches the policy settings

B show policy tips to users and send them an email notification.

Tips appear to users in their apps (like Outlook, OneDrive, and SharePoint) and help them learn how to use sensitive info responsibly. You
can use the default tip or customize it to your liking. Learn more about notifications and tips

Customize the tip and email

] Send incident reports in email

By default, you and your global admin will automatically receive the email.

B Restrict access or encrypt the content
O Block people from sharing and restrict access to shared content

@ Encrypt email messages (applies only to content in Exchange)
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Attack Details
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new distribution group

*Display name:

CieGroup
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CieGroup

*Email address:

CieGroup @ getoffice365security.com ad

Notes:

*Owners:

+ -

Alan Steiner

Members:

Add group owners as members

David So

IChoose whether owner approval is required to join the group.
(® Open: Anyone can join this group without being approved by the group owners.

(O Closed: Members can be added only by the group owners. All requests to join will be
rejected automatically.

QO Owner approval: All requests are approved or rejected by the group owners.
IChoose whether the group is open to leave.
(® Open: Anyone can leave this group without being approved by the group owners.

QO Closed: Members can be removed only by the group owners. All requests to leave will
be rejected automatically.
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@ Name your policy
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Policy settings

Do you want to turn on the policy or test things out first?

Do you want to turn on the policy right away or test things out first?

Keep in mind that after you turn it on, it'll take up to an hour for the policy to take effect.
@ Yes, turn it on right away

O I'd like to test it out first

Show policy tips while in test mode

O No, keep it off. I'll turn it on later.

|
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We've sent you a text message with a verification code.

kmer verification code

View details

Use a different verification option
Sign out and sign in with a different account

More information

"-‘ Your work or school account can be used anywhere you see this symbol.
© 2015 Microsoft Terms of use Privacy & Cookies
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For added security, we need to further verify your account

danj@kamindit.net
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Southern Digital is Creating Environments for Data to Thrive!

Are you keeping up with the infrastructure requirements for the digital age? Are you trying to
figure out how to design your IT infrastructure to support Machine Learning, Al or Big Data and
Fast Data?

In this rapidly changing, data-centric world, relentlessly driven by new technologies,
environments, applications and use cases, IT Managers must anticipate and implement solutions
that enable and drive future productivity and harness the power of data.

Help us understand where you are in modernizing your infrastructure to support the demands of
the future by taking our 1-minute survey and we will give you a $25 Amazon Gift Card.
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GDPR: Not just Europe.

The GDPR applies more broadly than many
people think. The law imposes new rules on
companies, government agencies, non-profits,
and other organizations that offer goods and
services to people in EU or that collect and
analyze data tied to EU residents—no matter
where they are in the world.

GDPR is applicable to organizations of all sizes
and all industries.

It all comes down to personal data.

GDPR analysis begins with understanding what data exists and where it
resides. The GDPR regulates the collection, storage, use, and sharing of
“personal data."

Personal data is defined very broadly under the GDPR as any data that relates
to an identified or identifiable natural person. Data can reside in:

+ Customer databases

+ Feedback forms filled out by customers
+ Email content

* Photos

« CCTV footage

* Loyalty program records

* HR databases
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A room mailbox is a resource mailbox that's assigned to a physical location.
Users can easily reserve rooms by including room mailboxes in meeting
requests. Just select the room mailbox from the list and edit properties, such as

booking requests or mailbox delegation. Learn more

*Room name:

Conference Room

*Email address:

confroom | @ I getoffice365security.com

Location:

ILogitech Smart Doc

Phone:

[503-726-5933

Capacity:

20

Save y ‘

Cancel
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Microsoft 365

We've built a one-stop portal to help you manage security and compliance across all Microsoft 365 products, including Office 365, Windows, Enterprise Mobility + Security, and Cloud App
Security. o

(@ Data admin =5 Security admin

Microsoft 365 helps you track, protect,
and mitigate risks to your data.

Review threat analytics across
Microsoft 365 and stay informed on
e the threat landscape.
-

B Compliance officer Security operator

Maintain data governance policies View, investigate, and respond to
across Microsoft 365 to help stay active threats to your users, devices,
compliant with any regulatory i and content.
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Office 365
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Cyberattacks are constantly evolving. Import data into Office 365
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safeguard your organization against e MFA for SCC Powershell > Have data in your
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ATP support for files

and tools to help detect and respond View qu Advanced eDiscovery update being protected by
to threats like phishing, malware, More. our security &
i, ™licious ks, and more. Yy / corpplanEs
. features? Import it
into Office 365
We're committed to helping on your GDPR journey

GDPR s all about protecting and enabling individuals' privacy rights inside the
European Union (EU). Our tools can help you detect, classify, and secure this
sensitive info across locations (like Exchange, OneDrive, and more) and can also

in response to data subject requests.

help you quickly find and export cor
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Threat management

Mail flow

Data privacy
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Audit log search

Productivity app discovery

Microsoft 365 Security & Compliance

Home > Audit log search

Audit log search

| To use this feature, turn on auditing so we can start recording user and admin activity in your organization.
" When you turn this on, activity will be recorded to the Office 365 audit log and available to view in a report.

Turn on auditing

Need to find out if a user deleted a document or if an admin reset someone’s password? Search the Office 365 audit log to find out what the users
and admins in your organization have been doing. You'll be able to find activity related to email, groups, documents, permissions, directory

services, and much more.
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Show results for all activities ~

Start date
@ 00:00
End date
2018-08-22 @ 00:00
Users

Results

Date ¥ IP address User Activity Item

Run a search to view results






OEBPS/A429219_1_En_8_Fig64_HTML.jpg
mkatzer@kamindit.net
Available ¥
Set Your Locati.. ¥

2 o0 =@

&

File

Find someone or dial a number

Meet Now

GROUPS STATUS RELATIONSHIPS NEW

4 FAVORITES

‘ David Tollefsen - Presence unknown

, Hakim Spears - Offline 8 days

@ Hakim Spears - Offline - External Network
. Matthew Katzer - Presence unknown

~ Tools

Help

Show Menu Bar

»

|

Always on Top

Recording Manager

Audio Device Settings

Video Device Settings

Call Forwarding Settings
Dial-in Conferencing Settings

Response Group Settings






OEBPS/A429219_1_En_5_Fig37_HTML.jpg
Microsoft Intune X

Client apps - Apps

Microsoft Intune

[2Search ctri+) |

Search (Ctrl+/)

l «

© Overview

. Quick start

Manage

@ Device enroliment

. Device compliance

B Device configuration
B Devices

i Clientapps

© Overview

manage
B Apps

% App configuration policies
5 App protection policies
B App selective wipe

®, i0S app provisioning profiles

monitor

+Add QO Refresh L Export
e or publisher.
NAME TYPE STATUS ASSIGNED
Office Desktop Suite Office 365 ProPlus Suite (Windows 10) Yes






OEBPS/A429219_1_En_7_Fig24_HTML.jpg
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\ External access

Dashboard
External access

External access lets your Teams and Skype for Business users communicate with users that are outside of your organization. By
turning this on and adding domains to the allowed list, your users can communicate with other users in other domains and
organizations. Learn

Locations
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Meetings
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Org-wide settings

Users can communicate with external Skype users [) on
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D.1: Search for and identify personal data

| D10

D11
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Question Reviewer Notes

Reviewer Notes
Recommended Responder(s):

Chief Information Security Officer (CISO), Data Protection Officer (DPO), IT Leadership
|

Can the organization generally identify all locations where personal data is stored across the enterprise, including Organization is working on such capacity and is in
on internal servers or cloud storage, as well as those hosted by any third-party providers? progress

Does the organization have:

The ability to locate all instances of personal data pertaining to a given data subject?

A formal process in place to search for personal data in a consistent and timely manner?

Technology in place for personnel to use a single search to return all instances of personal data for a given data
subject?
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0 Interested in understanding the impact of the policies on a user sign-in? Check out the "What If" tool. =

POLICY NAME

Baseline policy: Require MFA for admins (Preview)

AdminMFALogin
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Agentless, cloud-powered Unparalleled optics Automated security Synchronized defense

No additional deployment or infrastructure. No delays  Built into Windows 10 for deeper insights. Exchanges  Take your security to a new level, by going from alert Microsoft 365" shares detection and exploration —
or update compatibility issues. Always up to date. signals with the Microsoft Intelligent Security Graph. o remediation in minutes - at scale. across devices, identities and information - to speed
up response and recovery.

©
Windows Defender ATP helps stop breaches

'he security platform for intelligent protection, detection, investigation and response. Windows Defender ATP protects endpoints from cyber threats; detects advanced attacks and data
breaches, automates security incidents and improves security posture.

N

Unified endpoint security

Windows Defender ATP is a unified endpoint security platform using built-in security technologies working
together and powered by the cloud.
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Enable MFA for all users X

What am | about to change?

Enabling MFA at the interface linked below will update your user account logons to require the use of MFA to
authenticate to Office 365. This will make it more difficult for an attacker to steal user credentials and then steal your
data. We found that you had 71 users out of 83 that did not have MFA enabled.

How will this affect my users?

When you enable MFA for your users, they will be prompted to authenticate with a 2nd factor upon logging into
Office 365 services each day. The second factor is most commonly a phone call to a registered cell phone number
where they type in an authorization code, or with a mobile application called Azure Authenticator. We found that you
had 71 users out of 83 that did not have MFA enabled.
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1] Office 365

Exchange Hybrid Product Key Distribution

This wizard will verify the eligibility of your Office 365 tenant and provide you with an Exchange hybrid server product key.

If you haven't installed an Exchange hybrid server yet, you can still obtain a key. Just use the product key after you've installed your Exchange
hybrid servers.

Click "get key" to get started.

Click here to learn what this feature does
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new migration batch
Select a migration type

The migration type to use depends on your existing email system, how many mailboxes you want to
migrate, and whether you plan to maintain some mailboxes in your on-premises organization or
migrate them all to the cloud. You'll also want to consider how long the migration will take and
whether user identity will be ged in your on-premises organization or in Office 365.

Learn more

{8} Remote move migration (supported by Exchange Server 2010 and later versions)

O Staged migration (supported by Exchange Server 2003 and Exchange Server 2007 only)
O Cutover migration (supported by Exchange Server 2003 and later versions)

O1imar migration (supported by Exchange and other email systems)

Select this if you're
planning an Exchange
hybrid deployment with
mailboxes both on-
premises and in Exchange
Online. If you plan to
migrate all mailboxes to
Exchange Online over a
long period of time, this
migration type lets you use
hybrid deployment features
during migration. After the
migration, user identity will
still be managed in your
on-premises organizati

You have to use this type of
migration to migrate more
than 2,000 Exchange 2010
or Exchange 2013
mailboxes.

Learn more

Next

| l Cancel
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Contact Us m

@ BitTitan MigrationWiz v MSPComplete v Pricing Solutions v Resources v Webinars Our Story v Q [+]

Migrate everything, any time,

anywhere.

MigrationWiz is an enterprise-grade, multiple workload SaaS solution that is easy
to use, fast and reliable for all your migration needs.

WATCH MIGRATIONWIZ INACTION
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Device compliance - Policies

a == Create Policy | £ Columns Y Filter ) Refresh 4 Export

O Overview [2
Manage POLICY NAME T PLATFORM POLICY TYPE ASSIGNED LAST MODIFIED
3 Policies Android Policy Android Android compliance policy Yes 9/30/18, 4:40 PM
& Notifications 105 Policy i0S i0S compliance policy Yes 7/01/18, 3:23 PM
® Locations . " .
MacOS Policy macOS Mac compliance policy Yes 7/01/18, 3:24 PM 5
Monitor Windows 10 10a... 10 li policy Yes 7/31/18, 8:55 PM
§ Device compliance windows 10 - No TPM 10a... 10 jance policy Yes 731118, 8:40PM ...
& Devices without compliance po...
Windows 10 Phone Policy Pho... Phone . Yes 7/01/18, 3:15 PM

& Setting compliance
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Permissions

Threat management

Data governance

Search & investigation

Content search

Audit log search

eDiscovery
Quarantine

Productivity app discovery

> Audit log search

Audit log search

Need to find out if a user deleted a document or if an adrmin reset someane's password? Search the Office 365 audit log to find out what the users and adins in your organization have been doing. You'l be able to

find activity related to email, groups, documents, permissions, directory services, and much more.

Search

Activities Date ~ 1P address

Show results for all activities ~
2016-11-26 06:23:25 50.76.102.25

Start date
2016-11-26 040441 507610225
2016-11- @ o0 [V
2016-11-26030929 507610225
£nd date
2016-11-29 -] 00:00 ™ 2016-11-25 21:46:23 50.76.102.25
Users 2016-11-2521:1925  5076.102.25

2016-11-25 19:22:41
Fil,folder, or site
Add all or part of a file name, folder name, 2016-11-25 19:22:37
or site URL

2016-11-25 19:22:35

User

Results 150 results found (More items available, scroll down to see more)

Activity

Item

admin@10562.0n.

PasswordLogoninitialA...

admin@105620n...

admin@10562.0n...

2.0n.

admin@10562.0n.

admin@10562.0n.

\@10562.0n.

Get-ComplianceSearch...

Get-ComplianceSearch..

Created content search...

Detail
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Process DriverUpdateUl.exe has been executed with elevated permissions via svchost.exe
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Process Intel Driver and Support Assistant Installer.exe has been executed with elevated permissions via svchost.exe
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2! Administrator: Microsoft Online Services Module for Windows PowerShell
S C:\Users\administrator.KAMIND\Desktop> Set—ExecutionPolicy RemoteSigned

xecution Policy Change
he execution policy helps protect you from scripts that you do not trust.
hanging the execution policy might expose you to the security risks described
in ibe gbout_Execution_Policies help topic. Do you want to change the execution
policy?
[Y] Yes [N] No [S] Suspend [?] Help {(default is “¥">: ¥

S C:\Users\administrator.KAMIND\Desktop> $LiveCred = Get—Credential

mdlet Get—-Credential at command pipeline position 1

upply values for the following parameters:

redential

S C:\Users\administrator.KAMIND\Desktop> Import—-module msonline
SdC:BUsgrs\administrator.KﬁNIND\Desktop) Connect-MSOLService —-Credential $LiveC
ed —Uerbhose

S C:\Users\administrator.KAMIND\Desktop> Get—MsolGroup

DisplayName GroupType Description
146125d-3181-4896—hel1f-97ef95f aB4d4 CSRAdmins@... Security UiU2Tenan...
89cfe38-aB883-43bh7—a?66-6e4c52fb646¢c Admins@kamrr Security
ea3hBhB3-2595-4chb6-hdS5e—-056437eaB4d4 ProtoPak Distributi...
951ch89-8688-4eeb—%ce2-113ef41a97ef Mailbox Us... Security Mailbox U...

?7669c51-9a5c—-4d18-belf-bh8db3dbb646c QsiTeam Distributi...
47313297-3419-4202—-belf -5a0f Bd1aB4d4 AtlasQsiLKam Distributi...
33d2ebf h-555h-412d—-Yce2-hBBaSd6h646¢c AtlasMgmt Distributi...

PS C:\Users\administrator.KAMIND\Desktop> _
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& Quick start
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[2 Policies

manage
Languages

Protection activation

B Deactivate

Protection activation status

The protection status is activated.
Protection must be activated to configure labels that set permissions or to enable Office Information
Rights Management (IRM) protection for Exchange or SharePoint.

You can use "Deactivate” to stop using this protection capability. Deactivating the protection could
result in protected documents and emails that

can't be opened. To prevent this happening, read through and follow the instructions in
Decommissioning and deactivating protection.
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more.

Results
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End date

2016-11-22

File, folder, or site
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Microsoft Threat Detection
Deep insight across your environment
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| Cloud App Security |
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y policy - Data collection

yel « H Save

POLICY COMPONENTS Security Events

Data collection configuration for security events

Pricing tier For additional details

O Data collection

(®) All Events

All Windows security and AppLocker events will be collected and stored.
) Common
A standard set of events will be collected and stored to enable security and audit capabilities.
") Minimal

Security Center will collect the minimal set of events that are required for threat detection. By enabling this option, you won't be
able to have a full audit trail.

) None

No security or AppLocker events will be collected. Data presented in Security Center will be based on agent assessment such as
Endpoint protection, OS Configuration and Updates.






OEBPS/A429219_1_En_3_Fig46_HTML.jpg
CSP support

AccountManagement CSP

Home

X

Accounts CSP

Home

X

ActiveSync CSP

Home

v

Pro

X

Pro

Pro

Business

X

X

Business

Enterprise

X

Enterprise

w4

Enterprise

v

Education

X

Education

w4

Education

v

Mobile

X

Mobile

X

Mobile

v

Mobile Enterprise

X

Mobile Enterprise

X

Mobile Enterprise

v






OEBPS/A429219_1_En_7_Fig29_HTML.jpg
Microsoft 365 admin center

= KAMIND IT, Inc 2 Search users or gr
| @ Home
Essentials
R Users v
Office 365 Active users report
£ Groups v
B Resources v Active users
B Billing v 5
Q  Support v
& Settings v
& Setup v
k2 Reports N 0
@ Health v
Admin centers .

O  Security & Compliance

0
| @ Azure Active Directory I wos 109 e ) s w2

W Exchange [ Office365 I OneDrive [ SharePoint W Skype for Business W Yammer [ Microsoft Teams

@ Exchange
@ SnarePoint
Office 365 software User management
@ Teams & Skype
P A 20 Of 56 cersea uses have s o 365 User management





OEBPS/A429219_1_En_4_Fig61_HTML.jpg
Matt

This is a highly secure email encryption test to send you

[[J Do not AutoArchive this item
Voting and Tracking options

Ly Y - ° ile v B > -
.E - & :,:?: 8% U AttachFile V‘ E] [> Follow Up 0 D
0% Attach Item ~ © N ! High Importance . .
Paste ' B 5y u | a». A € Address Check i’ Protect DoNot  Assign Dictate Dynamics
- ¥ Book Names ¥ Signature - - Forward Policy~ ¥ LowImportance - 365
[Clipboard 1 Basic Text Names Include Protection Tags  Voice
O Sensitivity: Il Public /' Personal Public Internal Confidentj Secret ~
From ¥ | mkatzer@kamind.com
= . Matt Katzer,
Send 1
Ce..
Bec.. n n
Properties
Subject Strategic Plan - Company Confidential
Settings — Security -
Harry

Change security settings for this message.

Security Settings...

[J use voting buttons
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B8 Microsoft Azure

HIGH SEVERITY

Azure Security Center has discovered a potential
security threat on your environment
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Windows Defender Security Center | User P @ & 2  Analyst@WDATPContosoV1.on... .
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Department:Sales 2
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4
=
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2
©)
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02062017 | Unexpected behavior abserved by a process run with no command
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Installation
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16:40:48 Suspicious Activity
Suspicious Powershell commandline 8 cont-jayhardee Medium New Not assigned

Suspicious Activity
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i Lateral Movement
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' Administrator: Microsoft Online Services Module for Windows PowerShell
C:\Users\administrator.KAMIND\Desktop> Set—-ExecutionPolicy RemoteSigned

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust.
Chang:ng the execution licy night expose you to the security risks described
in t about_Execution_Policies help topic. Do you want to change the execution

licy?
[3% Yes [N] No [S] Suspend [7] Help {(default is "¥">: ¥
PS C:\Users\administrator.KAMIND\Desktop> $LiveCred = Get-Credential

cmndlet Get-Credential at command pipeline position 1

Supgly values for the following parameters:

Credential

PS C:\Users\administrator.KAMIND\Desktop> Import-module msonline

PS C:\Users\adninistrator.KAMIND\Desktop> Connect-MSOLService -Credential $LiveC
red -Uerhose

PS C:\Users\administrator.KAMIND\Desktop> Get-MsolGroup

Objectld DisplayName GroupType Description
S S e CSRAdmins@... Security U1iU2Tenan...

-, . 4eS Adnins@kanrr Security
4*3:—hu%s-5;3*£e b Al ProtoPak Distributi...

Mailbox Us... Security Mailbox U...
QsiTean Distributi...
AtlasQsiLKam Distributi...
AtlasMgnt Distributi...

PS C:\Users\administrator.KAMIND\Desktop> _
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4

Dashboard Score Analyzer

Welcome to the
Office 365 Secure
Score

Secure Score is a security analytics tool that
will help you understand what you have done
to reduce the risk to your data in Office 365,
and show you what you can do to further
reduce that risk. We think of it as a credit score
for security

®000O0
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[ |

*Apply this rule if...

Select one v I

*Do the following...

Select one v I

Properties of this rule:

M Audit this rule with severity level:
Not specified «

Choose a mode for this rule:
® enforce
O Test with Policy Tips
O Test without Policy Tips

@

© Rights Management Services (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) or a RMS
Online license for each user mailbox. Learn more
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Warning: Some character sequences will cause your TXT record to be invalid. When entering values for TXT records:

= You do not need to enter double quote(s) at the beginning and end of the TXT record.

u If you need double quotes (") in the middle of a record, escape them with a single backslash (ie: \").
u No other characters need to be escaped.

Click here for complete rules and examples

SPF (Sender Policy Framework) records can be entered as TXT record. Need help creating an SPF TXT record? Try using this
site to create a record you can enter in this form.

Host Domain Name TTL Text Delete

* (All Others) getwindowsi biz 7200

@ (None) getwi i biz 7200 MS=ms67185193
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Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Mobile app E

How do you want to use the mobile app?

O Receive notifications for verification

@  Use verification code

To use these verification methods, you must set up the Microsoft Authenticator app.

e Mobile app has been configured for notifications and verification codes.
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Office 365 Microsoft Teams & Skype for Business Admin Center

Dashboard \ External access

External access

External access lets your Teams and Skype for Business users communicate with users that are outside of your organization. By

External access ‘) On

Users can communicate with external Skype users o On

+ Add a domain

Name Status
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Exchange admin center

dashboard

recipients

permissions

compliance management
organization

protection

advanced threats

mail flow

mobile

public folders

unified messaging

setup

An Exchange hybrid deployment allows you to connect and manage both your on-premises and Exchange Online organizations.
Learn more

@

Application Install - Security Warning X' hge Exchange Online

Do you want to install this application?

Name:
Microsoft Office 365 Hybrid Configuration Wizard

Fvwn(l-lwerwcrtbeshmgbdowtoseetheﬁ‘dﬂnm):

mshrc gep d.blob.core.wind:

Publisher:
Microsoft rati

istall | [ Don'tinstall |

While applications from the Internet can be useful, they can potentially harm your computer. If
you do not trust the source, do not install this software. More Information...
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Content search > Search:

Search Export

Back to saved searches

+ New search | v B save | v [ Open. More ™ Sort:| Date vV = Individual results v
Search query © (29 Showing 1 50 out of total 1,023 items sampled for preview; total 17,582 estimated indexed result(s) (2.68 GB) ()
. . " ~ From  Amazon Prime <store-news@amazon.com>
=1 Your Prime Membership: New Echo devices are here, congrats to a... = BswsanEkaminet
] Subject Your Prime Membership: New Echo devices are here,

O Show keyword list © Date: 2018-09-23 11:20:12 | Sender/Author: Amazon Prime congrdts 10 wand-winnicig Prime Ofiginel, plug lost
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| Confidential - 15CV562- 000000347 I

From: < >
To: mkatzerl

Accounting
Date: 3252013 11.05.41 AM
Subject: FW. call in for meeting - lync or conf call
Headers:

From: Matt Katzer

Sent: Mondev. March 25, 2013 11:05:24 AM (UTC-08:00) Pacific Time (US & Canada)
To: Matt Katzer

Subject: call in for meeting - hmc or conf call

When:

Where: Lync Mesting

Alex..

Lets use this.

Matt &

e Meeti
Join by Phone
8775153193

$324453753
Eind a local sumber

Participant code: 1124274728
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Privileged Identity Management - Consent to PIM

« o Refresh B

7' Quick start

Privileged Identity Management and Azure Multi-Factor Authentication (MFA) work together to help you n

@ Consent to PIM to make sure that you're able to use MFA.
e Verify your identity with Azure MFA now. If you haven't registered yet, we'll help you do that.
)‘ AR
0 Verify my identity
@ AA

['_/,l Application access
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delegate to send email on behalf of this

group.
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delegate to send email on behalf of this

group.
DISPLAY NAME -
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Type of new Licensing ID: OPEN

How to activate your Online Services:

1. Please obtain your Product Key from VLSC. The Online Service Activation (OSA) Keys
can be found at either of the following locations from the VLSC Homepage:

¢ Download & Keys > find the Product/Service name > click Key

¢ Licenses > Relationship Summary > Click on the License Number > Product Key
2. Copy the Keys and activate at the below Online Product Portal :

e For Office 365 activation http://www.office.com/setup365

e For Windows Intune activation www.microsoft.com/windowsintune/open

e For Windows Azure activation http://azure.microsoft.com/offers/azure-open/
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ActiveSync

F save X Discard

Advanced Exchange ActiveSync settings is a way to configure glo
access. These settings will only apply to users who are not targete

Settings

User notification @
Configured

Advanced Exchange ActiveSync access settings @
Defaults configured

User notification O

Configure the notification the user will receive in their inbox if their device is not in compliance and
they try to access Exchange on-premises.

Note: To apply text formatting to this message, use Markdown. Learn more about Markdown

You are receiving this message because KAMIND IT requires you to
enroll your device with Microsoft Application Management or
Mobile Device Management in order to access Exchange email and
other Corporate own resources from this device.

1. If you are using an IOS device, please download Microsoft r
Authenticator (from Apple store) to access Corporate Documents.

2. If you are using an Android device, please download Company
ortal (from Play store) to access Corporate Documents.

[View device compliance problems that need your attention in the

Preview
This is how the formatted message will appear to the user

You are receiving this message because KAMIND IT requires you to enroll your device with
Microsoft Application Management or Mobile Device Management in order to access Exchange
email and other Corporate own resources from this device.

1. If you are using an 105 device, please download Microsoft Authenticator (from Apple store) to
access Corporate Documents.

2. If you are using an Android device, please download Company portal (from Play store) to
access Corporate Documents.

View device compliance problems that need your attention in the Company Portal
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Flow
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Add a policy Protected apps
*
Name These apps are allowed to access your enterprise data and will interact di when used with aware, Or pi ly
I Windows 10 Policy v| apps. Only enlightened apps are allowed on devices without MDM. Learn more here
NAME PRODUCT ... TYPE PUBLISHER FILE MIN VERSI... MAX VERSI... ACTION
Denied-Downl... AppLocker File
Platform
Office-365-Pro... AppLocker File
[ windows 10 v
Office-365-Pro... ApplLocker File
Enroliment state
1
‘ Without enroliment hd Denied-Downl... AppLocker File
OneDrive App Microsoft.Micr... Store CN=Microsoft... Allow
Before Windows 10 policies can - N
take effect, set the MAM URLs in OneNote Microsoft.Offi...  Store CN=Microsoft... Allow
AAD to Microsoft Intune by
choosing “Restore default URLs" Microsoft Edge ~ Microsoft.Micr... Store CN=Microsoft... Allow
and defining the user scope.
Mail and Calen... microsoftwin... Store CN=Microsoft... Allow
Protected apps @ > Microsoft Teams  * Desktop O=Microsoft... teams.exe * * Allow
Mo... Microsoft.Offi... Store CN=Microsoft... Allow
Exempt apps @ S
Excel Mobile Microsoft.Offi...  Store CN=Microsoft... Allow
> < Word Mobile Microsoft.Offi...  Store CN=Microsoft... Allow
Required settings >
Configure required settings OneNote Microsoft.Offi...  Store CN=Microsoft... Allow
Advanced settings e OneDrive App  MicrosoftMicr... Store CN=Microsoft... Allow
Configure advanced settings
Mo... Microsoft.Offi... Store CN=Microsoft... Allow
Excel Mobile Microsoft.Offi... ~ Store CN=Microsoft... Allow
Word Mobile Microsoft.Offi...  Store CN=Microsoft... Allow
Microsoft Edge  Microsoft.Micr... Store CN=Microsoft... Allow
Microsoft Teams  * Desktop O=Microsoft... teams.exe X X Allow
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Devices - Device cleanup rules

Microsoft Intune

& H save] X Discard

© Overview Set your Intune device cleanup rules to delete Intune MDM enrolled devices that appear inactive, stale, or unresponsive. Intune applies cleanup rule|

MANAGE
Delete devices based on last check-in date @

B Al devices

@ Azure AD devices Delete devices that haven't checked in for this many fays | 180

MONITOR After you click Save, all devices that have been inactive for the specified number of days will immediately be deleted from Int|
& Device actions days. Reports with data aboutfle deleted devices may take up to 48 hours to refresh.

 Auditlogs View affected devices

SETUP

@ Device cleanup rules

Help and Support

-] Help and Support
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Welcome

Express Settings

Microsoft Azure Active Directory Connect

Welcome to Azure AD Connect

Run this installation tool on the server where the synchronization service p will be
installed.

Azure Active Directory Connect integrates your on-premises and online directories.

This installation tool will:

« Guide you in selecting a solution (for example, password synchronization or federation with AD FS)
« Install identity synchronization and other Microsoft software components required for deployment
« Verify the integration of your on-premises and online directories

Learn more

[V 1 agree to the license terms and privacy notice.

Continue
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Home
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Resources

Billing

Support

Settings

Setup

Reports

Health

Security & Compliance

Device Management

Azure Active Directory

Exchange

SharePoint

Teams & Skype

R Active users >

LN & +

O - [ 1«

Add a user
Delete a user
Edit a user

Reset a password

Security & Compliance o

Create DLP policy

Create label

Windows 10 Upgrade

Install upgrade
Share the download link
Create installation media

Troubleshoot installation

Recommended for you

B Billing >

Total balance: None

Eo Device Management

2 Get started

€3 Set up device enroliment

Configure device profiles

-+ Create app policies

) Train yourself
For admins Cf

Train your people
For end users '

1<

i

Office software

Install my software
Share the download link
Software download settings

Troubleshoot installation

Azure Active Directory i

Customize sign in
Enable password reset

Add an application

Message center >

3> Updated feature: Apply existing s|
New feature: You can now prevei

Updated feature: Shared with Me|
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Skype for Business - Options

Personal
Contacts List
Status

My Picture

(Cd forwarding

% O Turn off call forwarding Learn More
Calls will ring you at work and fot be forwarded.

%’ (O Forward my calls to: Voice Mail
Calls will be forwarded i tely and not ring your work number.

% @® Simultaneously ring: Mobile +1 (503) v

q Calls will ring you at work and ring another phone or person.

Your current call forwarding settings:

Calls will ring you at work +1 (971) 337-3879 and also ring Mobile +1 (503)
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Microsoft

redeem your product key

ngs you I

If you are the first person in your organization to redeem a product key for this product, your account will be created as the
administrator.
+ After you redeem your product key, in most cases you'll need to add users and assign licenses to them.

« If you are setting up Office 365 and need help, see Set up Office 365 for business - Admin Help

[ understand. I'm the right person to be doing this for my organization.

Start

Are you a Microsoft Partner setting this up for another organization? Learn more

Do you want to add this
product to an existing
account?

Apply your product key to your existing
subscription.

Signin
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Languages
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”\ Mobile Device Management for Office 365

Type Host name Points to address or value TTL Actions
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Dashboard
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App Services

Function Apps
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B Personal
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» B Confidential
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+ Add a new label
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Device restrictions

Windows 10 and later

Select a category to configure settings.

General @
24 settings available

Password @
1 of 13 settings configured

Windows Defender SmartScreen @

1 of 3 settings configured

Windows Defender Antivirus @
3 of 34 settings configured

Personalization @
1 setting available

Search @
9 settings available

Network proxy @
8 settings available

Privacy @
22 settings available

Cloud and Storage @
4 settings available

Windows Spotlight @
9 settings available

Per-app privacy exceptions @
1 setting available

Cellular and connectivity @
15 settings available

Printer @
3 settings available

Locked Screen Experience @
6 settings available

Control Panel and Settings @
16 settings available

Projection @
3 settings available

App Store @
13 settings available

Start @
28 settings available

Cloud Printer @
6 settings available

Microsoft Edge Browser @
28 settings available

Display @
2 settings available

Reporting and Telemetry @
2 settings available

Kiosk (Obsolete) @
4 settings available

Messaging @
3 settings available
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1 2 3

Install the Azure right click any file, select track your documents
Information Protection recipients and level of
application permissions

Track your protected documents

See exactly who has opened, used, and attempted to view your
documents. Revoke access when you need to.
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Windows Defender Application Guard optimization (rotai machines: )

Improve organizational security by applying the listed recommendations to affected machines.
For more information, see Secure Score help.

Ensure hardware and software prerequisites are met (3 machines) View machines

Turn on Application Guard on compatible machines (3 machines) A 25® View machines
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Microsoft Intune
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Microsoft Azure Active Directory

Ready to configure
Express Settings

Connect to Azure AD Once you click Install/Upgrade, we will do the following:
Connect to AD DS * Install the synchronization engine

* Configure AAD Connector

* Configure jeacorp.local Connector

* Enable Password synchronization

* Enable Auto Upgrade

* Configure synchronization services on this computer

I™ Start the synchronization process as soon as the configuration completes.
¥ Exchange hybrid deployment @

Yy will be Before synch can occur, you must enable the Azure
Active Directory Sync Scheduler. Learn more
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New DLP policy

Choose the information to protect

Name your policy

Choose locations

@ Policy settings

Encrypt email messages (applies only to ¢

Messages containing the sensitive info you specified will be encrypted with yq

Encrypt messages with this protection setting

Choose protection setting
Confidential - Credit Card
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Encrypt
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Quick start
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Android enroliment

Windows enrollment
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Enrollment restrictions

Device categories

Corporate device identifiers

Device enroliment managers

Intune requires an Apple MDM Push certificate to manage Apple devices, and supports multiple
enrollment methods. Set up the MDM push certificate to begin. Learn More.

Prerequisites

@ Apple MDM Push certificate

Certificate required to manage Apple devices

Bulk enrollment methods

Apple Configurator

Manage Apple Configurator enroliment

ob Enrollment program tokens

Manage Device Enrollme gram and Apple School Manager
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New DLP policy

Start with a template or create a custom policy

Choose an industry regulation to see the DLP policy templates you can use to protect that inf
Choose the information to protect scratch. If you need to protect labeled content, you'll be able to choose labels later.

L]

Learn more about DLP policy templates

Search Show options for| All countries or regions

Name your policy

Financial Australia Health Records Act (HRIP

Choose locations Act)

Medical and health

P} @

Policy settings Canada Health Information Act
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Privacy
Benswivolsettags Canada Personal Health
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X

Canada Personal Health Act
(PHIPA) - Ontario

U.K. Access to Medical Reports Act

U.S. Health Insurance Act (HIPAA)
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Windows
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Setup

Step 1 [

Set up permissions

Step 2 [
Get started
Step 3 ®

Set up preferences

Step 4 @

Onboard an endpoint

Set up your preferences

Select the data retention policy

This will determine the period of time we retain your data in your cloud instance.
Note this does not refer to expiration or cancellation of your Windows Defender ATP contract.
For more information, see the Data storage and privacy section in the Windows Defender ATP guide.

180 days v

@ Back Next @
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www.kamind.com Welcome to the Azure AD admin center
GETOFFICE365SECURITY.COM

‘

and empower your users.

Azure AD Premium P2 Learn more about Azure AD

Users and groups Recommended

‘ ‘ Sync with Windows Server AD
Sync users and groups from your on-premises
directory to your Azure AD

Quick tasks

Add a user

Add a guest user

Add a group

Find a user

Find a group

Find an enterprise app

Azure portal

portal.azure.com

&

Self-service password reset

Users Sign-ins 9

SIGN-INS FOR "ALL USERS’ BETWEEN 7/20/2018 AND 8/19/2018. Enable your users to reset their forgotten
passwords
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CieGroup

o
general

. By default, only senders inside your organization can send rjessages to this group. You can also allow
ownership people outside the organization to send to this group. Chodse one of the options below.
membership @® Only senders inside my organization
membership approval O Senders inside and outside of my organization
delivery management oA TSt o TS ot y.uu:, add users or groups to the list below.

Only the specified senders will be able to send to the group and mail sent by anyone else will be
message approval rejected.

email options + -
MailTip

deleqati All senders can send messages to this group.
group delegation
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Add a policy
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[ 105 App POlicy V]
Description

Platform

[ ios v

Target to all app types @
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Select required apps
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Vera for Intune

Skype for Business

PowerPoint

Microsoft Dynamics CRM on iPhone
iBabs For Intune

Excel
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Microsoft Dynamics CRM on iPad
Microsoft Planner

Word

Edge

PrinterOn for Microsoft

PLATFORM
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ios
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© Microsoft OneDrive Office 365 . Suspicious activity alert

@ Microsoft Skype for Business
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Name:

ManualEncryptEmail I

*Apply this rule if...

X The recipient is located... v l Outside the organization
and
X A message header includes... - I “Sensitivity’ header includes ‘Confidential’

add condition

*Do the following...

Encrypt the message with Office 365 Message Encryption v

Select one

Forward the message for approval...
Redirect the message to...

Block the message...

Add recipients...

Apply a disclaimer to the message...
Modify the message properties...
Modify the message security... Apply rights protection
Prepend the subject of the message with... Require TLS encryption

¥y v v v v v v

Notify the sender with a Policy Tip...
Generate incident report and send it to...

Apply Office 365 Message Encryption
Remove Office 365 Message Encryption
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Add-on Add-on Add-on Add-on Included Included S3
Add-on Add-on Add-on Add-on Included Included S8
Add-on Add-on Add-on Add-on Included Included $8
Add-on Add-on Add-on Add-on Included Included $4
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;ﬁ File Action View Favorites Window Help

dyé\ngﬂT

T:fe Root A “ Setting
e Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible
snap-ins, you can configure which extensions are enabled.

Available snap-ins: snap-ins:

Console Root

Snap-in Vendor o) Edit Extensions...
%, ActiveX Control Microsoft Corp... 15 Local Computer Policy
uAuthorization Manager Microsoft Corp... e
(¥ Certificates Microsoft Corp...
. Component Services  Microsoft Corp... @ Move Up
A Computer Managem...  Microsoft Corp...
1.‘. Device Manager Microsoft Corp... Move Down
=" Disk Management Microsoft and ... Add >
Microsoft Corp...
Microsoft Corp.
[ &I Group Policy Object ... | Microsoft Corp
Microsoft Corp...
&, 1P Security Policy Ma... ~ Microsoft Corp...
| Link to Web Address Microsoft Corp...
#/Local Users and Gro...  Microsoft Corp... Advancedn,
(&) Darfy Manitar i # Carn
Description:

This snap-in allows you to edit the local Group Policy Objects stored on a computer.

OK Cancel
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New alert policy

O Name your alert

@ Create alert settings

Set your recipients

Review your settings

Choose an activity, conditions and when to trigger the alert

You can only choose one activity but you can add conditions to refine what we'll detect.
What do you want to alert on?
A\ * Activity is
Detected malware in file

Office 365 detected malware in either a SharePoint or OneDrive file.

IP address

Fotser lert to be triggered?

4 User tches the rule

(i ched activities reaches a threshold
File Name
Site Collection URL activities

File Extension
O minutes

On All users

(O When the volume of matched activities becomes unusual

On All users
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B

IP address
13.93.216.68
13.91.61.249
13.64.196.27
13.93.233.42
13.93.216.68
13.64.196.27
13.91.61.249
117.24.36.159
117.24.36.159
117.24.36.159
117.24.36.159
117.24.36.159
117.24.36.159
117.24.36.159
117.24.36.159
117.24.36.159
117.24.36.159
117.24.36.159
117.24.36.159
117.24.36.159
117.24.36.159
104.209.35.177
117.24.36.159
140.118.211.172
117.24.36.159
117.24.36.159
13.64.196.27
117.24.36.159

Location

San Jose, California, US
San Jose, California, US
San Jose, California, US
San Jose, California, US
San Jose, California, US
San Jose, California, US
San Jose, California, US
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
San Jose, California, US
Baogaizhen, Fujian, CN
San Jose, California, US
Baogaizhen, Fujian, CN
Baogaizhen, Fujian, CN
San Jose, California, US
Baogaizhen, Fujian, CN

B Failure reason

Invalid username or password or Invalid on-premise username or password.
Invalid username or password or Invalid on-premise username or password.
Invalid username or password or Invalid on-premise username or password.
Invalid username or password or Invalid on-premise username or password.
Invalid username or password or Invalid on-premise username or password.
Invalid username or password or Invalid on-premise username or password.
Invalid username or password or Invalid on-premise username or password.
Account is locked because user tried to sign in too many times with an incorrect user ID or pa
Account is locked because user tried to sign in too many times with an incorrect user ID or pa
Account is locked because user tried to sign in too many times with an incorrect user ID or pa
Account is locked because user tried to sign in too many times with an incorrect user ID or pa
Account is locked because user tried to sign in too many times with an incorrect user ID or pa
Account is locked because user tried to sign in too many times with an incorrect user ID or pa
Account is locked because user tried to sign in too many times with an incorrect user ID or pa
Account is locked because user tried to sign in too many times with an incorrect user ID or pa
Account is locked because user tried to sign in too many times with an incorrect user ID or pa
Account is locked because user tried to sign in too many times with an incorrect user ID or pa:
Account is locked because user tried to sign in too many times with an incorrect user ID or pa:
Account is locked because user tried to sign in too many times with an incorrect user ID or pa
Account is locked because user tried to sign in too many times with an incorrect user ID or pa:
Account is locked because user tried to sign in too many times with an incorrect user ID or pa
Invalid username or password or Invalid on-premise username or password.
Account is locked because user tried to sign in too many times with an incorrect user ID or pa!
Invalid username or password or Invalid on-premise username or password.
Account is locked because user tried to sign in too many times with an incorrect user ID or pa!
Account is locked because user tried to sign in too many times with an incorrect user ID or pa!
Invalid username or password or Invalid on-premise username or password.
Account is locked because user tried to sign in too many times with an incorrect user ID or pa:
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You are receiving this message because KAMIND IT requires you to enroll your device with
Microsoft Application Management or Mobile Device Management in order to access Exchange
email and other Corporate own resources from this device.

1. If you are using an IOS device, please download Microsoft Authenticator (from Apple store) to
access Corporate Documents.

2. If you are using an Android device, please download Company portal (from Play store) to
access Corporate Documents.

View device compliance problems that need your attention in the Company Portal
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icrosoft Azure Active Directory Connect

Express Settings
Connect to Azure AD
Connect to AD DS

Azure AD sign-in

Configure

Configuration complete

Azure AD Connect configuration succeeded. The synchronization process has been initiated.

The fi ion is I You can now log in to the Azure or Office 365 portal to verify that

P

user ac:aunts from your local directory have been created. Then, do a test sign-on to the Azure
portal. Learn more

To sync your Wind 10 d in joined p s to Azure AD as registered devices, you need to

run Initialize-ADSyncD inJoinedComputerSync in the script module ADSyncPrep for
pdx.ahct.com. Learn more
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B https://docs.microsoft.com/en-us/office365/enterprise/powershell/connect-to-office-

PowerShell for Office 365 admi... B% Connect to Office 365 Powe...

7 MSN.com - Hotmail, Outiook, ...

Search...

-a&ac

=. Microsoft Technologies -

OCS Windows

Office 365 Enterprise / Manage Office 365 with Office 365 PowerShell

Filter

Manage Office 365 with Office
365 PowerShell

A

Vv Getting started with Office
365 PowerShell

Why you need to use Office
365 PowerShell

Connect to Office 365 Power
Shell

Connect to all Office 365
services in a single Windows
PowerShell window

> Use Windows PowerShell to
create reports in Office 365

Cmdlet references for Office
365 services

Office 365 PowerShell
community resources

> Manage user accounts and
licenses with Office 365 Power
Shell

Manage SharePoint Online
with Office 365 PowerShell

Manage Exchange Online with
Office 365 PowerShell

v

Use PowerShell for email
migration to Office 365 v

Microsoft Azure

Documentation v Resources v

Visual Stu

Office More v

Getting started with Office 365 PowerShell / Connect to Office 365 PowerShell

Connect to Office 365 PowerShell

£ 12/15/2017 -+ © 5 minutes to read - Contributors @ & &

Summary: Connect to your Office 365 organization using Office 365 PowerShell to perform Office 365
administration tasks from the command line.

Office 365 PowerShell lets you to manage your Office 365 settings from the command line. Connecting to Office
365 PowerShell is a simple three-step process where you install the required software, run the required software,
and then connect to your Office 365 organization.

Note that these connection instructions are the same as those in the topic Azure ActiveDirectory (MSOnline).

Q Tip

New to PowerShell? See a video Overview of PowerShell, brought to you by LinkedIn Learning.

What do you need to know before you begin?
« Estimated time to complete: 5 minutes
* You can use the following versions of Windows:
» Windows 10, Windows 8.1, Windows 8 or Windows 7 Service Pack 1 (SP1)

+ Windows Server 2016, Windows Server 2012 R2, Windows Server 2012, or Windows Server 2008
R2 SP1
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Permissions

eDiscovery

Classifications After creating an eDiscovery case and choosing who has access to it, use the case to search for email, documents, Skyp
You can then preserve the content and export the search results for further analysis.

Data loss prevention

View All ~ |Ss=av(h

Data governance

Case name Status Created
Threat management

Privildge Active 2018-02-01 22:04:46
Mail flow

Search matt Emails Active 2017-12-09 05:46:39
Data privacy

Search All emails Active 2017 11 30 04:03:02
Search & investigation

Hold all Informaion Active 2017-08-26 03:52:12

Content search

Audit log search

eDiscovery

Productivity app discovery
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@ Bales Express

HOME PAGE

DOWNLOAD CONTACTUS

Bates stamping freezing again? Bates Express

is an easy-to-use program that takes your

emails, PDF, TIFF, JPEG, HTML files, converts

them to PDF or TIFF and stamps bates to
& each converted page. It easily processes
folders with millions of files and stamps bates in
batches automaticaly. Users may select the
position, the size or the font of the bates.
Remove stress from bate stamping with Bates
» Express software!

¥ Bates

Bates Expross

Questions? Request a call back!

Stamp b S 2 01« 1
+ Stamp bates to PDF, TIFF and JPEG files.

+ Convert emails, Word, PDF, XLS, HTML, TIFF, or JPEG to PDF/TIFF.
+ Use predefined stamps such as confidential, highly confidential, for
attorneys’ eyes only, commercially sensitive

+ Enter any customized prefix or suffix to bates stamp

+ Customize the bates to your court's standards

+ Select color, font, and size of bates stamp

+ Select position of bates stamp

+ Continue bate stamping (start counter from any number you choose)
+ Add a digital signature to the output PDF

+ Adobe Acrobat Software is NOT required

+ Designed for Windows, can run on Mac via Parallells

HOow 1O quicKly bates stamp

thousand ocments

Video Answers Newsletter Signup

Bates 10 PDF (a prefix + counter) Cencel subscription
How to stamp bates to PDF with a

prefix followed by sequential numbers

on top of each page.

@& Bates
J MTS00001

. ) |

‘ MTS0003

MTS00002

© Watch now...

Program Overview
How does Bates Express work? Does it
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© Overview
Manage

LT Policies

B Notifications

@ Locations

Device compliance

Compliance policy settings

« F] X Discard

hese settings configure the way the compliance service treats devices.

Mark devices with no compliance policy assigned as @ Compliant Not Compliant

Enhanced jailbreak detection @ Enabled

Compliance status validity period (days) @ 30

Disabled

v

Devices without compliance po...

Setting compliance

Audit logs

Windows health attestation rep...

g2
£~
£~
# Policy compliance
£~ |
£~ |
a

Threat agent status

p
£ Compliance policy settings
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Microsoft Azure

Create a resource

All services

FAVORITES

Dashboard

All resources

Resource groups

App Services

> Function Apps

SQL databases

Y Azure Cosmos DB

Virtual machines

Load balancers
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> Virtual networks

Azure Active Directory

Monitor

Advisor

Security Center

Home > New

New

Azure Marketplace

Get started
Recently created
Compute
Networking
Storage
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Mobile
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Al + Machine Learning
Internet of Things
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P .

Featured

|
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Identity
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Windows Defender Security Center

Windows
Security Center

Setup Set up your preferences

Step 1 o Select your industry

Set up permissions
Select the industry that best describes your organization. You can select more than one option.

This helps us identify the threat intelligence that is most relevant for your organization and industry.

Step 2 (] e ) )
Communication and media Financial services Manufacturing and resources
Get started
‘ Select v ‘ Banking and capital markets | | select v
Step 3 o Public sector ‘ B Banking and capital markets
Set up preferences
PP ‘ Select W ‘ ’ [ Insurance

Step 4 ©

Onboard an endpoint

@ Back Next @
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Hsave X Discard

* Name

i Update policy for Windows 10 devices

Description

Enter a description...

Settings
10 configured

Scope (Tags)
0 scope(s) selected

Settings

Windows 10 and later

Servicing channel @
* Microsoft product updates @
* Windows drivers @
Automatic update behavior &
Active hours start @
Active hours end @
Restart checks @
* Quality update deferral period (days) @
* Feature update deferral period (days) @

Delivery optimization download mode @

Uninstall Settings (latest OS only)

* Set feature update uninstall period (2 - 60
days) @

| Semi-Annual Channel (Targeted) v |
Block

| Auto install at maintenance time v

o 7]

| 10pMm v |

C |
IC |

| HTTP blended with peering behind same NATv |

[ 10
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Create a group

shared email address people can use to email gach otjger, with access to past conversations and attachments. Learn more about groups in Outlook

o create a new distribution group, click here.

*Group name

*Group email address

@ | kamindsecure.onmicrosoft.com ¥ |

Make sure the selected domain is correctly configured for email delivery. Learn more.

*Privacy
| Public - Anyone can see content V|
*Owner
*Language
English (United States) v|

Group notifications are sent in this language. Notifications include the footer in group email messages with options such as unsubscribe and links to group
resources.

Description

Write a description so people know what this group is used for. This will show up on the group's contact card and in the address book.

Subscribe new members
Subscribed members get conversations and calendar events delivered to their inbox. Otherwise, they'll only see them in the group's inbox.
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X App Suite Settings

* App type

| Windows 10 v ‘

in the suite. Learn more

These settings apply to all apps you have selected

X Languages

Choose the Office language versions that you want to ins{

languages that have been installed in Windows. Use these

Use this type to assign Office 365 ProPlus apps to languages.
Windows 10 devices with Intune. This suite of
applications will appear as one app in your apps
list. * Update channel LANGUAGE
Leam more. Monthly v . .
L O Arabic
* Configure App Suite @ Remove other versions of Office (MSI) from -
> end user devices. Learn more ‘7 Bulgarian
e e I -
Yes No —
O Chinese Simplified
. : .
App |f1formanon > Version to install on end user devices. Learn
Configure more O Chinese Traditional
A
* App Suite Settings @ E] Croatian
Configure installation options for... pcibbe —
l No current version ‘ L J Czech
Specific version Ll Danish
l Select version v l L l Dutch
Properties English
- , Estonian
Automatically accept the app end user license
agreement ‘, ] Finniih
Use shared computer activation l,l French
[ e
D Greek

Languages @
OS Languages

® [] Hebrew
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B8 Microsoft

test@todoubleit.com

Permissions requested

iOS Accounts

This app would like to:
v Access your mailboxes

v Sign you in and read your profile

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and
privacy statement. The publisher has not provided links to
their terms for you to review. You can change these
permissions at https://myapps.microsoft.com. Show details
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X Android enrollment
Intune
You can enroll Android devices without further configuration. Use the following options to enable Wik Disconnect
Android devices with a work profile. Learn more.
Google Account:

Status:
Not Setup Not Available

Prerequisites
Organization: Registration Date:

- Managed Google Play Not Available Not Available

¥ Link your managed Google Play account to Intune.

‘You must connect Intune to your company's managed Google Play account to manage Android

Enroliment Profiles
enterprise devices. Follow the steps below to enable Android enterprise enrollment.

Work profiles

% Configure use of Android work profiles and personal devices.

1. 1 grant Microsoft permission to send both user and device information to Google. Learn More

2. Connect your Intune tenant to an administrative Google account to enable Android enterprise
enroliment.

Launch Google to connect no

VRVERY

3. Open the managed Google Play store and click “Approve” on the Intune Company Portal app to
ensure that it receives automatic updates. Learn More

Open Company Portal in the managed Google Play store [2
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Add app

* App type

Store app
Android

ioS
Windows Phone 8.1
Windows

Office 365 Suite
Windows 10

macOS

Other
Web link

Built-In app

Line-of-business app

X

Add app O

* App type
Windows 10 M

Use this type to assign Office 365 ProPlus apps to
Windows 10 devices with Intune. This suite of
applications will appear as one app in your apps
list.

Learn more.

* Configure App Suite @ S
Select Office apps to be assigned

* App Suite Information @ S
Configure the app suite informati...

* App Suite Settings @ S
Configure installation options for ...
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Audit Tog search

Need to find out if a user if an admin the Office 365 audit log and admins i izati ing. You'll be able to find activity related to email, groups, documents, permissiony
directory services, and much more. Lear more about searching the audit log

Search 9 Clear Results 750 resutts found (More items availabie, scroll down to see more) V7 Filter results | | T ——
Activites Date ~ 1P address User Activity ttem Detail
Show results for all activities ~ 2016-11-20 18:19:39 5076102253 miatzer@kamind.com Accessed file Open Notebook onetoc2 Accessed from “Documents/Onen... A
Start date
2016-11-20 18:19:38 5076102253 mikatzer@kamind.com Accessed file ‘Open Notebook onetoc2 Accessed from “Documents/Onen...
2016-11-12 @ o0 M
2016-11-20 18:19:38 5076102253 mikatzer@kamind.com Accessed fie ‘Open Notebook onetoc2 Accessed from “Documents/Onen...
End date
p—— ® o M 2016-11-20 18:10:41 1603.7249 it ingP..
2016-11-20 18:09:07 5076102253
Leave blank to show results for al users 2016-11-20 17:5631 9792103157 y it ingP...
File, folder, or site
2016-11-2017:55:28 5076102253 100000004-0000-0ff1-c200-00000...
Add all or part of 2 file name, folder name,
or site URL
2016-11-20 17:55:23 5076102253 i Unknown
- 2016-11-2017:55:23 5076102253 i 00000003-0000-0000-000-00000...
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new migration batch
Select the users

You can either use a CSV file to specify the users you'd like to move, or you can select mailboxes
individually. Learn more

@ Select the users that you want to move
i -

T
DISPLAY NAME 4 | EMAIL ADDRESS

© Specify the users with a CSV file

[ |(Browse... )

new migration batch
Enter on-premises account credentials

Enter the name and password for an on-premises u|
perform the migration. This information will be use;
connectivity to a user mailbox in the CSV file for thg

Account with privileges (domain\user name):

Password of account with privileges:

This is the first time you've created a migration bat
used to create a migration endpoint that you can u
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Security Center - Onboarding to advanced security

/() arch + | «
S 0 Upgrade to the Standard tier for enhanced security

o Overview

Protect your hybrid cloud workloads with unified security and threat management

Getting started

LY
4" Onboarding to advanced semria @
€ gz 0
4/ Events -
~
0

Search
Hybrid security Advanced threat detection JIT VM access Adaptive application controls
POLICY & COMPLIANCE
Upgrade the following subscriptions and workspaces to enable Security Center Standard:
*2 Coverage

W/ NAME RESOURCES CURRENT PRICING TIER
! Security policy

v ? (KAMIND) Microsoft Azure 0 applicable resources Free Upgrade >
RESOURCE SECURITY HYGIENE

Recommendations

% Compute & apps Apply Standard plan

First 60 days are free!

¥, Networking

'_| Data & storage

T Identity & access (Preview) Do you want to add non-Azure computers? ®

#  Security solutions .
Cost is calculated based on 15 USD/Node/Month,'R_

current and new For more

ource

hat count as a node are VMs and computers. The selected security tier will be applied to

>
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®

About enabling multi-factor auth

Please read the deployment guide if you haven't already.

If your users do not regularly sign in through the browser, you can send them to this link to register for multi-factor
auth: https://aka.ms/MFASetup

enable multi-factor auth cancel






OEBPS/A429219_1_En_6_Fig2_HTML.jpg
A\ Alerts

Permissions

Classifications

Data loss prevention

Data governance

Threat management

Mail flow

Data privacy

Search & investigation

Reports

Service assurance

b L

Home

k2 Microsoft Secure Score

402

797)

0365 Secure Score gives
you a new way to
increase security.

652

(1000)

Windows Secure Score
gives you a new way to
Increase security.

% Recommended for you

Search for activity

Search the audit log to find out
what your users and admins
have been doing. Here's one
you can try Now...

Q Security trends

In bot armies, the controller is the server machine(s) that gives instr...
A trojan is defined by two characteristics: it is any malware that does...

Treasurehunt (or Treasurehunter) is point-of-sale (POS) malware tha...

& Threat management

Cyberattacks are constantly evolving.
Our threat management features help
safeguard your organization against
these attacks by providing insights
and tools to help detect and respond
to threats like phishing, malware,
malicious links, and more.
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/A Microsoft Azure

Connect Microsoft Azure

Connect Microsoft Azure to enable instant visibility, protection and governance actions.

Global administrator permission is required to connect

To connect this app, provide your access credentials. We secure your data as described in
the privacy statement | Terms
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Office 365 Enterprise / Manage Office 365 with Office 365 PowerShell

O @ a

Filter by title

https://docs.microsoft.com/en-us/office365/enterprise/pc

I Docs Windows Microsoft Azure  Visual Studio  Office

Manage Office 365 with Office 365
PowerShell

v

v

v

Getting started with Office 365
PowerShell

Manage user accounts and licenses
with Office 365 PowerShell

Manage SharePoint Online with
Office 365 PowerShell

Manage Exchange Online with
Office 365 PowerShell

Use PowerShell for email migration
to Office 365

Manage Office 365 with Windows
PowerShell for Delegated Access
partners

65-powershel big

vershell/manage-office-365-with-offic
More +

[=] Feedback ¢ Edit

Manage Office 365 with Office 365
PowerShell

5 12/14/2017 - ® 2 minutes to read - Contributors @ § & &

Summary: Learn how to use Office 365 PowerShell with Office 365 users and licenses, Skype for
Business Online, SharePoint Online, Exchange Online, and the Office 365 Security & Compliance Center.

Office 365 PowerShell is a powerful management tool that complements the Office 365 Admin center.
For example, you can use Office 365 PowerShell automation to more quickly manage multiple user
accounts and licenses and create reports. Learn how to use Office 365 PowerShell with Office 365 users
and licenses, Skype for Business Online, SharePoint Online, Exchange Online, and the Office 365
Security & Compliance Center.

Select the topic based on your needs:

« Getting started with Office 365 PowerShell

L
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Apps Install Office apps v
2. 5
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@ O »
Admin Securl.ty e Stream
Compliance

Explore all your apps —>

Documents T Upload and open...

Recent Pinned  Shared with me  Discover

[ Name

Last opened by vou haring Activity
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Office Desktop Suite

Client Apps.

«
£ Search (Ctrl

© Overview

manage

!1'" Properties

24 Assignments
‘monitor

B Device install status

Yo User install status

Essentials ~

Publisher
Microsoft

Operating system
Windows

Device status

Created

9/3/2018, 5:50:54 PM
Assigned

Yes

Installed

2
Notinsalled

0

Failed

0
nstal Pendina

0

Not Applicable

0

L Export

[0 _search by name..

DEVICE NAME USER NAME
PORTLAND passadmin@getoffi...
SEATTLE 0365User@getoffic...

PLATFORM

Windows 10.0.16...

Windows 10.0.17...

VERSION

STATUS

Installed

Installed
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Deploy Commerical ID - Assignments

« H X : +/ Evaluate

-

© Oveniew E Include : Exclude

. Assign to
Selected Groups v
1! Properties
Select groups to include
M Assignments %
MONITOR MDM Windows - Contractors s
H Device status MDM Windows - Mgmt -
& Userstatus MDM Windows - Staff —_—

B Per-setting status
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Add app

* App type
Windows 10 bl

Use this type to assign Office 365 ProPlus apps to
Windows 10 devices with Intune. This suite of
applications will appear as one app in your apps
list.

Learn more.

* Configure App Suite @
Select Office apps to be assigned

* App Suite Information @
App suite information is configur.

* App Suite Settings @ S
Configure installation options for ...

Configure App Suite [w]

* Select the Office 365 apps that you want to
install as part of the suite. @

V] Access
V| Excel

OneDrive (Groove)
/| OneDrive Desktop

| OneNote

<

Outlook

V| PowerPoint

| Publisher

/| Skype for Business

V| Word

Additional Office apps
If you own licenses for these additional Office
apps you can also assign them with Intune. @

Learn more

Project Online Desktop Client

Visio Pro for Office 365

App Suite Information O

* Suite Name

[ office Pro Plus

* Suite Description
Office Pro Plus Software

Category
Productivity

Display this as a featured app in the Company
Portal @

Information URL

Privacy URL

Notes

App Suite Settings ]
These settings apply to all apps you have selected
in the suite. Learn more

* Office version

32-bit

pdate channel
Monthly (Targeted) v

Remove other versions of Office (MSI) from

ersion to mstall on end user devices. Learn
more
[FCQl Specific

Specific version

Properties

"Automatically accept the app yd user license

agreement

Use shared computer activatio

Yes No

Languages @ N
OS Languages
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Microsoft Azure /O Search resources, services, and docs

Dastibuaid Yy + 2 ¢ 2 0 /7 & W

-}~ Create a resource

All services

ALL SUBSCRIPTIONS
*

= Dashboard

No resources to display

za2 All resources

Try changing your filters if you don’t see what you're looking for.
%#/ Resource groups Learn more (2
Create resources Quickstarts +

. App Services

% Function Apps
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0 « @ Classic portal
© Overview Status
@i Quick start . . Devi i t
Device compliance status eviceiassignmen
ERROR
MANAGE 2 A
STATUS DEVICES
W Deviceanroliient @0 | | chenseissssnssaiiiisiitiiiaatiisis
Compliant 5 Device assignment
B Devicecompliance | FAILURE
In grace period 0 0 o
l Device configuration
Not evaluated 0
. Devices
Not compliant 150
m Mobile apps
Total 20
[Z] eBooks
0 Conditional access
I On-premises access
w4 Users Top app installation failures
,-,.'. Groups
APP NAME PLATFORM DEVICE FAILURES
." Intune roles
Office Por Plus WINDOWS10 0
BB Software updates
Microsoft Outlook 108 0
HELP AND SUPPORT
Outlook 0
;'.‘ Help and support
Microsoft Excel 108 0
X Troubleshoot
Microsoft PowerPoint 108 0
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Microsoft Azure

Home > New > Log analyt orkspace

Create a resource LOg analytics workspace a

Create new or link existing one created in OMS P...

All services

Create New Link Existing

* OMS Workspace @
OMSgoSecurity v

FAVORITES
B Dashboard * Subscription

(KAMIND) Microsoft Azure v
All resources

* Resource group @

%#/ Resource groups ®) Create new Use existing
OMSgoSecurityRG v
& App Services
* Location
* Function Apps East US v

i SQL databases

* Pricing tier

& Azure Cosmos DB Per GB >
B virtual machines

& Load balancers

B Storage accounts Q Validation successful

=2 Virtual networks
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Device compliance - Policies

@ oOverview

MANAGE
H rolicies
M Notifications

@ Locations

MONITOR
# Device compliance

B Devices without compliance pol...

«

== Create Policy

0

POLICY NAME
Android Policy
10S Policy
MAC Policy

Windows 10

Columns

Y Filter

Q) Refresh ¥ Export

w PLATFORM

Android for...

ios

macOS

Windows 10 a...

POLICY TYPE ASSIGNED
Android for Work complianc... Yes
i0S compliance policy Yes
Mac compliance policy Yes

Windows 10 compliance policy Yes

LAST MODIFIED

5/23/18 12:47 AM

6/26/18 5:58 AM

6/26/18 6:02 AM

5/10/18 2:40 PM
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. Office 365 Admin center

Home > Active users A-test User

ATestUser@kamindsecure.onmicrosoft.com
\/J Views | All users

Users Display name A

@ Home ’ = l

Usern

e ATest User name ATestUser@kamindsecure.onmicrosoft.com
Active users
Alan Steiner alans(  prodct license: No products have been assigned
Contacts
Alicia Thomber aliciat
_ roup memberships No groups for the user. Click edit to change group
Suetusers Allie Bellew allieb membership.
Deleted users Amy Alberts amya o Sianvinallowed
s Anne Weiler anney
9 User (no admin access)
Carlos Grilo carlos
Groups : e
: Christa Geller christ|  DF e A-test User
e Dan Jump danj€
David So david ~ B Mail Settings
i
pillng Diane Prescott diane
v £ n Ve
Support Eric Gruber ericg( OneDrive Settings
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getoffice365security.com (Default)

Domain managed outside Office 365

O Refresh || 4 Ignore incorrect DNS |

Incorrect DNS records

Any errors are highlighted below.
Nameservers used: ns96.worldnic.com, ns95.worldnic.com

If there are errors, correct the corresponding DNS records for getoffice365security.com at Network Solutions. & (Not your DNS host?)
After correcting these records at NetworkSolutions, refresh the page using the ‘Refresh’ button above to update issue count.
N\ & MX records

One or more of these records haven't been added correctly yet. step-by-step instructions

& Important: if you already have an MX record for this domain at your DNS host, changing your MX records to the values below will redirect new incoming email
to your new email addresses, and email will no longer be delivered to your previous email service.

After you change the MX records, if you want to access your old email through your new email account, you must migrate the old email messages.

D Copy this table

Expected vs actual record Priority Host name Points to address or value T Status

A € Expected record Do he s}

Actual record

ity-com.mail, ion.outlook.com. D 3600 No records found

Missing record

N & CNAME records

One or more of these records haven't been added correctly yet. step-by-step instructions

D Copy this table

Expected vs actual record Host name Points to address or value m Status

A € Expected record D autodiscover D autodiscover.outlook.com. B 3600
Actual record

No records found

Missing record

~ @ Expected record Dsip [ sipdir.onlineync.com. D 3600 Correct
v @ Expected record D lyncdiscover [ webdir.onlinelync.com. D 3600 Correct
v @ Expected record [in] pri istrati s} i istration.windows.net. ™ 3600 Correct
v @ Expected record i} pri D i manage.microsoft.com. ™ 3600 Correct
N\ & TXT records

One or more of these records haven't been added correctly yet. step-by-step instructions
D Copy this table

Expected vs actual record TXT name TXT value TTL Status

N € Expected record bhe B v=spf1 include:spf.protection.outiook.com -all 3600 No records found
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Review threat analytics across Office 365 Secure Score 4
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Data relocation
Prevent iTunes and iCloud backups @

Allow app to transfer data to other apps @
| Policy managed apps v

Filter Open-In/Share Dialog to only policy managed apps?

Select apps to exempt

Allow app to receive data from other apps @

[ A apps v

7
Prevent "Save As” @
Select which storage services corporate data caf bﬁ“l

[ 2selected T | ~

Restrict cut, copy, and paste with other apps @
[ Any app v |

{ Restrict web content transfer with other apps © )

s Set the sign-in security requirements for your access protection policy. Select a Setting and enter the Value that users must meet to sign in to your company
Disable contacts sync @ app. Then select the Action you want to take if users do not meet your requirements. In some cases, multiple actions can be configured for a single setting. Learn
Yes No more about conditional launch actions

To use the “Device model(s)" setting, input a semi-colon separated list of iOS model identifiers. You can find an iOS model identifier under the “Device Type"
column in HockeyApp's support documentation.

Disable printing @

Yes No
Block third party keyboards @ SETTING VALUE ACTION
Yes No
Max PIN attempts 5 Reset PIN .
Access Actions Offiine grace period 720 Block access (minutes) .

Require PIN for access @

Yes

\ . . .
T T © devices Block access

e Selectane .

Offline grace period %0 Wipe data (days) -

Allow Simple PIN @
PIN Length @
[4 v

Allow fingerprint instead of PIN (i0S 8+) @

Allow facial recogrition instead of PIN (i0S 11+) @

Disable app PIN when device PIN is managed @
Yes No

Require corporate credentials for access @

Yes No

Recheck the access requirements after (minutes) @
Timeout

[ 30
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Default Group
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Your Secure Score over time

Last7days Last30days Last3months Compare scores

Custom reporting period: | 2018-08-28 fuu] ‘ to ‘ 2018-09-27 Jou}

SCORE W Microsoft Secure Score M Microsoft Average Secure Score
200

100

0
08/28 08/31 09/02 09/04 09/06 09/08 09/10 09/12 09/14 09/16 09/18 09/20 09/22 09/24 09/26

Score for September 26, 2018: 13501 711
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Enable MFA for all global admins

You should enable MFA for all of your
admin accounts because a breach of
any of those accounts can lead to a
breach of any of your data. We found
that you had 3 admins out of 5 that
did not have MFA enabled. If you
enable MFA for those 3 admin
accounts, your score will go up 30
points.

Threats

¢ Account Breach

 Elevation of Privilege

Action Category
User Impact
Implementation Cost

Action Score

Account

Low

Low

20/50
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Home > Retention

Email, documents, Skype and Teams conversations. Your users generate a lot of content every day. Take control of it by setting up retention policies
@ Home what you don't. Learn more about retention

A\ Alerts

Labels Label policies
& Permissions
[ = Create labels to let users Create label policies to
Glacsificatnns 0 =— manually classify and publish or automatically
o— retain their own content ; apply existing labels to
o— (email, docs, folders, and your users apps (Outlook,
Data loss prevention , more). You can also auto- SharePoint, OneDrive, and
apply labels to specific more)
content.

Data governance

Dashboard [ O Refresh } Search §e]
Label Activity Explorer
AT D Name Created by Last modified
Import
\:‘ Attorney-Client Privilege Classification Matt Katzer May 27, 2018
Archive
Retention [:] Legal Hold Matt Katzer February 9, 2017
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Office 365 Admin

Exchange admin center

url trace  accepted domains ren

Mail domains are displaye

S re

below. To correctly add domains, use the Offi

NAME A | ACCEPTED DOMAIN DOMAIN TYPE

Authoritative

Accepted Domain - [InPrivate] - Microsoft Edge = [m]

(=] outlook.office365.com
mail flow
mobile getoffice365security.com

Accepted domains are used to define which domains will be acce| r inbound email

routing

*Name:

IgetofficeBGSsecurity.com

‘getoﬁiceBﬁSsecurit}ncom

This accepted domain is:

) Authoritative: Email is

organization. All em

ternal Relay: Email

relayed to

n emai

Make this the defa

t domain,

Accept mail for all subdomains
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Security in the cloud is a partnership

The security of your Microsoft cloud services is a partnership between

you and Microsoft.

!

Microsoft cloud services are
built on a foundation of trust
and security. Microsoft provides
you security controls and
capabilities to help you protect
your data and applications.

You own your data and identities
and the responsibility for
protecting them, the security of
your on-premises resources, and
the security of cloud components

you control (varies by service type).

Microsoft’s Trusted Cloud principles

Security

Privacy &
Control

Compliance

Transparency

Safeguarding your data with state-of-the-art
technology, processes, and encryption is our priority.
Privacy by design with a commitment to use customers'
information only to deliver services and not for
advertisements.

The largest portfolio of compliance standards and
certifications in the industry.

We explain what we do with your data, and how it is
secured and managed, in clear, plain language.
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App Security

Type: Delete > Move message... User: Barbara

Type (in app): MoveToDeletedltems User organizational unit: —

Source: App Connector... User groups: Office 365 (Defau...

ID: Activity objects: Deleted Items, ...

= 1 - 20 of 5,000+ activities New policy from search + Y X

@ Activity User App IP address Location  Device Date v

(@)
o Move messages t... Barbara m Micros...  50.256.108 Unite... Other Dec 28, 20...

60
@ Log on Matt 1 office..  50.256.108 Unite.. GJ 58 @ Dec 28, 20...

—0—

= N
o Move messages t... Barbara @ Micros.. 50.256.108 Unite..  Other Dec 28, 20...
sHowsmMilAR * & @ 9 © User  IP address Send us feedback.

Description: Move messages to Deleted Items folder: email Anyone have a template for contracts?

Date: Dec 28, 2018, 1:41 PM
Device type: Microsoft Exchange RP...
User agent tags: Native client

App: Microsoft Exchange Online

Matched policies: —

IP address: 50.256.108

IP category: —

Tags: —

Location: United States, Or... [

ISP: Comcast Cable
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B® Microsoft

0365admin@getoffice365security.onmicrosoft.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more
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Home > Dashboard

Office 365 helps you with Data governance
{ny Home

Data governance toolbox Quick actions

A\ Alerts

Data governance is all about classifying your content, retaining it as long as ~+ Create a policy

. you need to, and getting rid of it when you don't. Ours tools can help you

& Permissions ; )
manage the full content lifecycle, from importing and storing data at the Create a label

beginning, to retaining and then deleting it at the end

= o &2 Publish labels
= Classifications

[l Open the data governance toolbox
Data loss prevention

Classify your data
Data governance
How labels were applied Labels classified as records Top 5 labels
Dashboard o o o o
0% 100% 0% 100% Attorney-Client Privilege 1
Label Activity Explorer (0 labels) (11 labels) (0 labels) (11 labels) Classification
impor A o 2
. Applied by users Auto-applied by admin Classified as records Not classified as records
Archive
Retention
Top label users/policies Labels trend over the past 90 days
Events
5
Dispositions
Supervision No data available in the past 30 days 2.5

®

& Threat management o

Jul9-15 Jul 16-22 Jul 23-29 Jul 30- 5 Aug 6-12 Aug 13-19 Aug 20-26  Aug 27
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Microsoft Azure

Additional security verification

Secure your account by adding phone verification to your password. View video

Step 1: How should we contact you?

Authentication phone

Select your country or region

Method

O Send me a code by text message
@® callme

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.
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Configure Phishing Attack i 3 X
Provide a name to the campaign

Name

| Harvest Credentials

Target recipients

Sinest

Configure email details

Compose email

Confirm
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EDR

Antivirus

OS security updat...

Exploit Guard ©

Application Guard...

SmartScreen ©

Firewall ©

Credential Guard ©

BitLocker ©

OS platform

100/100
50/100
100/100
33.4/100
0/100
100/100
100/100
0/100
50/100
100/100

Windows Defender Application Guard optimization o machines o

Improve organizational security by applying the listed recommendations to affected machines.
For more information, see Secure Score help.

Ensure and software pi hi View machines

quisites are met (3

i View machines

Turn on A| Guard on

bl hines (3 machines) A 250






OEBPS/A429219_1_En_4_Fig42_HTML.jpg
KAMIND 1T Inc. Secur Mail Portal - wwiw.kamind.com - (503) 741-8922

Encrypted message

From
mkatzer@kamcom

To
Matt Katzer@train..com

To view the message, sign in with a Microsoft account. your work or school account, or use a one-time
passcode.

@ Sign in

@ Use a one-time passcode

£ Message encryption by Microsoft Office 365

KAMIND
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Import multiple users

Create and upload the fi... Set user options View your results

Create and upload the file
In this step, download one of the CSV files below, save the file, and use Excel or
another app to add your users' information. Then you can come back here,

upload the file and verify that you've got it filled out correctly.

Learn more about importing multiple users

(L

Download a CSV file with headers only

&~

Download a CSV file with headers and sample user information

Browse to upload Browse
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Configure MDM Push Certificate

@ Delete

Status: Last Updated: Days Until Expiration:
© Not set up Not available Not available

Apple ID: Expiration: Subject ID

Not available Not available Not available

You need an Apple MDM push certificate to manage Apple devices with Intune.

Steps:

| grant Microsoft permission to send both user and device information to Apple.
More information.

| agree.

Download the Intune certificate signing request required to create an Apple MDM
push certificate.

Download your CSR

Create an Apple MDM push certificate. More information.

Create your MDM push Certificate (5

Enter the Apple ID used to create your Apple MDM push certificate.

* Apple ID
| myappleid@mycompany.com

Browse to your Apple MDM push certificate to upload

* Apple MDM push certificate

l Select a file I E

Upload
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Home > Microsoft Intune > Client apps - App protection policies > Add a policy

Create a resource Microsoft Intune X Client apps - App protection policies
Microsoft Intune
All services
« + Add a policy O Refresh
FAVORITES
0
% Dashboard © Overview @ Overview L
- poLICY

@ Azure Active Directory @ Quick start manage

Intune Manage 5 Apps
B3 Software updates B Device enroliment i App configuration policies

& Security Center I Device compliance | 5 App protection policies I
X

# Resource groups Device configuration App selective wipe

Al resources Devices &, i0s app provisioning profiles
=] Activity log Client apps I monitor
= Storage explorer eBooks

& App licenses

'» Managed Identities Conditional access

# Discovered apps

na[glﬂ

© Recent

On-premises access 1 Ann inctall statis






OEBPS/A429219_1_En_2_Fig19_HTML.jpg
() OMSgoSecurity

E= Overview
B Activity log
a4 Access control (IAM)

& Tags

X Diagnose and solve problems

SETTINGS
n Locks
B4 Automation script

4+ Advanced settings

GENERAL

4 Quick Start

== Workspace summary
B View Designer

P Logs

i® Logs (preview)

@ OMs Portal [ Delete

Essentials ~

Resource group (change)
oomsgosecurityrg

Status

Active

Location

East US

Subscription name (change)
(KAMIND) Microsoft Azure
Subscription ID
f1688b7-aab7-4ac6-9e3a

Get started with Log Analytics

Log Analytics collects data from a variety of sources and uses a powerful query language to give
you insights into the operation of your applications and resources. Use Azure Monitor to access
the complete set of tools for monitoring all of your Azure resources

o Connect a data source
Select one or more data sources to
connect to the workspace

Azure virtual machines (VMs)
Windows, Linux and other source;

Workspace Name
OMSgoSecurity

Workspace Id
d1ba6921-b032-4723-9592-
Pricing tier

Per GB

Management services

Operations logs

Learn more

Transitioning from OMS Portal - FAQ's
Documentation site
Community

o‘.,‘le itoring soluti

Add monitoring solutions that
provide insights for applications and
services in your environment

View solutions
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=] Configure the Commercial ID

Supported on: | ¢ jeast Windows Server 2016, Windows 10

Help:

Commercial id:

This policy setting defines the identifier used to uniquely
assodiate this device's tel, y data as ging to a given
organization. If your organization is participating in a program
that requires this device to be identified as belonging to your
organization then use this setting to provide that identification.
The value for this setting will be provided by Microsoft as part of
the onboarding process for the program.

Sl

If you disable or do not configure this policy setting, then
Microsoft will not be able to use this identifier to associate this
machine and its telemetry data with your organization.
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View all security solutions currently connected to Azure
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configuration.
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Show recommendations to deploy solutions

v Discovered solutions (1)

Connect your security solution to Azure Security Center. View, monitor and get notified on solution health and security alerts.

MICROSOFT
Azure AD Identity Protection

CONNECT

Azure AD Identity Protec...

v Add data sources (4)

Connect your security solution to Azure Security Center.

Non-Azure computers

MICROSOFT

Onboard your non-Azure computers to
Azure Security Center and gain security

assessment, recommendations and
more powerful features

m SIEM

SELECTED SIEMS

Integrate Azure Security Center alerts
into SIEM for a central monitoring. See
the list of supported SIEMs

{©'=5 common Event Format
ANY PUBLISHER

Integrate any security solution that
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Advanced Threat Analytics
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enrichment for each log
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and gain and
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Manage advanced alerts

Home > Manage advanced alerts

Manage advanced alerts
Your subscription allows you to use Office 365 Cloud App Security!
Take advantage of features such as:

> Alerts - Create alerts and investigate anomalous and suspicious behavior
> Productivity app discovery - Gain visibility into how Office 365 and other productivity cloud services are being used

> App permissions - View and control which apps have been granted permissions to your Office 365 environment

Go to Off
Go to Offi
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Choose the information to protect

Name your policy

Choose locations

Policy settings

Review your settings

Customize the type of content you want to protect

Select 'Find content that contains' if you want to quickly set up a policy that protects only sensitive information or labeled content. Use
advanced settings for more options, such as protecting content in email messages sent to specific domains, attachments with specific file
extensions, and more.

@ Find content that contains: O

Pl Identifiers
Medical Terms

Edit

B Detect when this content is shared:

[ with people outside my organization Vv l

O Use advanced settings ©
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When you sign in with your password, you are also required to respond from a registered device. This makes it harder for a hacker to sign in with just a stolen password.
View video to know how to secure your account

What's your preferred option?

Call my authentication phone

Text code to my authentication phone It.
Call my office phone

Notify me through app

Use verification code from app or token

how would you like to respond?
Set up one or more of these options. Learn more

[0 Authentication phone

v
O office phone v [
Extension|
Alternate authentication phone | United States (+1) . 503

Authenticator app or Token Set up Authenticator app
Authenticator app - SM-
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Select the location for data storage. For more information, see the Data storage and privacy section in the Windows Defender ATP guide.
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®
Get started us
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Step 3 ®
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Use data loss prevention (DLP) policies to help identify and protect your organization's sensitive information. For example you can §
docs isn't shared with the wrong people. Learn more about DLP

2 DLP policy matches k2 DLP false positives and o... ***

0—0—0—0—0—0—0 [0—0-_2 =~ ~0
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@ Dip Policy False Positive: 0

« DIp Policy Override: 0
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Quarantine

Productivity app discovery

Permissions

Assign permissions to people in your organization so they can perform tasks in the Security & Compliance Center. Although you can use
page to assign permissions for most features in here, you'll need to use the Exchange admin center and SharePoint to set permissions for
others.

To assign permissions for archiving, auditing, and retention policies, go to thi F C [ T

To assign permissions for document deletion policies,
+7su@me
Name A

Compliance Administrator

eDiscovery Manager

Compliance Administrator

Organization Management Manage settings for device management, data
o loss prevention, reports, and preservation.
Reviewer

Security Administrator

” " . Assigned roles
Security Reader =
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Office 365 Microsoft Teams & Skype for Business Admin Center

Dashboard \ Meeting settings

Meeting settings

Meeting settings are used to control whether anonymous users can join Teams meetings, to set up your meeting invitations
and if you want to enable Quality of Service (QoS), you can set the ports for real-time traffic. These settings will be used for all

Participants

Anonymous users can join a meeting o On

Email invitation

Customize the meeting invitations that are sent for users to include your organization's logo, URLs and custom footers. (2)

Logo URL https://contoso.com/images/contosologo.png
Legal URL https://contoso.com/legal.html
Help URL https://contoso.com/joiningmeetinghelp.html

Footer Enter the text that you want to be included in the meeting invite footer.
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can access KAMIND IT, Inc resources.
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Region and industry settings

The Microsoft Cloud Service Assurance Portal contains Microsoft's confidential information. By accessing or using this web site, you agree not to disclose such information without Microsoft's prior written consent.

Select one or more regions and industries that are applicable to your organization, and we'll make sure to provide you with the service assurance resources that matter most to you.

Region: = North America 'i Industry:  Services ~ Save

v SelectAll | x Select None

Automotive I
Banking

Consumer

Education

Engineering
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Software

Office

Tools & add-ins
Project

Visio

Desktop setup
OneDrive

Phone & tablet

Office
Manage installs

If you don't have any installs left, you can deactivate an install on one computer and install Office on another.

COMPUTER NAME OPERATING SYSTEM INSTALLATION DATE

DESKTOP-KAEGO1R Microsoft Windows 10 Enterprise 9/14/2015 Deactivate
KAM40 Microsoft Windows 8.1 Pro with Media Center 7/7/2015 Deactivate
DESKTOP-K9QDEBJ Microsoft Windows 10 Pro 8/30/2015 Deactivate

Install the latest version of Office

This will install the following apps on your computer: Word, Excel, PowerPoint, OneNote, Access, Publisher, Outlook, Skype for Business, InfoPath, OneDrive for
Business

P EEFEEFTON

Word Excel  PowerPoint OneNote Access Publisher ~ Outlook  Skype for ~InfoPath  OneDrive
Business for Business

Language: Version:

[English (United States)

32-bit (R ded) Advanced

Note: Installing additional languages on a computer that already has this version of Office doesn’t count against your install limit (10).
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Seamless single sign-on Disabled
Pass-through authentication  Disabled

@ Use Pass-through authentication to validate users’ passwords against your on-
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Ofﬁce 365 Business Premium Tria| Want to add this to an existing subscription?

Create your user ID

You need a user ID and password to sign in to your account.

‘ Username ‘@’ Yourcompany .onmicrosoft.com ‘@

username@Yourcompany.onmicrosoft.com

’ Create password

‘ Confirm password ‘

By clicking Create my account you agree to our terms and conditions.

[ Microsoft may share your contact information with selected partners to provide
special offers which could include training, implementation or licensing. You can
unsubscribe at any time. To learn more, read the privacy statement

Create my account ®






OEBPS/A429219_1_En_8_Fig47_HTML.jpg
& @ = |l

OB @ & O

Office 365 Microsoft Teams & Skype for Business Admin Center

Email integration

Email integration lets people send an email to a teams channel, and have the contents of the email displayed in the
members to view.

Allow users to send emails to a channel email address o On

Channel email is only accepted from the following STMP domains

Files

Turn on or turn off file sharing and cloud file storage options for the Files tab.

Users can share files ‘) On
DropBox ‘) On
Box c On
Google Drive o On
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Microsoft Secure Score

Your Secure Score Summary

815

Of 1,364

aJ
OFFICE 365

171

OF 364

For more information about your Secure
Score go to: Score Analyzer

Jul 21, 2018 5:00 PM

£
WINDOWS

644.0

OF 1000.0

For more information about your
Windows Secure Score, go to Windows
Defender Security Center

Take Action, Improve Your Office 365 Secure Score

These actions cover the basics, and include some defense in depth

TARGET SCORE BALANCED
4 O 3 choices.
21 actions

171

Current Score

450

Max. Score

Slide to preview your improved Office 365 Secure Score

See action list below

21 Actions in the queue

Your pending Secure Score is: 403

Show: | All B I

Search

Expand all v

Enable MFA for all global admins

Enable MFA for all users

What's new 4

We have introduced the fully remediated
workflows for the following controls. Check it out!

Check out our new ignore action and third party
attribution feature!

Enable Client Rules Forwarding Block

Set outbound spam notifications

Enable customer lockbox feature

Designate more than one tenant admin
Designate less than 5 tenant admins

Use non-global administrative roles

Risk assessment

The following threats could be mitigated by
taking the recommended Secure Score actions.

You are currently at risk for attack.

Account Breach
Elevation of Privilege

Data Exfiltration

Compare your score

lI

171 45 61 30

Office 365  Office 365 Industry Office 365

Secure Seat Size Type Average
Score Average Average Score
Score Score

Seat size this tenant belongs to is 100 - 249
seats
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