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Foreword

We have an internal saying, “Microsoft runs on trust.” This motto guides us internally to
build solutions that delight our customers and provide the custom-tailored security they
need to operate in today’s digital world. Each year we invest $1 billion in cybersecurity
and we are dedicated to this commitment, with more than 3,500 professionals
protecting, detecting, and responding to threats.

Microsoft Azure is an open, flexible, enterprise-grade cloud computing platform,
with more than 100 infrastructure as a service and platform as a service offerings.

We maintain 54 Azure regions across the globe, more than any other cloud provider,
allowing our customers to leverage the cloud while still meeting their stringent data
security, privacy, and sovereignty requirements. Azure also complies with more than
90 different industry and government compliance frameworks, making it easier for our
regulated customers to leverage its services.

As a common target for attackers, Azure has been engineered from the ground up to
ensure security and resiliency. As with any public cloud, there are shared responsibilities
for security between the customer and Microsoft. For example, while Microsoft is solely
responsible for the physical security of the data centers and supporting infrastructure
that powers Azure, you as the customer retain responsibility for controlling access to
data and user provisioning. That’s where the book you hold in your hands steps in.

Pro Azure Governance and Security provides a comprehensive guide for customers to
follow, in order to securely deploy and govern workloads within Azure.

The authors share their collective wisdom for operating Azure services at enterprise
scale, starting with an explanation of the key governance building blocks of tenants,
subscriptions, management groups, resources, and policies. One of the unique
advantages of operating in the cloud is that everything is software-defined. This
allows customers to create and leverage repeatable code to define and maintain their
environments. Azure Policy, which the authors devote an entire chapter to, is a native
Azure service that makes it easy for customers to govern their Azure resources, apply
security controls at scale, and enforce and audit compliance against established policies
and standards.
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FOREWORD

Azure also contains custom-built solutions that help customers achieve advanced
levels of operational security. One of these solutions is Azure Security Center. Pro Azure
Governance and Security intuitively guides you through the capabilities, configuration,
and use of Azure Security Center. You will learn how to enlist Azure Security Center for
security posture management and enhanced threat protection for cloud workloads.

Not surprising, another one of Microsoft’s goals is to simplify security for our customers
wherever possible. Azure Security Center does this by providing a Secure Score for
customers so that they can quickly and easily identify security weaknesses and mitigate
them based on Microsoft recommendations and best practices.

Finally, the authors of Pro Azure Governance and Security wrap up the book,
teaching you about our newest cybersecurity solution, Azure Sentinel, a cloud-native
security incident and event management (SIEM) solution. It provides limitless scale
and speed, and is built to detect threats with built-in machine learning from Microsoft’s
security analytics experts and researchers. Azure Sentinel was engineered to ease the
operational burden on security analysts and includes advanced logic to fuse and collate
events into incidents. Further, it offers playbooks to automate common and routine
response activities.

If you are tasked with protecting Azure workloads, then Pro Azure Governance and
Security is a must-read and a great reference for those studying to become a Microsoft
Certified Azure Security Engineer (https://www.microsoft.com/en-us/learning/
azure-security-engineer.aspx).

Microsoft is built on trust, and we are devoted to earning that trust by building and
operating resilient and secure systems for our customers.

Jonathan C. Trull

Global Director, Cybersecurity Solutions
Cybersecurity Solutions Group
Chief Security Advisor

Microsoft

July 2019
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Introduction

The idea for writing an Azure security-oriented book was on my mind for two years, but
because of other projects, traveling a lot, and continuous changes in the Azure platform,
I decided to put it on the shelf for a while. Until about a year ago, when it became clear
that Microsoft was taking cloud security seriously. Seeing how impressive services like
Azure Security Center and Azure Policy have become, it would be a shame to not expose
that enthusiasm in another book project. But where was I to find time in my already
crazy-busy business life, traveling the world, providing Azure workshops, flying on to the
next location...?

When talking about the book idea with my close friends and fellow Azure experts,
Sam and Dave, during that initial call in June, the enthusiasm was so amazing that we
decided to go for it. Honestly, if we mapped the initial outline of topics with the result
that you have here in front of you, about 70% would be changed. This includes scrapping
chapters and writing new ones.

Azure is a moving target, especially the security services and features it offers.

Every few weeks during the writing process, new updates came out, new features were
introduced, portal layouts changed, which obviously was a challenge at times. But seeing
the beauty and technical completeness of all of these tools, which really help optimize any
Azure customer’s security posture, put a big smile on our faces. And I'm pretty sure we

are only seeing the beginning of the broader potential. In the last few weeks of writing, we
were amazed by Azure Sentinel, a first attempt by Microsoft to offer a SIEM as a Service, so
we decided to dedicate a chapter to it. And while in the early preview stage for now, it looks
rather impressive. But enough of all that. Turn the pages, learn Azure, dive into the security
features, and I'm sure this book will bring the same big smile to your face as it did to ours.

In the first chapter, we introduce you to the challenges and advantages an organization
has by using public cloud services like Azure, mainly from a governance perspective.

In Chapter 2, we emphasize the importance of building out your Azure tenant and
subscription(s) in the correct way, depending on organization structure, complexity, and
technical and non-technical requirements.

In Chapter 3, we share our experiences from the field, together with best practices
and guidance from the Microsoft Azure product group, on how to name your Azure
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resources. Although a resource name might look like just a name, there are certain
guidelines to follow—especially if you want to be prepared for failure.

Chapter 4 brings you to the technical details of Azure Policy, a service that allows you
to govern what can be deployed in Azure. Think of having an Azure administrative role,
where you want to lock down the Azure region resources that can be deployed or define
which Azure virtual machines sizes cannot be deployed—or pretty much anything else
in your Azure environment that you want to streamline. The most technical instrument
in Azure today allows you to define settings and validate if /how your active Azure
environment is compliant.

In Chapter 5, we guide you through the capabilities and features of Azure Security
Center, an end-to-end dashboard and reporting service, focused on all-things security in
your Azure and hybrid platform. Starting with the overall options available in the (free)
Basic tier, we also discuss the other services that you can use by switching to the (paid)
Standard tier. We highlight the importance of Azure Security Center.

Running a security team and managing security in the Azure cloud environment
would not be complete without describing the operations and monitoring aspects of the
platform, which is exactly what we cover in Chapter 6. Starting with Azure Monitor as the
new replacement for OMS, we dive into log analytics and walk you through several other
built-in Azure monitoring tools and services.

In Chapter 7, we take it one step further by describing what it takes to enable and
implement Azure security in a larger enterprise environment. Topics like automation
and self-service are obviously present, but we also provide a helicopter view on how to
manage multiple subscriptions by using management groups.

Lastly, in Chapter 8, we introduce you to the (preview) of Azure Sentinel, which is
described as a SIEM as a Service. Relying on machine learning, taking information from
your Azure subscription, and mixing with input from Microsoft Security Graph, it allows
organizations to manage security incidents with a more proactive approach than the
typical reactive one.

We hope that you enjoy reading this book and that it helps you learn and understand
Azure security by going through the step-by-step instructions that we provide as a
walkthrough in each chapter. And finally, we hope that the book helps you optimize
your Azure security overall. Do not hesitate to reach out to us when you have questions,
doubts, find any mistakes that we made, or if you want to share your enthusiasm.

Happy Azure-ing,

Peter, Dave, and Sam
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CHAPTER 1

Introduction to
Governance in the Cloud

The cloud, in the context of technology, has many definitions and types—ranging from
its simplest form of using shared resources, to a fully automated environment with
extreme standardization. What does this really mean in practice, and how is it relevant to
your organization?

The answer is simple: technology exists to enable a business to deliver on its vision,
mission, and goals. So, very much like using a tool to create an artifact, technology
enables businesses of all sizes to generate value in order to deliver on why it exists.
Governance maps to the standards of your organization, and typically, the rules of the
industry of your business. The focus of this chapter is cloud governance, and specifically,
using Microsoft Azure as your cloud technology platform.

This chapter introduces Microsoft Azure Governance components, and explains why
it matters and how to go from planning to implementation.

It is important to distinguish between cloud provider (Microsoft) governance and
consumer (your organization) governance when you leverage the cloud provider’s
platform.

Cloud Provider Governance

Cloud providers must adhere to strict controls and processes that not only conform to
and exceed industry standards but also provide consumers with inherited governance.
Microsoft, for example, ensures that cloud consumers can select locations that adhere to
data privacy and sovereignty laws by having data centers all over the world.

© Peter De Tender, David Rendon, Samuel Erskine 2019
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INTRODUCTION TO GOVERNANCE IN THE CLOUD

The Microsoft Trust Center (www.microsoft.com/en-us/trustcenter/

cloudservices/Azure) explains the important areas that organizations care about and

inherit from the cloud provider.

Compliance: Certification of standard compliance
Privacy: Adherence to privacy laws
Transparency: Visibility into your data on the cloud platform

Government regulations: Cloud instances for government

workloads

Industries regulations: Alignment to industry-specific regulations

Cloud Consumer Governance

Cloud consumers inherit the provider governance and must apply their specific

governance frameworks and organization policies to the environment. This is similar

to moving into a serviced apartment block. The apartment block owner (provider)

ensures the shared services that you consume are aligned to the right regulations and

expectations, and the tenants ensure that their specific rules are applied to their own

apartments. The following are some examples of consumer governance areas.

Departmental: Cost centers, locations, and other organizational
structural rules

Architectural governance: Internal personalized architecture

Technology implementation rules: Standards applied to
technological artifacts

Role-based access controls: Resource access, alignment to
operational procedures, and auditing

Business continuity: Recovery, resilience, and contingency
Security: Antivirus and perimeter protection

Monitoring and IT auditing: Log collection and intrusion detection

Figure 1-1 provides a pictorial representation of the two core layers of governance in

the Microsoft Azure cloud environment and the cloud resources inheritance.


http://www.microsoft.com/en-us/trustcenter/cloudservices/Azure
http://www.microsoft.com/en-us/trustcenter/cloudservices/Azure
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Cloud

Resources

Consumer
Governance

Provider
Governance

Figure 1-1. A pictorial representation of the two core layers of governance in the
Microsoft Azure cloud environment and the cloud resources inheritance

Azure Governance Building Blocks

This section introduces the following Azure consumer governance building blocks,
which are the relations and dependencies that you must plan for when implementing
your public Azure cloud environment.

e Tenants

e Subscriptions

e Resource groups

e Resources

e Management groups
e Policies

o Initiatives

e Blueprints

¢ Role-based access control (RBAC)

Tenants

A tenant is the top tier of your Microsoft Azure environment. When you sign up for any
Azure service for the first time, a tenant is created for you. Each tenant in Azure is unique
and the representation of your organization (individual or enterprise). You can consider
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your organization as the tenant. A tenant is the equivalent of having your own office
space in a shared building. You can imagine that your organization has rented space

in an office block with other companies. Each company (tenant) has their own office
space with access controls and the capability to customize the space as required. Each
tenant is separate but consumes services from the building owner (provider), in this case
Microsoft. The basic artifact of the tenant is Azure Active Directory (Azure AD), which

is like creating your Active Directory forest in the cloud. Figure 1-2 shows the tenant
representation in Microsoft Azure.

//S Cloud Provider (Microsoft) \

Microsoft
Azure

e
| Cloud Consumer (Tenants)

Figure 1-2. Tenant representation in Microsoft Azure

You do not need to sign up for an Azure service to get an Azure tenant, but you
must have at least one Azure tenant before you can use a paid service, like Office 365.
Additionally, a company can create multiple unique tenants.

Subscriptions

The creation and use of an Azure tenant is free and comes with some basic capabilities
that are available to all registered Azure consumers. The ability to consume services is

enabled through the use of subscriptions. An Azure subscription is required when you
need to use the three core cloud service categories.
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o Infrastructure as a Service (IaaS): Building and running virtual
machines, including traditional infrastructure components as a
domain control or database server is an example of TaaS.

o Platform as a Service (PaaS): Database as a Service is an example of
PaaS.

e Software as a Service (Saa$S): Office 365 is an example of SaaS in
Azure.

In essence, you need an Azure subscription to enable and use the SaaS, PaaS, and
Iaa$S capabilities in Azure. A company can have one or more subscriptions linked to a
single tenant, as shown in Figure 1-3.

/' Azure Tenant -\ / Azure Subscription \ ﬁzure Resource Graup\

Layer Layer Layer

1 Azure Resources

Office 365

Saas >

Intune

Azure AD

Azure Resources
Azure Active Directory
SQL Databases

PaasS N

Azure Resources
Windows Virtual Machines

\ laas Linux Virtual Machines

.

- NG RN Y,

Figure 1-3. Subscriptions and the relationship to the tenant in Azure

Management Groups

Management groups are used to group multiple subscriptions linked to one Azure

AD tenant. Management groups in Azure allow the organization to create a logical
hierarchy for subscriptions. Each Azure AD tenant has a root management group. The
root management group is the top level and cannot be deleted but can have the display
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name changed to reflect the organization (for example, change the name to the company
name). You use management groups to group your subscriptions and their respective
resources. Once created and organized, management groups are used to implement
(scope) your governance policies and initiatives. Policies applied at the management
group level are inherited by the assigned subscriptions to that management group and
its children, resource groups, and resources.

You create management groups to represent your organization structure. The
structure may be aligned to life cycle environments, departments, or some other logical
representation. An example organization structure (such as the following) can create a
management group hierarchy and subscription assigned appropriately.

Organization Name: NN4 Consultants Limited

Departments:

o Sales
e Local Sales
o International Sales

e Marketing
o Events
o Corporate Branding

¢ Information Technology
o Compute Management
o Network Management

In the example organization, you can plan to have subscriptions associated with
each department and subdepartment, and use a management group hierarchy to assign
your organization governance framework.

Figure 1-4 shows the management groups structure used for a logical organization
structure.



CHAPTER 1  INTRODUCTION TO GOVERNANCE IN THE CLOUD

Child Management Child Management .g.

Groups Groups o
i de )
Local Sales
. J
Root Management Sales K, N
Group International Sales
shdb \ J
4 p
Events
\ J
NN4 Consultants Ltd Marketing ]<
( 3
Corporate Branding
\ J
Compute ]
Information Management
Technology
Network Management]

Figure 1-4. Example management group structure by departments

Figure 1-5 shows how subscriptions can be assigned to child management groups.
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Information Technology Subscription
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Subscription Subscription  Subscription

Subscription Subscription  Subscription )

Figure 1-5. Subscription assignments to child management groups
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Resources

The term resource represents the entities or objects managed in Azure. These include,
but are not limited to, virtual machines, storage accounts, virtual networks, and virtual
subnets.

Resource Groups

Resource groups are a logical way to group one or more Azure resources. Grouped
resources in a resource group can be managed as a single entity, and they all inherit
properties and controls, such as role-based access controls, resource tagging, and life
cycle attributes. Figure 1-6 shows the relationship between resource groups and the

resources in an Azure subscription.

..................................

Figure 1-6. Resource group structure and relationship to Azure subscription

Policies

Azure Policy is a service that you use to audit and enforce your organization’s rules and
standards to the resources that you create and manage in Azure. Policies provide the
means to ensure that the resources are and remain compliant to the organizational rules
throughout their life cycle; for example, they can ensure that all resources are tagged
with a cost center value or that resources for the European branch office are only created
in European Azure locations to maintain data sovereignty.

8
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Azure has a number of prebuilt policies that any subscribed tenant can leverage.
These built-in policies cover rules that are common to most organizations. You can view
and assign these built-in policies using the Azure portal or programmatically.

In the Azure portal, search for “policy’; and under Authoring, select Definitions to
view the built-in policies available to you, as shown in Figure 1-7.

Figure 1-7. Azure Policy definition node

Policies are assigned at multiple levels, known as scopes. A scope can be a

management group, subscription, or resource group.

Initiatives

Initiatives are a group of one or more policies that are used to audit and/or enforce an
organization’s governance rules. Similar to policies, Azure provides prebuilt initiatives.
Typically, prebuilt policies and initiatives provide a template that you duplicate and
customize to suit your specific needs, or you can use the defaults, if appropriate.
Figure 1-8 shows the relationship of an initiative to policies and the assignment scope
options for an initiative.
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Figure 1-8. Relationship between policies and an initiative and assignment scope
options

Role-Based Access Control (RBAC)

Role-based access control (RBAC) is a component of the governance framework for
organizations. Policies and initiatives define and enforce how resources should be
provisioned to adhere to compliance rules. RBAC ensures that only authorized and
approved users have appropriate access to resources. In Microsoft Azure, RBAC has
predefined roles that you can use to grant access at the subscription, resource group,

or resource level. You have the option to create custom roles to extend and adjust the
default role permissions to suit specific requirements or your organization. Figure 1-9 is
an illustration of the RBAC structure.

10
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Figure 1-9. RBAC structure and usage

AN

O
& User

% Group
Service
Principal

A

/

Blueprints

Adoption of the cloud, for most entrants, uses the following pattern.
e Trial
e Proof of concept (POC)
e Limited usage
o Full cloud migration

Initially, organizations enroll in limited trials, move into POC with limited controlled
usage, and finally, into a full-blown cloud adoption/migration program. This approach
previously had a downside; the early initiatives did not always follow organization rules
and governance frameworks. As a result, there are a number of brownfield deployments
that are live and do not conform to full governance or recommended practices and goals.

Azure Policy and initiatives provide a means to retrospectively audit, and over
time, correct these non-compliances and recommend practice drifts. Azure Blueprints,
which is in preview at the time of writing, has been introduced to help you build it right
from the onset by providing a template framework that incorporates all the governance
artifacts and a whole lot more. You create and configure a blueprint to include the policy

11
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assignments, role assignments, resource groups, and Azure Resource Manager (ARM)
templates, as depicted in Figure 1-10. Once a blueprint is created and published, the
cloud deployment engineer or developer inherits the governance framework through an
assignment to the subscription. In essence, blueprints allow you to build it right and run
it right.

PRy Bl Microsoft Azure -
y m ~ ®

\
o000 |/ Production \ ]
I Environment Blueprint N Cloud Build .’\'
Cloud 1 | Engineer eb éb
Governance 1 & . I
Team 1 ahd | .
| I Apply Blueprint to Scope
I
I | : > —
| .
I
| I
| Policy Assignments :
1
1 Role Assignments : [.‘]
I
I Azure Resource Manager Templates :
! ! ~—
\ Resource Groups ’
N s
~ -

Figure 1-10. Blueprint illustration with the supported artifact types

Azure Governance Planning

“Measure twice, cut once” is the principle followed in the carpentry industry.
The premise is that to build a strong table, for example, you need to get the right
measurements before cutting the wood. If the wood is cut too short, then you will
have to join two pieces or more and introduce weakness into the structure. This is very
relevant in your Azure governance implementation approach. This section discusses and
recommends the planning activities you must perform as a prerequisite to configuring
and assigning your governance artifacts.

Planning Categories

e Azure foundational artifacts

e« Governance artifacts

12
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Azure Foundational Artifacts

The process of implementing Azure governance requires the cloud custodian to be

familiar with and adequately plan for the following.

Tenants
Subscriptions
Resource groups

Management groups

Planning for Tenants

Planning for and agreeing on the tenant for your cloud environment is the

recommended first step. The tenant is key, as it does not only act as the root of the

governance tree but also the security principal root.

1.

Ensure that the tenant registration is linked and managed by the
organization. It is not uncommon to have the Azure registration
linked to the sales director’s credit card or the default domain
provided by Microsoft.

Assign appropriate ownership and tenant administrative roles.
The tenant roles have rights that impact subscriptions and

the child resource groups, and hence, align these roles to the
organization’s top-tier security authorities and procurement
management.

In cases where you require full isolation of environments,
establishing a separate tenant is recommended; however, note
that if you plan to link the Azure AD to an on-premise AD, then
only one tenant can be linked to your on-premise AD forest.

Agree on which external Domain Name Service (DNS) names that
you will assign to the tenant. Assign an appropriate DNS name
to the tenant before creating the users that will be players in the

management and consumption of the services in your tenant.

13



CHAPTER 1

5.

INTRODUCTION TO GOVERNANCE IN THE CLOUD

A tenant is free to create and use, but you need to sign up to
premium services to leverage other artifacts of Azure governance.
Review the services available in Azure with all the relevant
stakeholders, and budget appropriately for the procurement of
these services.

The web page at https://docs.microsoft.com/en-us/Azure/active-directory/

develop/quickstart-create-new-tenant provides information on where to start and

how to set up your tenant(s).

Planning for Subscriptions

Planning for subscriptions is the next step after establishing your organization’s

tenant(s). You may decide to use a single tenant, or in some cases, you may establish a

separate tenant still owned by your organization. Subscriptions are the agreements you

establish with Microsoft on paying for the consumption of cloud services. There are two

categories of subscriptions, which align with the three core categories of cloud services.

14

Microsoft Software as a Service (SaaS) subscriptions. These
subscriptions (at the time of writing) are linked to the Office 365,
Intune/EMS, and Dynamics 365 cloud offerings. This type of
subscription is integrated into the SaaS$ offering. The main planning
activity is to ensure that you link to the authoritative tenant for

your organization. The authoritative tenant acts as your identity
and security layer, and provides the users or devices that these
subscription models align to for licensing and service charges.

Microsoft Platform as a Service (PaaS) and Microsoft
Infrastructure as a Service (IaaS) subscriptions. Unlike SaaS
services that are based on specific user accounts consuming the
offering, Paa$ and IaaS charges are linked to consuming resources
that inherit the infrastructure provided by Microsoft. With PaaS

or [aaS$, you create and manage all the artifacts required for your

organization within the subscription.


https://docs.microsoft.com/en-us/Azure/active-directory/develop/quickstart-create-new-tenant
https://docs.microsoft.com/en-us/Azure/active-directory/develop/quickstart-create-new-tenant
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With SaaS$ offerings, you need to plan for the following.

o Licensing authority. The department or individuals responsible for
purchasing licenses; typically, the procurement department. This
department must understand the legal aspects of the agreement to
ensure that the organization stays compliant with purchasing rules
and usage rights.

o Identity authority. SaaS offerings require a link to a tenant to provide
a trusted identity source. When you sign up for this type of service,
you are offered a generic Azure AD tenant; if you have an existing
tenant, then you have the option to link to that existing tenant.
Optionally, if you have an on-premise identity service like Active
Directory, you can also set up synchronization. Synchronizing your
on-premise identities with the tenant Azure Active Directory ensures
that you only manage one identity and also provide a single sign-on
experience for your users when they consume the cloud offering.
Figure 1-11 shows the cloud usage options and the link between
Azure AD and the on-premise AD.

Azure SaaS Azure PaaS

Azure laaS

&R Microsoft Intune

> 0

Dmamics365  Office 365

!@ Azure Tenant AD

Tenant Azure AD

DirSync

On-premise Windows Server AD Forest

Figure 1-11. Subscription options and the link to Azure AD and on-premise AD
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Chapter 2 delves deeper into how you plan, purchase, and consume Saa$
subscriptions.
With PaaS and IaaS offerings, you need to plan for the following.

o Licensing authority. The department or individuals responsible for
purchasing licenses; typically, the procurement department. This
department must understand the legal aspects of the agreement to
ensure that the organization stays compliant with purchasing rules
and usage rights.

o Policy and security. Unlike SaaS offerings, you are responsible
for the full policies and security framework that you establish
for the subscription in order to deliver your own SaaS solutions.
Cloud provider SaaS solutions have inherited policies and security
frameworks that are managed by the provider. PaaS and IaaS
offerings give you full flexibility to create, implement, and manage
the policy and security framework for the end-user consumed
applications and services you create in these subscriptions.

» Planninglife cycle management. Plan for the adoption of features
and the continual deprecation of features that evolve as the cloud
provider enhances the service offering. As an example, in Iaa$,
virtual machine SKUs change, whereas new SKUs are introduced and
previous SKUs are removed from the marketplace. You must have a
team responsible for reviewing these changes and the downstream
effects. One of the core values of cloud services is elasticity; failing
to plan for elasticity reduces the benefits you get from your cloud
adoption program.

Chapter 2 delves deeper into how you plan, purchase, and consume PaaS and IaaS
subscriptions.

Planning for Resource Groups

The layers below subscriptions are resource groups and resources. Resource group
planning and resource placement is required to ensure that the resources you create
are placed in the right geographical location and organized in a manner that ensures
that the policies that you create for standardization are easy to apply. As example, in

16
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Figure 1-12, you can create a resource group by geographic location to serve the needs of
a global organization’s adherence to data sovereignty. Figure 1-13 shows an alternative
organization strategy, where you create resources groups by life cycle environment
(Development, Preproduction and Production) and then by business application types.

Azure
Tena nt
|
Sub 2 Pre- Sub3
Production Production
[-ﬂ m \ ’ [ Eum ] l e I

Figure 1-12. Resource group structure by geographic location
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Azure
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Subscriptions

Sub 2

Sub1 Test/Dev Production

Resource
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Application ABC Application CDE

Application EFG
RG
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Figure 1-13. Resource group structure by environment and application type

Planning for Management Groups

The “Management Groups” section of this chapter introduced what they are and how
you typically use them in an Azure environment. This section focuses on how you plan
before you create your management group hierarchy.

17
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Management groups in Azure provide two core organizational and management

options: where you store your governance artifacts and how you apply these artifacts.

e Governance artifact placement. When you create your Azure
artifacts, such as policies, initiatives, and blueprints, you are asked to
select a storage location. This selection has a significant impact on the
assignment options (scope) available to you. The assignment can only
be scoped to the storage level and below. The example structure shown
in Figure 1-14 creates a management group to hold subscriptions
that have not been assigned and a management group for in-use
subscriptions. These can be placed at the highest level under your
control (as child management groups to the root management group).

v ..:.. Tenant Root Group (3 of 4 subscriptions)
v '.:.. Pending Assignment Subscriptions (1 of 1 subscriptions)
TestDev Subscription
v ..:.. Production Assignment Subscriptions (2 of 2 subscriptions)
v -o:.. IT Processed Corp (2 of 2 subscriptions)
- .o_.'o_ Pre-Production and Demo (1 of 1 subscriptions)
Pre.Production and Demo
ol .o:o_ Production Environments (1 of 1 subscriptions)
#"s €C001 Sales (0 of 0 subscriptions)
g CC002 Marketing (0 of 0 subscriptions)
# & (CC003 Human Resorces (0 of 0 subscriptions)
v 8% CCO04 IT Services (1 of 1 subscriptions)
Production MVP Subscription
g CCO0S5 Finance (0 of 0 subscriptions)

L]
[ 8 1 Test and Development (0 of 0 subscriptions)

Figure 1-14. Example management group structure with subscriptions

18



CHAPTER 1  INTRODUCTION TO GOVERNANCE IN THE CLOUD

e Governance artifact assignment. The second category to plan for is
how you assign, policies, initiatives, and blueprints. Assignments flow
down the management tree, and it is recommended to assign these
artifacts at the highest level. You will get the maximum flexibility and
least complication if you arrange the management groups in a logical
structure to reflect the intended effects of your compliance goals.

An important area to also plan for is how you use exclusions.
Exclusions are very powerful but can lead to conflicts and
undesired effects if not planned appropriately. Ideally, plan to
structure the management groups to mitigate the need to use
exclusions in your assignments. Figure 1-15 depicts an assignment
structure with exclusions in use.

Policies or Initiatives at this
level flow down to all
applicable Subscriptions, their
respective resource groups
and resources

Management Group
Level

Policies or Initiatives
at this level flow
down to resource
groups and
resources of the
subscription

Initiative or Policy

Subscription 1
Level

Initiative or Policy

Resource

group or
resource can

Policies or
Initiatives at
this level apply
to this
resource group

only

be excluded
from a top

~

Resource Group 1 Resource Group 2

Resource Group

Resource Group 1

Leve \
Level r Exempt flrom |
Initiative or Policy Initiative or Policy Initiative or Policy

\ Initiative or Policy;f
\

Figure 1-15. Planning for policy exclusions
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Planning for Azure Governance Artifacts

The core Azure governance artifacts to plan for are as follows:
e Policies
o Initiatives
e Blueprints

The common areas to take into account for planning are naming conventions,
testing, and life cycle management.

o Naming conventions. Plan to have and maintain a naming
convention for all artifacts. This should be documented and
communicated to ensure that all the resources for the management
of artifacts follow the same standards.

o Testing. Governance enforcement that is not tested appropriately
can have a negative impact and lead to downtime and reputational
damage. An example is using deny policies without appropriate
testing. You may implement a policy to deny the creation of a
resource, but if this resource type is part of a self-service offering,
then you must ensure that the options available for self-service and
the expectations of the consumers have been set accordingly.

o Life-cycle management. The only constant in life is change.
Governance artifacts will need to be changed as and when an
organizational compliance object or goal changes. You must plan to
use known approaches like versioning to ensure that when changes
are required, you are able to make changes in a controlled manner.

Summary

This chapter introduced areas that will be expanded on with examples and
implementation steps in subsequent chapters. The next chapter introduces Azure
scaffold for enterprise subscriptions.
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Azure Scaffold for
Enterprise Subscriptions

When analyzing a migration strategy to the cloud, a fundamental component of
correctly managing the applications and infrastructure running on Azure is the correct
administration of our subscriptions and the team members that administer them.

In this chapter, we analyze best practices for using a combination of subscriptions,
resource groups, and role-based access control to ensure compliance with a set of
guidelines in our transition to the cloud.

The previous chapter introduced the Azure consumer governance building blocks.

e Tenants

e Subscriptions

o Resource groups

e Resources

e Management groups
e Policies

o Initiatives

e Blueprints

e Role-based access control (RBAC)

© Peter De Tender, David Rendon, Samuel Erskine 2019
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Azure Scaffold Pillars

Within a transition from a traditional IT model to an ideal cloud model, Azure
scaffolding considers the management of the key components that the cloud impacts on
our work teams, such as DevOps, automation, data and analytics, solution architecture,
research, and development.

Figure 2-1 shows the key components within Azure scaffolds; it helps us better
understand the management of resources in Azure.

Azure Scaffold \
Automation Security Monitor & Alerts
DevOps Identity & Access Cost management
" Azure Hierarchy (Subscription Groups, Subscriptions, Resource Groups) |

Azure Agreement (Enterprise Agreement, PAYG, CSP, etc.) | |

\\‘ /

Figure 2-1. Key components within the Azure Scaffold

You must consider how you create and manage multiple subscriptions, and access
to them, to manage our resources. There are many elements that you must analyze and
take into account with a governance model that will ultimately help ensure the success
of the transition to the cloud.

So, with an Azure scaffolding governance model, we're talking about the type
of agreement you have with your cloud provider—whether it’s an Azure Enterprise
Agreement, a pay-as-you-go agreement, or so on. Through these different types of
agreements, you create several types of subscriptions to provision the key components of
our applications that will live in the cloud, which is why we mainly take into account key
metrics to design the hierarchy of the governance of subscriptions.
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Azure Governance Focus

The following are the key points to consider within an initial hierarchy for managing
resources in Azure.

e Management groups
e Subscriptions
o Resource groups

One of the top concerns of organizations is the way operation teams want to use
cloud. A lot of the top controls are missing in cloud providers, such as policy controls,
auditing controls, and compliances controls. Many times, operations teams have to
manually review all of the access and controls before the DevOps teams can provision
their resources to the cloud.

Azure provides cloud-native governance so that you have consistent control across
all Azure platforms.

Figure 2-2 shows, at a general level, the initial hierarchy for the administration of
resources in Azure.

e o
| Azure Governance \\
7 policy N [ N N |
2 @ @ @ <’> Naming
. — Standards
Audit (=] (] Q
X - S
255 £3 Ee
Resource e Resources Tags
Locks
o _/
RBAC | Resource groups Automation
Ny / o S
‘ Azure Hierarchy (Management Groups, Subscriptions) \
{ Azure Agreement (Enterprise Agreement, PAYG, CSP, etc.) ] |
\ /

\. /

Figure 2-2. Initial hierarchy for the administration of Azure resources
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At this level of hierarchy, you must take into account the correct way to provide
access to the resources within your subscription, as well as the way you name your
resources. For example, on the one hand, you are going to use Azure resource manager
policies to control what a specific user can and cannot do with resources called resource
actions. On the other hand, you need to be very careful with the standards for naming
your resources and assigning labels to better control them.

Here is an example: the iFreeze company wants all users with access to the
subscription to be able to create virtual machines only in the US data centers. In
addition, these Azure resources adhere to a naming convention to maintain uniform
naming standards throughout the subscription.

Azure Governance
iFreeze Azure Agreement (Enterprise Agreement, PAYG, CSP, etc.)

iFreeze Azure Hierarchy (Management Groups, Subscriptions)

Marketing Department IT Department
Account Account | | Account
Subscription Subscription Subscription | | Subscription m

&) [-1"]. @) @) &) .[f] & &) &) [&'j
o @ DD @ PO

1) spiepuels Suiwen

" Resource Manager Policy &
Audit

Figure 2-3. Example how an organization could implement Azure Governance

For more clarity on how you should provision your resources in the cloud and
achieve better governance, let’s look at a subscription in Azure, which a basic logical unit

that contains one or more resource groups.

Modeling Your Hierarchy

One of the main factors in Azure governance is the consistent naming of resources,
starting with our subscriptions. An organization could have several subscriptions,
which adds complexity to managing them. This is why Azure provides a feature called
management groups, which allows you to efficiently manage several subscriptions in a
specific organization.
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Management groups offer a great way to organize your subscriptions and resources
in a hierarchical manner. Consider management groups as a container for one or several
subscriptions, which in turn contains the associated resource groups.

Figure 2-4 refers to the management groups presented in Chapter 1.

Child Management g

L
Child Management GI'OUDS hab
Groups l.' / N
s ah L I sales
7 N\ oca
J
Root Management Sales - 4
Group ..o International Sales
e s Sl ¢ g Seabr v gt oy
4 o \, J
i Events R
i Marketing )
NN4 Consultants Ltd | Sebucrigtion  Sebecrigtion )
7 )
Corporate Branding
Sabea rgtaom  Smbearigtaon
o >, \_Subucrpton J

Compute Management )

Information Technology Submcrigmion

AN

Network Management

Sedms rgptaw Salbea gt Sl cgian

L T T TR Y ]

Figure 2-4. Example of Management Groups

Looking at this entire governance scenario, management groups is the new object
above the subscription level that allows an organization to have management at scale.

Management groups are mainly intended for central management. They offer
custom hierarchies and the ability to apply custom policies or RBAC to specific services.

Management Group Use Case

Management groups are a very flexible feature for accessing and managing through
the Azure portal, CLI, and REST API. When you go to the Azure portal and look for
management groups for the very first time, you see a top management group that is
created in each tenant. Figure 2-5 is a screenshot.
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No management groups to display
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Start using management groups

Figure 2-5. Top Management Group view

If you think of a hierarchy tree, there is a node at the very top of the tree, which is the
root management group. Everything else in the tenant folds up to the root management

group.
Once you start using management groups, you see all of the subscriptions or child

management groups that live on the tenant under the root management group (see
Figure 2-6).

+ Add management group O Refresh

Tenant Root Group

Tenant Root Group (getais)

NAME I

Dave-AzSponsorship-18 |

Visual Studio Enterprise |

Figure 2-6. Tenant Root Group with Azure Subscriptions underneath
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The main intention of the root management group is to give to your organization the
ability to apply policies and RBAC at a top-level scale, as needed.
Figure 2-7 is a functional hierarchy example.

Azure Governance
' { iFreeze Azure Agreement (Enterprise Agreement, PAYG, CSP, etc.)

iFreeze Root Management Group

Marketing Department Group | IT Department Group ]

V[ Infrastructure Team | [ App Team i
[ Dev Team Management Group | | Management Group ] Management Group
| PAYG Subscription | | fBpicigisenert || Enterprse Agreement || payG Subscription

& & @& & @) | & & & & &
PH @ IEE P IPII)
% /

ot

_

Figure 2-7. Example of a functional Azure Governance structure

Please note that tenant admin is the only role that allows you to have access to the
root management group level.

A best practice to better simplify management groups governance is to follow the
naming standards; for instance, you could have the following scenario:

root management group » iFreeze » Marketing » internal website » production

You can create up to 10,000 management groups in a single tenant.

A best practice for managing subscriptions is to consider the hierarchy model of your
subscriptions associated with your tenant, as previously discussed. These hierarchies
give the guidelines for identifying and assigning a standard nomenclature, which
achieves better governance in your cloud environment.

Taking into account a functional pattern, you could assign standard nomenclature to
a subscription, as shown in Figure 2-8.
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Company > Department > Product Line > Environment

iFreeze  Marketing InternalWebsite ProductionApp
Figure 2-8. Standard Nomenclature across an organization

When you work with multiple environments, you have better control over the cost of
the subscription and better visibility of the users who are managing the resources within it.

When considering the design of a resources governance model in Azure for multiple
teams, workloads, and/or multiple environments, you usually add complexity in the way
that a user with an administrator role delegates the responsibility of ownership of the
various subscriptions through the resource groups, coupled with the capacity of Azure
Policy and RBAC.

The resource group defines the limits and scope of the components in Azure, such
as the number of storage accounts, cores, virtual networks, and so forth. It is advisable
to use resource groups as the key container according to the workload (that is, group
resources with a common purpose) and assign a name that refers to the workload or type
of resources.

At this point, you should have a broader picture of how to assign an appropriate
governance model to your company. As we reviewed in this chapter, an Azure “scaffold”
refers to gathering the right pieces and best practices to have a fully managed cloud

environment in Azure.

Summary

Throughout this chapter, we reviewed how Azure governance helps organizations
efficiently solve the main concerns of how operational teams use cloud resources,
including policy controls, audit controls, and compliance controls through the main
hierarchies of management groups, subscriptions, and resource groups.

Additionally, we reviewed how to model hierarchies of management groups to
efficiently manage multiple subscriptions in a specific organization, as well as best
practices for implementing subscriptions within the organization.
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CHAPTER 3

Azure Naming
Conventions
and Standards

Identifying, organizing, and tracking resources is key in any environment. This is an
age-old requirement that continues to be a challenge for technology management teams
of all sizes. Naming conventions require a well-thought-out plan before using in all
environments. There are a number of reasons that drive this approach; examples include
but are not limited to the following.

o Identification: Easily identify artifacts in an environment using the
name.

e Organization: Artifacts can be grouped and structured to facilitate
standards.

¢ Documentation: Good naming conventions are self-documenting.

e Automation: Automation is simplified and robust with a good
naming standard.

e Search and reporting: Searching is streamlined and reports are

easier to create.

e Governance and compliance: Assists with demonstrating
governance and compliance when an audit is performed.

This chapter discusses the general recommendations and practices for naming
standards and their usage. We also delve into why naming standards are critical to
Microsoft Azure Governance components and how to implement them by using
example scenarios.
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Use the approaches and examples as a reference point, but note that your organization
may already have reusable standards from areas in on-premise data center management.
This chapter covers

e The case for naming conventions
e Naming standards in action

e Naming at scale with automation

General Recommendations and Standards

The two core objectives of naming standards are clarity and consistency. This can

be easier said than done due to how different people define easy. First and foremost,
start with what is not allowed. This book is focused on Azure, and in particular, Azure
governance. So, what is not allowed in Azure?

The documentation site for Microsoft Azure has a section on naming conventions
(https://docs.microsoft.com/en-us/azure/architecture/best-practices/naming-
conventions). A subsection details the naming rules and restrictions for each resource
and service type. Table 3-1 shows examples of some common categories and their rules
and restrictions.

Table 3-1. Examples of Naming Convention Rules in Azure

Azure Entity Length Casing Valid Characters

Resource Group 1-90 Case insensitive  Alphanumeric, underscore,
parentheses, hyphen, period
(except at end), and Unicode
characters that match the regex.

Tag 512 (name), 256  Case insensitive ~ Alphanumeric
(value)

Virtual Machine 1-15 (Windows), Case insensitive Alphanumeric and hyphen
1-64 (Linux)

Storage account 3-24 Lowercase Alphanumeric

name (disk)

(continued)
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Table 3-1. (continued)

Azure Entity Length Casing Valid Characters

Virtual Network 2-64 Case insensitive  Alphanumeric, hyphen, underscore,

(VNet) and period

Subnet 2-80 Case insensitive  Alphanumeric, hyphen, underscore,
and period

Network Interface 1-80 Case insensitive  Alphanumeric, hyphen, underscore,
and period

Network Security 1-80 Case insensitive  Alphanumeric, hyphen, underscore,

Group and period

The next step after identifying what is not allowed is determining your specific
naming convention, categorizing, and most importantly, ensuring that it is documented
and communicated.

Azure Governance Naming Categories

The common naming categories in Azure Governance are
e Resources in scope of governance
e Resources and artifacts used to implement governance

A starting point for resources in Azure scope of governance is to use the predefined
categories in Azure Policy under Definitions, as illustrated in Figure 3-1.
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Dashboard + Policy - Definitions

Policy - Definitions

< 4w + :
L ! ~ e i S categodies -
Co An
& Reme
Allowed virtual machin SKUs
Authoring Audit configuration of metric alert rules on Bat
= Assignme Cad
Auclit t variables i) Sece
1 Definitions ¥ Compute

Datalake

Figure 3-1. Predefined policy categories in Azure

The governance team may not be directly responsible for implementing or
mandating the naming convention applied to resources in scope. In this case, the
governance team should get the details of the naming convention in use before planning
for policy assignments.

The naming of resources and artifacts used in Azure Governance fall within the scope
of the governance team. The guiding principle is to agree and document conventions and
standards that are not only logical but also facilitate automation and reporting. It is also
important to note that a naming standard in the cloud environment should be established
and maintained from the onset. Retrospectively trying to change the standard can be
complex and, in some cases, impossible without first deleting the applicable resources.

Tagging

Tags in Azure provide you with a means to apply additional metadata to your

resources. This is a powerful feature that you can use as part of your Azure governance

implementation and continual management. Tags give you an additional layer of

organization to compliment the naming standards. Note that we are only discussing tags

in the context of this governance book; however, tags play a much wider role in Azure.
This section is specific to naming conventions, so in relation to tags that you use

for governance, plan the appropriate naming standards. Examples of tags in use for

governance are cost center, department, location, and environment values. Is there

an agreed cost center naming standard in your organization? Will this standard be the

same in Azure, or do you plan to add a prefix or a suffix value to create an Azure-specific

standard? Discuss, agree, and document the tag naming standards before you start using

the policies that audit or enforce tags.
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An example of how tags and their naming standards play a role in governance is
illustrated in Figure 3-2, which is a policy example of adding a cost center value to all
resources in a specific management group (used to host assigned subscriptions).

Enforce tag and its value on resource groups

Assign policy
SCOPE

Scope (Learn more about setting the scope)
| CCOO01 Sales v !
Exclusions

Optionally select resources to exempt from the policy assignment -
BASICS

* Policy definition
Enforce tag and its value on resource groups

* Assignment name @

| Enforce Sales Cost Center tag and its value on resource groups v

Description

Enforce the Cost Center Tag value to all resources in this management group

Assigned by

Samuel Erskine

PARAMETERS \
* Tag Name @
| Cost Center v

* Tag Value @

€C001 3 v

Figure 3-2. Naming example using tags
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Naming Standards in Action

This section provides details and examples of naming conventions for governance
artifacts. The following categories are discussed.

e Subscriptions

o Resource Groups

¢ Management groups
o Policies

o Initiatives

e Blueprints

Subscriptions

All Azure subscriptions have a unique ID and a friendly name. A recommended practice
is to rename the friendly name to a standard that is appropriate for your environment.

The original name is typically based on the option that you sign up for when you
create the subscription. Pay-As-You-Go and MSDN Visual Studio are two examples. You
can change the names to align to their usage and departmental ownership. Follow these
example steps to change the subscription name to align with a naming standard that
maps to a cost center, department, and life cycle environment.

1. Using a supported web browser, log in to the Azure portal at
https://portal.azure.com.

2. Inthe search, type subscriptions, and click the subscriptions icon
in the results.

Microsoft Azrure

Azure services

[ S,
e
ol - App Sarvicn ] —

sching:
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You are presented with a list of the subscriptions assigned to you.
Click the subscription that you want to rename.

Home > Subscriptions

Subscriptions
ITPROCESSED Limited

o= 2dd

Showing subscriptions in ITPROCESSED Limited. Don't see a subscﬁption?ﬁ}-}i{{r} d|rector:e§
My role @

‘ 8§ selected

Apply
|_y_’]5how only subscriptions selected in the global subscriptions filter @

‘ ,O Search to filter items...

SUBSCRIPTION

(@ Original-Subscription-Name )

4.

@ Pre-Production - Sponsor

@ Production - MVP

Click Rename to bring up the edit subscription name fields.

Original-Subscription-Name

Sutncrption

] % Fmanage =D Transfer B Cancel subscription -) Change directory

-~ Subscription ID : edbe8df9-6547 Subscription name @ Original-Subscription-Name

© Overview = ?

Directory ITPROCESSED Limited Current billing period : 20/01/2018-15/02/2019
i Access control (LAM)

My role &+ Account admin Currency : GBP
X Diagnose and solve problems Offer MSON Status : Active
O Security Offer ID : MS-AZR

Events X

o o cost e and optimizati ilities, try Azure Cost e +

Cost Mansgement
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5. Type the new name. Note the time that it takes for the change to
take effect. Click Save to complete the change.

Home > Subscriptions > Original-Subscription-Name > Subscription name
T ®
Subscription name, » 2*"0 x
oot

H sav Discard

After you update the name, it may take

some time for the portal to reflect the
change. Please try refreshing the page after 10
minutes.

* Subscription name
CC001-5ales-5Sub v

6. Wait for 10 minutes and then refresh the browser to see the effect

of the change.

Home > Subscriptions

Subscriptions

My role @

| 8 selected

Apply

)'D Search to filter items...

SUBSCRIPTION

‘ @) ccooi-Sales-Sub ’

@ Pre-Production - Sponsor

@ Production - MVP

In this example, we applied a logical naming convention based on <Cost Center>-

<Department>-<Environment>.
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Resource Groups

In Azure, resource groups are used to manage all resources that make up a solution.
A solution can be as simple as a virtual machine instance or an n-tier application that
includes virtual networks, virtual machine instances, and other related Azure resources.
Resource groups are the next layer of grouping under subscriptions. In relation to the
Azure governance structure, you have management groups that contain one or more
subscription, with each subscription containing one or more resource groups. Resource
groups are also used in scoping (how you target policies or initiatives). Establishing a
naming convention for resource groups is highly recommended as part of your naming
standards strategy in Azure.

The choice of naming standard is up to you, but you must ensure that you follow
the rules for naming this Azure artifact. Table 3-2 illustrates some examples of naming
conventions for resource groups.

Table 3-2. Examples of Resource Group Naming

Standard Example
<CC>-<ResourceTypes>-RG CCO001-Netw-RG
<CC>-<Environment>-RG CC001-Dev-RG
<CC>-<AppName>-RG CC001-App1-RG
<CC>-<Environment>-<AppName>-RG CC001-Dev-App3-RG

<CC>-<Environment>-< ResourceTypes >-RG  CC001-Dev-Netw-RG

Figure 3-3 is a graphical representation of the examples in the table, showing
resource groups created under a subscription called CC001_Sales_Sub.
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CC001-Sales-Sub ’

l l ) . |
) ) (@ ) (@ ) J (@) )

u
CC001-Netw-RG CC001-Dev-RG CC001-App1-RG CC001-Dev-App3-RG CC001-Dev-Netw-RG

. /N \ J

Figure 3-3. Illustration of resource group naming. Share the agreed naming
standards for Resource Groups with teams responsible for creating Azure resources.
The teams responsible use this standard to create resource groups either using the
Azure portal or automation through PowerShell or the Azure CLI.

Management Groups

Management groups provide a means to organize your subscriptions to facilitate your
Azure governance management, which were introduced in Chapter 1. Management
groups must have an appropriate naming standard. You must plan the structure of
the management groups to allow simplified operations, while also ensuring that you
are following a flexible logical approach. Naming conventions applied to this category
should adhere to the organizational structure agreed to for subscription management,
role-based security, and governance artifact implementation.

Management groups are hierarchal in nature and require you to plan the naming
to allow for flexibility and clarity. Management groups can be up to six levels deep; this
does not include the root management level. In total, you can have seven layers if you
include the default root management layer. The total number of management groups
that you can have is 10,000; remember this is a limit, not a target, so plan to minimize the
total number of management groups to avoid complex structures. Figure 3-4 illustrates
an example of a five-layer management group structure using a naming convention that
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starts with a top level assigned or unassigned subscriptions root, which expands into
the organization’s top structure (R&D and the main company). This further expands to
environments and then subdepartments.

[""Tenant Root Group }

L]
LA Assigned Pending Assignment
Subscriptions _o_‘_v_ subscriptions
I l.l
“"IT Processed R&D “IT Processed Corp
|

[ |
fy o P -
sandbox Environment """ Pre-Production " Production “*" Development

[
I I I |

Pt A o . o 1
{ CC001 Sales % £C002 Marketing { €CO03 HR ‘ “*'CC004 IT Services """ ¢coos Finance

vy

-
E " POC Environment

Figure 3-4. Management group structure planning

You can get an overview of the current management group structure by using Azure
Security Center. Navigate to the Security Center, Policy, and Compliance section and
click Security Policy to see a representation of this structure, as shown in Figure 3-5.
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- .l:'. Tenant Root Group (3 of 4 subscriptions) Layer 0
o
¥ g% Assigned Subscriptions (3 of 3 subscriptions) Layer 1
]
v se IT Procecessed R&D (0 of 0 subscriptions) Layer 2
._l:.!. POC Environment (0 of 0 subscriptions) Layer 3
o
£ 2 Sandbox Environement (0 of 0 subscriptions) Layer 3
]
¥ % » IT Processed Corp (3 of 3 subscriptions) Layer 2
-0:'. Development (0 of 0 subscriptions) Layer 3
» _G:i. Pre-Production (1 of 1 subscriptions) Layer 3
- ._l...i. Production (2 of 2 subscriptions) Layer 3
o
i CCO001 Sales (0 of 0 subscriptions) Layef 4
o
& » (CC002 Marketing (0 of 0 subscriptions) Layer 4
o
» ‘G‘ ‘l__ CCO003 HR (1 of 1 subscriptions) Layer 4
» ‘-_"-_ CCO04 IT Services (1 of 1 subscriptions) Layer 4
@
.O_ ‘D. CC005 Finance (0 of 0 subscriptions) Layer 4

L]
& » Pending Assignment Subscriptions (0 of 0 subscriptions) Layer 1
Figure 3-5. Management group structure hierarchy in the Azure portal

When creating management groups, you are required to provide a value for the ID and
display name. You cannot change the ID without deleting the management group, but
you can change the display name at any time. Plan for a logical naming convention for the
management group ID, as this can be used in automation. Figure 3-6 shows the creation
of the management group dialog box, where you provide the display name and ID.
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Add management group X

Add a new or existing management group to be a child of 'Assigned

Subscriptions'

.' Create new : Use existing

* Management group 1D (Cannot be updated after creation) @

| MG_RDITProcessed v]

Management group display name @
| IT Procecessed R&D \./|
e.g. Group1

Figure 3-6. Management group naming example showing ID and display name

Management groups are created either with the Azure portal, PowerShell, or the
Azure CLIL

Use the following syntax to create a new management group using PowerShell.

New-AzureRmManagementGroup -GroupName '<New Management Group ID>'
-DisplayName '<New Management Group Display name>' -ParentId
'<Management Group Parent ID>'

Once a management group is created, you can change the display name using the
Azure portal or PowerShell. You cannot change the management group ID without
deleting the management group.

You can use the following syntax to change the management group display name
using PowerShell.

Update-AzureRmManagementGroup -GroupName '<New Management Group ID>'
-DisplayName <New Management Group Display name>'

Policies

There are three naming categories for policies.
e Policy definition name
o Policy assignment name

o Policy category
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Microsoft provides built-in policies under multiple default categories. These policies
are not preassigned. You can assign these policies and only worry about the assignment
names. A recommended practice is to create your own categories and policies before
assigning. This gives you the flexibility to implement your own naming standards and
control any customizations, while simultaneously maintaining a library of the default
policies as a template artifact. A sample approach is detailed in Table 3-3, where a prefix
is used to identify a custom policy, and two custom categories are used to distinguish
between production policies and policies under review.

Table 3-3. Custom Policy Category Examples

Policy Prefix Category Name
POL- ITP Under Review
[TP Production

This implements a naming standard that gives a clear view of the purpose of the
policies. Figure 3-7 shows the Azure policy definition node listing custom policies with
the category and naming standards.

Policy - Definiticns

Policy - Definitions

" Aeource Graph (predew

T Processed Corp
1T Processed Corp
1T Processed Corp
1T Processed Corp
T Processed Corp
1T Procesied Corp

T Processed Corp

POLCHS

.....

TP Procuction

TP Production

1P Progustion

ITP Production

IR Urader Ravien

ITP Production

TP Under Review

Figure 3-7. Implementation of policy categories in the Azure portal

The steps that you take to create a custom policy name and a custom category are
performed when you create the policy. You can edit the name and the category of the
policy by using the editing option. Figure 3-8 shows these two areas.
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Dashboard > Policy - Definitions > POL-Apply Environment Tag > POL-Apply Environment Tag

POL-Apply Environment Tag

BASICS

Definition location

* Name @
POL-Apply Environment Tag

Description

Applies a required tag and its default value if it is not specified by the user. Does not apply to resource groups.

Category

(®) Create new () Use existing

ITP Production

Figure 3-8. Editing policy names and categories in Azure

Also note that once a category has been created, you can select the Use Existing
option to pick a previously created category (built-in or custom).

Assignment naming standards can also be used to provide further organizational
standards to your governance environment. Table 3-4 gives examples of using a standard
for assignments.

Table 3-4. Assignment Name Examples

Assignment Prefix  Description

Enforce- Policies that enforce a standard
Auditing- Policies that are used in audit only mode
ASC A prefix that is applied automatically by policies assigned through Azure

Security Center
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Figure 3-9 shows the assignment naming in action. The naming standard is self-
explanatory to the portal user.

Dashboard * Policy - Assignments

Policy - Assignments

Ctri+ “ = assigninitiative  [5* Assign policy O Refresh

Scope Definition type

% Overview

G 3 selected ! All definition types i
i Getting started

¥ Compliance Total Assignments @ Initiative Assignments @ Policy Assignments @

# Remediation | 7 3 ™ 4 S
Authoring i

= Assignments NAME

T Definitions
e W ASC Default (subscription: 4aa2b%e5-473f-43eb-bBe3-8aa04861fael)

Blueprints & ASC Default (subscription: ¢1706d39-a76d-4bdd-a858-581caedadTbf)

| ) It n i
| Blueprints (preview) & ASC Default (subscription: ed9e8df9-6547-4288-a3eb-583183689e0)

Resources s Enforce-Default Microsoft laaSAntimalware extension for Windows Server

.
Resource Graph (preview,
s ph(p W) » Auditing-Audit virtual machine SKUs

Privacy # Enforce-Production EU Allowed locations

. ;
& User pnva
pInRGY, * Auditing-Dev Resource groups missing tags

Figure 3-9. Assignment naming examples

Initiatives

Initiatives, as discussed in Chapter 1, are a way to group policies in order to have a
consistent compliance policy for specific governance and compliance objectives.
Similar to policies, there are three naming categories for initiatives.

o Initiative definition name
o [Initiative assignhment name
o Initiative category

Microsoft Azure provides built-in initiatives under multiple default categories. These
initiatives are not assigned by default. A recommended practice is to create your own
categories and new custom initiatives that are planned, scoped, and assigned in line

with the governance objectives for your environment. A sample approach for initiative
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naming is detailed in Table 3-5, where a prefix identifies your custom initiative. The
categories for initiatives can be the same as those used for policies.

Table 3-5. Custom Initiative Category Examples

Initiative Prefix Category Name

INI- [TP Under Review
ITP Production
ITP POC

This implements a naming standard that gives a clear view of the purpose of the
initiatives you create and assign. Figure 3-10 shows the Azure policy definition node
listing custom policies with the category and naming standards.

Dashboard > Policy - Definitions

Palicy - Definitions

Figure 3-10. Initiative naming with a custom category

The steps that you take to create the custom initiative names and a custom category
are performed when you create the initiative. You can edit the name and the category of
the policy by using the editing option.

Once a category has been created, you can select the Use Existing option to pick a
previously created category (built-in or custom). It is important to note that categories
may not be available for selection, as this is dependent on the scope option you select.
The scope option will only present categories that were created and store at that level
when a policy or initiative was created.

Assignment naming standards can also be used to provide further organizational
standards to your governance environment. The default assignment name for your
initiatives will be the same as the initiative name. You can use the default name or
change this name based on your naming standards. Figure 3-11 shows the required
initiative assignment naming field, which you can change.
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Dashboard > Policy - Definitions > INI-EU Production Security Objectives > INI-EU Production Security Objectives

INI-EU Production Security Objectives

IT Processed Corp

BASICS

Initiative definition

INI-EU Production Security Objectives

*

Optionally change this value to your custom assignment naming standard ]

Assignment name

INI-EU Production Security Objectives

Figure 3-11. Initiative assignment naming in the Azure portal

Blueprints

Azure Blueprints provide a means to create standard patterns for your Azure
environments, which from the onset adhere to your organization’s requirements and
compliance framework. The environment scope is an Azure subscription. At the time of
writing, Blueprints contain the following.

e Role assignments

e Policy assignments

o Azure Resource Manager templates
o Resource groups

The artifacts contained within Azure Blueprints inherit their naming convention.

The naming standard consideration is as follows.
e Blueprint name
e Blueprint version
e Blueprint assighment name

The three areas depend on the life-cycle stage of the blueprint. The relevant
life-cycle stages of the blueprint are creation and assignment. Though you can edit a
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blueprint, you cannot change the blueprint name during the editing operation. For
blueprints, it is suggested to use a naming convention with a pattern similar to the one
used for subscriptions. The name can be up to 48 characters (numbers and letters),
with no spaces or special characters. Table 3-6 provides examples of a blueprint naming
convention.

Table 3-6. Azure Blueprint Naming Examples

Blueprint Standard Example

<Lifecycle stage>SubBP DevSubBP
<Application><Lifecycle stage>SubBP  MyBusinessAppProdSub

When you initiate the create step for a blueprint, you are presented with the
blueprint name field and description, as shown in Figure 3-12. Provide the name, and
more importantly, a clear description of the usage.

Home > Blueprints - Getting started > Create blueprint

X Create blueprint

= Basics  Artifacts
o Blueprint name @
DevSubBP v
#Blueprint description N

This blueprint contains the foundational stadard artefacts applicable to all development
environments. All development environments subscriptions across all subscriptions are
in scope for this blueprint.

\ =

Figure 3-12. Blueprint name and description in the Azure portal

The next step in naming a blueprint is the version. The blueprints you create by
default are saved as a draft and cannot be used until published. You publish the blueprint
when you are ready to use it in assignments. The publishing process requires a mandatory
version, and optionally, change notes. The version can be letters, numbers, and hyphens,
with a maximum length of 20 characters. It is recommended to use a notation similar
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to software versions, where the first number denotes a major version and appended
incremental numbers denote incremental versions; for example, 1.0 for the first version
and 1.1 for a minor change to that version, and 2.0 for the next major version of the same
blueprint. Figures 3-13 and 3-14 show examples of this notation in the Azure portal.

Publish blueprint

Change notes @

First Base version v

Figure 3-13. Blueprint version and change notes

Home > Blueprints - Blueprint definitions > DevSubBP > Assign blueprint

Assign blueprint

* Assignment name @

Assignment-DevSubBP

West US 2 v
* Blueprint definition version @

20 ~

1.0

1.1

20

Figure 3-14. Blueprint version changes as seen in the Azure portal The latest
version of the blueprint is what you will see in the blueprint definitions node. The
previous versions are visible and available when you initiate the assignment process.
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The last name component that you can change is the assignment name. You can
accept the default assignment name, which is typically the blueprint name with an
assignment prefix, or you can use your own defined naming standard.

A final note about blueprint names is that although you cannot rename through the
portal, it is possible to achieve this by using an export/import process.

There is a solution in the PowerShell gallery at www. powershellgallery.com/
packages/Manage-AzureRMBlueprint/2.2, which allows you to export or import an
existing blueprint. The import process includes the option to rename the blueprint.

Naming at Scale with Automation

The examples and illustrations in this chapter use the Azure portal for simplicity. In a
large enterprise, the naming of Azure resources can be automated and scaled through
the use of a variety of options. Examples include using an Azure Resource Manager
(ARM) template to create multiple resource groups for a subscription.

You can also use PowerShell or the Azure CLI to automate the naming process for the
resources discussed in this chapter.

Additional Links and Examples

There are great examples of Azure naming conventions in the official Microsoft online
documentation.

e https://docs.microsoft.com/en-us/azure/architecture/best-
practices/naming-conventions offers recommended patterns as
well as rules and constraints for naming resource types.

e https://docs.microsoft.com/en-us/rest/api/storageservices/
naming-and-referencing-containers--blobs--and-metadata
provides examples of naming of containers, blobs, and metadata.

o https://docs.microsoft.com/en-us/azure/virtual-machines/
windows/infrastructure-example uses an application workload to
demonstrate naming for virtual machines (VM) and the associated
resources. The extracts highlight the sections showing the example
naming conventions.
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“The resulting design must incorporate:
o An Azure subscription and account
o Asingle resource group
e Azure Managed Disks
o Avirtual network with two subnets
o Availability sets for the VMs with a similar role
e Virtual machines
All the above follow these naming conventions:

e Adventure Works Cycles uses [IT workload]-[location]-[Azure resource]
as a prefix

e For this example, “azos” (Azure Online Store) is the IT workload
name and “use” (East US 2) is the location

e Virtual networks use AZOS-USE-VN[number]
o Availability sets use azos-use-as-[role]
o Virtual machine names use azos-use-vm-[vmname]”

“Availability sets
To maintain high availability of all four tiers of their online store, Adventure Works
Cycles decided on four availability sets:

e azos-use-as-web for the web servers

e azos-use-as-app for the application servers
e azos-use-as-sql for the SQL Servers

e azos-use-as-dc for the domain controllers

Virtual machines
Adventure Works Cycles decided on the following names for their Azure VMs:

e azos-use-vm-web01 for the first web server
e azos-use-vm-web02 for the second web server

o azos-use-vm-app01 for the first application server
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e azos-use-vm-app02 for the second application server
e azos-use-vin-sql01 for the first SQL Server server in the cluster
e azos-use-vim-sql02 for the second SQL Server server in the cluster
e azos-use-vim-dc01 for the first domain controller
o azos-use-vm-dc02 for the second domain controller”
The following are examples of two naming standards enforcing automation.

o Sample of enforcing naming standards with Azure policies.
https://github.com/Azure/azure-policy/tree/master/samples/
TextPatterns/enforce-match-pattern

o Sample of enforcing naming standards with ARM templates.
https://github.com/Azure/azure-quickstart-templates/blob/
master/1-CONTRIBUTION-GUIDE/README.md

Summary

This chapter focused on how naming conventions play a key role in planning,
implementing, and managing your governance for well-managed cloud environments.
Ensure that this critical and value activity is performed consistently to the standards of
the organization. The next chapter delves into the implementation and management of
Azure policies and initiatives.
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CHAPTER 4

Azure Policy
Implementation and
Management

In Chapter 1, we touched briefly on Azure Policy and the role that it plays in Azure
Governance. The following is a recap of the introduction to Azure Policy.

Azure Policy is a service that you use to audit and enforce your organization’s rules
and standards to the resources that you create and manage in Azure. Policies provide
the means to ensure the resources are and remain compliant to the organizational rules
throughout their life cycle; for example, they ensure that all resources are tagged with
a cost center value or that resources for the European branch office are only created in
European Azure locations to maintain data sovereignty.

Azure has a number of prebuilt policies and any subscribed tenant (organization or
individual) can leverage. These built-in policies cover rules that are common to most
organizations. You can view and assign these built-in policies using the Azure portal or
programmatically through command-line tools.

This chapter delves deeper into Azure policy and is split into the following sections.

e Azure Policy Planning
e Azure Policies in Action

o Taking Actions on Azure Policy Results
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Azure Policy Planning

When it comes to technology, we often forget the importance of planning. This is simply
because, unlike other industries, we are able to dive in deep without being blocked. This
is simply a case of “just because you can does not mean you should.” The following are
some building blocks to consider before you dive into creating and deploying policies.

o Azure Policy terminology
o Policy scope

o Policy life cycle

Azure Policy Terminology

o Exclusions

Technological concepts, products, and services often introduce new terms that you
must become familiar with in order to maximize their capabilities. This is similar to
going to a restaurant and trying to figure out what to order. In a restaurant, the menu
lists the dishes, and more importantly, what they mean. In technology, the same term
can have multiple descriptions based on a product or a service. Table 4-1 lists the most
common and essential terms in Azure Policy and their summarized descriptions. Refer
to the Microsoft web page at https://docs.microsoft.com/en-us/azure/governance/
policy/overview to get additional information on Azure Policy terms and concepts.

Table 4-1. Azure Policy Terminology

Azure Policy Description

Terminology

Policy Azure Policy is a service that you use to audit and enforce your organization’s
rules and standards to the resources you create and manage in Azure. This is
referred to as a policy definition in the Azure portal.

Initiative One or more policies grouped together to represent a set of applicable compliance
objectives. This is referred to as an initiative definition in the Azure portal.

Scope Policies and initiatives are assigned at multiple levels, known as scopes. A scope

can be a management group, subscription, or resource group.

(continued)
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Table 4-1. (continued)

Azure Policy Description
Terminology

Exclusion Excluded from the policy or initiative (similar to group policy block inheritance).

Policy Location Where you store the policy definition. Typically, at a management group level or
specific subscription

Assignment The process of targeting a policy or initiative to a specific scope (Management
group, subscription or resource group).

Policy Location

The policies and initiatives definitions that you create and manage must have a storage
location. The two options available to store policy and initiative definitions are a
management group or a subscription. The location also determines where a policy

can be applied. As an example, a policy definition stored at a child management group
level cannot be assigned to resources above the child management group or other child
management groups at the same level. Once a definition location is selected and saved,
it cannot be changed. In Figure 4-1, the effects of selecting the respective management
group (MG) or subscription (sub) location for the policy (POL) definitions are as follows.

e POL-A can be assigned to all management groups, their child
management groups, and respective subscriptions and resource
groups.

e POL-B can be assigned to all MG-Productions resources, its child
management groups, and respective resources below its child
management groups. POL-B cannot be assigned to MG-Pre-
Production or MG-Development and their respective child resources.
The management groups above MG-Production cannot be used as
assigned scopes.

e POL-C can only be assigned to the CC001-Sales-Sub subscription
and its resources groups.
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[ “+ Tenant Root MG }‘_ POL-A

[ [

-
L X MG-Assigned Subscriptions ]

-
[ > [ % % MG-IT Processed Corp

POL-B
a

{ |
- - -
% AMG-Pre-Production 2% X MG-Production L L MG- Development

| | I

- - )| - -
[: % MG-CC001 Sales ] [ % X MG- CC002 Marketing [ % % MG- CCO03 HR 1 [: % MG- CCO04 IT Services ]
A

.

= E—
) Pm.-c CC001-Sales-Sub
[i" )
ccom Net-RG £C001-Appl-RG €C001-Dev- ne

Figure 4-1. Policy location planning

J

The impact of where a policy is located underlines the importance of planning this
part of the governance process ahead of creating your definitions. The location can be
changed by re-creating the policy, but this would be somewhat inefficient.

Policy Assignment Scope and Exclusions

Policy assignment scope and exclusions are similar to the process of inviting friends and
families to an event and the nuances that can ensue when there is no harmony. Imagine
a scenario where you want to invite family A and family B, but Uncle Bob in family A
does not get along with Uncle Fred in family B. You will have two options: send the invite
with instructions to both families not to bring the two uncles, or send individual invites
to all except Uncle Fred and Uncle Bob. The two approaches will have the same effect—
the question is, which is better?

Policy assignments are similar to the family invite scenario but can get very complex
if not planned right. The recommendation is to plan to group your resources using
management groups and resource groups structured to account for exclusions. If you
know a specific resource need to be excluded from a policy, plan to have these resources
in the same management group, subscription, or resource group. Figure 4-2 illustrates a
policy scoped to a subscription and all the resource groups in that subscription.
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CC001-Sales-5ub

POL-A

&)

CC001-Appl-RG

&)

CC001-Net-RG

Cg

CC001-Dev-RG

Figure 4-2. Policy scoped with no exclusions

Figure 4-3 shows a policy scoped at the subscription level with an exclusion of one
resource group (CC001-Net-RG). This is an example of planning for exclusions using a
resource group (the policy may not apply to the network resource that you store in that
resource group).

&%)

CC001-Appl-RG

&%)

CCO01-Net-RG CC001-Dev-RG

Figure 4-3. Policy scoped with an exclusion

Policy Basics

Creating a policy is simple, but before diving in to create one, or using a built-in policy,
there are basic rules. A policy definition is structured as follows in a JSON format: mode,
parameters, display name, description, and policy rule—logical evaluation and effect.

e Mode: This is used to specify which resource type will be evaluated.
The two supported modes are All and Indexed. If a mode is not
specified, the default is All

o All: Evaluates all resource types; the default mode

o Indexed: Used for policies that are applicable for tags and
locations
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Parameters: Parameters reduce the number of policy definitions that
you create. This allows for placeholders for the values in the policy
that you specify during the policy assignment. As an example, if you
have a location restriction policy, you simply specify the allowed
locations in the definition as parameters. The values for the locations
are then provided at the time of assignment.

Display name: This is the name that you give a policy in free text
format.

Description: An optional field that provides further details on the
policy and its purpose.

Policy rule: This is the engine of your policy. It has a logical
evaluation part to test for conditions, and an effect part to action
rules. The full details of the policy definition structure can be found at
https://docs.microsoft.com/en-us/azure/governance/policy/
concepts/definition-structure. Figure 4-4 is a summarized view
of the policy rules.

N

Effects
Deny,
Audit,
Append,
AuditlfNotExists,
DeploylfNotExists

J
\

Logical Operators
"not": {condition or operator}
"allOf": [{condition or operator},
{condition or operator}]
"anyOf": [{condition or operator},
{condition or operator}]

- %

-

Conditions
"equals": "value”
"like": "value”
“match”: "value®
"contains”: "value”

"in": ["value1","value2"]

4 N Y4

“containsKey": "keyName"

“exists": "bool”

'\

Fields

name kind type
Location tags
tags.™

property aliases

/

Figure 4-4. Logical view of Azure Policies and their different operations,

conditions and fields
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The following is a sample JSON format illustrating the structure.

"properties": {
"mode": "all",
"parameters": {
"allowedLocations": {
"type": "array",
"metadata": {
"description": "The list of locations that can be
specified when deploying resources”,
"strongType": "location",
"displayName": "Allowed locations"

}’

"displayName": "Allowed locations",

"description”: "This policy enables you to restrict the locations
your organization can specify when deploying resources.",
"policyRule": {

"if" |
"not": {
"field": "location",
"in": "[parameters('allowedLocations')]"
}
}J
"then": {

"effect": "deny"
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Azure Policies in Action

Now that we have established policies basics and planning, it is time to see it in action.
This section takes you through creating, assigning, and updating policies, and then
concludes with using initiatives. This section uses the Azure portal to walk you through
the process. First, create a dashboard dedicated to governance and policy management
by following these steps.

1. Connect to the Azure portal at https://portal.azure.com.

2. Select Dashboard in the left navigation pane. Click + New dashboard.

Microsoft Azure £ Seorch resources, services, and docs l

D”hmrdv’ Uplcad & Download Edt O Share Fullscreen D Clone B Delete

A Home Al resources

= All services

| Creats & resource

Azure getting started made easy!

FAVORITES

Quickstarts + tutorials
Function Apps

B sOudatabases Windows Virtual Machines (2
g Prowvision Winoows Server, SOL Sere, Shareboint Vi

&7 Azure Cosmos DB

B3 virtual machines rux Virtual Machines B
%% Load balancers ig Provision UDurty, Red HIt CertDs, SUSE Coneds vivs

Storage accounts
. \pp Se e[
= App Service
Virtua! networks i
o™

W Azure Active Directory

3. Replace the default My Dashboard title with Governance &
Compliance.

4. Under the Tile Gallery section, click and drag the Markdown tile
onto the canvas.
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In the Edit Markdown section, change the title to Policy
Management and the subtitle to Access Policy node by clicking
on the Icon. Use the following code syntax in the Content field.

<a href="https://portal.azure.com/#blade/Microsoft Azure Policy/
PolicyMenuBlade/Overview' target='_Self'>

<img width="70"' src="https://portal.azure.com/favicon.ico'/>
</a>

Click Done to complete Edit Markdown.

Edit Markdown 7

Title
Policy Management
Subtitle
Access Policy node by clicking on lcon

fEeﬂen: -

<a
href="https://portal.azure.com/#blade/Mic
rosoft_Azure Policy/PolicyMenuBlade/Overv
EEE' target="_Self'>

<img width="70"
src="https://portal.azure.com/favicon.

ico*/»

\ <fa» 2
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7. Resize the title to your preference and click Done customizing.

Add. pin, move. and resize your tik

! Governance & Compliancg

Done customizing

Tile Gallery

All categories || Al rescurce types ~
207 tiles © You can drag any tile to the dashboard
All resources ATg

(@) Rescurce groups Add

8. Click All services in the left pane and add Management groups,
Policy, and Security Center. Click the star icon to select and
deselect the default Favorites items.

P T

All services | Filter | Bycategory ~
- create a resource
*
# Home *
* O security Center aREn 3
& pashboard *
= ; B Azure Information Protection *
= All services
@ Aapplication security groups *
O security Center
DEVOPS (3
(& Policy VoPs (%)
o [ Proj
() Management groups J DevOps Projects *
a5 API Management services *
MIGRATE (&)
£ Migration projects *
 cost Management + Billing pREVIEW W

MANAGEMENT + GOVERNANCE (22)

# Advisor

*
(G Policy Il.> *
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9. Click Management groups under Favorites. Click the pin icon to
pin the management group tile to the dashboard.

Microsoft Azure K Search resources, services, ond docs

Governance & Compliance * - Mewdashboard T Upload & Downlosd &7 Edit O Shan
Create a resource

Policy Management

['{?J Management groups

Managerment groups

The result is a simple dashboard and focused favorites dedicated to the governance
and compliance activities that you perform in the Azure portal. You can find out more
about Azure dashboards, and how to customize and share them, at https://docs.
microsoft.com/en-us/azure/azure-portal/azure-portal-dashboards.

Finally, before moving on to the next section, make sure that you have reviewed the
“Azure Policy Planning” section and Chapter 3. The exercises in this chapter use the
setup of management groups, subscriptions, and resource groups shown in Figure 4-5 as
a starting point.

[ %% Tenant Root MG ]
|

L]
A% MG-Assigned Subscriptions

[
| | ]

- - -
[.‘. L MG-Pre-Production } [.'. 2 MG-Production ] [ & A MG- Development J
|

I | I

- ™ LB .
[.'. % MG-CC001 Sales } [ <-MG- CC002 Marketing I { MG- CCO03 IT Services

IT-Prod-Default-Sub

O3] &%)
CC003-Net-RG CC003-Appl-RG

Figure 4-5. Management group structure for chapter exercises

1
(gl

CC003-Dev-RG
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Creating Policy Definitions

There are two options available to create policy definitions: new or duplicate a built-in
or custom policy. The easiest option is to use the duplicate option on a built-in policy.
The next steps walk you through duplicating a built-in policy to audit allowed virtual
machine (VM) SKUs.

1. Connect to the Azure portal at https://portal.azure.com.

2. Click Policy under the Favorites section in the left navigation bar
(this assumes that you followed the previous steps in this chapter).

3. Inthe Policy blade, select Definitions.

&« Dashboard > Policy
~+ create a resource Policy
H
M Home %
& pashboard
= :
= All services (& Overview
FAVORITES di Getting started
O security Center ¥ Compliance
= Policy o Remediation
() U 2
123 Management groups Authoring
Subscriptions > Assignments

T Definitions e

4. Inthe Definitions blade, type sku in the search field. Click
Allowed virtual machine SKUs.

Policy - Definitions
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5. You are presented with the built-in policy definition. Click
Duplicate definition.

Dashboard > Policy - Definitions > Allowed virtual machine SKUs

Allowed virtual machine SKUs

Policy definition

[ Assign & edit definition [y puplicate definition i Delete definition

Name : Allowed virtual machine SKUs

Description : This policy enables you to specify a set of virtual machine SKUs that your organization can deploy.

Effect : Deny
Category : Compute

Definition (JSON)  Parameters

1

2 g & A |

3 "allof”: [

4 {

5 “field": “"type”,

6 "equals": "Microsoft.Compute/virtualMachines”
7 }:

8 {

9 b o e |

10 "field": "Microsoft.Compute/virtualMachines/sku.name",
11 "in": "[parameters(’listOfAllowedSKUs")]"

12 }

13 }

14 ]

15 i Note the default
16 "then": { effectis Deny
17 “"effect™: "Deny”

18 }

19
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6. Make the following changes.

a. Definition location: Click ... MG-Assigned Subscriptions, and

then click Select.

Dashboard + Poky - Definmons » Alowed wiual machire SUs > Allwed wiitual machine S<Us Definition location

Allowed virtual machine SKUs

BASKS
e 0
5 virnesl machin
xshay erablers e 16 sy 8 30 6 taal machorm S5 thal pins crgeratadon Gan dhepiny
—
%) Covate ron .
Compune
BOUCY UL
BB reew
.
8 LuslH
T
12 - *: “microsoft. Compute/virtualMachires/ sk, name”™,
14 “in": “[parametors{’1istofallowedsius’]]
it} ¥ s G
. O =m

b. Name: Edit the name to POL-Audit Allowed virtual machine
SKUs. Change the description to This audit only policy
enables you to check for compliance against a set of virtual
machine SKUs that your organization can deploy.

Allowed virtual machine SKUs

New Policy definition

*Name @
POL-Audit Allowed virtual machine SKUs n v

escription

This audit only policy enables you to check for compliance against a set of virtual machine SKUs that your organization can deploy.
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Category: Ensure that Create new is selected and type Under

Review. Change the "effect" value to "Audit" and click Save

to complete the steps.

@ Create new O Use existing

o~

QUnder Review

0

POLICY RULE

i Import sample policy definition from GitHub

[ Learn more about policy definition structure

a §

2 "mode": "indexed",

3 "policyRule”: {

4 1T

5 "allof": [

6 {

7 "field™: "type”,

8 "equals”: "Microsoft.Compute/virtualMachines”
g }D

10 {

11 *not”;

12 “field": “"Microsoft.Compute/virtualMachines/sku.name",
13 "in": "[parameters('listOfAllowedSKUs')]"
14 }

15 }

16 L]

17 }p

18 “then":

19 "effect™: "Audit” e

20 3

21 "

22 “parameters”: {

23 "listOfAllowedSKus": {

24 "type": "Array",

25 "metadata”: {

26 "displayName"”: "Allowed SKUs",

27 "description”: "The list of SKUs that can be specified for virtual machines.”,
28 "strongType": "WMSKUs™

29 }
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7. Verify that the custom policy has been created by selecting
Definitions and setting the type filter to Custom.

Policy - Definitions

Policy - Definitions

Note that the name, definition location, and category values are set to what you
selected and typed.

This completes the custom policy creation using the Duplicate option. The other
available options create the policy in an appropriate editor following the JSON syntax
and use a template from resources available at Microsoft web sites and Git repositories.
Links for resources are provided in the “Useful Resources” section of this chapter.

Assigning Policies

In the previous section, you followed the steps to create a policy definition. The next
step is to assign the definition to either a management group, subscription, or resource
group. In our next example, we assign the policy to a management group to audit the
compliance state of the virtual machines in a particular management group.

In the environment used to capture these steps, two virtual machines have been
created in the CC003-Dev-RG resource group. These machines have been built with
the B1s SKU. The organization standard is to use Standard_D1_v2 and Standard_D2_v2
SKUs. This assignment scenario is to allow an audit of existing virtual machines.

1. Connect to the Azure portal at https://portal.azure.com.

2. Click Policy under the Favorites section in the left navigation bar
(this assumes that you followed the previous steps in this chapter).

3. Inthe Policy blade, click Assignments and then Assign policy.
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Home > Policy - Assignments

Policy - Assignments

earch (Ctris) € [E»assigninitiative 5 Assign policy (O Refresh
= . Scope Definition type
= Overview "
IT-Prod-Default-Sub ! All definition types

44 Getting started

% Compliance Total Assignments @ nitiative Assignments @ Policy Assignments @

# Remediation O 0 8 O 2

Authoring

= Assignments o NAME SCOPE
T Definitions

4. Use the following to fill in the details of the assignment page.
a. Scope: Click the ... button and select MG-Production.

. iy - Ay s o Scope
Assign policy

b. Policy definition: Click the ... button and change the filter
type to Custom. Select POL-Audit Allowed virtual machine

SKUs.
Assign policy e
o z
y Defirntioe
8l FOL Awit Allowwed virtusl maching SKUs e
rrrrr
| Thin sud caly B — ¢ o BrganIInon tae Sepiey

c. Change the assignment name to Auditing-POL-Audit
Allowed virtual machine SKUs and provide a description.
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d. Parameters: Click the ... button and navigate to the child
management group MG-CC003 IT Services. Select IT-Prod-
Default-Sub, and then click the Select button.

Azsign pelicy Parameter scope (Azure VM SKU)
Assign policy

e. Clickin the parameters field and select Standard_D1_v2 and
Standard_D2_v2 as the allowed SKUs, and then click Assign.

This completes the assignment steps. Note that in your environment, the
management group and subscription names may be different, so adjust the instructions
accordingly. Additionally, for the SKU parameters, we had to select a subscription scope
because these values are based on what is available in that specific subscription.

The status of all assignments is visible in the Overview pane in the Policy node.
When you initially assign a policy, it is marked with a compliance state of Not started, as
illustrated in Figure 4-6.

outoll out ol
> Assignments nasa scort COMPUANCE STATE COMPUANCE MO COMPLIANT RISOURLLS
=7 Definitions
¥ Ausditing-POL-Audit Alowed vtusl machi.  MG-Production @ Not started 00% 0
Blueprints View s
E Blueor ) * a a
AS5IENME MPLIANCE (LAST 7 DAYS

% User privacy

Figure 4-6. Initiate state of a policy assignment
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Policies have an evaluation schedule on creation, update, and recurring evaluation.

The schedule summary is as follows.

New Policy/Initiative assignment applied to scope: 30 minutes from

assignment

Update Policy/Initiative assignment applied to scope: 30 minutes
from assignment

New resource deployment in scope of Policy/Initiative assignment:
15 minutes from assignment

Normal evaluation: Every 24hrs

The full details of evaluation and the varying conditions under evaluation can

be found at https://docs.microsoft.com/en-us/azure/governance/policy/

how-to/get-compliance-data. The following is an extract of the details and the

recommendations to review the Microsoft web site for changes and enhancements.

Azure Policy is a cloud service that continues to evolve, so expect changes.

“Evaluations of assigned policies and initiatives happen as the result of various events:

A policy or initiative is newly assigned to a scope. It takes around

30 minutes for the assignment to be applied to the defined scope. Once it's
applied, the evaluation cycle begins for resources within that scope against
the newly assigned policy or initiative and depending on the effects used

by the policy or initiative, resources are marked as compliant or non-
compliant. A large policy or initiative evaluated against a large scope of
resources can take time. As such, there’s no pre-defined expectation of when
the evaluation cycle will complete. Once it completes, updated compliance
results are available in the portal and SDKG.

A policy or initiative already assigned to a scope is updated. The
evaluation cycle and timing for this scenario is the same as for a new
assignment to a scope.

A resource is deployed to a scope with an assignment via Resource
Manager, REST, Azure CLI, or Azure PowerShell. In this scenario,

the effect event (append, audit, deny, deploy) and compliant status
information for the individual resource becomes available in the
portal and SDKs around 15 minutes later. This event doesn’t cause an
evaluation of other resources.
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e Standard compliance evaluation cycle. Once every 24 hours,

assignments are automatically reevaluated. A large policy or initiative

of many resources can take time, so there’s no pre-defined expectation

of when the evaluation cycle will complete. Once it completes, updated

compliance results are available in the portal and SDKs.”

Once the policy evaluation cycle has completed in our example, the compliance

status shows that the two virtual machines are non-compliant. The policy requires either
Standard_D1_v2 or Standard_DS2_v2 SKU. The machines are using a Standard_B1
SKU. Figures 4-7 and 4-8 show the overall compliance page and the details of non-

compliance to a specific policy.

Solkcy - Complance

Policy - Compliance

Figure 4-7. Overall compliance page

OO ANT RILOURCTS PO AT P00

Acing POL-Aud ABovesd witwal machens SO

we 3 Polcy - Comg
Auditing-POL-Audit Allowed virtual machine SKUs

PR RESOURCE COMPANGE StATT rsoumcy T oeanon

S S — [y Irere— Mhirossh Compute ebuibischinss  Wett Bt

miesagrovp et drrg © Nocarphara Miamohlompun/vtabschon Wt Burspe

Figure 4-8. Compliance of a specific policy
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Updating Policies and Assignments

The compliance objectives of an organization change over time. This is due to a variety
reasons, including regulator changes and technological advances. The Azure policies
that you use to audit or enforce these objectives have to be changed to align. The
changes range from minor updates to major updates. Minor updates could be policy
name changes or changes to the audit policies.

Major changes include rule effects, changing an audit policy to an enforce policy,
and changing the scope (resources in scope of the policy change).

We will use our previous policy example to demonstrate how to address a minor
trigger and a major trigger of change to the SKU type policy. The following are our
example scenarios.

e Minor: Change the category to production and update the
description to include the SKUs. The description is important in
this case because it enhances the visibility of the policy audits when

viewing the compliance state.

e Major: Change the policy rule effect from “audit” to “enforce” to
ensure that only approved SKUs can be created.

Minor Objective Changes
Minor objective changes include the SKU names in the description and creating a new
category called production to promote the policy from under review to production ready.

1. Navigate to the Definitions section of the Policy node in the Azure
portal.

2. Select POL-Audit Allowed virtual machines SKUs, which you
created in the previous steps. Click Edit definition.

Dashboard > Policy - Definitions > POL-Audit Allowed virtual machine SKUs

POL-Audit Allowed virtual machine SKUs

[ Duplicate definition @ Delete definition

MName : POL-Audit Allowed virtual machine SKUs
Description : This audit only policy enables you to check for compliance against a set of virtual machine SKUs that your organization ca...
Effect : Audit

Category  : Under Review
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3. Append the following to the description: The SKUs in scope of
this policy are specified in the assignment. Ensure you list the
SKUs in the description of the assignment. Under the category,
ensure that Create new is selected. Overwrite the existing value
with Production Approved. Click Save to complete the definition
update.

* Name @

POL-Audit Allowed virtual machine SKUs

Description

This audit only policy enables you to check for compliance against a set of virtual machine SKUs that your organization can deploy.
& SKUs'in scope of this policy are specified in the assignment. Ensure you list the SKUS in the description of the assignment. )

Category @
.\ Create new () Use existing

I Production Approved

The next steps to the minor change involve editing the policy assignment.
1. Navigate to the Assignments section of the Policy node.

2. Select the previous assignment, Auditing-POL-Audit Allowed
virtual machine SKUs. Edit the assignment description field to
include the details of the SKUs in scope.

5 sme @
Buditing-POL-Audit Allowed virtual machine SKUs

desM feMaragen Y o icersh It Authorizat 103d2et.

e A
Standard_D1_v2 and Standaed D522

SKUs selected are not visible
Samuel Erskine so use the description as an
option for clarity

BARAMETERS

—
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3. Click Save to complete the assignment update.

The result of the minor changes is that the policy assigner has clear instructions on
the requirements, and the compliance visibility is improved, as illustrated in Figure 4-9.

Dashboard > Policy - Compliance > Auditing-POL-Audit Allowed virtual machine SKUs

Auditing-POL-Audit Allowed virtual machine SKUs Hover mouse over
s, s ol this to show full
View definition ¢ Edit assignment @ Delete assignment  # at t description.
Name : Auditing-POL-Audit Allowed virtual machine SKUs

G‘escr ption : Auditing policy to check VM SKUs compliance of existing resources. The approvved SKUs are: Standard_D1_v2 and Standard...

Definition + POL-Audit Allowed virtual machine SKUs

=

Figure 4-9. Policy compliance view showing updated description

Additionally, the category of the definition will show Production Approved when
viewed in the definition node.

Major Objective Changes

Change the "effect" to "Deny" for policy enforcement, and exclude the development
resource group from the policy assignment.

1. Navigate to the Definitions section of the Policy node in the Azure
portal.

2. Select POL-Audit Allowed virtual machines SKUs, as you created
in the previous steps, and click Duplicate definition.

3. Select MG-Assigned Subscriptions as the definition location.

4. Change the policy name to POL-Enforce Allowed virtual
machine SKUs. Update the description to the following:
This enforcement policy denies the creation of virtual
machine SKUs that your organization has not approved for
deployment. The SKUs in scope of this policy are specified in
the assignment. Ensure you list the SKUs in the description of the
assignment, and that the "effect" is "Deny".

75



CHAPTER 4  AZURE POLICY IMPLEMENTATION AND MANAGEMENT

Name @ -
POL-Enforce Allowed virtual machine SKUs v

Description

This enforcement policy denies the creation of virtual machine SKUs that your organization has not approved for deployment.
The SKUs in scope of this policy are specified in the assignment. Ensure you list the SKUs in the description of the assignment.

Category @
F = i
(@) Create new () Use existing

Production Approved

POLICY RULE

4 Import sample policy definition from GitHub

E Learn more about policy definition structure

WY I
2 "mode”: "indexed”,

3 "policyRule”: {

4 1 |

H "allof™: [

6 {

7 "field": “type",

8 “equals”: "Microsoft.Compute/virtualMachines™

) ¥s

1e {

11 "not": {

12 "field": "Microsoft.Compute/virtualMachines/sku.name",
13 "in": "[parameters(’'listOfAllowedSKUs"'}]"

14 }

15 ¥

16 ]

17 Is

18 “thegt. £

19 ( | ”effecg": "Deny” )

5. Click Save to complete the policy update (a new policy is created).

The effect of this change is that we now have two policies. This approach ensures
that you follow a process that minimizes the impact of major policy changes. In effect,
we have an option to roll back our change and avoid impacting assignments using the
previous policy definition.

The second part is to assign the updated policy and allow exclusions.
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Exclusions

An exclusion can be set at the management group, subscription, resource group, or
specific resource level. You can only set exclusions on resources from one resource
group at a time.

Follow the steps in the “Assigning Policies” section of this chapter but with the
following changes.

1. Ensure that IT-Prod-Default-Sub is selected as the scope
and click the ... button under Exclusions. Select MG-CC003
IT Services, and then select IT-Prod-Default-Sub in the
subscriptions field. Check all resources groups in the subscription
to be excluded. Click Add to Selected Scope, and then click Save.

Asign iy Exclusions
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2. Under Policy definition, click the ... button to select the
enforcement policy you created earlier, append Enforce- to the
assignment name. Type a description that includes the SKUs not
allowed, which you select in the Parameters section, and click
Assign.

Dashboard » Policy - Assignments > Assign policy

Assign policy

SCOPE

* Scope (Learn more about setting the scope)

[ IT-Prod-Default-Sub -./. -
Exclusions

[ 17-Prog-Default-Sub/CC003-Dev-RG =]
BASICS

-~ =

8 Policy definition
POL-Enforce Allowed virtual machine SKUs » !

" Assignment name @

Erforce-PO’..-Ef'force Aliowed virtual machine 5KUs v

Enforcing compliance of only allowing the following SKUs for ViMs:
Standard_D1_v2 and Standard_VS2_v2

M

Assigned by

Samuel Erskine - @samerskine

PARAMETERS

* Allowed SKUs ®

2 selected ~

Deny policies like the one used in the example are evaluated and enforced at the
time of resource creation. In our example of the allowed VM SKUs, when the Create VM
wizard gets to the point of validation, an error is shown, as illustrated in Figure 4-10.
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Create a virtual machine

) vvicamen e Cocrere 1o view sea

PROGUUCT EATANS

T 00119 GBR/r

SKU type
«{ violates
policy rules

Value of good
naming convention

Figure 4-10. Error showing a violation of a policy at resource creation

Creating Initiatives

Initiatives are used to group policies to assign one or more compliance objectives. The
recommendation is to use an initiative even if all you have is a single policy. This concept
is similar to the use of groups instead of individual users when assigning role-based
security.

Azure provides a library of built-in initiatives for common organizational compliance
objectives that you can use as a starting point. You can view the built-in initiatives
available in the Policy node under Definitions. Set the filter under Definition type to see
the available initiatives and their respective categories. Figure 4-11 shows the built-in
initiatives available in Azure at the time of writing.
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Policy - Definitions

HHEHEE

I

......

[it
¢
i

Figure 4-11. Built-in Azure initiatives

There are two options available to create initiative definitions: new or duplicate a
built-in or custom initiative. The steps to duplicate an initiative are the same as that used
for a policy. This section walks you through creating a new initiative. Prior to creating
the new initiative in this example, we have duplicated the allowed locations policy
and changed the effect type to audit. The two policies are stored in the same definition
location. Figure 4-12 shows the two policies. You can create and name your policy to suit
your requirements when performing the steps in this exercise.

ard * Policy - Definibons
Policy - Definitions

e Definition type ¥oe
= Overview =
MG-Production - A1l definition types w Custerr ~

di Getting started

8 Compliance MAME DEFINITION LOCATION FOLICIES

# Remediation
POL-Audit Allowed locations MG Assigned Subscriptions
Authoring POL-Audit Allowed virtusl machine SKUs MG-Assigned Subscriptions

= Assignments POL-Enforce Allowed virtual machine SKUs MG-Assigned Subscriptions

7] Definitions

Figure 4-12. Policies in scope of initiative

Follow these steps to create a new initiative using two policies.
1. Connect to the Azure portal at https://portal.azure.com.

2. Click Policy under the Favorites section in the left navigation bar
(this assumes you followed the previous steps in this chapter).
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3. Inthe Policy blade, select Definitions and click Initiative
definition.

Dashboard > Policy - Definitions

Policy - Definitions

Search (Ctri+/) ] « G‘ Initiative definition + Policy definition O
Scope
(& Overview r -
MG-Production '

di Getting started

%] Compliance NAME

4. Select the initiative location. Provide a name and description.
Either create a new category or select an existing category for the
initiative.

Dashboard > Policy - Definitions > Initiative definition
Initiative definition

BASICS

fF Definition location

| MG-Production

* Name @

o

INI-Audit Allow VM SKUs and locations

v

Description @

Initiative auditing VM SKUs and locations for adherence t the corporate objectives

Category @

() Create new (@) Use existing

Wlades 2eview

5. Under Available Definitions, select the policies in scope of this
definition by clicking the + icon. In the example, we selected the
allowed VM SKUs and the allowed locations. These two policies
require parameter values. Set the value field for both to Use
Initiative Parameter to allow the parameters to be set during the
initiative assignment. Click Save.
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* Initistive definition

AVAILABLE DEFINITIONS

it Aliow VM SKUS and locations ]

= Policy Definitions (3)
Cesrpton @ LI

N 3uaing VMM SKLS and I0CHTons for ACenence § The COMponte objectves

POL-Audit Allowed virtual machine SXUs
Custom

POL-Audit Allowed locations

Custom
Category @

() Craate rew (@) Use eusting

This swdit only policy ensbies you to theck for complighce against &
The $KUs in scope of this policy are specified in the assnment. Ensus

This policy audits adherence to restricted locations yolir crpanization
i Exch e D

30urte groups, Microsaft

Undar Riviayy ¥ POL-Enforce Allawed virtual machine SXUS
L Custom
POLICIES AND PARAMETERS This enfarcement policy denies the creation of wirtual machine SKLis

The SKUS in scope of this poicy are specitied in the assigament. Encur

in'2istives are composed of one Or mone Doiicies. ASd policies 0 this Initiative from the st on the right

POL-Audit Allcwed virtual machine SKUs Tnis 300t ooy policy enabies you to check for complia

ce against a set of virtual mac... Custom Deiete

Faramanee same Vaba(z)
Alicwed SEUs @ -nm Use intistive Parameter W || USTOFALLOWEDSKUS, 1 b
POL-Audit Alliowed locations This policy sudits sdnerence to restricted iocatons your organizationnss specified whe. Custom Deiete
Faramenee mame Vakse(x]
ed locations @ . } Use inctiative Fararmmtar - w
FARAMITER NAME DISPLAY HAME ™ ALLOWED YALUES
LISTOFALLOWEDSKUS 1 Algwea SKUS Array (Azure VM SKU) Opticealy lmit siowed values for 3w | *o=

LISTORALLOWEDLOCATIONS, | Aliowed 1ocations ey (Azore leeatien Opticrly Imit Mowes et for div | see

A new custom initiative containing two policies is created. It is available to you for
assignment, as illustrated in Figure 4-13.

Policy - Definitions

“ Gattng iated

o Ramadaton

Figure 4-13. Custom initiative

Assigning Initiatives

In the previous section, we followed the steps to create a new definition. The next step
is to assign the definition to a management group, subscription, or resource group. In
our next example, we will assign the initiative to a subscription in order to audit the

compliance state of the virtual machines in resources groups in that subscription.
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The scenario for the initiative assignment is as follows. The objective is to check

for compliance of virtual machines against the corporate-approved SKUs and allowed

geographical locations where these virtual machines can reside.

1.

2.

Assign initiative

Connect to the Azure portal at https://portal.azure.com.

Click Policy under the Favorites section in the left navigation bar,
or use the policy management tile if you created the Governance
& Compliance dashboard (this assumes you followed the previous
steps in this chapter).

In the Policy blade, click Assignments and then click Assign
initiative.

Click the ... button under Scope and navigate to the subscription
under the MG-CCO003 IT Services child management group. Select

IT-Prod-Default-Sub (in our environment, yours may defer, so
select as appropriate) and then click Select.
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5. Edit the assignment name to your standard, provide a description,
set the parameter values for the two policies, and click Assign.

Dashbeard > Policy - Assignments > Assign initiative

Assign initiative

SCOPE

* Scope (Learn more about setting the scope)
IT-Prod-Default-Sub v .

olly select resources to exempt from the policy assignment !

BASICS

* Initiative definition

INI-Augit Allow VM SKUs and locations .
* Assignment name @
INI-Audit Allow VM SKUs and lacations i

oot
Check for compliance of virtual machines against the corporate approved SKUs and allowed geographical locations where these virtual machines can reside

Sam Ersiine @samersking

PARAMETERS

¥ Aligwed SKUs
2 stlected v
2 stlected N

MANAGED ICENTITY

6. You can verify that the assignment has been created by navigating
to the Policy - Overview blade. The initial state will be not started.
Once the evaluation cycle has been triggered, the state is updated
to compliant or non-compliant, based on the rules of the policies
in the initiative. Figure 4-14 shows the compliant state of the

initiative assigned in the example.
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Home » Policy
Policy
| 7oy 1 Scooe

2 Overvew

i Getting started
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Figure 4-14. Policy and initiative states

We can drill further into the compliance status by clicking the initiative and then
clicking the policy showing non-compliance to view the resources that do not meet the
objectives. In our case, using the allowed locations, the parameter values were set to
North Europe and West UK. Figure 4-15 shows that the resources are all in West Europe,
which is the reason for the non-compliance to that policy.

Home 3 Pohcy » Audie-INl-Audit Aliow VM 5EUs and locations » POL-Audit Allowed Iccations
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Figure 4-15. Compliance status of the policy with an initiative
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When you assign an initiative, it is important to review and ensure that the policies
that you include are not assigned separately through other policy assignments. This is to
ensure that the same policy is not assigned multiple times to the same resource(s).

Updating Initiatives

The value of using initiatives instead multiple policies is that you can update one or
more compliance objectives from one place. You update an initiative by either adding or
removing policies or updating the policy definitions contained within the initiative.

The following are the steps to add or remove policies from an initiative.

1. Navigate to the Policy node and select Definitions in the Azure
portal.

2. Select the initiative to be edited, and then select Edit Initiative.

3. To add additional policies, select the required policy/policies from
the Available Definitions section.

4. To remove existing policies from the initiative or modify
parameters, click Delete under the Policies and Parameters
section, or modify the parameters.

INlaudﬂ Nlo:\- \:l;sl ;‘JS ahd b(‘a‘lxms‘.
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5. You can also change the initiative’s name and definition.
6. Click Save to complete the necessary update(s).

In addition to using the Azure portal for creating and updating policies/initiatives,
you can also use PowerShell or Azure CLI to perform the same actions. The Chapter 7
provides examples of using automation through PowerShell and command-line options.
For examples, refer to https://docs.microsoft.com/en-us/powershell/module/
azurerm.resources/?view=azurermps-6.13.0#policies

Taking Action on Policy Results

The follow-up actions that you can take on policy results depend on the rules,
conditions, and effect specified in the policy. There are six policy effects available.

e Append

e Audit

o AuditIfNotExists

¢ Deny

o DeployIfNotExists
o Disabled

Append

Append adds fields to the target resource during a create or update. Examples include
adding tag values, like environment resource owner. The following is an append effect
JSON that specifies an environment tag (key/value pair).

{
"properties": {
"displayName": "Apply tag and its default value",
"policyType": "BuiltIn",
"description”: "Applies a required tag and its default value if it is
not specified by the user.",
"parameters": {
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"tagName": {
"type": "String",
"metadata": {
"description”: "Name of the tag, such as Environment"

}
}J
"tagValue": {
"type": "String",
"metadata": {
"description": "Value of the tag, such as Development"

}
}’
"policyRule": {
"if": |
"field": "[concat('tags[', parameters('tagName'), '1')1",
"exists": "false"
})
"then": {
"effect": "append",
"details": [
{
"field": "[concat('tags[', parameters('tagName'), '1')]",
"[parameters('tagValue')]

"value":

}
1

"id": "/providers/Microsoft.Authorization/policyDefinitions/2a0e14a6-
boa6-4fab-991a-187a4f81c498",

"type": "Microsoft.Authorization/policyDefinitions”,

"name": "2a0el4a6-b0a6-4fab-991a-187a4f81c498"
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Audit

Audit is the equivalent of a report-only mode. The rule checks for a condition and
reports as compliant if true and non-compliant if false. No action is taken. It is the
condition used in most of the exercises so far in this book.

AuditlfNotExists

AuditIfNotExists can be confusing to understand, but in essence, it is similar to Audit.
Audit checks for the compliance of a resource to a specific condition, such as allowed
VM SKUs; however, AuditIfNotExists is more aligned to checking if a resource property
or artifact exists. An example is checking whether anti-malware extensions are enabled.
This effect type also reports back true or false but does not have remediation (deploy
instructions as part of the then portion of the definition). The following code snippet

is an example of checking for the existence of anti-malware extensions on a virtual

machine.
{
"if" {
"field": "type",
"equals": "Microsoft.Compute/virtualMachines"
1
"then": {
"effect": "auditIfNotExists",
"details": {

"type": "Microsoft.Compute/virtualMachines/extensions",
"existenceCondition": {
"allof": [{
"field": "Microsoft.Compute/virtualMachines/
extensions/publisher”,
"equals": "Microsoft.Azure.Security"

"field": "Microsoft.Compute/virtualMachines/
extensions/type",
"equals": "IaaSAntimalware"
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}

Deny

The Deny effect is used to prevent the creation of resources that do not meet a condition.
In the case where a resource already exists and does not meet the condition, then a
non-compliance state is reported. An example is preventing VMs from being created that
do not use an approved SKU. When evaluating creation, the effect will throw an error
message and prevent the creation.

DeploylfNotExists

DeployIfNotExists is similar to AuditIfNotExists; the difference is that it can deploy a
template for remediation based on the non-compliance condition. When non-compliant
is returned for this effect type, it is not auto-remediated. You will need to create a
remediation task to complete the process using the template defined in the policy.

Disable

This effect type disables the policy and is the equivalent of not evaluating. This is a useful
effect in initiatives, where one or more policies can be disabled during testing without
impacting the other policies or removing the policy from the initiative assignment. The
effects’ order of precedence is documented at https://docs.microsoft.com/en-us/
azure/governance/policy/concepts/effects.

Requests to create or update a resource through Azure Resource Manager are
evaluated by policy first. Policy creates a list of all assignments that apply to the resource,
and then evaluates the resource against each definition. Policy processes several of
the effects before handing the request to the appropriate resource provider. Doing so
prevents unnecessary processing by a resource provider when a resource doesn’t meet
the designed governance controls of policy.
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Disabled is checked first to determine if the policy rule should be
evaluated.

Append is then evaluated. Since append could alter the request, a
change made by append may prevent an audit or deny effect from
triggering.

Deny is then evaluated. By evaluating deny before audit, double

logging of an undesired resource is prevented.

Audit is then evaluated before the request going to the resource
provider.

After the resource provider returns a success code,
AuditIfNotExists and DeployIlfNotExists evaluate to determine if
additional compliance logging or action is required.

Table 4-2 shows a summary of different condition effects based on the resource state.

Table 4-2. Summary of Condition Effects

Resource State  Effect Policy Evaluation  Gompliance State
Exists Deny, Audit, Append*, True Non-Compliant
DeploylfNotExist*,
AuditlfNotExist*
Exists Deny, Audit, Append*, False Compliant
DeploylfNotExist™,
AuditlfNotExist*
New Audit, AuditlfNotExist* True Non-Compliant
New Audit, AuditlfNotExist* False Compliant

*The Append, DeploylfNotExist, and AuditifNotExist effects require the IF statement to be TRUE.
The effects also require the existence condition to be FALSE to be non-compliant. When TRUE, the
IF condlition triggers evaluation of the existence condition for the related resources.

Remediation Options

The effect settings you select for the policies you assign will determine your remediation

options. You have two options available for remediation: manual and automatic.
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Manual Remediation

Manual remediation can be performed using the Azure portal or command-line
options. This would depend on the policy objective and the complexity of remediation.
As an example, updating the tag for the environment will be simpler than changing

the virtual machine SKU. The manual remediation option will be more aligned with
policies that are set to audit only. This is the first scenario for using Azure policy for
existing environments that were set up before the compliance objects were agreed on or
mandated for your organization.

Automatic Remediation

The second option is automatic remediation. This can be triggered through the policy
service using the remediation node or your own automation tools and scripts that target
the resources that are out of compliance.

The option for remediation through the policy services is applicable to policies that
use the DeployIfNotExists effect. You first assign a policy with the specified effect, and
then create a remediation task to target non-compliant resources. The remediation task
uses a security principal known as the managed identity, which is granted the security
role appropriate to perform the remediation. The managed identity can be automatically
created using the Azure policy definition or created manually. The following example
walks through creating a DeploylfNotExists policy, assigning it to resources and creating
aremediation task. All the steps are performed using the Azure portal.

We will use a duplicate of the built-in policy deploy default—Microsoft
TaaSAntimalware extension for Windows Server. The steps are as follows.

1. Connectto the Azure portal at https://portal.azure.com.

2. Click Policy under the Favorites section in the left navigation bar
(this assumes you followed the previous steps in this chapter).

3. Inthe Policy blade, select Definitions.

4. Inthe Definitions blade, type anti in the search field and select
Deploy default Microsoft laaSAntimalware extension for
Windows Server.

5. You are presented with the built-in policy definition for the policy.
Click Duplicate definition.
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6. Make the following changes.

a. Definition location: Click the ... button, and then click
MG-Assigned Subscriptions. Click Select.

b. Name: Edit the name to POL-Enforce Deploy default
Microsoft laaSAntimalware extension for Windows Server.
Leave the default description.

c. Category: Ensure that Create new is selected and type Can
Remediate. Click Save.

Dashboard > Policy - Definitions > Deploy default Microsoft laaSAntimalware extension for Windows Server > Deploy default Mi ft IsaSAntimal extension for Wind Server

Deploy default Microsoft laaSAntimalware extension for Windows Server

Name @
Enforce-Deploy default Microsoft IaaSAntimahware extension for Windows Senver v

This policy deplays & Microsoft I3aSAntimalware extension with 3 default configuraion when 3 VM is not configured with the antimalware extension
Category @

®) Create new ) Use existing

Can Remediate

7. Verify that the custom policy has been created by selecting
definitions and setting the type filter to Custom. Notice that the
name, definition location, and category values are set to what you
selected and typed.

8. Follow the steps used to create a new initiative to create one called
INI-Mandatory Default Extensions.
a. Initiative location: MG-Assigned Subscriptions
b. Initiative name: INI-Mandatory Default Extensions

c. Initiative description: Default extensions required for
Windows Servers
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d. Category: Can Remediate

e. Available Definitions: Select the new policy you created in the
earlier steps.

9. Click Save.

Initiative definition

BASICS AVAILABLE DEFINITIONS.
2] '
: ©
°
POLICHS AND PARAMITERS
e Tty fafeat Mk Inatn, - e o
PRLATTIE WM oL A e e vait

10. Inthe Assignment node, click Assign initiative.

11. Select the new initiative you created using the ... button next to
the initiative definition field, provide a description. Note that
Create a Managed Identity is automatically checked because the
policy in this initiative has a DeploylfNotExists effect. Click Assign
to complete the assignment.
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Dashboard > Policy - Assignments > Assign initiathve

> Assign initiative

SCOPE

* Scope (Leam more about setting the scope;

MG-Ass gned Subscriptions =]

'8 BASiCS N

* initiative definition
INI-Msnatony Defsurt Extensions A !

" Assignment name ©

INI-Mandatory Defaut Extensions v

Ve that chacks for mandatory extersians and prepares for remadiation]

Assigned oy

Sam Ersking @samersking

MANAGED IDENTITY

Povicies with effect type deploylfNatExist need the ability to deploy resources. To do this, 8 managed identity will be created to deplay the resources for you.
Learn mare sbout Mansged Identity.

12. 'Wait for 30 minutes for the initial evaluation cycle to complete
before moving on to the next step. This should be the case when
the Compliance State changes from not started to non-compliant.

13. This initiative shows as non-compliant in our environment
because the virtual machines in scope do not have the anti-
malware extension.

Dushbowrd + Poley
Policy
« e
e | - |
Chren
Y or-coms o T - =T
0% 2a 3 e
e storl naats sute
Mtrang
= apprmes A (=1 Cotarat T oL M COMPUANT BRI NOCOMPLANT FCH
L © nncompnses ™ |
B O Nor-compbant La] 1
S T - - D) :
S 0 Comosant s . 0
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14. Navigate to the Remediation section in the Policy node. Notice
that the Enforce Deploy default Microsoft laaSAntimalware
extension for Windows Server is listed under Policies to

remediate.

d » Policy - Remediazicn

Policy - Remediation

= Overview - -

Pobices to remediate  Rame:

‘.
"y LY
o Tha s ot of s gred s cies wit eyl elct

POLICY DATITION ASSRGRANT RESOURCES 1O REMEDWTE

Bepinty Enforce. Depaay Sefault Microsoft LaSAnSmamvare extension for Windows Server i INI-Mandatory Detault Extensions

o

MG-Assigred Subsnpnons

15. Click the policy to go to the New remediation task screen. Click

Remediate.

New remediation task

16. Wait for a few minutes and go back to the compliance page of the

initiative. Selecting the Remediation Tasks tab will show the status

of the remediation task.
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& 100% 0= 0 et
17. You can also verify that the extension has been installed on a
resource in scope. In this case, the virtual machine shows that the
remediation was successful.
« i 9 x [,: WDMMO‘I Extensions
| gz
G GO e ks contrel (AN g e e Y v Parmaneg wTenied
B Gy ®
X Disgeone wad roive prebie.
18. Finally, notice that the initiative compliance has now changed to

compliant.
Dashboad > ?:t)’
Policy

kfj:oc-)!‘l_hi.: .

[E Ovenaew
i Getting started
v 0% la 2s 2e
Autronng o
> 5“1; Nty AN OO COMPLIANCE STATE COMPLAMET NOM-COMPLANT RESOURCTS
T Defnivions B A BN At Al VM S and It ations 7. Byt Dot St © Nonompliant o F
Blutpnnm w Auditing. POL-Audit AScwed virlual machine SKUL MG Production 0 Noncomplant o 2
B Blueprints (preview ® Enforoe POL-Enforce Aowed wirtual maching SKUs IT-Prod-Default-Sub O Comgpliant 00% o
Rescurces ( .d NI -Mandatory Defautt Extensions MG-Assgned SUDICTPEons © Compiant 0o D

' Resource Gragh (preveew)

There are numerous resources available, including the official Microsoft sites with
examples of other remediation-capable policies.
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Update Governance Dashboard

We created a dashboard earlier in the chapter to simplify access to the Azure services
that you use for governance and compliance activities. Follow these steps to enhance the
dashboard to include

e Access to subscriptions
o Cost management
o Direct access to the initiatives

1. Inthe Azure portal, click Dashboards and select the
dashboard that you created.

2. Click Subscriptions under Favorites (if you did not follow the
steps to add subscriptions to the Favorites section, click All
services and then click Subscriptions).

Microsoft Azure 2

All services Filter By category

4

Create a resource

f+ Home
GEMERAL (15)
Dashboard
All resources
All services
% FAVORITES ( Subscriptions ) %4
@ Security Center (D Reservations *
= 9 Service Health *
Management groups
@ what's new *

Q Cost Management + Billing

3. Inthe Subscriptions blade, click the pin icon (top right) to pin
to the current dashboard.

4. Repeat steps 2 and 3 but this time, select Cost Management +
Billing.

98



CHAPTER 4  AZURE POLICY IMPLEMENTATION AND MANAGEMENT

5. Navigate to the Policy blade. Click Compliance to show the
compliance state of all policy and initiative assignments. Set
the type filter to Initiative.

hooard » Policy - Compliance

Policy - Compliance

« v policy [ daive () Re
Toarvm k
d-Dtault-Suts ‘ - a e ~
i Getting started - - .
-— -
omplisnce L) el onciui iance @ Non-compliant inKioves. @ Non-cCompiant polces @ = AR—
"t 0% 1a 25 2¢
Authoring Doutef2 et st ool
= Assgnments AME oo COMPLIANCE STATE COMPLANCE NON-COMPLANT RESOURCES
=] Definitions
i At AN Ausit Allonss VM SKLR and locationn TProd-Del.. D Nom.compliant -3 F
Bhaepeint:
& INL-Mandatory Default Extensions MGAsign @ Compliant 0o% o
B Bluepnnts (p ——
Fartources

6. Click Audit-INI-Audit Allow VM SKUs and location to open
the initiative blade. Click the pin icon on the top right to place
on the dashboard.

1% Polcy - Comphance

Policy - Compliance

{ ) Refresn
aar
2 Owvervew
T-Predh. Dot Suit ‘ nmatne v | aa - wl| |
i Getting started s w0 - '
e o - - -
' Compiance = s el ity Gwasteimmend
@ Apmedanon 0,
0 A ‘I a 25 2¢
e doutol2 suted 3 st ed w2
Assigrumencs ML WO COMPLIASCE STATE COMPLIANCE NON-DOMPLIANT RISOURCLS
T Definticns
e Ak AN skt Aliow VM SXLI and locationt ITfrad-Def.. @ Non-compliant o 2
Bueprinty
s i 141 Mandatory Dedaule Exersions MG Assign . @ Compliant 100% o

05 Sleprints (preview)

7. Repeat step 6; but this time, select the second initiative.

8. Return to the dashboard. You should now have the
original dashboard updated to include Subscriptions, Cost
Management + Billing, and the two initiatives.

NON-COMPLANT POLICIES

NON-COMPLIANT FOUCILS

99



CHAPTER 4  AZURE POLICY IMPLEMENTATION AND MANAGEMENT

Microsoft Azure £ Search resources, services, and docs

Governance & Compliance ¥ -+ Newdashboard T Upload L Download ¢ Edit

Create a resource

f* Home Policy Management

cant

o o o)

K FAVORITES Management groups Initiative compliance

= Audit-INI-Audit Allow VM SKU.
B Security Center

*: Policy

Management groups

- —a
Q) Cost Management + Billing ' |
€ Ssubsariptions -

Subscriptions Cost Management + Initiative compliance

B Blueprints i
gt Billing Ni-Mangatory Default Extensi..

Resource Graph

Virtual machines

You now have a focused dashboard dedicated to governance and compliance
management. The dashboard can be shared with other portal users. https://docs.
microsoft.com/en-us/azure/azure-portal/azure-portal-dashboards has additional
information on creating and customizing dashboards in the Azure portal.

Building, maintaining, and continually improving a well-governed cloud
environment is foundational to organizations of all sizes. Azure Policy helps
organizations achieve these goals. Similar to all technology, you must plan accordingly
and delve into how Azure Policy works, and more importantly, how to use it to achieve
your goals. Remember that like all cloud technologies, Azure Policy is constantly
updated and new features are continually introduced, so review these changes as part of
your overall governance process.

Summary

This chapter started with how to plan for your policies and initiatives, then delved into
policies and initiatives in action, and concluded with remediating non-compliance to
policies. The next chapter walks you through the Azure Security Center.
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CHAPTER 5

Azure Security Center

Azure Security Center is Microsoft’s centralized dashboard solution for all things
security, whether in Azure or in a hybrid topology.
This chapter walks you through the following.

e What Azure Security Center is

e How to enable and use Azure Security Center

o How to protect your Azure and on-premises resources

e Using Azure Security Center to protect your data

« Enhancing security by following ASC recommendations
o Azure Security Center advanced features and capabilities

e Security Score and how to optimize

What Is Azure Security Center?

Azure Security Center is an Azure service that aims to optimize an organization’s security
and the overall protection of its resources. Resources can run in Azure and comprises
Azure [aaS and Paa$ objects. By deploying the Azure Microsoft Management Agent onto
virtual machines or physical servers, once can extend Azure Security Center to report on
hybrid systems as well.

Many organizations are moving workloads to the cloud, or deploying new workloads
in the cloud, to optimize their security posture. This is a funny twist from several years
ago, where organizations did not trust public cloud computing that much. We remember
several situations in classroom trainings and customer meetings, where a public cloud
was out of the question “because it is not secure.” Things have changed over only a
couple of years! That is obviously a good thing. As soon as we started working with
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Azure, we were true believers of its enhanced security. Because, face it, security is really
the baseline of any public cloud environment. Or, said differently, if public cloud would
not be secure, there would not even be a need for public cloud.

That said, cloud security is a shared responsibility. The cloud provider (Microsoft in
this Azure world) is mainly responsible for the physical data center, up to the hypervisor
if you want. When you as a customer deploy virtual machines on top, you need to take
control of the virtual machine security. Think of system hardening, network security,
administrative access, and the like. When using Platform as a Service, Microsoft is even
more responsible for handling security, as it goes all the way up to the application itself.
Think of running Azure web apps, SQL Azure, and other such serverless solutions. As a
customer, you are mainly responsible for securing the data, and less for taking control of
the underlying systems, because that is probably not even possible.

Security is part of all layers of the public cloud environment.

The good news is that Azure Security Center has the capabilities to tackle and report
on each of these layers in an Azure environment, as well as in a hybrid cloud scenario.

Security Challenges

Any organization, no matter if it is a small or medium sized business, or a multinational,
they all face identical security challenges. The larger or more publicly known the
organization is, the larger the attack surface might be. Yet, sometimes even a small start-
up can be a security target.

Depending on what they are doing as a core business, which intelligence or
information systems they use, and who their competition is, an organization should
always “assume breach.” (We will talk more about this later.)

With that in mind, any organization’s security challenges can be summarized in
three different pillars.

a) Attacks are becoming more and more advanced
b) Systems are changing fast
c) Security experts are hard to find

Allow us to explain each of these challenges more in detail.
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Advanced Attacks

Some of you might remember the long-gone days of annoying computer viruses. While
the initial intention was to infect the machine, some of those viruses were far from the
recent CryptoLocker and alike. (Some examples from the mid-1980s were Ping Pong,
where every 30 seconds some characters on a screen would just drop or start bouncing,
and AIDS Trojan, which encrypted all the files on your hard drive. So CryptoLocker
wasn’t all that new after all.)

If you think about how many Internet-facing applications we are using on a day-
to-day basis, even to do our corporate job, it is no surprise attacks are becoming more
and more advanced. From connecting our machine in the morning, checking emails,
or storing files in a cloud storage system like OneDrive, Dropbox, or Google Drive, to
connecting to cloud SaaS apps like Office 365— every application is an attack surface.

Systems Are Changing Fast

We all face frustration when a Windows Update is installed right as we start an important
presentation. But hey, they are for a good reason—security. Eighty percent of all software
updates are related to fixing security issues. When looking at how easy it is to deploy new
virtual machines on Azure, it is important that each of these workloads is secure “out of
the box.” Next to that, how can we make sure that our workloads are always secure, even
the ones we deployed weeks or months back? And what if those systems are not (always)
deployed and managed by the IT team?

Security Experts Are Hard to Find

The third statement is a bold one. Think back to where this section started; organizations
from any size, small to multinational, face these security challenges. In larger
organizations, it should be no surprise that IT teams are taking ownership of systems’
security hardening. What about smaller organizations? They sometimes believe that
their systems and applications are secure, and they are not under attack. (Who would be
interested in our company?) In this fast-changing world of systems, it is hard to catch up.
And knowing that IT environments are becoming more and more complex, especially
when extending to public cloud environments and cloud SaaS$ applications, it is not
possible to keep all systems under control.
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Azure Security Center to the Rescue

We will talk a lot more about all the security and protection features that Azure Security
Center brings to the table, but since we are still in the overview section, let’s position ASC
from a high level and discuss how it helps tackle the aforementioned challenges.

Protection at Cloud Speed

Azure Security Center runs as a cloud service in Azure, meaning it relies on the cloud
itself, to offer this service. Starting from the initial activation (nothing needs to be
deployed or installed), Azure Security Center is operational in seconds. Starting from
the Azure subscription in which it was activated, it immediately starts learning from the
running services and resources, and starts reporting on their security state. Detecting
security vulnerabilities is lightning fast; remediation reporting is done within minutes.
Even fixing the security issues usually only requires a few clicks.

Real-Time, Built-In Threat Protection

Outside of all the other advanced security features and solutions, one of Azure Security
Center’s core services is to provide real-time threat protection. By learning your
deployed resources, both Azure and hybrid, Azure Security Center provides a list of
security recommendations and security alerts for you to take action on.

No Security Experts Required

As bold as the statement around security experts was before, this should be understood
in the same way. We obviously still need security experts, and honestly the more the
better, but the way Azure Security Center assists with reporting and alerting about
security issues in your environment, the security officers in an organization should not
be the only people able to understand how to fix the issues. Again, ASC can help here by
using a lightweight approach in providing recommendations and security alerts.

How Azure Security Center Is Organized

When you open Azure Security Center for the first time, without any modifications to the
dashboards, it looks like what’s shown in Figure 5-1.
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Figure 5-1. Azure Security Center - Overview Dashboard

We will go over every aspect of Azure Security Center in more detail later on, but this
is the high-level structure in which it is organized.

Policy and Compliance

In the Policy and Compliance section, Azure Security Center reports about your overall
Azure subscription compliance. You can drill down to the specific Azure policies being
configured in your Azure environment. A nice feature here is the overall secure score
(12%) for this section (based on our sample environment, there seems to be some room

for improvement and optimization).

Resource Security Hygiene

The Resource Security Hygiene section is where you get an immediate view on your
infrastructure security, highlighting compute and apps, networking, data and storage,
and identity and access. A secure score option (327 in the example) and a summary of
security optimization recommendations for your specific environment are provided.
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Threat Protection

Azure Security Center is backed by Microsoft security researchers, who are constantly
looking out for new threats. Based on global Internet detection mechanisms (coming
from Azure and Office 365 traffic scanning, but also from Xbox, Outlook.com and other
services) that Microsoft is using continuously, any threat that gets detected is almost
immediately handed over to Azure Security Center and raised as an alert. Whenever
attackers update and release new exploits, Azure Security Center updates its detection
mechanisms, which provides a very powerful tool in threat protection.

Advanced Cloud Defense

Advanced cloud defense is the last group of security mechanisms in Azure Security
Center, providing protection of applications, virtual machines, and files. A feature like
adaptive application controls allows organizations to define what applications can and
cannot run inside virtual machines. Virtual machine administrative-level access can be
protected by using just-in-time VM access. Lastly, a service like File Integrity Monitoring,
allows organizations to validate the integrity of critical system and application files
within virtual machines.

Automation and Orchestration

Azure has an extensive built-in automation tool known as Azure Automation. This
service allows you to execute so-called runbooks, and automating just about any task
against your Azure resources, as well as against your hybrid-running infrastructure.
However, in case of Azure Security Center, automation is driven out of security
playbooks, a service that actually relies on Azure Logic Apps workflows. A security
playbook s a collection of steps and procedures that can be executed from ASC, once it
is triggered out of a security alert.

Azure Security Center Cost

Before we move over to the more technical aspects of enabling and configuring Azure
Security Center, it is important to understand its cost model.
Azure Security Center is offered in two different pricing tiers.

o Free edition

e Standard edition
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Free Edition

The Azure Security Center Free edition is what everyone gets as part of an Azure
subscription. It provides the core security features that we covered in the Overview
section—namely policies, security assessment, and security recommendations.

Standard Edition

The Standard edition is an add-on to the Free edition; it extends several of its capabilities
outside of Azure; for example, it allows you to integrate with hybrid clouds, whether
public or private. The Standard tier also provides advanced threat detection, relying on
behavioral analytics and machine learning.

The Standard edition can be enabled as a free trial for 30 days. After 30 days, you
have to calculate the cost of consumption, depending on the specific Azure Security
Center features you want to use, as well as what your environment looks like.

All pricing information can be reviewed on the Azure pricing page at www.azure.
com/pricing. For Azure Security Center-specific pricing, go to https://azure.
microsoft.com/en-us/pricing/details/security-center/.

Figure 5-2 shows the pricing structure at the time this book was written.

Pricing
RESOURCE TYPE FREE TIER STANDARD TIER
Virtual Machine Free ~$14.60/Server/Month
Included data - 500 MB/day
App Services Free ~$14.60/App Service/Manth
saL De Mot Available ~$15/5erver/Manth
MySQL (Preview) Mot Available ~47.50/Server/Manth*
PostgreSQL (Preview) Mot Available ~$7.50/Server/Month*
Storage (Preview) Mot Available $0/10K Transactions™

* Pricing displayed is preview pnice. Price will change at GA. For details on ASC features by rescurce, please refer to the resource specific documentation

Figure 5-2. Azure Security Center - Pricing structure

Estimate around $15 USD per month for each virtual machine or App Service you
want to protect with Azure Security Center. (Note that pricing can vary per region, where
the information in Figure 5-2 is for Central US at the time of writing.)
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Section Summary

In this section, we provided a high-level overview of Azure Security Center, including
how it helps organizations optimize their security posture in cloud and hybrid
environments. We gave a quick overview of the core capabilities and cost.

In the next section, you learn how to enable Azure Security Center and how to start

using its core built-in capabilities and features.

Enabling Azure Security Center

Now that you have a good understanding of the core capabilities and features of Azure
Security Center, we imagine that you want to move it up a notch by effectively exploring
the service in the Azure portal. And that’s exactly what we are going to do in this section.

Enabling ASC Free Edition

The good news is that there is nothing really to be enabled, as the service is already
baked into your Azure subscription. At least for everything that is related to the Free
edition’s capabilities. (Later on, we'll show you how to enable the Standard tier).

While there are a couple of different ways to navigate around in the Azure portal, the
“easiest” path would be this one.

1. From the Azure portal, select All services.

Create a resource

Home

I8 Dashboard

All services

2. From the list of services, search for security. This brings up a list of
all Azure services with the word security in its name. Here, notice
Security Center.
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All services

Application security groups
DDoS protection plans
Keywords: Security

Firewalls
Keywards: Security

MNetwerk security groups (classic)

* % *

*

e b & a

Security Center

3. Ifyouwant to add Security Center to your list of Favorites in the

Azure portal, click the star icon.

4. Click Security Center to open its blade in the Azure portal.

Home * Security Center - Overview
Security Center - Overview
Shewarg subseriphion Micresell Arure Sponsanshp

- . ®
Search (Cri+/,

GENERAL

O Overview

di Getting started
i Events

O search

POLICY & COMPLIANCE
1 Coverage
1f security palicy
RESOURCE SECURITY HYGIENE
= Recommendations
% Compute & apps
¥, Networking
® Data & storage
& Identity & access (Preview)
B Security solutions
ADVANCED CLOUD DEFENSE
== Adaptive application controls
(5 Justin time VM access

a File Integrity Monitoring

Y su bscriptions

Policy & compliance

Subscription coverage

Covered tstandard)
1
1 Coverod (free]
TETAL 0

et compreed

-
57 14 Covered resources

Resource security hygiene

Secure score
Sexure scon:
327 ctsrs
327

12 Active recommendations

Threat protection

(]

" & @&
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Citrix Virtual Desktops Essentials
Keywords: remote desktop security

Deep Security SaaS
MNetwork security groups

Security baselines

Service endpoint policies
Keywords: Network security

Policy compliance

Overall compliance

(e 12»

*
*
PREVIEW K
Least comphiant subscriptions
Microsoft Arure Spansarship 12%

Show pelicy compliance of your emvironment >

Resource health menitoring

u

& 6 Compute & apps

T Data & starage

©P 0 Networking

®
Bl 1 identity & access
I

Note that the content in the Overview pane may be different from what’s shown

here, depending what you have running within your Azure subscription. If you are first

enabling Azure Security Center before any other Azure resource, the Overview pane

is empty. If you already have resources running, Azure Security Center reports on the

security state of these resources.
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Managing ASC Using PowerShell (Preview)

In the context where you have multiple subscriptions to manage, it might be interesting
to know Azure Security Center now offers management capabilities from PowerShell.

Note This was offered in a preview stage at the time of writing (December 2018).

From an ASC perspective, the steps are mostly similar to the portal scenario and
involve the following.

1. Install the latest version of Azure PowerShell, opening the
PowerShell shell with administrative rights.

install-module -name azureRM -allowclobber

EX Administrator: Windows PowerShell - a x
PS C:\WINDOWS\system32> install-module -name azureRM -allowclobber -

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this repository, change its
InstallationPolicy value by running the Set-PSRepository cmdlet. Are you sure you want to install the modules from
'PSGallery’?

[¥] Yes [A] Yes to All [N] Mo [L] Mo to All [S] Suspend [?] Help (default is "N"): y

WARNING: Version '5.7.@"' of module "AzureRM' is already installed at 'C:\Program
IFiles\WindowsPowershell\Modules\AzureRM\5.7.8"'. To install version '6.13.1", run Install-Module and add the -Force
parameter, this command will install version '6.13.1"' in side-by-side with version '5.7.@°.

PS C:\WINDOWS\system32> install-module -name azureRM -allowclobber -force

b

2. Aswe were running version 5.7.0 on our machine, which was
recently updated with version 6.13.1, we're advised to install the
latest version, by running the following cmdlet.

Install-module AzureRM -allowclobber -Force

S C:\WINDOWS\system32> install-module -name azureRM -allowclobber -force
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3. The AzureRM.Security module is offered through PowerShellGet,
so we have to make sure this is running in the latest available
edition too.

Update-Module -Name PowerShellGet

4. Next, we need to install AzureRM.Profile, requiring a specific
version 5.5.0. (Again, this is preview and might have changed by
the time that you read this.)

install-module -name azurerm.profile -requiredversion 5.5.0

5. Now, we can install the actual AzureRM.Security Module, by
executing the following cmdlet.

install-module -name azurerm.security -allowprerelease

6. Once the module is installed, load it by firing off the import-
cmdlet.

import-module azurerm.security

7. Next, log on to your Azure subscription, with an account that has
administrative access (RBAC) to Azure Security Center.

Connect-azurermaccount

PS5 C:\WINDOWS\system32> update-module -Name PowerShellGet

PS C:\WINDOWS\system32> install-module -name azurerm.profile -requiredversion 5.5.@
PS C:\WINDOWS\system32> install-module -name azurerm.security -allowprerelease

PS C:\WINDOWS\system32> import-module azurerm.security

PS C:\WINDOWS\system32> connect-azurermaccount

ccount SubscriptionName TenantId Environment

int W cit.be Microsoft Azure Sponsorship 70681eb4-8dbc-40 & S  AzureCloud

8. Validate that you can read some of the security alerts by running
the following cmdlet.

Get-AzureRMSecurityAlert
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¥ Administrator: Windows PowerShell - a x

Id

Name

ActionTaken
AlertDisplayName
AlertName

CanBelInvestigated
CompromisedEntity
ConfidenceReasons
ConfidenceScore
Description

DetectedTimeUtc
Entities

InstanceId
RemediationSteps

ReportedSeverity
ReportedTimeUtc
State
SubscriptionId

: fsubscriptions/@a487898-ch - -

. — - - - “0jumpVMRG/providers/
Microsoft.Security/locations/centralus/alerts/2518592039914364162_8ed3bdas-da@5-42@b-8f24-c68f5dd7

eaae

1 2518592039914304162_80d3bdag-da®5-420b-8f24-ce8f5dd7eaae
: Detected

: Suspicious authentication activity

: Login_BF_ValidUserFailed

AssociatedResource :

/subscriptions/@ad4e7898-ce77- v W
Microsoft.Compute/virtualMachines/jumpvm

T - supe - 0 jumpVMRG/providers/

: True
¢ jumpvm

f{}

: Although none of them succeeded, some of them used accounts were recognized by the host.

This resembles a dictionary attack, in which an attacker performs numerous authentication
attempts using a dictionary of predefined account names and passwords in order to find valid
credentials to access the host.

This indicates that some of your host account names might exist in a well-known account name
dictionary.

1 11/24/2018 10:80:88 PM
: {Microsoft.Azure.Commands.Security.Models.Alerts.PSSecurityAlertEntity}
ExtendedProperties :

{[activity start time (UTC), 2018/11/24 22:00:08.5695837], [activity end time (UTC), 2018/11/24
22:59:48.1166965], [attacker source IP, IP Address: 46.246.123.6], [attacker source computer
name, Unknown]...}

: 8ed3bdag-dae5-42@b-8f24-c68f5dd7eaae
: 1. Enforce the use of strong passwords and do not re-use them across multiple resources and

services

2. In case this is an Azure virtual machine and source IP is available, add the source IP to NSG
block list for 24 hours (see
https://azure.microsoft.com/en-us/documentation/articles/virtual-networks-nsg/)

3. In case this is an Azure virtual machine, create an allow list in NSG (see
https://azure.microsoft.com/en-us/documentation/articles/virtual-networks-nsg/)

i Low

: 11/24/2018 11:45:39 PM

1 Active

: Pad@7898-ce77-442d-8el7-71420aa82426

Note

The output will be different in your environment; it might not even report

alerts at all, especially if you just enabled Azure Security Center. Most importantly,
we wanted to validate that we can actually run the AzureRMSecurity-commandlets.

For your information, the following are the cmdlets currently available in the Preview
edition of AzureRM.Security.

Get-AzureRmDiscoveredSecuritySolution

Get-AzureRmExternalSecuritySolution
Get-AzureRmJitNetworkAccessPolicy
Get-AzureRmSecurityAlert

Get-AzureRmSecurityAutoProvisioningSetting

Get-AzureRmSecurityCompliance
Get-AzureRmSecurityContact
Get-AzureRmSecuritylocation
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Get-AzureRmSecurityPricing
Get-AzureRmSecurityTask
Get-AzureRmSecurityWorkspaceSetting
Remove-AzureRmJitNetworkAccessPolicy
Remove-AzureRmSecurityContact
Remove-AzureRmSecurityWorkspaceSetting
Set-AzureRmJitNetworkAccessPolicy
Set-AzureRmSecurityAlert
Set-AzureRmSecurityAutoProvisioningSetting

Since these are all still in preview mode, we won’t mention them anymore
throughout this chapter, unless it’s giving capabilities that are not available or too hard to
manage from the Azure portal. We hope that we teased you enough to look at the state of
PowerShell for Azure Security Center.

Enabling ASC Standard Edition

As you learned from the introductory section, Azure Security Center gives you even
better security optimization features when using the Standard edition. Keep in mind
enabling this edition comes with a cost per month, but if you ask me, it is definitely
worth it! You can’t be secured enough.

1. From the Azure Security Center, select Getting started. Next, click
Upgrade.

Home > Security Center - Getting started

Security Center - Getting started

Showing subscription ‘Microsoft Azure Sponsorship’

« | Upgrade | |Install Agents  Get Started
O Search (Ctrl+/) ...................-....._pg 9

GENERAL

U Overview

#i Getting started

Here, click the Start Trial button. Assuming you already passed
the 30 days trial, you are greeted with a message.
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~ Trial already used on all subscriptions. Click here to choose subscriptions to upgrade

NAME RESOURCES

QUQ POTOMSWorkspace 0 Trial only available if not previously appli m

2. Click the Upgrade button.

3. After a few minutes, the workspace should switch to Upgraded.

4. Refresh the Azure portal. In Azure Security Center - Getting
Started, you see a new message.

v All set! All of your Azure subscriptions and workspaces are already fully protected with the
standard plan

Good job! You are now ready to start using all capabilities provided by Azure

Security Center.

Switching Back Editions

While we hope you never find any good reasons to not use the ASC Standard edition, we
want you to know it is possible to revert back to the Free edition at any time. Even better,
you can granularly enable or disable the paid Standard edition for your resources. So it is
not really all or nothing.
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1. From Azure Security Center, select Security policy.

Security Center - Security policy

Showing subscription ‘Microsoft Azure Sponsorship’

«
O Search (Ctrl+/) ‘

-

GENERAL

O Overview

di Getting started
4" Events

O search

POLICY & COMPLIANCE

i Coverage

' Security policy

RESOURCE SECURITY HYGIENE

2. This shows you the different management groups and
subscriptions for which you have security policies configured.
Select your Azure subscription, and click Edit settings.

G’ Policy Management

Manage the security policies by choosing a subscription or management group from the list below. In order to define additional polici

Click here to learn more >

3 MANAGEMENT GROUPS 1 SUBSCRIPTIONS 1 WORKSPACES

| 2 Search by name

NAME POLICY INITIATIVE ASSIGNMENT(S) COMPLIANCE  COVERAGE SETTINGS
. - - .
v oar Tenant Root Group (1 of 1 subscriptions) 8 Limited permissions ---
A .f:\- HR-pdtit (0 of 0 subscriptions) .

HRAppGrp (0 of 0 subscriptions)

Microsoft Azure Sponsorship ASC Default (subscription: 02407898 13% Standard Edit settings >

@ PDTOMSWorkspace Edit settings >
& P g
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3. This opens the Settings blade. Here, select Pricing tier.
Home > Security Center - Security policy > Settings - Pricing tier
§ettinlgs - Pricing tier ’
earch [Ciri+ /] * H

Settings 4 The Standard tier provides enhanced security. Learn more >

£} Data Collection

¥ Threat detection Standard

M Exisll nioifications ~ Security assessment ~ Security assessment
Bl Pricing tier ~" Security recommendations ~ Security recommendations
= Edit security configurations o Basic seointty palicy I‘/ Adhvacad Sactnty posoy
~" Connected partner solutions ~" Connected partner solutions
3 Just in tme VM Ac ~ Just in time VM Access
X Adaptive application controls ~" Adagtive application controls
K Network threar detection ~" Metwork threat detection
0.00 15.00
USD/NCOEMONTH USD/NOOEMONTH

~ Select pricing tier by rescurce type

RESQURCE TYPE RESOURCE QUANTITY PRICING PLAN

B3 victusl machines undifined VM3 and computers  $15 | Disabled |
m: SOL servers 0 resources 315 m
ﬂ:-} App Service 0 instances 515

Select the Free tier if you ever want to switch back from Standard. Also, you can
decide (per the resource type) if you want to enable the plan or not.

Section Summary

In this section, you learned how to enable both the Azure Security Center Free edition,
as well as how to upgrade to the Standard edition.

Collecting Data in Azure Security Center

Now we have Azure Security Center (Free or Standard edition) enabled in our Azure
subscription, we will move over to the next important task, configuring how our
systems and applications—remember, this can be both Azure resources and non-Azure
resources—report back to Azure Security Center.
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Because after all, if there is no data in ASC, it cannot provide you any security alerts
and recommendations.

You already found out that several Azure resources automatically are picked up by
ASC, and it automatically starts generating security information about these. While this
should go fine for most of the supported Azure-running resources, it is still good to know
how this happens more in detail. At the same time, we will walk you through the steps

required to configure hybrid-running systems and applications.

Collecting Data from Azure Virtual Machines

Azure Security Center collects data from Azure virtual machines, Azure App Service, and
SQL Azure infrastructure and databases. To gather virtual machine data, Security Center
relies on the Microsoft Monitoring Agent. Yes, you might have heard about this agent
before. This is the same agent that is installed when using Operations Management Suite
(OMS) and Log Analytics. Through this agent, security information like system updates,
endpoint protection presence and status, as well as more general security information
and event logs is being read from the VM itself and copied to the allocated workspace for
analysis.

While installing this agent is possible in a manual way out of OMS Log Analytics or
deploying it as a virtual machine extension, a safer and more secure way (making sure
all VMs are reporting) is enabling Security Center for automatic data collection, which is

done as follows.
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1.

From within Azure Security Center, select Security policy.

Security Center - Security policy

Showing subscription ‘Microsoft Azure Sponsorship’

«
O Search (Ctrl+/) ‘

-

GENERAL

O Overview

i Getting started
4" Events

O search

POLICY & COMPLIANCE

i Coverage

1" Security policy

RESOURCE SECURITY HYGIENE

2. Select the Azure subscription, and choose Edit settings.

G Policy Management

Manage the security policies by choosing a subscription or management group from the list below. In order to define additional polici

Click here to learn more >

3 MANAGEMENT GROUPS 1 SUBSCRIPTIONS 1 WORKSPACES

| 2 Search by name

NAME

&
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POLICY INITIATIVE ASSIGNMENT(S) COMPLIANCE  COVERAGE SETTINGS

Tenant Root Group (1 of 1 subscriptions) n Limited permissions -

HR-pdtit (0 of 0 subscriptions) -

HRAppGrp (0 of 0 subscriptions)

Microsoft Azure Sponsorship ASC Default (subscription: 02407898 13% Standard Edit settings >

PDTOMSWorkspace

Edit settings >
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3. This opens the Settings - Data Collection blade. Here, set Auto
Provisioning to On.

Security Center collects security data and events from your resources and services to help you prevent, detect, and respond to
threats. Learn more >

Auto Provisioning

This enables the automatic installation of the Microsoft Monitoring Agent on all the VMs in your subscription. If enabled, any new or
existing VM without an installed agent will be provisioned. Learn more >

Off

4. Next, specify the workspace you want Azure Security Center to
use. This is the default generated by ASC; or, you can allocate
to use an existing one. (Since we were already using OMS Log
Analytics prior to enabling ASC in our subscription, like a lot
of customers in the field, we chose the OMS workspace as the
target.)

Workspace configuration

Data collected by Security Center is stored in Log Analytics workspace(s). You can select to have data collected from Azure VMs stored in workspace(s)
created by Security Center or in an existing workspace you created. Learn more >

C) Use workspace(s) created by Security Center (default)

Connect Azure VMs to report to workspaces created by Security Center

@ Use another workspace

Connect Azure VMs to report to selected user workspace
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5. You have the option to gather additional raw data, like Windows
Security Event Log information, by enabling the All Events setting
under Store additional raw data.

Store additional raw data

You can store raw events, logs, and additional security data in your Log Analytics workspace. This data allows you to perform auditing, investigation,
and analysis of your threats.

Windows security events

Select the Windows security events to be collected and stored. When you change your selection from None, you start to pay for the stored events
For additional details

All Windows security and AppLocker events.

\':) Commeon
A standard set of events for auditing purposes.
() Minimal
A small set of events that might indicate potential threats. By enabling this option, you won't be able to have a full audit trail.

C ) None

No security or ApplLocker events.

6. Click the Save button on top of the blade to save your settings.

7. Depending on your setup, you might see a warning pop up, asking
you to change the selected workspace for configured Azure VMs.
Here, confirm with Yes. This guarantees that all deployed VMs will
point back to the same workspace.

H Save

Would you like to reconfigure monitored VMs?

To apply the default workspace setting on already monitored VMs reporting to Security Center managed workspaces, click Yes. To
apply only on new agent installations click No. To cancel operation click Cancel. Please note this process may take up to few hours.

No “ Cancel

Note Organizations might have restrictions in place that do not allow all VMs to
report to a single workspace. Several of our customers have OMS Log Analytics
workspaces for different purposes, being used by different IT teams. Some have
workspaces based on workloads, other have workspaces defined per location of
resources, and so forth.
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8. From a deployed—and running—Azure virtual machine, select
VM Extensions. Notice that the MicrosoftMonitoringAgent is
showing up here, with a provisioning succeeded status. This
confirms that the MMA agent is installed successfully. (If you
don’t have an Azure VM deployed yet, this might be a good time to
do so and validate that the agent will be installed automatically.) If
an Azure VM is deployed but not running, the information will be
unreliable until the VM is started and running successfully.

ch (Ctri+) “ &= add
B overview = | -~ l".'nr.‘.’.\ te filter items
B Activity log NAME TYPE VERSION STATUS
il Access control (IAM) CustomScriptExtension Micresoft.Compute.CustomScrip i 1 Provisioning succeeded
&€ Tags MicrasaftMonitoringAgent Micrasoft.EnterpriseCloud.Monitoring. Microso... 1.* Provisioning succeeded

4 Diagnose and solve problems

Settings

£ Networking
£ Disks

B size

O Security

[:7 Extensions

Collecting Data from Non-Azure Virtual Machines

Security Center helps secure and protect both Azure-running VMs and non-Azure-
running VMs. They can basically run anywhere: on-premises, in another cloud, in
Hyper-V and VMware, and technically, they could even be physical servers.

The only component that we need to build the integration between Azure Security
Center and the endpoint is the Microsoft Monitoring Agent.

Let’s walk through the different steps on where to find this agent, since the updated
portal from September 2018 is a little bit misleading here.
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1. From Azure Security Center, select Get Started.

Security Center - Getting started

hewing tion ‘Microsoft Anure Spansarship

1% Upgrade Install Agents| : Get Started

£ Search (Ctrl+/)

GENERAL

0 Overview

i Getting started
* Events

D search

Azure Security Center
Azure Security Center provides unified

POLICY & COMPLIANCE

1 Coverage

H Security policy security management and advanced threat

protection across hybrid cloud workloads.

RESOURCE SECURITY HYGIENE
i Learn more >
Recommendations
9. Compute & apps

. Networking

5 Data& storage

2. Here, instead of going to Install Agents, choose Get Started.

3. Scroll down a bit, and notice Add non-Azure Computers. Click

the Configure button.

Gain tenant-wide . » Configure security Add non-Azure
visibility .-: policies - computers
Gain visibility and manage Set policies to define Use the Microsoft Monitoring
the security posture of all workload configuration, help Agent to extend Security
your Azure subscriptions by ensure compliance, and Center capabilities to
leveraging Azure protect sensitive data. computers running outside of
management groups and Azure, including resources
assigning a security role on running on-premises and in
the root management group. other clouds.

Learn More Configure Configure
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4. This opens the Add new non-Azure computers blade. Select the
Azure Security Center workspace that you want to use for these
VMs, and click the + Add Computers button.

E. Add new non-Azure computers

A Log Analytics workspace is required in order to onboard non-Azure computers to Security Center
Choose an existing workspace or add a new workspace , and follow the instructions how to connect computers to it. Lea ore about workspaces and how Security Cente
uses them >

© Adding computers to workspaces with no Security solution will not protect them under Azure Security Center

WORKSPACE NAME VM3 & COMPUTERS SUBSRIPTION

D roromsworkspace 1 Microsoft Azure Sponsorship

5. This opens the Direct Agent blade, showing you more information
on where to download the latest version of the Microsoft
Monitoring Agent for both Windows 32- and 64-bit, as well as for
Linux OS. Next, it also provides you the workspace ID and security
keys that is required when installing the MMA agent onto the
actual VM workload.
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Direct Agent o X

pdtomsworkspace

Download an agent for your operating system,
then install and configure it using the keys for
your workspace ID.

Windows Computers

Download Windows Agent (64 bit)

Download Windows Agent (32 bit)

Linux Computers

Agent for Linux

DOWNLOAD AND ONBOARD AGENT FOR LINUX
wget https://raw.githubusercontent.co...

Workspace ID and Keys

WORKSPACE ID
l 0a02ee28-7f06-44ff-a48a-b4e3bal11a% E

PRIMARY KEY _
| 5dYQ+pn36k/byPtQ2Zj2nSTisliBctShofr... Eﬂ

SECONDARY KEY _
lW+Y|-LICSngSdluquEHGSPMYHBTV?.,. Eﬂ

OMS Gateway

If you have machines with no internet
connectivity to OMS, download the OMS
Gateway to act as a proxy. Learn more.
Download OMS Gateway

6. Easiest to copy this information for later retrieval when you are
actually installing the agent onto a source virtual machine.

Note Chapter 6 is dedicated to management and monitoring, and extensively
covers OMS Log Analytics, as well as how to deploy the Microsoft monitoring agent
manually or by using automation. Head over to that chapter for further details.
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7. Once the agent is successfully installed on your non-Azure-
running VM, you should validate if Azure Security Center receives
data from it. From Azure Security Center, browse to Compute &
apps.

8. From the blade, go to VMs and Computers. This shows a list of
currently connected machines.

S 0"‘
— Te (&
Overview VMs and Computers Cloud services App services (Preview)
I Resource type: All ~ Severity: All

| O search resources

NAME

2

&3
2

A KA K

TOTAL

AzStack-HOST1 3 of 12 recommendaticns [
HyperV-HOST1 3 of 12 recommendations .
Jumpvm 3 of 12 recommendations [ .
advm 2 of 12 recommendations =
cb-vm 2 of 12 recommendations _
gw-vm 2 of 12 recommendations [—
rdsh-0 2 of 12 recommendations =
rdsh-1 2 of 12 recommendations |

9. Selecting any of the machines opens a more detailed blade,
exposing security health for that specific machine and provides
details on security recommendations, passed assessments, and
unavailable assessments.
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Home > Security Center - Compute & apps > HyperV-HOST1
HyperV-HOST1

Virtual machine sec urity health

Resource health Total recommendations Recommendations summary

(@ HyperV-HOST1 3 High 2 —
Medium 1
Low 0

v Virtual machine information

~ Recommendation list

Recommendations (3) Passed assessments (2) Unavailable assessments (7)

DESCRIPTION STATUS

— Install endpoint protection solution on virtual machines O High
s Apply disk encryption on your virtual machines O High

—  Resolve monitoring agent health issues on your machines A Medium

Note Assessments (and how to configure them for your environment) are
explained in the next section.

Section Summary

In this section, you learned about how Azure Security Center collects data from Azure
virtual machines and non-Azure machines, relying on the Microsoft Management Agent.
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Configuring and Defining Security Assessments

We closed the previous section by pointing to assessments, and we are continuing the
same subject to make sure that you get a good understanding of what these are and how
you can manage them.

One of the Azure Security Center policies that you can create is an assessment policy.
It is a set of rules and validations that you configure in a rule base, which is then mapped
against a system’s configuration state. Eventually pinpointing if your system is compliant
with the assessment rule base you defined in the assessment configuration file.

Technically, the assessment configuration file is using a JSON syntax structure,
starting from a default definition. Next, as an organization you can create your
customized assessment definition file and applying these to all VMs that are linked to a
certain workspace. At any time, you can revert back to the default configuration provided
by Azure Security Center.

Operating System Security Definition

As a starting point, Azure Security Center relies on a set of more than 150 security rules
that specify the operating system’s hardening state, the firewall rules applied, audit
policies, password policy settings, and more.

Some of you might remember having configured these from Active Directory Group
Policy or local machine Group Policy registry keys in the past. But with more and more
systems not being Active Directory domain integrated anymore, another solution
needed to be put in place. An ASC security assessment is an alternative solution.

The security baseline list published by the Azure Security Center team is available
athttps://gallery.technet.microsoft.com/Azure-Security-Center-a789e335. The
file is an Excel worksheet that lists the rules as a baseline for different Windows operating
systems (2008-2016), as well as a baseline for the Linux OS.

The baseline itself is using the Common Configuration Enumeration (CCE) to assign
unique identifiers for the several configuration rules, as published at https://nvd.nist.
gov/config/cce. So you could call it an open standard.

Ifyou look at the Excel sheet from the TechNet Gallery link, and check for Windows
Server 2016, its content looks like the following, for a total of 138 security settings.

DataSource BaselineRegistryRule
Baselineld 221cdf46-aef5-4120-bb0o0-fdc70atd7432
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Id
Originalld
Cceld

Name

Type
ExpectedValue
Severity
AnalyzeOperation
Enabled

Hive
RegValueType
KeyPath
ValueName
AuditPolicyId
SectionName
SettingName
LGPO path

LGPO setting
Description

Vulnerability

128

3715ec67-6cd4-49c0-8c82-27001a0e332b
e745b4e7-6c95-414c-89ab-34f3bbobed85

CCE-37615-2

Ensure 'Accounts: Limit local account use of blank
passwords to console logon only' is set to 'Enabled’
Registry

1

Critical

Equals

TRUE

LocalMachine

Int

System\CurrentControlSet\Control\Lsa
LimitBlankPasswordUse

Computer Configuration\Policies\Windows
Settings\Security Settings\Local Policies\Security
Options\Accounts: Limit local account use of blank
passwords to console logon only

Enabled

This policy setting determines whether local
accounts that are not password protected can be
used to log on from locations other than the
physical computer console. If you enable this policy
setting, local accounts that have blank passwords
will not be able to log on to the network from
remote client computers. Such accounts will only
be able to log on at the keyboard of the computer.
The recommended state for this setting is:
“Enabled” .

Blank passwords are a serious threat to computer
security and should be forbidden through both
organizational policy and suitable technical



CHAPTER 5 AZURE SECURITY CENTER

measures. In fact, the default settings for Active
Directory domains require complex passwords of
at least seven characters. However, if users with the
ability to create new accounts bypass your domain-
based password policies, they could create
accounts with blank passwords. For example, a
user could build a stand-alone computer, create
one or more accounts with blank passwords, and
then join the computer to the domain. The local
accounts with blank passwords would still function.
Anyone who knows the name of one of these
unprotected accounts could then use it to log on.
Impact None - this is the default configuration.

This rule base lists all the common security configuration options for the operating
system, defining a default setting, a severity level, and the impact. Based on this
information, Azure Security Center generates recommendations and alerts on how to
optimize the security of your systems. It’s great!

Defining the Security Assessment Baseline in Azure
Security Center

Now that you have more background on assessment information and where the rule
base comes from, it is important to know how to configure this baseline for use in Azure
Security Center.

At first, if you are OK with the rule base as it is, you don’t have to make any changes.
However, assuming that you want to make changes, this is the process to follow.

1. From Azure Security Center, select Security policy.
2. Selectyour Azure subscription and click Edit settings.

3. 'This brings you to the Settings pane. Select Edit Security
configurations.
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Home » Security Center - Sacurity policy » Settings - Edit security configurations

Settings - Edit security configurations

' Search (Ciri+) = =] X a R
Settings View and modify the O configurations that are assessed by Security Center to identify potential security vulnerabilities.
£+ Data Collection ~This palicy will not modify the machines’ configuration.
=This policy will be stored under all workspaces under the selacted subscription
Threat detection -Thiz palicy will apply to all machines connected to these workspacas.

v
B Email notifications

Go to doey tion for additional info

T Pricing tier

Step 1: Download 05 Security Configuration file

Edit security configurations ‘ i
Download file _

Step 2: Edit OS Security Configuration file according to documentation

Step 3: Select the modified configuration file to upload

Step 4: Click Save to apply changes or Reset to restore default configuration

4. Next, click Download file, and save the file to your local machine.
Notice it is in JSON format.

5. Open the file in a text editor like Visual Studio Code, Visual
Studio, or Notepad++ (with the JSON viewer add-on installed).
You should recognize the rule base from our previously described
example from the Excel sheet, as the JSON structure is almost
identical to that one. For example, let’s search for the same entry
described earlier using its CCE code CCE-37615-2. In Visual
Studio Code, the result looks like this.

{} BaselineConfigurationjson %

oUid Ia

6073 { > CCE-37¢
6874 "rules”: {

6075 "baselineRegistryRules": [

6076 {

6077 "hive": "LocalMachine",

6078 "regValueType”: "Int",

6879 "keyPath": "SYSTEM\\CurrentControlSet\\Control\\Lsa",

6889 “valueName": "LimitBlankPasswordUse",

6BE1 "ruleId": “385cc232-e49c-4cel-bdBc-4cB35968cd46a",

6882 "originalld": "®5lcdac6-2234-4eb7-B5eb-db391c469557",

6883 "cceld”: §15-2",

6084 "ruleName"”: “"Accounts: Limit local account use of blank passwords to console logon only”,
6085 "baselineRuleType”: "Registry"”,

6086 "expectedvalue”: "1",

6087 "remediationValue": "1",

6088 "severity": “"Critical®,

6089 "analyzeOperation”: "EQUALSORNOTEXISTS",

6890 "source": "Microsoft"”,

6091 “state": "Enabled"

6092 1,
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6. Imagine that youremoved certain rules from the rule base or
changed specific parameters (e.g., modifying an expectedValue
from 1 to 0, basically disabling the security check), the next step
involves uploading your changed JSON file to Azure Security
Center.

7. From the same location in the Azure portal where you
downloaded BaselineConfiguration.json, you can also upload
it again. This is done in step 3 from the listed steps. Browse to
your new JSON-file, and commit the changes by clicking the Save
button.

Home » Security Center - Security policy * Settings - Edit security configurations

Settings - Edit security configurations X
Micressft Azure Sponsorship
Search foTe * Hsave X Discard 9
Settings View and maodify the 05 configurations that are assessed by Security Center to identify patential security vulnerabilities.
£} Data Cellection “This policy will not madify the machines’ configuration.
This paliey will be stored under all workspaces under the selected subscription.
U Threat detection -This policy will apgly to all machines connected to these workspaces.

@ Email notifications
Go to documentation for additional information =

! Pricing tier
Step 1: Download 05 Security Configuration file

= Edit security configurations
Dewnload file

Step 2: Edit 05 Security Configuration file according to documentati
Step 3: Select the modified configuration file toyy

“BaselineCanfiguration json”

Step 4: Click Save to apply changes or Reset to restore default configuration

8. Ifyou ever want to make other changes to the baseline, repeat the
same procedure by uploading the newest JSON file that you have.
Similarly, if you ever want to go back to the original Azure Security
Center default baseline, use the Reset button.

Section Summary

In this section, you learned about Azure Security Center baseline assessments, where the
rule base information comes from, and how you can change this baseline rule base, by
importing an updated JSON-file and applying it into ASC.
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Azure Security Center Security Policies

The previously described assessment rule base helps identify any security issues for
Windows and Linux machines. But you already know that Azure Security Center can
help in securing more than just (virtual) machines. A huge part of this security detection
capability is based on security policies.

What Are Security Policies?

Similar to the overall Azure policies that are used for governance of your Azure
environments, as described in Chapter 3, security policies assist with optimizing the
overall security of your Azure resources. Whenever ASC is enabled, several default built-
in security policies are assigned to the Azure subscription(s).

In short, a security policy is a definition on how you want your Azure resources
to be configured, to be compliant with your organization’s security requirements. For
example, if certain resources are storing confidential or personal information like credit
card details, passwords or any other personal identifier (PID), it might be required to
define different security settings to these resources than for others. Besides the built-in
security policies, you can configure its own set of customized security policies as well.

Note Many of the security policies are identical to Azure Policy, which involves
topics that we already discussed, like management groups, how to assign policies
to multiple subscriptions, and the definitions of a rule, initiative, and assignment.
Refer to Chapter 4 if you are not that familiar with these definitions or concepts.

Managing the Built-In Security Policies

A critical component to understanding how Azure Security Center operates is a view of
the built-in security policies. For each of the configured policies, a different effect can be
defined, which can be any one of the following: Append, Audit, AuditIfNotExist, Deny,
DeployIfNotExist, or Disabled.
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Let’s have a look at the default configuration.
1. From Azure Security Center, select Security policy.

2. Select the Azure subscription or management group for which you
want to check the security policy.

Security Center - Security policy

Shawing
“«
Search (Ctrl+/)
o .
- .,
— ®.:  Policy Management
O Overview Manage the security pelicies by choosing a subscription er management group from the list below. In order to define additional pali
di Getting started Click here ta leam mare =
I Events 3 1 1
MAMAGEMENT GROUPS SUBSCRIPTIONS WORKSPACES
LD search
O Searci
POLICY & COMPLIANCE [
: HAME PoLICY £ COVERAGE  SETTINGS
Coverage
-
i Security policy & 4 Tenant Root Group (1 of 1 subscriptions)
. . .
HESOURCE SECURITY HYGIENE ¥ £ 2 HR-pdit (0 of 0 subscriptions)
. - P "
Recommendations X 2 HRAppGrp (0 of 0 subscriptions)
% Compute & apps Micrasaft Azure Spansarship | ASC Default (subseription: DadDT898  17% Standard Edit settings >
B, Networkin
9 km POTOMSWarkspace Edit settings >

5 Data & storage
3. This opens the details on the security policy.

Security policy

Microsoft Azure Sponsorship
o Security policies are displayed with their effect as defined through Azure Policy. Learn more =
The selected subscription has 1 security policy assignments. The overall effective policies in Security Center are displayed below.

In order to configure a specific policy assignment, choose one of the assignments below:

‘ ASC Default (subscription: 0a407898-c077-442d-8e17-71420aa82426)

The following security policies are assessed and displayed in Security Center:

<

Compute And Apps (17 out of 17 policies enabled)

<

Network (4 out of 4 policies enabled)

<

Data (12 out of 12 policies enabled)

<

Identity (11 out of 11 policies enabled)
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4. To make changes to the default setting of this security policy,
select the ASC Default policy.

5. This opens the policy in edit mode, which allows you to make
changes where needed. You can change the scope, define
exclusions, alter the policy name, or modify parameters.

ASC Default (subscription: 0a407898-c077-44. © & 4 ash, 4%

Edit Initiative Assignment

PARAMETERS

* Monitor system updates @

AuditifMotExists w
* Monitor OS vulnerabilities @
AuditifNotExists v

* Monitor endpoint protection @

AuditifNotExists hd

* Monitor disk encryption @

AuditifMotExists v

* Monitor network security groups @

AuditifNotExists v

Note that changes are applied immediately.

Section Summary

In this section, we discussed Azure security policies, with a focus on the built-in security
policies assigned by Azure Security Center.

Resource Security Hygiene

Until now, we focused on the overall higher-level configuration of Azure Security Center
and how it works “under the hood.” But it’s time you started seeing all the benefits and
experience the true capabilities and power of Azure Security Center in action.

134



CHAPTER 5 AZURE SECURITY CENTER

Note Azure Security Center can only report and alert on Azure resources and the
non-Azure systems that it sees. To have a good experience on what ASC can report
on, it is recommended to have several Azure resources deployed, as otherwise,
there is not much to report on. In our sample scenario here, we deployed a few
Azure VMs, both Windows and Linux, an Azure web app, a SQL Azure database, and
created a few users in Azure Active Directory. The output of ASC’s reporting and
alerting is heavily depending on how these Azure Resources are deployed. So don’t
be surprised if the results in your environment are different from in ours.

One of the key features of Azure Security Center provides security recommendations,
which really helps organizations optimize their security posture for all reported systems
and applications. Within ASC, this is allocated in the Resource Security Hygiene part of
the console.

RESOURCE SECURITY HYGIENE
— Recommendations

¥= Compute & apps

%, Networking

& Data& storage

2 Identity & access (Preview)

£ Security solutions

Figure 5-3. Resource Security Hygiene section in the Azure Security Center portal view

This section is split into several buckets.

o Recommendations. This is an overall listing of security
recommendations, secure scores, and resource health monitoring; it
contains subsection recommendations.

e Compute & apps. Contains filtered security recommendations,
specifically for (virtual) machines, Azure and non-Azure, as well as
Azure App Service (preview) and Containers (preview).
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o Networking. Contains filtered security recommendations specifically
for Azure virtual networks and network security groups, and provides
access to Network Map.

o Data & storage. Contains filtered security recommendations
specifically for SQL Azure and Azure storage accounts.

o Identity & access. Contains filtered security recommendations,
specifically for Azure identity and subscriptions, and Azure Key Vault

e Security solutions. Here you can configure integration with third-
party security solutions like anti-malware or SIEM, Azure advanced
Identity Protection or Microsoft Advanced Threat Analytics.

Secure Score

One of the main challenges in managing an organization’s security as a security analyst
or security officer—besides getting a clear view on all the security risks and required
protection—is deciding what to fix first. Meaning, out of a list of reported issues, how
do you decide what is most critical to fix? That’s exactly where a secure score comes in
rather handy.

Starting from analyzing the list of reported recommendations, the secure score
allocates a “score” to each of these recommendations. The higher the score, the more
critical the reported recommendation for optimizing the overall security health of your
environment.

Let’s walk through some scenarios of what this looks like in our sample setup.

1. From Azure Security Center, go to Recommendations under the
Resource Security Hygiene section.
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Security Center - Recommendations

Shawing subseriptian Micrasaft Amure Spo

Search (Ctri+/)

o~ amarcn
POLICY & COMPLIANCE
1 Coverage

' security policy

RESOURCE SECURITY HYGIENE

= Recommendations

% Compute & apps

&

MNetwarking

al

Data & storage

Identity & access (Preview)

B Security solutions
ADVANCED CLOUD DEFENSE
"2 Adaptive application controls
i;) Justin time VM access

a, File Integrity Manitaring
THREAT PROTECTION

U Security alerts

Secure score
Secune one
393w
393
SCORE

16 Active recommendations

arch recommendations

RECOMMENDATION

Enable MFA for accounts with owner permission...

Install system updates on your machines

Enable Network Security Groups on virtual mac...
Install endpoint protection selutien en virtual m...
Require secure transfer to storage account (Prev...
Apply disk encryption on your virtual machines

Disable unrestricted network access to storage ...

g
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Resource health monitoring

%‘-‘ 8 compute & apps = 7 Data & storage

()
# 1 Networking Bl 1 identity & access

RESOURCE

1 of 1subsc-.

1 of 8 virtua--
1of 2 virtua---
7 of B virtu-..

G of 7 stora.

8 of B virtu--

'3 7 of 7 stora-

2. Notice the list of recommendations. For each of the recommended

actions, a value is listed in the secure score column.

3. Click avalue to get more information on that specific

recommended item. For example, we selected the first item with a

score of +50.

Home > Security Center - Recommendations > Enable MFA for accounts with owner permissions on your subscription (Preview)

Enable MFA for accounts with owner permissions on your subscription (Preview)

-~ Description

policies were not analyzed)

~ General Information

RECOMMENDATION SCORE
RECOMMENDATION IMPACT
USER IMPACT

IMPLEMENTATION COST

~ Threats

* Account breach

= Elevaticon of privilege

~ Remediation steps

0/50
Gso)
High

Moderate

Enable MFA for accounts with owner permissions
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4. Each item has a summary of the recommendation, a description,
the recommendation impact, and what the remediation steps are
to solve the reported issue.

5. Close this item, which brings you back to the overall
recommendations list. On top of this blade, notice the secure score.

Secure score

Secure score

393 of 720

— 16 Active recommendations

6. This means that out of 16 listed recommendations, we could elevate
our secure score to 393/720, where 720 is the maximum secured
situation we could get from Azure Security Center until now,
based on the information it has gathered from the setup. Think of
it differently by fixing the 16 recommendations that we’re moving
from 0 to 393! It is rather impressive to get that information in a split
second. Without Azure Security Center and the secure score feature,
itwould take a lot more time to analyze the different security alerts
and issues, and deciding which one(s) are more critical than others.

Resource Health Monitoring

Next to Secure Score is Resource Health Monitoring, which shows a graphical overview of
the secure state for Compute & apps, Networking, Data & storage, and Identity & access.

Resource health monitoring

4 —

‘S? 8 Compute & apps :W 7 Data & storage
|
> . ) |
T Networking 1 Identity & access
|

Figure 5-4. Resource Health Monitoring options in the Azure Security Center portal view
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Honestly, this is nothing more than a summarized graphical view that allows you to
be redirected to the detailed recommendations for each topic.

Securing Network Resources

As mentioned in the high-level overview on resource security hygiene, Azure Security
Center also recognizes and detects security issues in the networking layer of your

Azure resources. Besides listing out the different security recommendations for your
networking resources, ASC has another pretty powerful tool to assist in detecting
network security issues—Network Map. Next, it also provides another new feature called
Hardening Network Security Groups. (It is currently still in limited public preview, which
requires product group activation in your subscription.)

Network Map

Network Map is a graphical interface within ASC, highlighting any Azure Networking
Resources, together with their dependencies and security issues, if any. The Network
Map topology is drawn automatically by Azure Security Center itself. Let’s walk through
the core steps on how it can be used.

1. From Azure Security Center, in the Resource Security Hygiene
section, select Networking.

Security Center - Networking hd
«

Search [Ciri+,) a‘zb View Legacy Networking

GEMNERAL

O Overview

i Getting started Overview
™ Events
£ search Network Map NSG Hardening
POLICY & COMPLIANCE " oo Riskiest resources T o ————— —
> = .e
L Coverage <Te % 3 40 1 VIRTUAL MACHINES Adaptive Network Hardening helps you harden the N5Gs of
! Security policy P, e internet facing VMs
- [ ] . Y
g et g Tsusners Register to the preview =
RESOURCE SECURITY HYGIENE .
Recommendations See lopology > = 2
. Compute & apps
Metwarking
_n Data & storage RECOMMENDATION RESOURCE TYPF RESOURCE
& Identity & access (Preview) &
Enable Network Security Groups on subnets <+ subnets 1ef6
B Security solutions
Enalile Network Security Groups on virtual machines B virtuol machines 1of1
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2. This opens the Networking blade of Azure Security Center,
showing the Network Map, NSG Hardening, and networking
resources-related recommendations to fix detected security

issues.
3. Click the Network Map diagram.

4. This opens a more detailed topology map of the different Azure
Virtual Networks you have, together with any other Azure
resources connected to it, like virtual machines and storage
accounts.

I_'\Ietwork Map

oft Azure Sponsorship

&2 Traffic Filters: Security Health: Al ~ Recommendations: Al ~ Network Zones: 1 Selected W

Reset K
e
<,
)
e
@ ]
g,
%, :
o .__\\_‘
o™ .-l:l'\'.
< oy
i
e o
0y A
- 4e
PR
Ml
Ap
e,
0",
= TP
0““‘5'«,&
L3

5. Depending on the context that you want to use in Network Map,
you can switch the view from Topology to Traffic. (This mainly
only removes the naming of the Azure Resources in the diagram.)
You can also modify the filters by selecting the Filters list box.
Similarly, you can modify the recommendations that should be
displayed within the topology, by selecting the Recommendations
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list box. Lastly, you can modify the network zones, showing the
Azure internal VNets only, or including the Internet-facing ones.

6. By making these selections, and activating all filters,
recommendations, and network zones, the diagram (for our
sample scenario of Azure Resources), changes to the following
topology. This shows more information in the same topology
diagram.

Network Map

View: & Traffic Filters: Security Health: all ~ Recommendations: All R Network Zones: All R

$
4’“"""0_ . /‘L =
"03;_;' :c" :;-‘ \ ..\I_.e'\
oty ) & ue
ik 2
i e
(e - (¢ ]
2
i
3 o)
i3 By
= i
Lo Ll

7. Let’s drill down on some of these details listed in the diagram
itself. By scrolling the mouse wheel up/down, you can zoom in/
zoom out of the network map. (There is also a button for that if you
don’t have a wheel mouse.) Selecting any of the Azure resources
in the diagram shows you more information about that specific
resource.
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Network Map

Showing subscription ‘Microsoft Azure Sponsorship’

View: ¥ Topology Filters:

g HyperV-HOST1

Subscription Microsoft Azure Sponsorship
Resource Type Virtual Machines

Resource Group HyperVhostRG

Location centralus

Security Health

Lastly, it also identifies any Azure Resources for which it has security

recommendations to fix, like in this example screenshot.

MNetwork Map

Showing subsiripticn ‘Morosoht Anure Spondarship

Filters: Security Health: All ~  Recommendations: All “  Network Zones: All w
Reset ek &3
R“""“'CS 5
m L] R
{2
& &3
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P ADStaticSubnetKHD-
RDPS
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 Infermation

SUBSCRIFTIOMMicrosaft Azure Sponsarship
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RESOURCE  KHD-RDPS
GROUP

SUBMET ADStaticSubnetKHD-RDPS

VIRTUAL ADVNETKHD-RDPS
MNETWORK

~ Recommendation list

DESCRIPTION SEVERITY

Enable Metwork Security @ High
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8. From the view shown in the screenshot, notice the Info and Traffic

buttons on the right. The information section lists information
about the selected resource, including VNet, subnet, resource
group, as well as descriptions of any recommendations to fix.

9. Now, click the Traffic button. This shows you a detailed overview

of all Inbound and Outbound network traffic, including Azure
Resource, as well as configured TCP and UDP ports.

Metwork Map

L L
SECURITY HEALTH

View: = Topology

Filters:  Security Health: Al ~

Recommandatiens: All b Network Zones: All w
Aazat “ Outbound
NAME TCP PORTS
"""" BB svm  any
g cb any
wm
O U rdsh-  any
o
[n] rdsh-  any
1
“ Inbound
NAME TCP PORTS
BB avm  any
g chb- any
wm
= a u rdshe any
o
g rdsh-  any
1

i ]

Infa
uoe

PORTS

prs

Traffic
any

any

any

upP
PORTS

any
any

any

That’s about all we can share about Network Map, a valuable addition to Azure

Security Center.

Fixing Recommendations

With the help of a secure score, the idea is to easily build up a list of recommended

actions, based on the criticality (the value) of the reported item.

For each item, a clear description is given on how to remediate it, and which

resources are impacted. The colored lines quickly tell you how critical the situation

might be for a given resource.
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Require secure transfer to storage account (Prev...
Apply disk encryption on your virtual machines
Disable unrestricted network access to storage ...
Enable Network Security Groups on subnets

Add a Next Generation Firewall

Designate more than one owner on your subscri...
Enable MFA for accounts with write permissions...
Remove external accounts with write permissio...
Resolve monitoring agent health issues on your ...

Restrict access through Internet facing endpoint

+17

e
cla i

-

8

+
-
o

JOEOEEE

+
-
o

&

1 of 1 subsc.-
1 of 1 subsc.--

1 of 1 subsc.--

5N 20f 8 virtu--
g 1 of 2 virtua..-

Figure 5-5. Azure Secure Score Recommendations

6 of 7 stora..
8 of 8 virtu---
7 of 7 stora.--
2 of 6 subn--

1of 1endp---

e Secure score value: The higher the value, the more critical

o Red/orange/green: Easily see what is critical, what is not

e Azure Resource allocation: Immediately detect which resource is

impacted (subscription, VMs, networking, storage, etc.)

Note Since the recommendations are based on our sample environment, we won’t
go into detail about every reported issue or how to fix remediation. This should be
straightforward for any items showing up in your specific environment, though.

Azure Security Center allows for integration with third-party security solutions,

outside of Azure Security Center. Think of the SIEM solutions that you are already using,

but also Microsoft security solutions like Azure Active Directory Identity Protection, or

Microsoft Advanced Threat Analytics. The main reason for setting up such integration

is to have a “single pane of glass” around your security state, and adding additional

security-related information from other platforms into your Azure Security Center.

Integrating with Microsoft Advanced Threat Analytics

Advanced Threat Analytics (ATA) is a Microsoft security solution that is installed on the
on-premises network and performs network traffic analysis for suspicious behavior.

Based on analyzing authentication, authorization, and information-gathering traffic
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from DNS, Kerberos, NTLM, RPC, and others, it learns about your users’ typical behavior
and builds a profile around that. Whenever traffic points out that some action is outside
of a profile, it is flagged as suspicious. For example, imagine that a certain user—a typical
end-user or an administrative user—tries to open a remote session to a server, like RDP
or SSH, and never did this before. This would be detected as suspicious by ATA. Or,
imagine a cyber-attack approach, where certain listeners have been installed on the
network, exposing data at a certain moment in time. That never happened before. It
would also be detected by ATA. A last example we can share outside of the cloud is the
“pass the ticket” attack. This involves trying to log on with an authenticated Kerberos
ticket, passing it on from one machine to another—and a lot more. For more information
on ATA, we recommend the product website at https://docs.microsoft.com/en-us/
advanced-threat-analytics/what-is-ata.

The integration between ATA and Azure Security Center means that the logging
information from ATA (alerts, reports, etc.) can be shown in Azure Security Center. So
instead of having to look at multiple consoles for security information, ASC can become
your prime dashboard.

Security Center - Security solutions =
wing subscription ‘Micresoft Azure Sponss
Search (Ctriss] € W Filter
GEMERAL © > Connected solutions
0 Overview

v Add data sources (5)

i i i
Getting started Connect your security solution to Azure Security Center.

W Events
D search E'_ Mon-Azure computers -ﬂ SIEM E Common Event Format
POLICY & COMPLIANCE MICROSOFT SELECTED SIEMS ANY PUSUISHER
2 Coverace Onboard your non-Azure computers to Integrate Azure Security Center alerts Integrate any security solution that
A Loverage Azure Security Center and gain security into SIEM for a central monitoring. See support Common Event Format (CEF),
I' Security palicy assessment, recommendations and the list of supported SIEMs take advantage of Search & Custom
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RESOURCE SECURITY HYGIEME
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Recommendations

% Compute 8 apps

. Metworking n Advanced Threat Analytics Azure AD Identity Protec...

"o Data & storage MICROSOFT MICROSDFT

5 ldentity & access [Preview) Integrate Microsoft Advanced Threat Integrate Micrasaft Azure AD |dentity
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Bl Security solutions with other detections in your detections in your environment, gain
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ADVANCED CLOUD DEFENSE otherwise undetectable undetectable attacks

> Adaptive application controls ADD ADD

Figure 5-6. Azure Security Center - Add data sources snap-in
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The integration encompasses the following steps.

1) From your ATA on-premises server console, go to the syslog server
settings. Use IP-address 127.0.0.7 with port 5114.

2) Enable all syslog notifications within the ATA portal.

3) Install the Azure Security Center Windows agent (the Microsoft
Monitoring Agent) onto the ATA server, and register this machine
into the ASC workspace.

This triggers Azure Security Center to recognize and alert on the notifications
received from the Advanced Threat Analytics Server, like the security alerts that it
handles from other sources.

Integrating with Azure Identity Protection

Azure Active Directory Identity Protection is an Azure identity service, assisting in
securing your cloud-based identity accounts from being compromised, recognizing
identity attacks, and helping with detecting overall identity security issues.

The integration between Azure Security Center and Azure AD Identity Protection
is mainly from a reporting/dashboard perspective. All security information is gathered
from the Identity Protection service and transferred to Azure Security Center to allow the
single-pane-of-glass approach.
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ADD

Figure5-7. Azure Security Center - Azure AD Identity Protection snap-in

Since identity protection is already running in Azure, no connectors or syslog

configurations need to happen. Once the Identity Protection service is operational, you

need to “add” it to Azure Security Center from within the Security Solutions. That’s it.

Information will show up under the Identity & Access pane, next to other more general

alerts from Azure Identity, if you are not using the Premium P2 features.

Integrating with Other SIEM Solutions

SIEM is the abbreviation for security information and event management. In many

(larger) enterprise organizations, these solutions have been around for a long time and

are as critical to the IT teams as an ERP or CRM system is to the business teams.

As reported by Gartner’s Magic Quadrant for SIEM solutions, there are big players in

the field.
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e Splunk
e :0'-"' e |IBM QRadar
= :,. e LogRhythm
e e RSA - Dell Technologies
) o e Exabeam
r - o McAfee
.n | e FortiNet
L L]

B e SolarWinds

COMPLETENESS OF VISION As of October 2018 © Gartner, Inc

Searce: Garner [December 2018)

Figure 5-8. Gartner Magic Quadrant for SIEM solutions

Splunk is probably the most popular, or at least the one most people have heard about.

Similar to the dashboard capabilities of Azure Security Center, such SIEM solutions
are offering similar features, but most probably with a different scope than what Azure
Security Center supports. So instead of trying to pull information from this SIEM
platform to ASC, it makes much more sense to port information from ASC to this SIEM
solution. And that’s exactly what this integration here offers.

As we don’t want to force anyone to start using Splunk, we are not describing how to
establish this integration specifically. And honestly, ASC supports a lot more platforms
than Splunk, so that wouldn’t be fair to all other solutions available. However, allow us to
share at least the high-level approach on how to make this integration work, as it relies
on other Azure Platform service components like Azure Monitor and Azure Event Hub.

ASC relies on Azure Event Hub, a PaaS component that allows you to retrieve and
send telemetry information, such as monitoring data, notifications, and alerts.

Next, security information from Azure Activity Log is transferred onto Azure Event
Hub.

Lastly, you need to configure the integration from your SIEM solution to pick up the
events from Azure Event Hub.
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SIEM Integration

This section details steps for exporting security data to a SIEM including how to set up SIEMs and moenitoring tools. Security
Center must be configured in your Azure subscription before starting. Security alerts produced by Security Center are published to
the Azure Activity log. Azure Monitor enables you to get your Activity log data to an Event Hub where it can be read by a SIEM.

0 5, i —

Security Center Azure Monitoring Event Hub SIEM

Figure 5-9. SIEM integration flow from the Azure Portal

The following SIEM solutions can integrate with Azure Security Center.
e IBM QRadar
e Splunk
e SumolLogic
e ArcSight

e Syslog Server

Section Summary

In this section, we discussed how ASC assists with handling security events by providing
recommendations, secure scores, and security solutions, which allow integration with
third-party platforms. We'll close this topic by reminding you that SIEM integration fits
better in the overall monitoring and management strategy, as it relies on a lot more than
what Azure Security Center is reporting on.

Advanced Cloud Defense

Advanced cloud defense is the next big area in which Azure Security Center provides
several nice but extremely powerful protection and security features. It really provides
mechanisms that truly safeguard your Internet-connected virtual machines.
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Protection and security at this level is offered by three different services.

o Adaptive application controls. Based on the concepts of AppLocker
before, Application Controls assists with securing VMs by allowing
only specific applications to run on those VMs and blocking all non-
allowed software like malicious code or unauthorized applications.

o Just-in-time VM access. Just-in-time (JIT) VM access is a control
mechanism, operating at the network traffic level of any for JIT
Access configured VM, allowing or blocking remote admin access,
based on a combination of RBAC and Azure NSGs. As such,
dramatically reducing the attack surface of non-authorized remote
management, but even authorized admin access can be time-limited.

o File Integrity Monitoring. File Integrity Monitoring is a solution
that validates changes to an operating systems core system files and
registries, and determines if they are malicious or not, indicating an
attack on the system or core applications.

We will dive into each of these services, describing what they do and guiding you through
how to configure them, by relying on our sample scenario of Azure deployed resources.

Just-in-Time VM Access

Configuring just-in-time VM access is not really a big deal, and after having been using
it at several of our customers for their real critical servers, we're actually wondering why
this is not enabled by default for all virtual machines. But that’s where Azure Security
Center comes in handy, as it is clearly making you aware of the fact that you should
enable this. Even better, whenever you have deployed an Azure VM, for which you
allow direct Internet-connected remote management (RDP or SSH), the Azure portal is
showing a security warning, suggesting enabling JIT VM Access for that VM.

Without configuring any settings, JIT VM access relies on Azure Security Center
intelligence and categorizes all of your VMs in three different states.

e Configured. This group lists all the VMs that have JIT VM access
enabled.

e Recommended. This group contains all VMs for which JIT VM Access
would be a good option to enable; these are the VMs that have direct
remote management from the Internet enabled.
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e Norecommendation. this group contains all VMs for which ASC
cannot detect if JIT VM access is recommended or configured. In
most cases, this is because the VMs are offline. But it might also be
because they have no NSG rules configured. It might be because
those VMs are still running or deployed in Azure Classic, so ASC
cannot work with them.

Let’s walk through the actual configuration steps on how to enable JIT VM access
for one of our sample scenario VMs. (This VM is a regular Azure VM, for which we
configured direct Internet-connected RDP access.) This is the best “trigger” to get JIT VM
access as a recommended option to be enabled.

1. From Azure Security Center, navigate to Just in time VM access.

2. Notice the three different categories of virtual machines.

5 Data& storage

4 |dentity & access (Preview) Virtual machines

B Security solutions Configured  Recommended : No recommendation

ADVAMNCED CLOUD DEFENSE VMs that answer one or more of the following: Classic, no associated NSG, stopped, or JIT palicy is tumed off on their scope
T Adaptive application controls
P 8 vms
D Justin time VM access O Search to filter items
File | ity Moni
4 File Integrity Monitoring VIRTUAL MACHINE RESOURCE GROUP SUBSCRIPTION

3. Select the No Recommendation option, which lists all VMs in our
sample scenario that are offline for now (shutdown). Therefore,
ASC has no idea what to do with them.

8 vms
P Search to filter items...

VIRTUAL MACHINE RESOURCE GROUP SUBSCRIPTION

E'V:Missing Network Security Group (2 VMs)

gw-vm KHD-RDPS Microsoft Azure Sponsorship

jumpvm KHD-RDPS Microsoft Azure Sponsorship
* Other (6 VMs)

advm KHD-RDPS Microsoft Azure Sponsorship

cb-vm KHD-RDPS Microsoft Azure Sponsorship
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ASC tries to help us as much as possible by allocating a reason why those VMs are in
this category. As you can see, two VMs have no network security group rules configured;
whereas for the other VMs, no specific reason (Other) is given.

4. Select Recommended. In our sample scenario, it lists two VMs
with a critical security severity.

Virtual machines

Configured | Recommended | No recommendation

WMs for which we recommend you to apply the just in time VM access control.

1 VMs i

. 2O Search to filter items
VIRTUAL MACHINE STATE - SEVERITY
HyperV-HOST1 Open O High
AzStack-HOST1 Resolved O High

5. When selecting the first VM (HyperV-Hostl in our scenario), the
Enable JIT on 1 VMs button becomes available.

Virtual machines
Configured Recommended Mo recommendation

VMs for which we recommend you to apply the just in time VM access contrel.

Enable JIT on 1VMs

1 VMs
/O Search

RTUAL MACHINE STATE 4+ SEVERITY

Tilter items...
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6. Click the Enable JIT button. This opens the recommended port
and time allocation configuration setting blade.

JIT VM access configuration o X

HyperV-HOST1

+ add Hsave X0

Configure the ports for which the just in time VM access will be applicable

PORT PROT... ALLOWED SOUR... IP RANGE TIME RANGE (H...
e My R D s el
3309 Recommended) Ay Perrequest  NA Shows ..

5985 (Recommended) Any Per request N/A 3 hours

5986 (Recommended) Any Per request N/A 3 hours

7. 'This shows the default ports that are used for remote management
of a Windows Platform (SSH, RDP, WS-Management and Remote
PowerShell). Click the ... button for the line with port 22. This
allows you to delete this line. (SSH is typically used on a Linux
machine, not on Windows, so it can be removed.)

8. Similarly, click the line with port 3389. This opens the port settings
blade, which allows you to make any modifications to the specific
port configuration, like TCP, UDP, changing the port number (e.g.,
33890 instead of 3389), and define the time window for access.
You can also limit the source IP addresses from where remote
management is allowed.
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Add port configuration a X
* Port
| 3389
Protocol
Any e | uop |

Allowed source IPs

CEEGGIES M CIDR block

Max request time
3

(hours)

9. Save any changes made to this port configuration.

10. Backin the JIT VM access blade, navigate to the Configured tab.
Note that the VM server for which we enabled JIT VM access is

listed now.

Virtual machines

Configured | Recommended Mo recommendation

VMs for which the just in time VM access control is already in place. Presented data is for the last week.

1 VMs Request access
)3 Search to filter items..
VIRTUAL MACHINE APPROVED LAST ACCESS LAST USER
B3 Hyperv-HOsT1 0 Requests N/A N/A
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11. When you try to open a remote desktop connection to the VM, you
see that it is not working.

~Just in time VM access

astintim g
zure Sponsorshig ~ o Hesbnisioitinr idlebiniv bicontci ot a

I B | Remnte NDecktnn
!:_4_: Remote Desktop Connection X

Connecting to:
s+ pdthypervhosti.centralus.cloudapp.azure.com:3389

e Gonca

Initiating remote connection...

*) Show Qptions Connect Help
e fresented data is for

T vms

‘ L Search to filter items...

VIRTUAL MACHINE APPROVED LAST ACCE

NE L HyperV-HOST1 0 Requests N/A

12. This means that half of the solution we want is in place now. This
is a “secured” VM, because it is now blocking RDP access from the
public Internet. Let’s validate where this technically is defined.

13. From the Azure portal, go to Virtual Machines, and select the
given VM (HyperV-host1 in our scenario). Next, go to Networking.
Three new rules are added to the Network Security Group rule
base, pointing to JIT VM settings and denying access.
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INBOUND PORT RULES @

Settings
- ) @ Network security group HyperV-HOST1-NSG (attached to network interface: Hyper\-HOST1-NIC) Add inbound port rule
& Metwarking Impacts 0 subnets, 1 network interfaces
= Disks

PRIGRITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
B size

1000 A SecurityCenter-JITRule -, 3389 Any Any 10.0.0.4 @ Deny
0 security
- 100 A default-allow-rdp 3389 TP Any Any S Allow
[ Extensions
o . . ) 1009 SecurityCenter-JITRule -5811.. 5985 A A 10.0.0.4 oD
% Continuous delivery (Preview) ‘ writyCenter e | v " ik
B Availability set 1010 allow-psremating 5085 TP Any Any @ Allow
& Configuration | 4096 SecurityCenter-JITRule -5811.. 5986 | Any Any 10.0.0.4 © Deny

Identity BE000 AllowVnetinBound Any Any VirtualNetwork  VirtualNetwork @ Allow

m .
1! Properties 65001 AllowhzureloadBalancerinB...  Any Any AzureloadBal...  Any S Allow
& Locks

65500 DenyAllinBound Any Any Any Any © Deny

Bl Automation script

14. Close this blade, and go back to JIT VM access in Azure Security
Center, and on to the given VM. Select the VM, which enables the
Request access button. Click it.

15. This opens the Request Access pane. Click the On/Off button
for port 3389 to request access for that specific port. Confirm by
clicking the Open Ports button. A notification informs you that JIT
VM access has been requested.

0 JIT network access request initiated
The Just In Time network access request is being applied.

a few seconds ago

16. Switch back to the given VM and validate the networking and
network security group rules. Notice that a new temp rule has
been added, allowing port 3389 from the public Internet IP
address of our client.

¥ Network security group Hypery-HOST1-NSG (attached to network interface: HyperV-HOST1-NIC)

“E Networking Impacts 0 subnets, 1 network interfaces

= Disks

PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
B size

100 SecurityCenter-JITRule--5811... 3389 Any 50.83.87.131 10,004 G Allow
0 Ssecurity
. 1000 A SecurityCenter-JITRule_-... 3389 Any Any 10.0.0.4 D Deny
[ Extensions
- 1001 A default-allew-rd 3389 Tcp A A G Allow
% Continuous delivery (Preview) elault-allow-rdp i n
W Availability set 1009 SecurityCenter-JITRule_-S811... 5985 Any Any 10,004 @ Deny
& Configuration mo allow-psremating 5985 TCP Any Any @ Allow

Identity 4096 SecurityCenter-JITRule_-5811.. 5986 Any Any 10.0.04 @ Deny
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17. Attempting an RDP session to this VM’s public name or IP address
allows remote desktop connection this time. Confirm that JIT VM
access is working as expected. (You could validate it again three
hours later, and notice that RDP access doesn’t work anymore.)

18. All activity related to this VM has been written to the Azure
Activity Log. To see which entries are in there that are related to
JIT VM access, go to JIT VM access in the Azure Security Center
portal, and click the ... button for the given VM.

Virtual machines
Configured Recommended Mo recommendation

WMSs for which the just in time VM access control is already in place. Presented data is for the last week.

TS

- Search to filter items

VIRTUAL MACHINE APPROVED LAST ACCESS LAST USER
v 1 Hyperv-HOST1 1 Requests Active now live.com#info@pdtit be F'.Upe.'lius.
Edit Y
Remaove i}
19. Click Activity log in the context menu. This opens the Azure
Activity Log, which shows the specific events for this VM, filtered
for JIT VM access.
Home > Virtual machines > HyperV-HOST1 - Configuration » Justin time VM access » Activity log
Activity log
ZE Edit columns 0 Refresh III Export to Event Hub i Download as CSV @ Logs ! f Pin current filters m Reset filters
Search x | L Quick Insights
{ Subseription : Microsoft Azure Sponsarship ) ) ( Timespan : Last week [ Event severity : 5 selected | | FResource group : HyperVhostRG 1

| Resource type : Virtual machines (Microsoft.Compute/Vi... B: . Operaticn : None o) ( +? Add Filter |

First 109 items.

‘OPERATION NAME STATUS TIME TIME STAMP SUBSCRIPTION

b @ Initiate IT Network Access Policy Succeeded 9 min ago Fri Dec 28 20... Microsoft Azure Sponsorship

» @ Initiate JIT Network Access Policy Accepted 9 min ago Fri Dec 28 20... Microsoft Azure Sponsorship
@ Resolve Succeeded 32 min ago Fri Dec 28 20... Microsoft Azure Sponsorship

» @ Start Virtual Machine Succeeded 1dago Thu Dec 27 2... Microsoft Azure Sponsorship
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20. To clean up the JIT VM access configuration for the VM, from the
context menu, select Remove. Confirm the remove from the pop-
up message.

21. When checking from the virtual machine networking
configuration, notice that the JIT VM access rules have been
removed from the NSG rule base.

INBEQUND PORT RULES @

Settings
N @ Network security group HyperV-HOST1-NSG (attached to network interface: HyperV-HOST1-NIC) Add inbound port rule
i Netwarking : Impacts 0 subnets, 1 network interfaces
£ Disks

PRICRITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
B size

1001 & default-allow-rdp 3389 TP Any Any S Allow
: ] Security
- 10 allow-psremating 5985 TP Any Any @ Allow
=5 Extensions
. . o - 85000 AllowVnetinBound Any Any VirtualNetwerk  VirtualNetwork & Allow
% Continucus delivery (Preview)
W Availability set 65001 AllowAzureloadBalancering... Any Any AzureloadBal... Any @ Allow
B Configuration 65500 DenyAllinBound Any Any Any Any @ Deny

Identity

This completes the configuration walk-through of JIT VM access.

File Integrity Monitoring

From the short introduction on File Integrity Monitoring, you know that this should be a
service that is enabled by default for all virtual machines. It is basic in functionality, but
yet so powerful! Because after all, whenever a system file or registry key is changed, that’s
rather critical to the machine. And if you are doing any planned maintenance to the VM,
you disable this setting, enabling it again after the maintenance, for example during a
software installation or system updates.

Where JIT VM access was a VM-specific feature, providing reporting and
configuration integration within ASC, FIM is about the same. It is technically relying
on the Change Tracking feature, available on virtual machine level, but integrating at
a larger scale level and reporting level into ASC as well. (My personal opinion here is
wondering why the terminology is different, rather giving the impression it is a new
feature, maybe confusing people a bit here. We wouldn’t mind seeing a Change Tracking
option in ASC, rather than File Integrity Monitoring, which is the same thing.)
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Let’s walk through the configuration steps to see it work.

1. From Azure Security Center, go to File Integrity Monitoring.

4 File Integrity Monitoring

Choose a workspace to view its File Integrity Monitoring dashboard

WORKSPACE NAME TOTAL CHA... TOTAL COM... LOCATION SUBSCRIPTION
qvm defaultworkspace-0a407898-c077--- 0 0 East US Microsoft Azure Sponsors...
q,m defaultworkspace-0a407898-c077-... 0 0 West Europe Micresoft Azure Sponsors...  [IIEIECEN

q,m pdtomsworkspace ] 3 West Europe Microsoft Azure Sponsors...

2. Select the workspace for which you want to activate FIM. Click
Enable. This opens the detailed blade for FIM. Here, all VMs
that are registered in the workspace are listed, for both Windows
Server and Linux operating systems. (It might take some time
before all VMs are detected, so refreshing or checking back
regularly might be required.)

Windos Camaiters L Comgniters LEARN MORE
2 0 Learn more sbout File Integrity Monitoring B
RECOMMENDED SETTINGS
~|  F Windows Files

+| P Registry

| P Linux Files

o File Integnity Monitaring (FIM) uploads data to the Log Analytics workspace. Data charges will apply. based on the amount of data you uplcad. To learn more about Log Analytics pricing &

click here.

Selected settings from above are applied. You can modify the settings later using 'File Integrity Menitoring” settings

File Integrity Manitoring leverages the Change Tracking sclution enabled on your workspace

Enable File Integrity Monitoring
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3. For each of the three items (Windows Files, Registry, Linux Files),
FIM lists which files and settings were checked. Click any of the
three items to see the details.

Enable_ File Integrity Monitoring

v ¥ Windows Files

o Chautoexec bat

o Chboot.ini

v Cheonfigsys

v ChWindows\system.ini

v ChAWindowsywin.ini

o ChWindows\regedit.exe

o ChWindows\System3 2\userinit.exe

W CAWindows\explorerexe

L C\Program Files\Microsoft Security Client\msseces.exe

v ¥ Registry

o HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\OID\EncodingType O\CryptSIPDIIRemoveSignedDataMsg\ (C689AABE-BETE-11D0-8C47-00CO4FC295EE]
L HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Crvotearanh\QID\EncadinaTvoe 0\CrvntSIPDIIR ianedDataMsa\i603BCCIF-4B59-4E08-B724-D2C629TEF351)

4. Click Enable File Integrity Monitoring. Wait for it to become
enabled. Once enabled, go back into its configuration by clicking
the settings button.

Home > Security Center - File Integrity Monitoring > File Integrity Monitoring

File Integrity Monitoring
pdtomsworkspace

_______________ -

@ Settings O Refresh Y Filter @ Disable

............... b

5. The listed files and registries are not the only ones that can be
checked, as you can customize this list yourself. For example,
if you want to make sure no tampering or attacks happen on
business-critical software, like a line-of-business application,
you can easily add this folder or even a specific file to this list.
Whenever a change happens to this folder, it triggers the FIM alert.
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6. From the FIM settings workspace configuration, select Windows
Files and then click the Add button to edit the list of Windows
files and folders to be checked. Complete the fields, pointing

to a “dummy” folder that we will create on the VM later on. Set

Recursive to On, which allows FIM to check the full directory.

Add Windows File for Change Tracking X

H Save [ Delete ¥ Discard

Enabled

True False

* Item Name

LOB folder check v

Group

Custom

* Enter Path

cAfimtets\* v

Recursion

On Off

Upload file content

7. Save the changes, and see the items being added to the list of

Windows files.

Workspace Configuration

& 20d  ¢® Documentatior
Windows Registry | Windows Files | Linux Files  File Conte ervice:
GROUP ENABLED PATH PR RECURSIVE UPLOAD FILE
Custom true C\fimtest txt Folder false false
Custom tue c\fimtest\* File true false
Security true Chautoexec bat File false false
Security true CAboot.ini File false false
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8. Connect to any of the VMs listed and make changes to the
monitored system files and/or registry. For this scenario, create a
c:\fimtest folder and a fimtest.txt file inside the folder.

9. Wait a few minutes, and check the FIM portal for reported
changes.

File Integrity Monitoring

€9 Settings | ) Refresh Y Fiker T Disable

Total computers Total changes Change type Change catagory / LEARN MORE )
Learn mare abaut File Integrity Maonitoring
3 1 Files 1 Modified 0
Registry o Added 1

Removed 0

Computers Changes

A Search computers

MAME TOTAL CHAN... FILES REGISTRY LAST CHANGL T...
1 1

B jumpm

0 12/29/18, 1218 AM

10. Select Changes, which shows the list of changes made to the VM.
Computers | Changes

o Presenting the latest 100 changes. Click here to view all changes in Log Analytics

ENTITY COMPUTER Ve CATEGORY CHANGE TIM.

ampwm Fies Added 12/29018, 1218

11. Select the change item, which shows you more information about
the effective change to the system.
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Home > Security Center - File Integrity Mo

File Integrity Monitoring

1 settings () Refresh W Fiker 1

Total computers Total changes

3 1

Computers  Changes

o Presenting the latest 100 changes.

2 Search changes

ENTITY

=] evfimtest\\ynewdoc txt bt

c\fimtest\\newdoc.txt.txt

ange details

PROPERTY

VALUE BEFORE

SourceComputerld -

Name

FileSystemPath

Size

DateCreated

DateModified

Attributes

Acls

FileContentCheck... -

SourceSystem

MG

ManagementGrou... -

Tenantld

VMUUID

¥ Unchanged prope...

VALUE AFTER

2ab51629-62b5-ddae-362d-a3fcedaditel

newdoc. bttt

cAfimtest\\newdoc tet bt

18

12/29/2018, 12:17:04 AM

12/29/2018, 121712 AM

archive

{ “owner™: "BUILTINV\Administrators” “Group™: “jumpymi\Ne..
@lAlgorithm=MD5 Hash=5AC36209070141E40C94491B854..
OpsManager

00000000-0000-0000-0000- 000000000001

ADI-0a0Zee2B- THG-44tf-a480-b4e3ba0 1 1a%a
Da0Zee2B-TH06-44M-248a-b4e30a0112%a

ablebdZ9-dfbd-42b3-abdb-ceacdd 1c3ch9

12. Since there is no data in the Value Before column, this means a

new file/folder was created.

13. Another way to get a view of the changes that occurred on your
system is to select the VM. Return to the FIM portal and select the

VM. This redirects you to Log Analytics, which runs a query on

changes to files and registries.
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X

x}
Help @ Settings E}Quer

Save ‘@ Copy link G Export == New alert ruls

——

& 000003400 B

Display time (UTC-

Logs
MNew Query 1*
odromsworkspace = Time range: Custom
Schema Filter (preview) g  ConfigurationChange
| where Computer == "jumpwvm"
| where ConfigChangeType in("Files”, "Registry”)
bk | order by TimeGenerated
| render table
|F Collapse all
Active Completed. Showing results from the custom time range,
* @ pdtemsworkspace fr  ESTABLE WlICHART  Columns v
* ChangeTracking - T gro
3 Tputer
[~ jumfEvm Files Added 2ab51629-62b5-4dae-962d-a3fcedadfbed
» fr Functions Computer jumpvm
Favorite workspaces CenfigChangeType Files
ChangeCategory Added

SourceComputerid
Name
FileSystemPath
Size

DateCreated [UTC)

2ab51629-62b5-4dae-962d-a3fcedalfbal

newdoc bt tat
cifimtest\\newdoc.txt.txt
18

2018-12-29T06:17:04.42

This way, you can run more powerful queries across multiple systems, rather than

going through each system individually.

Section Summary

This section discussed the Cloud Defense topic in Azure Security Center, highlighting

its capabilities and features. Zooming in on just-in-time VM access and File Integrity

Monitoring, what they are, how to configure and use them. Two additional super-

powerful features from a security perspective, which should not be left out when

optimizing the security posture of your virtual machines.

Threat Protection

This is one of our favorite parts of Azure Security Center because it assists with detecting

any malicious attacks from or within your Azure environment. (And yes, both Windows

and Linux systems are supported!)
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This is another Azure Security Center feature for which you need to have the
Standard edition.

Face it, every system is under attack nowadays, and not just the ones that are directly
connected to the Internet. We all know those stories from large companies like Twitter,
Uber, Marriott, and so many more, having become the victim of malicious attacks
from inside the network, running malicious code on their internal systems, sometimes
implemented months or years before the actual attack happens. And most of these are
not protected by anti-malware solutions running on the systems.

Typical security defense measures put in place on the outside of the network, inside
perimeter zones and on the internal surface of systems are ok. Most often, they also
come with a downside: they generate a lot of noise, making it hard to detect the actual
attacks among all the other alerts being reported.

Once more, that’s where Azure Security Center proves its usage. Out of the
intelligence analyzed by Microsoft security researchers, Azure Security Center threat
protection is very well positioned to assist you with focusing on the real attacks, next
to providing real-time alerts. But on top of that, the gathered information comes from
a broad spectrum of sources within Microsoft, known as Microsoft Security Graph.

All Internet-connected systems within Microsoft (think of Outlook.com, Azure, Office
365, Dynamics 365, but also Xbox and others) provide that much information on what
happens on the Internet. In a typical scenario, whenever an attack is detected on any of
these platforms, this information (e.g., the source IP address) is transferred to Microsoft
Security Graph and integrated with Azure threat protection almost immediately. So
whenever a connection occurs to your Azure-running workloads from any of these
suspiciously flagged IP address sources, it is reported, and you are alerted by Azure
Security Center.

Besides recognizing patterns on the Internet, threat protection also learns from
traffic analysis of your Azure resources, the Azure internal networks, and any connected
partner solutions. (Jump back to the “Security Solutions” section if you want more
information on the systems that are supported and integrate with ASC.)

Another source mechanism that makes threat detection within Azure Security
Center really powerful because it has deep integration with machine learning
technologies, which helps identify threats across multiple cloud systems and services
that could not be detected before. Machine learning analyzes the information received
from different sources.
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o Telemetry information from Microsoft Security Response Center,
Microsoft Digital Crime Unit, and other Microsoft cloud-connected
platforms

e Malicious behavior analysis
e Detecting anomalies in system behavior, using statistical profiling

As this security domain is continuously evolving, it is really hard to describe all the
details about how these different detection mechanisms work, and how they are put in
place. A good source of reference from the Azure Security Center team is at https://
docs.microsoft.com/en-us/azure/security-center/security-center-detection-
capabilities.

Simulating Attacks

One of the big challenges in describing or even using threat protection is the ability
to show which attacks are being detected. One option is to wait and do nothing until
something shows up. A better approach is to run “attack simulators,” not just for the fun
of it, but as a detection testing mechanism. After all, you can never be secured enough.
When testing threat protection during the writing of this book, we relied on a free
tool called APT Toolkit. It is probably one of the easiest ways to test your infrastructure
security detection mechanism and protection procedures. APT Toolkit is available as
a free download on GitHub at https://github.com/NextronSystems/APTSimulator/
releases. A more descriptive page on what the tool does at https://github.com/
NextronSystems/APTSimulator#advanced-solutions.
Installing and running this tool is super easy.

1. From within your Azure VM, download the APT Toolkit install files
from the /releases repo on GitHub.

2. Extract the zip-file to the local machine.

3. From within an administrator command prompt, run
APTSimulator.bat.
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B Administrator: Command Prompt - APTSimulator.bat

NJRat
Result: 200

MALICIOUS UA

Using malicious user agents to access web sites
HttpBrowser RAT

Result: 200

Dyre / Upatre

Result: 200

Sality

Result: 200

MNIRat

Result: 200

METCAT ALTERNATIVE
Dropping a Powershell netcat alternative into the APT dir

NETCAT ALTERNATIVE

Dropping a Powershell netcat alternative into the APT dir

4. Itruns through a set of attack simulations, which mimics that your
machine is under attack and full of malicious code.

5. Repeat this process a few times if no alerts show up in Azure
Security Center threat protection right away.

How Threat Protection Reports Attacks

If you followed the preceding simulation steps (or used any other simulation tool), ASC
threat protection should be able to pick up the security attacks and alert about it.

1. From Azure Security Center - Threat Protection, select Security
Alerts.

2. This opens a list of all detected attacks on a timeline, as well as
showing you a listing of these attacks.
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9 Sun 16 Sun 23 Sun 30 Sun
| Meclium severity Lew severity
DESCRIPTION Cou... DETECTED BY ENVIRO... DATE STATE SEVERITY
[ NEw | 4 A malicious PowerShell Cmdlet w... 1 Microsoft Azure 12/29/18 Active A Medium
[ NEW | J  Antimalware Action Taken 1 Microsoft Anti...  Azure 12/2918 Active 0 Low

3. Each detected event includes a description, the number of
detections, the solution that detected the security breach, and
the severity of the event. More information about an event can be
retrieved by selecting the specific event.

A malicious PowerShell Cmdlet was invoked on the machine (Preview)

umgam

[ Learn more

i\ General information

A malicious PowerShell Cmdlet was invoked an the machine. The Cmdlet may be associated with

DESCRIPTIGN credential theft, exploitation, network reconnaissance or code injection.
ACTIVITY TIME Saturday, December 29, 2018, 3:57:13 PM

SEVERITY A Medium

STATE Active

ATTACKED RESOURCE jumpvm

SUBSCRIPTION Microsoft Azure Sponsorship (0a407898-c077-442d-8e17-7T1420aa82426)
DETECTED 8Y B8 Microsoft

ENVIROMMENT Azure

RESOURCE TYPE 1 Virtual Machine

FILE NAME powershell.exe

So far, we know there has been a malicious PowerShell cmdlet invoked on the
machine we are using in the simulation. But how and why does ASC detect this as a
security attack, and more importantly, what is the aggressive impact of this attack? This
is where the threat protection’s investigation feature comes to the rescue.

Click Investigate. This opens Investigation Dashboard (Preview), which provides a
nicely detailed dashboard for the specific event.
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D Refresh EE Analytics

Investigation path

%o 5

Investigation
"
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A malicious PowerShell Cmdl...
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>
J A malicious PowerShell Cmdlet was invoked on th. }
1® Related v A Medium WDATP o
TO INCIDENT PRIORITY DETECTED BY g
@
b
= Entities
Vv General Information
0
xpl t
.'vnl
Playbooks

CAWindows\System32\WindowsFowerShellw1.0

bas038id20ed74c04 TheBaadsbiacdb bfc 1 ddbe12fB031473bTa
18d3dB19436

It helps you truly understand the impact of the attack. Starting from the topology

view, it shows the different user accounts involved (labadmin, as well as different

Windows Manager system processes, but also what system was under attack (jumpvm),

the attack itself (PowerShell cmdlet), but also the remediation (Windows Defender on

the VM). Remember when we talked about threat protection working together with

other solutions? Windows Defender is a nice example. And no, it doesn’t work because

itis a Microsoft tool; it reports the incident when you have other anti-malware solutions

running.

Next to the topology diagram, there is a decent amount of information about the

attack: what it involved, the time it ran, which process was involved, and things like that.

Azure Log Analytics is another integration.

1. Touse it, click the Analytics button. This opens Log Analytics.

One small thing that is missing is the actual query to run. But you

can update this yourself easily enough.

2. Type SecurityAlert in the query field, and click Run. This will

bring up the two security events from our simulation again.
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Logs 2 ox
New Query 1* | + [ Help 35 settings 3 Que
sdtomsworkspace = m Time range: Last 24 hours Save ‘@ Copy link G Export =+ New alert ru
Schema Filter (preview) @

Filter by name or type.. '
I Collapse all

Active
- (D pdtemsworkspace b g

» ChangeTracking

+ LogManagement Completed. Showing results from the last 24 hours. & ooooorrar @

¥ Security ZETABLE  allCHART  Columns + Display time (UTC

*» SecurityCenterfree Drag a column header and drop it here to group by that column

*» S Functions L L L B e 1Tt Ly AN e Alogat
Favarite workspaces » 0a02ee2d-THO6-44ff-ad8a-bdelbaldlla%a  2018-12-29T21:57:26.000 A malicious PowerShell Cmdlet was invoked on the machine A malicious

» DalZee?d-TIOG6-44ff-048a-bdelballla%  2018-12-29T22:31:50.000 Antimalware Action Taken Antimahwa
Closing Log Analytics brings you back to the Investigate dashboard.
We want to highlight one last action that we can take to assist in optimizing our
(automated) handling of security events: security playbooks.
Investigation Dashboard (Preview) *

sdiomsworkspace

D Refrash  2E Analytics

Investigation path 0 Antimalware Action Taken

P j How to use Playbooks in investigation?
<@ : :

Security Center integrates with Azure Logic Apps to automate and orchestrate security playbooks.

window manager\dwm-3 Antimalware Action Taken Using the Security Center connector you can trigger incident respanse actions based an a Security
Center abert. Inclede conditional actions based on alert details to tailor the playbook based on alert
type and its entities.

12/28/2018 7:52 PM — 12/29/2018 7:52 PM (1 day) b d

8 o i 1@ Vv

Exploration
&)
{&)
s— Playbooks

Run Playbo sed on this alert

Comments

Audit

But that’s a topic important enough by itself.
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Section Summary

This section introduced you to threat protection, another powerful security attack and
analysis solution within Azure Security Center. You learned about its capabilities, as
well as how to simulate surface attacks using open source tools. Lastly, you learned
how threat protection assists with the investigation process by offering the investigate
dashboard.

Security Playbooks

So far, we covered most of the functionalities within Azure Security Center that help
in reporting and alerting about security incidents and attacks. But besides the alerting
aspect, another huge part of fixing your security attack is fixing the issues.

One solution we talked about earlier to help you in this was Security
Recommendations, where Azure Security Center offers you much like a case-by-case
recommended solution to fix the reported issue. This is a great way to help you optimize
your security posture, but it’s not a viable solution to mitigate a larger security attack
because you are looking for an automation tool—and that’s exactly the purpose of
security playbooks.

Overview of Security Playbooks

Why is there another automation tool in Azure besides Azure Automation? Security
playbooks are actually based on a workflow automation tool in Azure: Logic Apps.

By going through a sequence of procedures, much like a step-by-step scenario,
security playbooks reacts on a trigger, for example out of an event or an alert. As it is
technically based on Azure Logic Apps, but focusing on the security templates in there.
(FYT: Azure Logic Apps is a business workflow tool that allows automation processes for
business tools like Office 365, DocuSign, SAP, GotoMeeting, and many others.)

This also means that security playbooks are in analogy with the pricing of Azure
Logic Apps, thus not being part of the Azure Security Center consumption cost. For more
information on Logic Apps pricing, refer to https://azure.microsoft.com/en-us/
pricing/details/logic-apps/.
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Building a Security Playbook Workflow

1. From Azure Security Center, go to Automation and Orchestration.
Select Playbooks. (Another approach is to go to the Investigation
dashboard and select Playbooks.)

And to be complete, you can start creating these directly from
Azure Logic Apps as well. Starting from a prebuilt security
template or creating a new one from scratch.

Home > Security Center - Playbooks (Preview)

Security Center - Playbooks (Preview)

Showing subscription 'Microsoft Azure Sponsorship

O Search (Ctrie/) & o AddPlaybook &) Refresh Y Fiter | U Or

4 Coverage -

! Security policy Security Playbooks Runs Run Summary

0 0 Succeeded 0
RESOURCE SECURITY HYGIENE Failed 0
Recommendations Running 0

2. Click Add Playbook. This opens the Logic App blade, which
allows you to create a new Logic Apps resource. Complete the
necessary information, such as the Logic App name, resource
group, and the location where you want it to be created.
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Logic App O X

Create

* Name

ASCPlaybookdemo1 v

* Subscription

Microsoft Azure Sponsorship v

* Resource group @

O Create new @ Use existing

KHD-RDPS v
* Location
| Central Us v

Log Analytics @

B o

3. Wait for the playbook to be created.

Playbooks

M Search playbooks

NAME t STATUS ToT... RU... sU... FAL.. SUBSCRIPTION LOCATION TRIGGER KI...

&) AsCPlaybookdem... () Enabled 0 0 0 0 Microsoft Azure S Central US @ Not defined
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4. Once created, select the playbook to customize it. This redirects

you to Azure Logic Apps designer.

.‘ ASCPlaybookdemol - Logic app designer

“
2 Search (Ctrl+/)
&5l Overview
Templates

Choese a template below to create your Logic App.

B Activity leg
sl Access control (1AM)
L4 Tags

x Diagnose and solve problems

Category: Al : Sort by : | Popularity

Delete old
Azure blobs

Blank Logic App

Development Tools

Fs Logic app designer

<> Logic app code view —I—
© Versions

"2 AP connections

i Quick start guides

HTTP Request-
Response

5. Scroll down to the Templates section, and select Blank Logic App.

6. Search for Azure Security Center and select All. This shows

When a response to an Azure Security Center alert is triggered.

Click this.

£ azure security center

For You All Built-ins Connect

Request

Enterprise Custom

Triggers  Actions /

When a response to an Azure Security Center alert is triggered
Request
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7. The workflow designer opens. Here you can add the different
actions that happen as part of the workflow.

8. From here, you can integrate with about 200 connectors, from an
extensive list of third-party vendors, as well as Microsoft. To keep
it easy and simply introduce you to the capabilities, let’s trigger the
actions to

a) send an email

b) redeploy the Azure VM that’s impacted, from an Azure Resource
Manager template

9. Inthe Logic App Designer, click New step.

i e “

L“x[' When a response to an Azure Security Center alert is triggered

+ New step

10. Search for email. This shows a list of all connectors providing
email functionality. Select Office 365 Outlook. From the list of
Actions, select Send an email.

E Office 365 Outlook X

% Search connectors and actions

Triggers Actions

il office 365 Outiook ' © .
Send an email i
Office 365 Outlook 0]

11. When asked to sign in, provide your Office 365 credentials, which

are needed to get access to the Office 365 Logic Apps connector.
In a typical organization setup, we recommend using a generic
account for this; for example, secplaybooks@company.com.

As such, you know that the Office 365 integration is driven out of
that security playbooks user account mailbox.
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12. Inthe Send an email window, complete the required information
for the email subject, as well as the body of the email. For
example, type Security Playbook trigger in the Subject field.

This will be a static subject for each email sent by playbooks.

In the Body field, we can make use of dynamic content. Select
some interesting fields from the list; for example, Alert Severity,
Description, Host Name, and Start Time. (This information
changes for actual security alerts.)

o

a Send an email (0]

*To ;
o e
* Subject

Security Playbook trigger Dynamic content  Express
" Body -
‘ m Alert Severity x E Description x m Host Name x m Start Time x ,o Search dynamic conter

Add dynamic content [l [L2]] Registry Value Type

Show advanced options ™

E Remediation Steps

E Resource ID

m Source Computer ID

m Start Time

m System Alert ID

E Time Generated
m Vendor Name

13. Repeat similar steps, this time searching for Azure Resource

Connected to peter@pdtitbe. Change connection.

+ New step

Provider as the trigger, and using Create or update a template
deployment as the action. Complete the information from your
Azure subscription, such as subscription ID, the resource group
where you want this template to run, and the link to the actual
ARM template.

176



CHAPTER 5  AZURE SECURITY CENTER

s
u Create or update a template deployment (Preview) (@)

* Subscription
Microsoft Azure Sponsorship ~ ‘

* Resource Group
KHD-RDPS N ‘

* Deployment Name

SecPlaybookTriggeredDeployment ‘

Template Content

The template content. It can be a JObject or a well formed JSON string. Use only one of Template or Tem

Template URI

https://pdtitlabsstorage. blob.core.windows.net/templates/jumpvm/jumpvm.json ‘

Template Content Version

If included it must match the ContentVersion in the template. ‘

Parameters

Deployment parameters. It can be a JObject or a well formed JSON string. Use only one of Parameters or

Feel free to use this template link as an example: https://pdtitlabsstorage.
blob.core.windows.net/templates/jumpvm/jumpvm. json. Itis a basic VM template
deploying a Windows 2016 VM in its own VNet; it does nothing harmful.

14. Save this workflow. This completes the creation process.

Configuring Security Playbook Triggers

Now that the security playbook is configured, the last thing that we need to do is
integrate it into our Azure Security Center alerts. Meaning, setting up that whenever an
alert is generated for which we want to execute this playbook, it needs to get triggered.

1. From Azure Security Center - Threat Protection, select Security

Alerts.
| Mecdium severity Low severity
DESCRIPTION cou... DETECTED BY ENVIRO... DATE STATE SEVERITY
[ NEW | J A malicious PowerShell Cmdlet w... 1 Microsoft Azure 12/29/18 Active A Medium
[ NEW | ¥ Antimalware Action Taken 1 Microsoft Anti...  Azure 12/29/18 Active D Low

177


https://pdtitlabsstorage.blob.core.windows.net/templates/jumpvm/jumpvm.json
https://pdtitlabsstorage.blob.core.windows.net/templates/jumpvm/jumpvm.json

CHAPTER 5  AZURE SECURITY CENTER

2. Select the security alert for which you want to set up the security

playbook. Below the information, click View playbooks.

RESOURCE TYPE

FILE NAME

FILE PATH

FILE SHA256

MACHINE NAME

3. From the list of playbooks, select the one that you already created,
and click Run playbook.

P!aybooks_ (Preview)
o Add Playbock () Refresh

Playbooks : Run history

1 o

P Search playbooks

MAME

| AscPlaybookdemol

4. Read the notification from Azure, which informs you about the

STATUS

L) Enabled

triggered event.

B3 Virtual Machine

powershell.exe

CAWindows\System32\WindowsPowerShell\w1.0

ba4038fd20e474c047beBaad5bfacdb1bfc1ddbe12f803f473b7918d8d819436

jumpvm

SURSCRIPTION

Microsoft Azure Sponsorship

o Playbook was triggered successfully

Playbook 'ASCPlaybookdemo1' was triggered successfully for alert ‘A malicious

PowerShell Cmdlet was invoked on the machine’

TRIGGER KIND

U Security Center Alert

a few seconds ago

5. Checkifyoureceived an email and if the ARM template

deployment was triggered and running.

Fun playbook

a) If the email was sent successfully, all details are in the subject and body.

e Security Playbook trigger

MediumA malicious PowerShell Cmdiet was invoked on the machine. The Cmdiet may be associated with credential theft, exploitation, network reconnaissance or code injection. jumpym2018-12-29121.57:132
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b) To see if the ARM template deployment also works as expected, go to the
Azure Resource Group you specified, select Deployments, and look for the
last deployment state.

m"‘: KHD-RDPS - Deployments
. o 1 Q) Refresh

& Overview Fis

DEPLOYMENT NAME STATUS LAST MODIFIED DURATION RELATED EVENTS
B Activity log

s Access control (IAM) SecPlaybook TriggeredDe @ Succeeded 12/29/2018, 10:04:18 PM 33 seconds

This completes the successful configuration of the security playbook, starting the
trigger, and running the actions.

Section Summary

In this section, you learned about Azure security playbooks, a powerful mechanism to
run workflows based on events and alerts.

Chapter Conclusion

Thank you for going with us through the details of Azure Security Center. We started this
chapter with a high-level introduction to Azure Security Center, where it is positioned
within the Azure portfolio of services. You learned about all the built-in features and
capabilities for both the Free and paid Standard editions. Next, you journeyed through
the more technical and security-oriented services provided by Azure Security Center,
such as security policy, resource security hygiene, advanced cloud defense, threat
protection, and security playbooks.

After going through all the walk-through scenarios, you should have a very good
understanding of what Azure Security is and where it can help you optimize your
security posture.
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Optimizing IT Operations
Using Azure Monitor and
Log Analytics

Microsoft Azure provides a large number of hybrid cloud services that allow us to extend
our infrastructure and applications in new ways to improve not only their performance
but also provide us with a platform that offers one of the most important capabilities for
IT administrators: capacity of monitoring and diagnostics to proactively manage our
applications.

Azure Monitor provides IT developers and administrators with the appropriate
tools for monitoring IaaS, Paa$S, and SaaS along with open source integrations that
allow extending the critical capabilities for any organization so that they can proactively
improve the delivery of their applications, which improves the visibility of the
infrastructure where the application is hosted, the networks, and most importantly, the
security and the capacity to recover the resources of the data center.

This chapter reviews the services that Azure Monitor provides to implement a robust
solution to monitor and obtain an analysis of infrastructure and applications in the
cloud, and shows you a way in which digital transformation impacts how we carry out
an adequate strategy for the design of monitoring our infrastructure and applications in
hybrid environments.

We will architect an efficient IT infrastructure operations and diagnostics strategy
based on the iFreeze case, analyzing the business objectives and solving the business
needs.
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Business OQverview

iFreeze manufactures high-quality freezers that are used in various everyday industries,
such as bars, restaurants, grocery stores, and warehouses to store food, beverages, or
flowers. With an excellent name in the industry, iFreeze continuously sought to expand
its business to other vertical markets, and it is now also a leading brand for industrial
freezers in the mortuary and healthcare sectors.

In addition to nine central sites around the world, iFreeze has about 100 other
smaller sites spread across different continents. Mainly due to the low number of users
on each site, and without having local IT operations, no further details are provided.
All sites and hubs around the world are connected using an MPLS-WAN connection
when it is available. If MPLS-WAN connectivity is not possible, VPN devices are deployed
to establish a site-to-site connection, connecting to the MPLS cloud WAN through any of
the nearby hub sites.

Most of the physical servers were completely replaced with Hyper-V Server 2012
R2 fiver years ago. Only a few servers are not yet virtualized. After a four-year update
cycle, they finalized their migration project of standardization and consolidation of data
centers to the following ones in 2013.

e Hypervisor: Windows Server 2012 R2

e Operating system: Standardized in Windows Server 2012 R2,
although some Windows Server 2008 R2 and Windows Server 2016
also run

e Some manufacturing applications run on Apache servers with
MySQL databases in the Red Hat Enterprise operating system

e Main applications: Own architecture of three levels developed
internally.

o Framework applications: .NET, which runs on a clustered IIS farm
that connects to the SQL Server 2012 R2 database clusters. The
application is somewhat redundant by providing high availability of
Hyper-V replication at remote sites.

e The backup is managed by System Center Data Protection Manager
2012 R2.
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End-user applications: Due to its familiarity with Exchange Server,
iFreeze decided to migrate all mailbox data to Exchange Online/
Office 365.

Approximately four years ago, in conjunction with their next IT renovation project

at that time, the CTO and solution architects experimented with the Amazon AWS and

Microsoft Azure public cloud platforms, primarily to run virtual machine workloads.

Since completing their internal consolidation of the data center, they predicted the next

IT migration project, scheduled for mid-2019, with the intention of maximizing the use
of the cloud.
The following lists the company’s business objectives.

Minimize the impact on the integration of DevOps scenarios. iFreeze
will continue its IT operations and the development teams will
continue their existing mode of operations.

iFreeze must be able to proactively monitor any status of the current
infrastructure and applications in order to maximize RPO and
minimize RTO in addition to taking care of the integrity of data.

Adapt as much as possible; existing development and testing
platforms in IaaS or preferably PaaS / SaaS environments in order to
have a reduction and optimization of costs.

While IT operations are pretty well standardized in their operating
systems, iFreeze must reduce the provisioning and maintenance time
of its infrastructure in a simple and agile way.

iFreeze must implement a solution to obtain better visibility on SaaS
and PaaS applications to speed up productivity and have better
integrity using corporate credentials.

Let’s review which Azure services can help achieve these business objectives.
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Understanding the Different Azure Components That
Provide Monitoring

One of the main challenges with traditional data centers is the way that administrators
provision and manage monitoring solutions that provide effective visibility into the
operation of their applications. Azure provides turnkey solutions to monitor on-premises
and cloud resources in a way that facilitates integration into hybrid environments.

Azure Monitor allows us to collect, analyze, and manage telemetric data—both in
the cloud and in local environments. In general, cloud native applications often depend
on different types of Azure resources, whether they are App Services instances, virtual
machines, containers, networks, firewalls, storage accounts, databases, and so on.

This solution allows us to understand how applications work and identify potential
points of failure to reduce the risk of a downtime in service.

Azure provides tools to enable the monitoring of Infrastructure as a Service through
(a) Azure Monitor that collects metrics and logs, which is composed of three basic
categories: activity logs, metrics, and diagnostic logs; (b) Application Insights; and
(c) Log Analytics.

Note Azure Monitor’s terminology is constantly changing. We are using the latest
terminology that best fits the purpose of understanding the monitoring capabilities.

Which Method Should | Use?

The most basic answer to this question is: The method that allows you to have greater
control and visibility of your application.

First, you need to keep in mind what kind of data you can get from each of these
services and what actions you can take once you get a specific type of data.

In our case study, you could implement Log Analytics so that iFreeze could obtain
log and metric logs of Azure services (through Azure Monitor) from virtual machines
hosted on Azure and on-premises for a flexible analysis of consumption, and later take
some particular action, for example, optimize IaaS resource costs by updating the size of

virtual machine instances.
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Or, iFreeze could use Application Insights to analyze the behavior of its .NET
Framework applications to reduce provisioning and maintenance time in a simple and
agile way.

Understanding the Different Azure Components
Providing Diagnostics and Logging

For a better understanding of Azure Monitoring services, take a look at the diagram.
It simplifies the main categories and their functionalities.

Azure Service Component At what level What it Parameters
works?
Activity
Logs
. Azure
Monitor Metrics has a
Metrics (Preview) __ i
Near Real-Time Host OS \
- - GuestOS/ WA L7
Diagnostic Logs = App
Azure Diagnostic :
" Diagnostics L Aeatin

R ows Are 1
Analytics Repository Infrastructure

Figure 6-1. Overview of different Azure Monitoring services

Note Diagnostic Extended Logs is equivalent to Azure Diagnostics, although in
the official documentation, this service can be considered within Azure Monitor to
better understand Azure Monitoring. We emphasize Azure Diagnostics separately.

As you can see, depending on the approach, we can select some services of Azure
Monitor and Log Analytics to design the monitoring strategy for IaaS. Alternatively,
we could assign Metrics (Preview) and Application Insights if our goal is to monitor
PaaS or SaaS.
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An important consideration is the alerts that Azure provides within these monitoring
components. An alert executes queries to the record in an interval or period of time.

If the result of the query to the record matches some previously established criteria, an
alert record is created.

Once an alert record is created, we can generate an additional configuration to take
an action, or in this case, a group of actions to execute another process related to the
alert. For example, we could implement an alert to check the percentage of CPU used
in a certain virtual machine; if the percentage of CPU used is greater than N, we can
generate an action or a group of actions (in this case, automate the scaling of said virtual
machine instance).

Architecting Efficient IT Infrastructure Operations
and Diagnostics Strategy Using Azure Monitor
and Log Analytics

Azure Monitor enables you to fully monitor on-premises and cross-cloud environments,
formerly known as Operations Management Suite (OMS).

Let’s review how iFreeze could use Azure Monitor and Log Analytics to collect data
generated by resources in their cloud and on-premises environments and from other
monitoring tools to provide analysis across multiple sources.
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Solution Design

Azure SOL

losd | '
Baancer | WM Scale Set databate - m
| L Q’
| . : 9
; Actove Directary Gateasy sutret H Aralyncs
VPN Gateway -
L]
E A @ @ &
b D
: 2
R Do, O AD Health
: Monmitoring
- L]
Traffc Manager Acte Y i :
VPN Gatenay . I’j
L]
on L'g | &
: Power B
L]
:

'
H Saceage Analytcs

@ @ o8 -

Azure SQL
WM Scale S databaie

Figure 6-2. Azure Monitoring Solution design sample diagram

Now let’s get a bit more practical and review the step-by-step process to set up a
workspace to collect all the necessary data to proactively monitor resources. We assume
that you previously deployed the resources shown in the diagram above. You can select a
different region where the service is available.
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1. Go to the Azure portal and look for Monitor. Click Logs, as shown
below.

Microsoft Azure L Search resourc

Home » Monitor - Qverview

Create a resource Monitor - Overview
#I Home o «
15! Dashboard : :
All services 2 Overview
P — B Activity log
* Virtual networks Alerts
& Cloud services (classic) il Metrics
@ security Center @ Logs 9
? Subscriptions %% Service Health
& Azure Active Directory B Workbooks
€ wonitor !' Insights

O Cost Management + Bill...

@ Applications

a Help + support

@ Advisor

S Virtual Machines (preview)

& Containers

Now we will create our new Log Analytics workspace, where we will
store all the data from our resources.
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Log Analytics workspace O X

réate new sting worsspace

g Wo

(®) Create New () Link Existing
* Log Analytics Workspace

iIFreeze v

* Subscription
o iIFreeze v

* Resource group @

(®) Create new () Use existing

Y

iFreeze-Monitoring v

uuuuuu

Once the Log Analytics workspace is created, go to the main menu
and select More services. Type monitor and select Monitor

service.

- New
E1 Virtual machines (clas...

E Activity log *
ey

gywords: monitoring
= Monitor
Keywords: monitoring *

B virtual machines

More services > 1
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1. Click the Monitor option to open the Monitor blade. This blade
brings together all your monitoring settings and data into one
consolidated view. Click Activity log to ensure that you get the

recent log activity from your current subscription.

Monitor - Activity log

Search (Ctrie/] “ SE editcolumns ) Refresh  |T] Exportto Event Hub ¥ Download 39@ Logs
3 Overview o 2 x #J: Quick Insights
. B .A.Cfi\’h)’. |°Q - Management Group : None Subscription : 2 selected Timespan : Last 6 hours
Hs 2 items.
ﬂ\:l Metrics OPERATION NAME STATUS TIME TIME STAMP SUBSCRIPTION
@ Logs

2. The first time, you get a screen similar to the image below.

Activity Log Analytics Overview

T Refresh = Add

Last 24 hours

Get started with Log Analytics

Gain insights into Azure activities using log search and visualization

Please click "+ Add" button to begin
3. Click Add.

Activity Log Analytics Overview

{) Rrefresh | =+ add

Last 24 hours

4. Remember that all the data collected by Azure Monitor is stored
in a Log Analytics workspace. Select the Log Analytics workspace,
where you store your data. Click Select a Workspace and then
select iFreeze.
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Note As of writing time, Log Analytics was not available in all Azure regions, so
be careful when choosing the region for your workspace.

Activity Log Analytics O X
Log Analytics Workspace
o >
iFreeze
.-:9 Analytics Workspace settings >
iFreeze

| iFreeze A4 l

Note A node can be a virtual machine, a physical server, a network device, or
other instance. You can buy additional nodes either upfront through a suite or by
purchasing a pay-as-you-go plan.

Examples of nodes include the following.
o Insight and Analytics

e Windows and Linux computers with one of the OMS agents
installed

e Azure classic cloud service web and worker role instances
o Azure service fabric cluster nodes

o Data sent through the data collector API with the Computer field
populated

o Each device sending logs via a syslog forwarder
e Automation and Control
o Computers with the Configuration Management agent installed

e Computers with an OMS agent collecting Change Tracking data
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o Computers with an OMS agent collecting Update Management
data

e Computers with Automation Hybrid Worker installed
e Security and Compliance
o Windows computers sending Security Event logs
o Linux computers sending security/authorization syslog events
e Azure resources monitored by Security Center
o Computers sending anti-malware information
e Devices sending security logs

Azure Monitor can also collect data from your virtual machines and the networking
dependencies so that you can analyze all inbound and outbound traffic.

5. When the workspace is ready, return to the Monitor blade and
click Activity log. Select iFreeze Azure Subscription, then in
the Resource Group field select iFreeze. For this case, select All
resources. Save this query by clicking the Save icon.

Monitor - Activity log

D Saarch (Ceri= 22 Columns P Export D Log Analytics
= Select query w E s » Insights (Last 24 hours): O failed deployments | 0 role assign,
3 Overvie 0 outage notifications

* Subscnption @ Resource group @ Resource @ Resource type @

l iFreez Azure Subscnp,, [ iFreezRG I All resources esource type ~

Timespan @ Event category @ *Event ceventy @ Event initiated by @
B Alerts (preview) Last 6 hours v All categories w 4 selected v Email or name or ser... ~
A Aerts Apply Reset

Query returned 4 items. Click here to download all the items as csv
PERATION NAME STATUS TIME TIME STAMP SUBSCRIPTION

b @ Write Deployments Started Just now Wed Dec 27 ...  iFreez Azure Subscription

@ Register Started Just now Wed Dec 27 ... iFreez Azure Subscription

192



CHAPTER 6  OPTIMIZING IT OPERATIONS USING AZURE MONITOR AND LOG ANALYTICS

6. Name the current query iFreeze-Logs and click OK.

Monitor - Activity log

olumns " Export @ Log Analytics

Search (Ctrl+
Save
%) Overview
SHARED SERVICES * Query name ®
B Alerts (preview) || iFreezRG-Logg| |
R Alerts
ili1 Metrics (preview)

The activity log describes all operations performed on resources in your
subscription. Now you can determine the what, who, and when for any create, update,
or delete operations on resources in your subscription; for example, when a VM stopped
and who stopped it. Activity log events are stored in the platform and are available to
query for 90 days.

Now let’s review Azure Metrics.

1. Return to the Monitor tile and click the Metrics section. You first
need to select a resource by filtering and selecting using the drop-
down options at the top of the blade.

2. Ensure that your resource has enabled diagnostic settings.
To achieve this configuration, you have two options.

Option 1

a. Go toyour resource, in this case, a VM called
iFreezeWebserver.

b. Select Diagnostic Settings from the configuration blade.
c. Select Logs.

d. Click the IIS Logs checkbox. Azure provides the storage
account name to store the logs.

e. Click Save.
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F iFreezWebserver - Diagnostics settings

%] Change tracking (Preview) A Overview Performance counters | Logs Bsh dumps  Sinks  Agent

Event logs

MONITORING

Choose Basic to enable collection of event logs. Choose Custom if you want more control over which event logs are collected.

None Basic | Custom

Alert rules
F Configure the event logs and levels to collect:
ES Diagnostics settings AFPAICATION

il Metrics

:Z| Critica 2 Error Z Warning [: Information D Verbose
Advisor recommendations

SECURITY

L
e & ram [ o] A £aib
e oty [] Audit success  [W] Audit failure
EUPPOAT - TROUBLESHOOTING SYSTEM
!7| Critical V| Error |v| Warning r Information |_| Verbose
P Resource health
Boot diagnostics
a ? Directories
Reset password Choose the 115 logs to collect and the log directories to monitor.
M Redeploy
s Mew support request
I| wad-iis-logfiles v

Option 2

a. Go to the Monitor tile and click the Metrics section. Select
aresource by filtering and selecting using the drop-down
options at the top of the blade.

Manitor - Metrics

f Launch the preview of the new metnics expenence. =

> Sk iz @ * Resourze grous & Reszurce type & * i
[ iFreer Azure Subrcription I iFreszR3 5 pelected FreszWebserver (Virual ..

Availabie metrics

B Aerts (preview)
B Ak
fis Metrics [prevew)

| il Metrics q
4

& Log Analytics

H Acwyicg

b. Click Logs. Select the metrics that you are interested in
monitoring; in this case, we are collecting the basic logs.
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c. Click Save.

e Ba enable colle eve hoose o u war e <o e event logs are collecte
Basic | Custom
Configure the event | and levels to colle
v v E V| Waming [ | Informasien | | Verbose
A v A
v vl ¢ v .

Note As of time of writing there is available a Metrics(Preview) option: Select
Metrics(Preview) and then select the resource that you want to monitor.

_ Monitor - Metrics (preview)

& 2dd Chart ) Refresh W Export to Excel

Sea
Time: Last 24 hours (Automatic)
Cvervie
e ETRIC
Alerts (preview) = - ifreezrgdiag599

oo X iFreezWebserver VIRTU 3
Alerts 90—
- 2o B (FreezWebserver-ip PUBLIC 1B 5
fiil Metrics (preview) _ B ifreezwebserverd? METWORK INTERFACES
fid Metrics = Select a metric to see data appear on this chart.

& Log Analytics

B Activity leg

¥ Service Health

195



CHAPTER 6  OPTIMIZING IT OPERATIONS USING AZURE MONITOR AND LOG ANALYTICS

3. With Metrics(Preview) you can easily select the resource that you
want to monitor. Select your preferred chart and a custom time
granularity, and then click the options icon (3 points).

4. Select the Pin to dashboard option.

o Add Chart  {) Refresh W Export to Excel

Time: Last hour (Minutel

"- 2" ifreezrgdiag599, Success E2E Latency (Co... g *Y

| & APlname X
} A
u Delete
12 A r Pin to dashboard
1; /\ T Chart settings
B / | | Configure alerts

Clone this chart

AR .
: A AN S

10:15 10:30 4 11 8M
ENTITYGROUPTRANSA_ || GETBLOBPROPERTIES BLOBPREFLIGHTREQU.. UNKNOWN
| FREEZRGDIAGS99 IFREEZRGDIAGSS9 IFREEZRGDIAGS99 FREEZRGDIAGS99
139 168 4 7

Now that we reviewed how to customize metrics for specific resources, let’s to add
Alerts.
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1. Click the Monitor blade, select Alerts, and click Configure.

] D [search (Ctrl= | T Refresh

* Subscription @ * Time range @
Overview iFreez Azure Subscription ~ || Last 6 hours i

Application Insights
Get actionable insights for your applications. Learn maore

- =

In this blade, we are going to configure an alert. The objective is to
send a warning to the IT administrator when the web server has a high
CPU % usage.

2. Configure the parameters as shown in the image below:

Add activity log alert

* Activity log alert name @ I webserverAlert I /l
Description @ Alert on high CPU'% l ~fj
* Subscription @ iFreeze ] v
* Resource group @ iFraaze ]_ V]
Source

nput® Activity log

Criteria

* Event category @ - "‘]
Resource type @ [ Virtual machines (Microsoft. Compute/NirtualMachines) [ v J
Resource group @ Freeze l V]
Operation name @ Create or Update Virtual Machine [virtualMachines) l v ]
Level @ Waming J N ]
Status @ I Started I b ]
Event initiated by @
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3. Setup anew action group and provide an action group name as
well as a short name for this alert.

Alert via

Pctiongroup ® New] O Existing

* Action group name @ l iFreezActionGroup I ‘/l
* Short name @ | iFreezAlert | "‘

4. Give the alert an action name and set up the action type email.
After that, set the mail when an alert fires.

Actions
ACTION NAME ACTION TYPE STATUS DETAILS
high CPU % v |l Email hd Edit details
Unique name for the action v

Send an email when an alert fires.

* Email address

dave@a:urep‘:atformexperts.com| I
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Now let’s take a deep dive into Log Analytics.

1. Go to the Monitor blade and select Log Analytics.

= Overview

A Alerts (preview)
A Alerts
fll Metrics (preview)

flil Metrics

@ Log Analytics

B Activity log

w Service Health
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2. Once you select your workspace, type your custom query, or use a
recommendation from the language converter.

B e

earch [Ling « Cane seanitve] [in (Table1 “abied )]
tom

LeRrih B e prim mMle Johuve 1 ] tabien

Ea~plet

L search “scorin” or “sethet

Bator Al recondn Bt orlpn the term
Crblrer, oocs RO O RS wth BN I3 Fuebia
o brw Labid 20 J0A A

3. For this case, we are going to collect all the Administrative
Category from Azure Activity type.

Wﬂ‘ksp-lc{ iFreezs-OMS-Workspace G
£

¥ Show legacy language converter
TYPE (1 %
Azuredctvry 28 saarch © 2
| where Type == "AzureActivity™
| where Zategory == "Admin strative”

OPERATIONMAME (20]
22 Advanced Analytics.

128 Results Slist  2ETable 00:00:02.11

Microscft Resources/deployments/write 24

Microset.Campute/virualMachines/ectarsions/write 15

Drag a column header and drop it here to grous by that colurn

Micraseft Storage/storsgedecounts/wite 0

Microscft Storage/storageAccounts/listKeys/action 10 Fuasle T | TmeGenerated T Type T | Openticniame

” i e 10 b Azuredctivity Azurelctivity Microsoft Resources/deployments/write

icroscft Compute/virualMachines/writc
[+] Mare b Azurelstivity 7 1:01:38242 PM Azuredctivty Microsoft CemputeivirtualMachines/ extensic
b Azuredctivity 7 71:01:38061 PM AzureActivity Microsoft.CemputefvirtualMachines/extentic
CATEGCRY (1) ’

b AzureActivity "101:37.746 PM Azyreldctivity Microsoft Storage/sioragedccounts/listileys/

Administratve 28 .
r Acsehliviy 12/27/2017 * 10137295 PM Acureitivily Wit s 1L Stor aye/sin ageec vunla/liseys/

If you want to get started on Log Analytics queries, check out https://docs.
microsoft.com/en-gb/azure/azure-monitor/log-query/get-started-queries.
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Monitoring and Troubleshooting Azure Networking
Using Network Watcher

1. Go to More services and search for network watcher. Click
Network Watcher.

New » Marketplace > Everything

New

Resource groups
£F  Network Watcher
§% Al resources

Recent

. ré: work -.-.'at:?'.-:.'|

App Services

Virtual machines (class...
Virtual machines
SQL databases
Cloud senaces (classic)
Dashboard

B Security Center

g Subscriptions

& Azure Active Directory

More services »

2. SelectiFreeze Azure Subscription. You will see all the regions
where Network Watcher is available. If you click the right options,
you see two options. Select Enable network watcher in all regions.

Network Watcher

cription
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3. Goto the left blade and select Topology.

Network Watcher

i P flow verify

& Next hop

4. Youwill see a new blade. Select iFreeze Azure Subscription and
the resource group, iFreezeRG. Then select iFreeze-Vnet.

! Download topology
EuFr:::-_- ..é.gu(a_ Subscription & uFa:e::RG - v
[ God
™
<> ¢G> KD 4
B echer e S coluene veze et
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In the Topology blade, you are able to analyze the resources that you previously
deployed, including compute and networking components. As you can see, network
watchers provide an easy way to see what is happening across your entire network
with diagnostic tools, which includes IP flow verification, security group views, VPN
diagnostics, packet capture, and connection troubleshooting. Network Watcher also
provides metrics and you can configure alerts to take specific actions.

Let’s review how to troubleshoot your networking components.

1. Go to the Network Watcher blade and select IP Flow Verify.
Check the inbound traffic for our webserver. Select iFreeze Azure
Subscription and the iFreezeRG resource group. Then select the
webVM VM. Select the network interface webvim652. The packet
details are through protocol TCP and the direction is inbound.
Finally, select the local IP address and port, as well as the remote

IP address, as shown in the following image.

Network Watcher - IP flow verify

O Search (Ctrl+ |  Specify a target virtual machine with associated network security groups, then run an
inbound or outbound packet to see if access is allowed or denied.

Subscription™ @

I iFreeze Azure Subscription l v

Resource group* @

{
v |
| Network interface*
Y carimihe on \ | weovmes2 et
B i :
|
& VPN Diagnostics i Packet details
i
i Protoco
D Parket tur i
vo Packet capture | uoe
B Connection troubleshoot | Direction

®  Network subscription limit

Remote port* @

NSG fiow logs

Bl Diagnostic logs .
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2. After you run the inbound check, you see the result in the same
blade.

Result

2 Access aliowed

3. Now return to the Network Watcher blade and select Next hop.
This service helps diagnose connectivity issues; for example, if VM
traffic is sent to a destination successfully or if there is any block.
Select iFreeze Azure Subscription, the iFreezeRG resource
group, and then webVM. Select the network interface webvim652
and the source IP address. Finally, provide the destination IP
address, as shown in the following image.

Network Watcher - Next hop

Search (Ctri+ | Specify a target virtual machine and destination IP address to view the next hop.
|
|
-~ | Subscription™ @
ONITORING ! I iFreeze Azure Subscription l b
[ |
ate  Topology | Resource group™ ©
-
e - i b _.3:.—-'.-’1
B |P fiow verify il
s& Next hop
A
Security group vie
<& VPN Diagnostics v

& Packet capture

Bl Connection troubleshoot
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What result should you expect? Azure provides the following parameters as
results, depending on the source IP address and the destination IP address: Internet,
virtualAppliance, VirtualNetworkGateway, VnetLocal, HyperNetGateway, VnetPeering,
and None.

In this case, the result should be Next Hop Type = Internet and Route table ID = System
Route, as shown in the following image.

Source IP address* @

10.1.0.132 v

Destination IP address™ @

187.233.117.139 v

Next hop

)
Result

Next hop type

Internet

IP address

Route table ID

System Route E

4. Now return to the Network Watcher blade and select the security
group view. This service allows you to visualize the properties
and details of your specific resource; for instance, in this case you
are going review the iFreeze web server inbound and outbound
effective rules by selecting iFreeze Azure Subscription, the
iFreezeRG resource group, and then webVM. The network
interface is webvim652 , as shown in the image below.

205



CHAPTER 6  OPTIMIZING IT OPERATIONS USING AZURE MONITOR AND LOG ANALYTICS

Network Watcher - Security group view

As aresult, you see the inbound and outbound rules; however, you could review
more parameters, such as the subnet, network interface, and default rules.

Effective | Subnet  Networkinterface  Default
Inbound rules
A Deny
3000 Virtual netw Al e 0-65535 A A
De bule_AlowAzUneLO 5 Az i 0-6553 L0.0.0 £ A Al
DefaulitRule_DenyAlinBou. 5 o 0-6553 2 €553 A Den
UserRule_default-aliow-rdp 200 3 3369.3389 ] Asow
Outbound rules
CRTY SOURSE n sETMATONECRTS  sRaTeC oL . AccEss
DefystO £5535 £5535 2 Dery
DefauitRy rtual network 0-65535 Virtual network Al Argw
DefaitR: bernat A Algw
Defautr 00 0.0.0.0/0 A De

An important objective for iFreeze is to be able to proactively monitor their global

branches and connectivity, so we will make use of the VPN diagnostics and packet
capture.
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VPN Diagnostics enables us to troubleshoot our VPN connectivity in a granular way.

1. Select VPN Diagnostics from the Network Watcher blade, and
then select iFreeze Azure Subscription and the iFreezeRG
resource group. Select a specific location; in this case, East US.

Network Watcher - VPN Diagnostics

| {Wc!mm;emsmragemﬂw e |
Lo o Wos STATUS

Before you can start the troubleshooting, you need to select an Azure storage
account to store the logs generated. In this case, you create a new container called
ifreezevpndiagnostics, as shown in the below image.

Storage accounts X Containers
x i z e
(O Search storage accounts New container

freezevpndiagnostics

Public access level @
[I Container (anonymous read access for containers and blobs) ~ E
- 2

- |
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2. Select the resources from the networking components that you
want to troubleshoot; in this case, select the two VNet gateways
and click Start troubleshooting.

UL Please select Virtual Network Gateways or Connections to begin troubleshooting

Freeze Azure Subscription w FreezeRG w East US

* Storage account

e >
httpsy/ifreezergdiag1 19.blob.core windows.
[ £} iFreeze-VnetGw1 Not started Succeeded FreezeRG East US
Not started Succeeded FreezeRG East US
Not started Succeeded FreezeRG East US

Once the troubleshooting has completed, you see an output similar to
the shown in the image below:

v ¥ & iFreeze-VnetGw © Heanny Succeeded FreezeRG

-lj Freeze-Vnet2-To-Vnet! @ Running Succeeded FreezeRG

3. Now track some packets from the iFreeze network. To achieve this
task, you must install an agent in the VMs before configuring the

packet capture. Select webVM and click Extensions, and then
click Add.

Virtual machines

+ Add EE Columns **= More O Search (Ctri+ m 3

2 Networking

2 of 2 items selected NAME
AME & Disks
i laaSDiagnostics
| @ s:
£l weovm 4 Size
| & YR — L )
- webViMic E. Extensions
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4. Look for the Network Watcher extension. Click Create and
then OK.

Note This could take a few minutes to complete.

Network Watcher Agent for
5 [
Micreso® Corp

5. Return to the Network Watcher blade to start tracking packets
from iFreeze VMs through the Azure network. Select Packet
capture and then click Add.

o s No results.

% Next hop
Security group view

& VPN Diagnostics

o5 Packet capture

Bl Connection troubleshoot
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6. Inthisblade, select iFreeze Azure Subscription, resource group
iFreeze, and target virtual machine webVMZ2. Specify a name for
the packet capture: packetwebVM2. Choose the storage account
where you want to collect the data, as shown in the following image.

Add packet capture

TFreeze Azure Subscription

* Resource grou

Ensure that the Network Watcher VM extension is installed
on the virtual machine. Leam more

Capture configuration

The packet capture ¢ .cap) can be stored in a storage account and/or on the target VM.

] File

v

Maximum bytes per session @

cefault: 1073741824

Another important functionality of Network Watcher is the capability to provide
connection troubleshooting; for instance, iFreeze needs to troubleshoot the connection
between resources in allocated in different subnets.

1. From the Network Watcher blade, select Connection
troubleshooting, and then configure the source. Select iFreeze
Azure Subscription, choose the iFreezeRG resource group, select
your resource dbVM, and optionally set the specific port. In the
Destination fields, choose Select a virtual machine. Choose the
iFreezeRG resource group. Choose the webVM2. Set the port to
3389, and then click OK.

210



CHAPTER 6  OPTIMIZING IT OPERATIONS USING AZURE MONITOR AND LOG ANALYTICS

Network Watcher - Connection troubleshoot

j2  Search (Ctri+ Source
* Choose a subscription @
@ Overview = I iFreeze Azure Subscription o
ONITORING
Av
T Topology
doVM 4 B
Port @
B 1P fiow verify E
v
% Next hop
¥, Security group view ecify manually
<& VPN Diagnostics
"
ve Packet capture
Kl Connection troubleshoot o
AETRICS
v

W Network subscription limit

Reachable

Grid view | Graph view

Hops
B aovm705 10.1.0.148 o 10.1.04
B webvm2986 10.1.04

Average Latency in milliseconds

Minimum Latency in milliseconds

Viaximum Latency in milliseconds
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Status

Reachable

Grid view  Graph view

(V] (V]

dbvm705 webvm2986
10.1.0.148 10.1.0.4

Across this hands-on-lab, we covered some of the following business objectives.

o iFreeze must be able to proactively monitor any status of the
infrastructure and applications in order to maximize RPO and
minimize RTO, in addition to taking care of the integrity of the data.

e Minimize the impact on the integration of DevOps scenarios. iFreeze
will continue its IT operations and the development teams will
continue their existing mode of operations.

Now let’s review some of the Azure services that iFreeze could implement to
maintain and provide monitoring capabilities at the platform level.

Design an Application Monitoring and Diagnostics
Strategy: PaaS

In the previous module, we discussed the solutions that Azure provides for the
monitoring of Infrastructure as a Service. We reviewed the advantages of some services
and some best practices, and looked at examples based on the iFreeze use case to
establish an adequate strategy for cloud infrastructure monitoring.

Throughout this module, we will review what Azure services offer to implement an
architecture that allows us to have better control and visibility of our applications in
hybrid environments.
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Understanding the Different Azure Components
Providing Monitoring of Applications and Azure
Platform Services

Let’s use the diagram as a reference for the monitoring components that we talked about
in Chapter 5.

At what level What it P
works?

Activity
Logs

Metrics (Preview)
Near Real-Time

Diagnostic Logs

Azure Service Component

Diagnostic
Data

Metrics

. log oMs Azure e —
Aot Repository oS ke bt ot

Figure 6-3. Overview of different Azure Monitoring services

Within the application monitoring scheme, you can see that there are Azure services

within two main categories.

o Those services that provide monitoring capabilities for our

applications

e Those services that provide log and diagnostic logging capabilities
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Within Azure Monitor, there are components such as Metrics and Application
Insights that help us achieve a proactive monitoring strategy for our application, as
shown in the image below.

At what level What it
works? provides

Azure Service Component Parameters

Guestos/ IR G
R Ve i HostOs
Monitor { Metrics (Preview) G
o
Monitoring
Agg.g“&f’“ U Wetics W Appication M cris Acts g vt Alrts ek DRgiwas

Figure 6-4. Overview of Azure Monitor and App Insights capabilities

Application Insights helps to significantly improve monitoring and the group
of actions that we can take from them; for example, we could enable monitoring
through Application Insights for the iFreeze platform and monitor the performance
of the application, perform troubleshooting connections, and review dependencies,
exceptions, and HTTP requests, among others.

Application Insights not only helps us with application performance management
but also integrates a variety of environments, from .NET to Java. It is also an integrated
component in each of the Azure services, which you can enable through your SDK or by
adding the appropriate tracking code in your application.

Understanding the Different Azure Components
Providing Diagnostics and Logging of Applications
and Azure Platform Services

Let’s take a look at the services that provide log and diagnostic logging capabilities for
our application monitoring.

The following figure shows, in a granular way, the Azure components that provide
diagnostic and logging capabilities for a Paa$S scenario.
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: Component At what level What it
Azure Service po e provides

e | ey TN B
tor - L B
Azure Diagnostic - L
S  Apcaion B Colccio:a [ o

Parameters

-

Monitoring

o Metrics m Metric Alerts, Web tests, P
atereglBl  vevic B applcaton

Figure 6-5. Overview of Azure Diagnostics capabilities

Architecting Applications Monitoring and Alerts
Using Application Insights

As per iFreeze business objectives, they need to do the following.

o Adapt, as much as possible, existing development and testing
platforms in IaaS or preferably PaaS/SaaS environments in order to
have a reduction and optimization of costs.

e While IT operations are pretty well standardized in their operating
systems, iFreeze must reduce the provisioning and maintenance time
of its infrastructure in a simple and agile way.

o iFreeze must implement a solution to obtain better visibility on SaaS
and PaasS applications to speed up productivity and have better
integrity using corporate credentials.
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Let’s review how to achieve these business objectives by using Azure capabilities
through Application Insight services.

it
SR )
v .3

Azure alert

Traffic Manager

@)

Azure

]

» S
%
3
2 3

Load App Service Azure SQ1
Salarcer database

Figure 6-6. Azure Monitoring Solution design sample diagram

We will use the above diagram as a reference for the following steps. We assume that
you deployed the resources before going through these steps.

Note This ARM template at https://github.com/Azure/azure-
quickstart-templates/tree/master/201-asev2-ilb-with-web-app
might help you to quickly follow the steps, in case you don’t want to deploy all the
previous resources from the diagram.

1. Go to the web app from your App Service environment (named
iFreeze in this case), and then select the Application Insights
option in the configuration blade.
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e Resource groups » IFreezeRG ) ifreeze

@ @

) Restart [ Delete W Get publish profile

T IF=Search (Ctri+/)

y CORS

@ Application Insights

v Alerts

2. You will see a blade with couple of graphics that Application
Insights provides by default. Click View More Application
Insights.

_. 9 Slowest Requests (past 24 hours) o
REQU DURATION (95TH
;e

API definition Collecting statistically significant data set..

) CORS
Live Stream

MONITORING | requssts
@ Application Insights
v Alerts
E2 Diagnostics logs 2

og strean
& Process explore | ouramio

4 App Service Advisor N
a4 New support request
VIEW MORE IN APPLICATION INSIGHTS @
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3. This blade contains a default graphics related to the iFreeze web

app’s health and some performance metrics.

o ifreeze

O\ Search ﬁﬁ Metrics Explorer 28 Analytics @ Time range o Refresh *** Mor

o INEW - Share insights that combine charts, queries, and more with the Workbooks tool. =»

Q@ Overview
Health
B Activity log
Overview timeline o
. 5 =

& Access control (IAM)

& Tg | Sms
X Diagnose and solve problems SEAVER RESPONSETIVE @
: ' 19.26 m:

NVESTIGATE
- - ¥ | e
=~ Application map | =S I 1 QADTIME O
¢ Smart Detection I -
SERVER REQUESTS @
A~ Live Metrics Stream i : I ' 4
fiil Metrics Explorer | = HemmEne
ld  Metrics (preview) | s i

L Search

4. Attop of this blade, you see some options about Metrics, Analytics
and Time range. Click Metrics Explorer.

o - waw - .
Q\ Search | jlj) Metrics Explorer | =8 Analytics G Ime range 0 Refresh ees More

5. Setup some specific metrics to monitor for the iFreeze web
application and apply some specific filters, as shown in the image
below.
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st Metrics Explorer

e sidchart (D Timerange W Fiters Q) Refresh M Alert rules sos More O Timerange W Filters £ Refresh ) Raset B Anaiytics ee Mare
e S
'
= '
50 Click the edit button to configure this chart.
o I'— 8t L
e 4
g =0
"-. A jan2 &AM . chart
| . L] ted 1
No metrics selected B e
web app supported o
ck 'E e

Note In most cases, Azure Metrics Explorer provides the capability to pin the
graphic to the current dashboard. We will assume that you want to pin all the
graphics we are reviewing from now on to the current dashboard, as shown in the
image below:

w7 Metrics Explorer

+ Add chart e Timerange Y Filters O Refresh . Alert rules *+* More

ﬁz
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6. Click More, and then Save favorite.

s Search

G Timerange Y Filters O Refresh ) Re =3 Analytics

Search H save favorite

r_. Help

Ferad on Request x | Page Eiiuiuu e

24 total results between 1/1/2018 5:00:00 PM and 1/2/2018 5:00:00 PM (1 day) )

; i
A

e DA

20 14

TRACE REQUEST :«::“:~ I EVENT DEPENDENCY

AVAIL
0

7. Now return to the Metrics Explorer blade and select Analytics.

O\ Search  fi§] Metrics Explorer G Time range O Refresh *+* More

8. You will be redirected to the Azure Analytics portal, with a URL
similar to this one: https://analytics.applicationinsights.
io/subscriptions/b17d7109-a90f. This is the main portal, where

you can manage your Application Performance Metrics. Your
screen should look similar to this one.
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. Open a new tab to query your data. or query demo data on our playground

73 RECENT QUERIES * MY QUERIES

Application You have o recen queries
Insights Analytics

Gain deep insights i ——
to your applications ’ e ——
and users. ‘ i

Application Insights enables you to track your application performance in a seamless

way. You are able to specify queries on your resources and add other data sources in real
time.

Let’s look at a performance query example and review the 50th and 90th percentile
of request durations in the past hour.

1. Go to the top bar and click the + icon.

]

- -
X Open a new tab to query your data,

A Home Page

2. Write the query as follows.

//Start our request
requests
//Define our time interval
| where timestamp >= ago(1h)
//Calculates the 50" percentile
| summarize percentiles(duration, 50) by bin(timestamp, 2h)
//Render results
| render timechart

Tip With queries, you usually want to start with a filter to clean your data; this
saves time.
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Click Go.

A Home Page X New Query1* x | +

I > Go l@ Set in query v | @ (3

// What are the 58th and 95th percentiles of request duration in the past hour?
requests

| where timestamp >= ago(1h)

| summarize percentiles(duration, 5@, 95) by bin(timestamp, 1h)

| render timechart

Now we will modify a bit the query by calculating the 50th, 75th, and 90th percentiles
by city with the following query.

//Define start time to query our data

let startDate = datetime(2017-01-01T12:22:00);

//Define end time to query our data

let endDate = datetime(2018-01-30T15:18:00);

//Start our request

requests

//Define our time interval

| where timestamp between(startDate .. endDate)
//Calculates the 50t , 75% , and 90*" percentiles by city
| summarize percentiles(duration, 50, 75, 90) by client City
//Render results

| render timechart

Click the Save icon.

A Home Page X New Query1* X New Query2* x | 4

B © ey

//Define start time to query our data
let startDate = datetime(2017-01-81T12:22:08);

//Define end time to query our data

let endDate = datetime(2018-©1-30T715:18:00);

//Start our request

requests

//Define our time interval

| where timestamp between(startDate .. endDate)

//Calculates the 5@th, 75th, and 90th percentiles

| summarize percentiles(duration, 5@, 75, 9@) by client City
//Render results

| render timechart
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3. Name the query Percentiles by City and click Save.

SAVE

Saveo

My Queries

Name

Percentiles by City|

Azure also provides you an option within the Analytics portal to review your
favorites, saved and Shared queries,

4. Go to the Analytics portal and click the top-right button. You will
see this screen.

QUERY EXPLORER

- * Favorites

No items
v @ My Queries

B Percentiles by City

~ 3} Shared Queries

No items
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5. Return to the Azure portal and go to the Application Insights
blade. Select Application Map; with this option, Azure provides
a visual component to analyze the performance of your resource
and its dependencies. Select a time range and the resource that
you want to analyze, as shown in the image below.

= ters ¥ Options () Refresh %) Restore defaults o Learn more
[A) Feadback v | Waming thresholds: @ <5% Ak >=5% @) >=20% failed

‘w ifreeze - Application map

y Client: ifreeze HTTP
Gat chant pit load. paricamancy & » Monitor HTTS dapendencies
faidure telemenry

©

6. Selectthe HTTP dependencies and click Start monitoring.

estore defaits ol Learn more
Dressce v | wemng v @ <55 dhousx @-=0umies | ENAble Application Insights monitoring

To get telemetry about the performance and health of your Azure web app and its
dependencies. monitor it using Application Insights

Click to monitor application and dependencie

Start monitoring
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7. Enable an availability test.

Enable Application Insights monitoring

To get telemetry about the performance and health of your Azure web app and its
dependencies, monitor it using Application Insights.

Application Insights extension installation is complete!

If you have traffic to your web app. or have added an availability test. then the data
will light up in approximately 3 minutes.

Monitor Azure web app performance [

While we're getting you set up...
Add an Availability test

Monitor your web application 24/7 from up to 16 locations worldwide
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8. Now let’s create the availability test. Select Add test. Provide a test
name, type, and URL. You will also want to parse dependent requests
and enable retries for availability test failures. Choose the time
frequency at which this test will be executed periodically and the
locations where you want to run this test. Finally, select the conditions

to test if it is a failure or success, as shown in the image below.

@) Availability tests Create test
= o peit
) Time range O Refresh [ Help * Test name
- I iFreezedvTest
ummary
5 R Test type
The chart shows a sample of the test results. To see more samples, select a shorter 2
4} time range or select a specific availability test. To see all the results, use Search Explorer I URL ping test v |

or an Analytics query. To see Availability metrics, use Metrics Explorer.

* URL®
o+
I http//ifreeze azurewebsitas.nat

Parse dependent requests @

Enable retries for availability test failures. @

There are no availability test results in this time period. V|

Teut locations @ )
5N 5 location(s) configured
Success criteris @
HTTP response: 200, Test Time...
All availability tests

9. In order to provide scope to the iFreeze infrastructure and dev
team, we could enable smart detection. Go to the Application
Insight blade. Select Smart Detection. Click Settings and select
the smart detection rule that you want to enable to provide
detailed email notifications. Then provide the mail address and
click Save.
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Smart Detection settings

2 ne range U’.e‘re:ﬂ [ Help  [2) sk the community === More =]

o Go to ifreeTs =

7 ifreeze - Smart Detection

Dasly digest emai nofifications are enabled by default.

Click on a Smart Detection rule to configure detaded e
rules).

No detections in the selected time range

Smart Detection rules

(-] Slow page load time

a Slow server respanse time o
L] Lang dependency duratio

L] Cegradation in server response time
-] Azure cloud service issues

-] Degradation in dependency duration

At the end of these steps, you are able to go back to your dashboard and review the
key performance metrics that you added for the iFreeze environment, including errors,
response time averages, availability tests, application maps, and data in and data out, as
per the image below.

iFreeze - App |I'\Slght$ “ + Mewdwrbowd . Edtdmhbowd [ Share

N AL 1

LU I A
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Summary

Throughout this chapter, we reviewed how to enable components within Azure Monitor
to help improve the visibility of the infrastructure where our applications and their
tangent components are hosted.

We also reviewed the kinds of information that we can collect and analyze, and
how to customize our own queries within Log Analytics to better understand how our
applications work, and how to identify potential points of failure to reduce the risk of a
service downtime.
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CHAPTER 7

Introduction to Azure
Governance at Scale
for the Enterprise

One of the core attributes of the cloud is the ability to operate at scale with speed
and agility. Enabling and managing governance in Microsoft Azure for enterprise
environments of all sizes also has scale and agility options. We have discussed and
provided examples of using policies and initiatives to implement and maintain an
organization’s governance objective in Azure. In this chapter, we introduce scale options
for governance management using automation and Azure blueprints.

This chapter is split into the following sections.

e Policy and Initiative Management Using Automation
e Introduction to Azure Blueprints
e Blueprints for Greenfield Environments

e Blueprints Life-Cycle Management

Policy and Initiative Management Using Automation

This section recaps the objectives shared in Chapter 4 and introduces the automation
options available to you when managing at scale. It is important to note that when we
mention scale, we do not mean large environments only. Scale, in our case, is better
described as what happens in a restaurant. In a restaurant when you order a dish, it
does not matter if it is for one or many. What matters is the ability to provide the same
dish consistently regardless of how many. The same principles of consistency and
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repeatability applies to a chain of restaurants, regardless of which location you go to, you
expect to get the same dish.

Your Azure or on-premise environment shares the same principles as used at a
chain of restaurants. Azure Policy is part of the toolkit to ensure that the environment
is well-governed, complies with compliance and organizational objectives, and scales
with consistency. There are other options in your toolkit to complete these objectives, as
illustrated in Figure 7-1. These areas include migrating to the cloud, securing the cloud
environment, IT continuity (backup and recovery), configuration management, and cost
management.

MIGRATE
°

GOVERN #--~
== SECURE
Policy management

Cost management . . Security management
Threat protection

CONFIGURE e=---=3 Microsoft Azure r--==-s PROTECT
Configuration ;l Backup
Update management . ——eeid Disaster recovery
Automation
Scripting W
i
MONITOR

App. infra, & network monitoring
Log Analytics & Diagnostics

Figure 7-1. https://docs.microsoft.com/en-us/azure/qgovernance/azure-
management

Azure Resource Manager (ARM) Templates

The basic component in scope of your Azure governance and compliance management
is a resource. All objects in Azure are fundamentally either a single resource or a
collection of resources that are related and depend on each other to create a solution or
service.
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Azure Resource Manager (ARM) templates are the definitions of these resources
or collections of related resources. When you use the Azure portal to create a resource,
ARM creates this template in the background, and then invokes a deployment to
create the resource on your behalf. ARM templates, when used in deployments, give
you the ability to do scale deployments as well as document the settings used for the
deployments. As an example, you can use the portal to create one virtual machine; but
to create multiple virtual machines automatically, you use an ARM template that has
multiple parameters, including the number of virtual machines, the naming prefix/
suffix, and other unique properties. The portal wizard tabs are shown in Figure 7-2.
Table 7-1 provides information about the tab requirements (some mandatory and others
optional).

Create a virtual machine

Virtual machines « 2 X Create a virtual machine

4= add  ( Reservation

=

wx or Windows. Select an image from Azure marketplace or use your own customized image.
= create to provision 3 virtudl machine with default parameters o review each 1ab for fu

Figure 7-2. Azure virtual machine wizard tabs

Table 7-1. Summary of Create VM Required Details in
the Azure Portal

Wizard Tab Details

Basics Subscription
Resource group
Virtual machine name
Region
Availability options
Image
Size
Administrator account and authentication
Inbound rules

Disks 0S disk type
Data disks

(continued)
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Table 7-1. (continued)

Wizard Tab Details

Networking Virtual network
Public IP
Load balancing

Management Monitoring
Identity
Auto-Shutdown
Backup

Guest config Extensions

Tags Tag name and values

Using the Azure portal is great when you get started with Azure and in simplified
and small lab scale scenarios. When you create resources on a larger scale, the portal has
the same limitations that exist in traditional environments: tedious, prone to errors, and
human-scalable only. This is where ARM templates come into play. Using the Create VM
feature as our example, you can use the following ARM template definition to deploy a VM.

{

"$schema”: "https://schema.management.azure.com/schemas/2015-01-01/
deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"adminUsername”: { "type": "string" },
"adminPassword": { "type": "securestring" }
}J
"variables": {
"vnetID": "[resourceld('Microsoft.Network/virtualNetworks', 'myVNet')]",
"subnetRef": "[concat(variables('vnetID'),'/subnets/mySubnet')]"
})

"resources": [

{
"apiVersion": "2016-03-30",
"type": "Microsoft.Network/publicIPAddresses",
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"name": "myPublicIPAddress"”,
"location": "[resourceGroup().location]",
"properties": {
"publicIPAllocationMethod": "Dynamic",
"dnsSettings": {
"domainNameLabel": "myresourcegroupdnsi”
}
}

"apiVersion": "2016-03-30",
"type": "Microsoft.Network/virtualNetworks",
"name": "myVNet",
"location": "[resourceGroup().location]",
"properties": {
"addressSpace": { "addressPrefixes": [ "10.0.0.0/16" ] },
"subnets": [
{
"name": "mySubnet",
"properties": { "addressPrefix": "10.0.0.0/24" }

}

"apiVersion": "2016-03-30",

"type": "Microsoft.Network/networkInterfaces",

"name": "myNic",

"location": "[resourceGroup().location]",

"dependsOn": [
"[resourceld('Microsoft.Network/publicIPAddresses/",
"myPublicIPAddress')]",
"[resourceld('Microsoft.Network/virtualNetworks/"', "'myVNet')]"

1,
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"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Dynamic",
"publicIPAddress": { "id": "[resourceId('Microsoft.Network/
publicIPAddresses', 'myPublicIPAddress')]" },
"subnet": { "id": "[variables('subnetRef')]" }

"apiVersion": "2016-04-30-preview",
"type": "Microsoft.Compute/virtualMachines",
"name": "myVM",
"location": "[resourceGroup().location]",
"dependsOn": [
"[resourceld('Microsoft.Network/networkInterfaces/", "myNic')]"
1,
"properties": {
"hardwareProfile": { "vmSize": "Standard DS1" },
"osProfile": {
"computerName": "myVM",
"adminUsername": "[parameters('adminUsername')]",
"adminPassword": "[parameters('adminPassword')]"
}’
"storageProfile": {
"imageReference": {
"publisher": "MicrosoftWindowsServer",
"offer": "WindowsServer",
"sku": "2012-R2-Datacenter",
"version": "latest"

b
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"osDisk": {
"name": "myManagedOSDisk",
"caching": "ReadWrite",
"createOption": "FromImage"
}
}J

"networkProfile": {
"networkInterfaces": [
{
"id": "[resourceId('Microsoft.Network/
networkInterfaces', 'myNic')]"

(Code reference https://docs.microsoft.com/en-us/azure/virtual-machines/
windows/ps-template.)

In the example template, the required values are hardcoded. The recommended and
common approach is to compliment the main ARM template JSON with a parameter
template that takes input at the time of deployment. An example is a parameter file that
gives you the option to specify the number of virtual machines to create. You can get
additional information on using ARM, including creating and deploying templates, at
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-
manager-quickstart-create-templates-use-the-portal

Infrastructure as Code

In the previous section, we discussed and shared an example of using an ARM template
to create a single or multiple virtual machines. However, like traditional environments,
the virtual machines or resulting applications depend on the underlying resources.

In the Azure, this would be resources like the network (VNets and subnets), storage
accounts, key vaults, network security groups (NSG), and availability sets.
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Deploying an environment as code is typically known as infrastructure as code (1aC).
This approach requires an investment in the skills required to create, edit, and maintain
ARM templates. Additionally, you cannot skip the planning and validation requirements
for this level of automation. The Azure documentation and the various examples in the
GitHub repositories allow you start with scale ARM deployments by leveraging sample
templates that you can edit to suit your specific scenarios. The following two examples
take you through two scenarios using the deploy template service in the Azure portal.

o Deploy multiple virtual machines using a template

o Deploy secure web applications using Windows virtual machines

Deploy Multiple Virtual Machines Using a Template

1. Connectto the Azure portal at https://portal.azure.com.

2. Click +Create a resource, and then click See all in the right-hand
blade. Select Compute.

3. Click More and select Template deployment under
Recommended in the far right-hand blade.

s o Fotommenced

g
]
i

Marketplace £ X Compute # X

OEmcEEED D
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In the Template deployment blade, click Create to navigate to the
Custom deployment blade. Note the options available to you.

Dashboard » New > Marketplace > Compute > Recommended > Template deployment > Custom deploy

Custom deployment

Learn about template deployment

@ Read the docsz

# Build your own template in the editor o

Common templates e
KA Create a Linux virtual machine
B3 Create a Windows virtual machine
'® Create a web app

EJ Create a SOL database

Load a GitHub quickstart templatee

ner) @

Under the Load a GitHub quickstart template, type vim in the
filter field and select 201-vm-copy-managed-disks.

Load a GitHub quickstart template

Select a template (disclaimer) @

vm q! ~
-0Mms-extension-windows-vm

201-premium-storage-windows-vm

201-rbac-builtinrole-multipleVMs
201-recovery-services-backup-classic-resource-manager-vms
201-traffic-manager-vm-zones

201-traffic-manager-vm

201-vm-copy-index-loops

201-vm-copy-managed-dis! kse

201-vm-custom-image-new-storage-account

201-vm-custom-scriot-outout
Click Select template, which opens the Multi VM Template with
Managed Disk page with the option to fill in the parameters.
You also have the option to edit the template or the template
parameters.
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Multi VM Template with Managed Disk

238

TEMPLATE

mum 207-ym- r- - > *

L 201-vm-copy-managed-disks # v @

W g resources Edit tamplate Edit paramet... Leam more
BASICS
* Subscription Event Demo-3E-Sponsor-Sub ~
* Resource group e group bl

Create new
* Location ‘Wast Europe W
SETTINGS
azadmin
MyVMO

Virtual Machine Count @ 3
Virtual Machine Size @ Standard_DS2.v2 s
Operating System @ Server2016 et
Availability Set Name @ MyAvailabilitySet
Dnis Prefix For Public IP @ [uniqueString(resourceGroup().id)]
Location @ [resourceGroup() Jocation]
TERMS AND CONDITIONS

Tempiate information | Azure Marketpiace Terms | Azure Marketplace .

By clicking “Purchase,” | (a) agree to the applicable legal terms associated with the offering; (b) authorize Microsoft to
charge or bill my current payment method for the fees associated the offering(s), including applicable taxes, with the
same billing fraquency as my Azure subscription, until | discontinue use of the offering(s): and (c) agree that, if the
deployment involves 3rd party offerings, Microsoft may share my contact information and other details of such
depioyment with the publisher of that offering.

anres t the tarme and candtinns ctated ahoue

You can use the template as is by filling in the required
information. Check the box to agree to the terms and conditions.
Click Purchase to initiate the deployment of the multiple VMs
(the default value is 3 but you can change this to suit your needs).

The result is a set of new virtual machines with the required
resources created in a resource group under the subscription and
resource group that you either selected or created in the front-end
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Deploy Secure Web Applications Using Windows Virtual
Machines

The second example is from the Microsoft documentation site at https://docs.
microsoft.com/en-us/azure/architecture/example-scenario/infrastructure/
regulated-multitier-app. Figure 7-3 is a copy of the architecture that is deployed when
you use the template.

Azure
Virtual Network
@ <o
Azure Application Virtual Machine

I

Gateway | e
I
|

Figure 7-3. Secure web application deployment architecture

The page details the components deployed with this template and gives you the
option to deploy to Azure under the Deploy the scenario section. When you click
Deploy to Azure, it connects to your Azure portal and the Custom deployment blade, as
shown in Figures 7-4 and 7-5.

Deploy the scenario

Prerequisites ’,
* You must have an existing Azure account. If you don't have an Azure)l-‘:ription, create a free account
before you begin ’
* To deploy a SQL Server cluster into the back-end scale sewwould need a domain in Azure Active
Directory (AD) Domain Services. '
Deploy the components &

To deplay the core infrastructure for this s:en& with an Azure Resource Manager template, perform the
following steps. ,

1. Select the Deploy to AZUIM".
2 vepioy 10 Azure

Figure 7-4. Invoking the Azure deployment
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Dashboard > Custom deployment

Custom deployment

TEMPLATE

mum Customized template 4 e @
W17 resources Edit template Edit paramet... Learn more

BASICS

* Subscription Event Demo-BE-Sponsor-Sub ~

Resource group Select o resource group W

Lreate new

Location West Europe hd

SETTINGS

* Admin Username @

* Admin Password @

TERMS AND CONDITIONS

Azure Marketplace Terms | Azure Marketplace -

By clicking “Purchase,” | (a) agree to the appiicable legal terms associated with the offering; (b) authorize Microsoft to
charge or bill my current payment method for the fees associated the offering(s), including applicable taxes, with the
same billing frequency as my Azure subscription, until | discontinue use of the offering(s); and (¢} agree that, if the
deployment invoives 3rd party offerings, Microsoft may share my contact information and other details of such
deployment with the publisher of that offering.

agree to the terms and conditions stated above

Figure 7-5. Custom deployment page in Azure

You can view the template by selecting Edit template, which opens the page shown
in Figure 7-5. You can review the definition (see Figure 7-6), which shows the parameters,
variables, and resource definition that matches the architecture in Figure 7-3.
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Edit template

Figure 7-6. Template detail view

You follow the same steps in the previous example to deploy this template. It is
recommended that you perform these exercises in a test subscription. Publicly available
free templates are great for getting started and learning, but in a live environment, you
must ensure that you have performed the necessary planning and only allow authorized
personnel the option to create resources in your subscription(s).

The preceding examples of IaC deployments are great but require you to manage
these templates and their versions manually. You have the option to use tools like Visual
Studio to control your template life cycle. Once your infrastructure is deployed, you
will have to follow the steps in Chapter 4 to apply your governance objectives to the
resources. Refer to Chapter 3 for steps on how to apply policies and initiatives to your
Azure environments.

The next section discusses how you can simplify this process and add your
governance artifacts to your scaled deployments.
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Introduction to Azure Blueprints

We have discussed some of the tools and techniques that you can use to build and
govern your Azure environment. We have also provided steps and links to resources

on how to use these tools. In this section, we take a step back and look at the broader
objective that every organization universally aims to achieve: “Built it right and run

it right” Let’s unpack what this means. In a nutshell, if the environment is built to

the right standards and objectives, you do not need to put tools in place to adhere to
compliance. This is driving for perfection, which in reality does not exist due to the laws
of technology’s continual evolution. What was perfect yesterday can surely be improved
today. The next best thing is to strive for excellence and consistency.

This is where Azure blueprints come into focus. Blueprints provide you the means to
build your Azure environments right and continually update and run the environment
right. Furthermore, you can use blueprints to consistently build and run additional
environments following the same patterns.

Blueprints in Azure assist you with setting up your subscriptions in a predefined and
consistent manner.

The following is the official definition of blueprints from Microsoft (https://docs.
microsoft.com/en-us/azure/governance/blueprints/overview).

Just as a blueprint allows an engineer or an architect to sketch a project’s
design parameters, Azure Blueprints enables cloud architects and central
information technology groups to define a repeatable set of Azure resources
that implements and adheres to an organization’s standards, patterns, and
requirements. Azure Blueprints makes it possible for development teams to
rapidly build and stand up new environments with trust theyre building
within organizational compliance with a set of built-in components—such
as networking—to speed up development and delivery.

Explanations of the terminology used in Azure Blueprints, and how to define and use
them, are briefly covered in the next sections.

Azure Blueprint Terminology

An Azure blueprint is a container that allows you to store one or more artifacts that you
can assign to a subscription to build a consistent governed environment. The artifacts
that you can store in a blueprint at the time of writing are
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o Resource groups

e Azure Resource Manager templates
e Policy/Initiative assignments

e Role assignments

Figure 7-7 provides a pictorial representation of an Azure blueprint.

R - “
4 \

/ Azure Blueprint \

Policy/Inttiative Assignments

Role Assignments

Azure Resource Manager Templates

Resource Groups

Figure 7-7. Blueprint artifacts

The simplest way to create and manage blueprints is through the Azure portal.
The artifacts that you can use in a blueprint can be defined at the subscription or the
resource group level of the definition.

Subscription level:

o Resource groups
e Azure Resource Manage templates
o Policy/Initiative assignments

e Role assignments

243



CHAPTER 7  INTRODUCTION TO AZURE GOVERNANCE AT SCALE FOR THE ENTERPRISE

Resource group level:
e Azure Resource Manage templates
e Policy/Initiative assignments
e Role assignments

The blueprints that you define can be saved (location) either at a management
group level or a subscription level. The policy/initiative assignment within the blueprint
must be scoped at a level either at the blueprint location or below the blueprint location
(management group or subscription).

Blueprint Publishing and Assignment

All new blueprints you create are set as a draft; they cannot be assigned in that state. You
must first publish the blueprint, which requires you to provide a version and (optionally)
notes. The version must be a string that can contain letters, numbers, and hyphens with
a maximum length of 20 characters. Changes to a published blueprint require a new
version and (optionally) notes that you can use to document the changes.

You can assign different versions of the blueprint to a subscription. If a subscription
has a previous blueprint assigned, the new blueprint changes will be applied but the
existing assignment artifacts remain. Given the assignment behavior, you must plan
accordingly to avoid conflicts.

The following permissions are required for blueprint actions.

o Create a blueprint definition: Microsoft.Blueprint/blueprints/
write

o Create artifacts: Microsoft.Blueprint/blueprints/artifacts/
write

o Publish a blueprint: Microsoft.Blueprint/blueprints/versions/
write

¢ Delete a blueprint action:
e Microsoft.Blueprint/blueprints/delete
e Microsoft.Blueprint/blueprints/artifacts/delete

e Microsoft.Blueprint/blueprints/versions/delete

244



CHAPTER 7  INTRODUCTION TO AZURE GOVERNANCE AT SCALE FOR THE ENTERPRISE

¢ Blueprint assignment permissions:

e Assign a blueprint: Microsoft.Blueprint/
blueprintAssignments/write

o Unassign a blueprint: Microsoft.Blueprint/
blueprintAssignments/delete

All the required permissions are part of the owner role. The contributor role has
create and delete permissions but cannot assign or unassign blueprints. You can create a
custom role for the purpose of blueprint role-based access control (RBAC).

Planning for Azure Blueprints

The use of blueprints requires some upfront planning and considerations. The following
are the areas to consider in planning for your blueprints.

Location: Where you save the blueprint is key to your assignment
capabilities. It is recommended that you save the blueprint as high
as necessary in your management group hierarchy. This is covered
in Chapter 4 of this book. It is important to note that you can only
change the location by deleting and re-creating the blueprint.

Naming convention: The naming of a blueprint is up to you. You
cannot have spaces in the name. Use an agreed upon naming
convention for your organization and be consistent. A good
naming convention facilitates your ease of management and
reporting.

Version names: The version names that are typically used are like
version standards for software; for example, use 1.0, 2.0, and so
forth, to denote major versions, and use 1.1, 2.1 to denote changes
that are minor to the major versions. Though the notes section is
optional, plan to use this to document changes made to a previous
version of the blueprint.

Artifacts: Plan to test the artifacts you use in a blueprint prior

to adding to the definition; for example, ensure that you have
validated the policy or initiatives work as expected prior to using
in a blueprint definition and assignment.
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Plan to review the online documentation on blueprints at https://docs.microsoft.
com/en-us/azure/governance/blueprints/overview, where you will find information
on blueprints and multiple samples of blueprints.

Blueprints for Greenfield Environments

In the previous section, we introduced Azure blueprints. In this section and throughout
the rest of the chapter, we delve into creating and managing the life cycle of blueprints in
greenfield and brownfield environments.

When you access the blueprints node in the Azure portal, you are presented with the
Getting Started page, as shown in Figure 7-8.

Home » Policy * Bluepnnts - Getting started

Blueprints - Getting started

Wi Getting started

K5 @luepeint definitions

Figure 7-8. Blueprints Getting Started node

There are three top stages of a blueprint.

o Create: You create a new blueprint, starting with a definition that has
no artifacts, or you start with one of the samples provided.

o Apply: The process of applying to a scope is effectively the
assignment of a blueprint. At the time of writing, you can only assign
a blueprint to a subscription.

o Track: This is the life-cycle management of assigned blueprints. View
and update assigned blueprints.
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Creating Blueprint Definitions

We will use two scenarios to illustrate the creation of a new blueprint definition.
e Scenario 1: The blueprint for POC and Sandbox subscriptions.

e Scenario 2: The blueprint to set up subscriptions with three resource
group environments, with a resource group dedicated to automation
accounts and log analytic workspaces.

The scenario 1 planning details are listed in Table 7-2.

Table 7-2. Scenario One Planning Details

Artifact Artifact Details Notes

Blueprint name bp-poc-environments Blueprint used for POC subscriptions

Version format 1.0 Starting version number sequence.
Subsequent versions will be incremented

Role access N/A This blueprint does not assign roles

Resource Groups  Specified but not static Resource group information at blueprint
assignment

ARM Resource N/A Will not use an ARM resource template

template

Policy/Initiatives ~ Allowed VM SKUs, Patch Settings Default policies deployed by this
Tag and Environment Tag subscription

It is important to note that you must create the artifacts you need in the blueprint
beforehand. In our example, we created two initiatives: one to be used at the
subscription level and one to be used at the resource group level. Additionally, we have
Azure AD groups with members. You can create your equivalent policies/initiatives and
Azure AD groups or users for the steps.

Create Blueprint Definition (Scenario 1)

1. Connectto the Azure portal at https://portal.azure.com.

2. Navigate to blueprints. Click All services. Type blue in All

services filter and click Blueprints.
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Microsoft Azure L Seorch resources, services, G

All services blue e
Create a resource
Home

Everything b5 lueprints preview T

B Dpashboard
General
All services
Compute
* FAVORITES
Networking

3. Inthe Getting Started node, click Create. This opens the Create
Blueprint node and requires you to choose a blueprint sample.

Dashboard > Blueprints - Getting started > Create blueprint

Create blueprint

Choose a blueprint sample

You can start with a blank blueprint or pick one of our pre-defined
samples to help you get started quickly

;’)‘"I Blank Blueprint

¥ An empty blueprint with no
initial properties or artifacts.

Start with blank blueprint

Other Samples

L+ Common Policies AT |SO 27001 ASE/SQL Workload A2 IS0 27001 Shared Services
o ISO ISO
A set of popular policies to apply Deploys and configures Azure Deploys and configures Azure
¥ ploy 9 y 9
to a subscription App Service and SQL DB. Extends infrastructure and policies
150 Shared Service Blueprint. mapped to specific 1SO controls.
Learn More. Learn More,
Use this sample Use this sample Use this sample
< > Basic Networking (VNET) [’] Resource Groups with RBAC
eee %
Configures a virtual network with Sets up two resource groups and
a subnet and an NSG. configures a role assignment for
each. Learn More.
Use this sample Use this sample
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4. Select Start with blank blueprint.

5. Type a name for the blueprint—remember no spaces allowed. We
use bp-poc-environments in our example.

6. Optionally, but recommended, provide a description. Select a
location. In our example, this is our agreed management group
location.

Dashboard > BE=,e,:‘:|r:s ' GEI'.i."g started > Create b|.lépl‘im
Create blueprint
Basics  Artifacts

* Blueprint name @
bp-poc-environments o W

Blueprint description

Blueprint for POC subscriptions e v

* Definition location @

MG-Managed Subscriptions e

7. Click Next: Artifacts. Under Subscription, click + Add artifact...
and select Policy assignment from the artifact type.

e Sivprot Add artifact
Create blueprint

- axraact rm Asure Fessrce Marager emolate Suoncrot

v § Subsorpton

g s witac o

8. In our case, we select an initiative called BP-INI-Default
Subscription Policies. (This initiative has three policies configured
to be used for all default subscriptions.)

9. Under Subscription, click + Add artifact... and select Resource
Group from the artifact type. Leave the default check boxes in
place for This value should be specified when the blueprint is
assigned, and click Add.
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aihicard 5 Bhmpinks - Gelting seaied 5 Crente bloeprd Add artifact =
Create blueprint

o Armifac

ik atifncts o the biuesrnt ddd rescurce Groupt 10 origanize where the seblacts shovld be deplored s msigred

samg areact T

T D o o croone 3 s s i o or e asgring e e
) 851N Dista Subuiripticn Ebeies Posicy avsigrmact
e e arnen

10. Under ResourceGroup, click +Add artifact... and select Policy
assignment from the artifact type. Select the policy or initiative
from the available list. In our case, we have a custom initiative
created to select.

Dashboard » Blueprints - Getting started > Create blueprint

Create blueprint
Basics  Artifacts

Add artifacts to the blueprint. AJd resource groups 1o organize where the artitacts should be deployed and adsigned.

NAME ARTEACT TYPE PARAMITERS.

¢ Subseription

& BRNI-Defsult Subscription Policies Policy assignement 0 out of 3 parameters populated

o add artifact..
*[®) ResourceGeroup Resource group 0 et of 2 parameters populated
®| BP-Defoult Resource Group Initistive Policy assignement 0 out of 3 parameters populated

o Add artiace

(oo | T

11. Review the blueprint definition and click Save Draft to complete
the process.

12. Click the Blueprints Definitions node to verify that the blueprint
has been created and is showing as a draft.
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rd 3 ospints - Busprirt definitions

Blueprints - Blueprint definitions

UMPUBLIID CHANGES LAST MCOWIED DERNITION LOCATION

Ve svonas MG Managed Subscriptions

a. Note the name and the latest version (draft on first creation).
b. The Unpublished Changes field should show a value of Yes.

c. The date when you created it and the location will be the management

group location where you saved the blueprint.

13. Click the draft blueprint and select Publish blueprint. Type a
version value (for example, 1.0) and optionally type the details
into the Change Notes field. Click Publish.

ed 3 Suepants - Eluepert defnbors + bp-DoC-emnanments Publish blueprint

bp-poc-environments

1R bl b

FEEDURCE TYR

The blueprint is now ready to be used in assignments. We discuss assigning
blueprints in the next section, but before moving on, let’s look at scenario 2 using the

planning details in Table 7-3.
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Artifact

Artifact Details

Notes

Blueprint name

Version format

Role access

Resource Groups

ARM Resource
template

Policy/Initiatives

bp-default-environments
1.0

Global Sub Admins — Owner
Update Management Admins —
Contributor

User with reader rights to all
resource groups

DevRG
Pre-ProdRG
ProdRG
laaSMgtRG

N/A

Allowed VM SKUs, Patch Settings
Tag and Environment Tag

Blueprint used for POC subscriptions

Starting version number sequence.
Subsequent versions will be incremented

Custom global admins group have owner
rights at the subscription level.

Update management admins have
contributor role on resource groups
deployed by this blueprint.

Resource group for 1aaS and resource
group for management of laaS VMs
(automation accounts, etc.)

Will not use an ARM resource template

Default policies deployed by this
subscription

It is important to note that you must create the artifacts you need in the blueprint

beforehand. In our example, we have created two initiatives: one to be used at the

subscription level and one to be used at the resource group level. Additionally, we have

the Azure AD groups with members. You can create your equivalent policies/initiatives

and Azure AD groups or users for the steps.

Create Blueprint Definition (Scenario 2)

1. In the Getting Started node of Blueprints, click Create, which

opens the Create Blueprint node and requires you to choose a

blueprint sample.

2. Click Use this sample on the Resource Groups with RBAC sample.
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[“’] Resource Groups with RBAC

Sets up two resource groups and
configures a role assignment for
each. Learn More.

Use this sample

3. Type a name for the blueprint—remember no spaces allowed. We
use bp-default-environments in our example.

4. Optionally, but recommended, provide a description. Select a
location. In our example, this is our agreed upon management

group location.

5. Click Next: Artifacts. Note that this sample has preconfigured
artifacts that can be edited or removed. You can also add your own
artifacts.

Dashboard > Blueprints - Getting started » Create blueprint

Create blueprint

Basics  Artifacts

Add artifacts 10 the blusprint. Add resurce groups 1o organize where the artifacts should be deployed and aisigned

NAME ARTIFACT TYPE FARAMETERS

w» § Subseription

& fdd artiact

i Production resource group Rescurce group 0 out of 2 parameters populated
a4 <user or group TBD : Contributor Role assignment 0 out of 1 parameters populated
= Add artifact..

» i Fre-production rescurce group Rescurce group 0 out of 2 parameters populated
g <user or group TBD» : Cwner Rele assignment 0 ot of 1 paramseters populated
i <user or group TBD™ : Readers Rale assignment 0 out of 1 parameters populated
o add artifact..

6. Under Subscription, click + Add artifact... and select Resource
group from the artifact type. Type Development resource group
in the Artifact Display Name field, and click Add.

7. Under the new resource group name (development resource
group), click + Add artifact.... Select Role assignment. Select the
Owner role and click Add.

8. Repeat the previous step and an additional role by selecting
Reader.
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9. Under the Pre-Production resource group artifact, click the ...
button at the end of the <user or group TBD>: Owner and click
Edit artifact.

& Bre peneturnen renace g [P 0 cust 04 1 par wmamers prpuirine

S e o gy TD» : Onmr [Papo— YT ——— e -
S e o o D= . Rusders PP— [P ———
v

10. Change the value to Contributor and click Save.

11. Inour example, we also added an initiative to the subscription
level and an initiative to each of the resource group levels.
Perform this step by selecting + Add artifact and selecting Policy
assignment for the artifact type.

12. Finally, click Save draft to complete the definition.

reate bluepeint

Create blueprint

ad 2 e blugprint. AGS MSCUTCH GTOUES £ Organice whard the artifacts shouid ba deployed and assigned
aans ammaACT TYR BaRAsTHES
* § Subsripmon
) BRINI-Detauin Subsoription Fobiies oty ssegnmens 0001 of 3 parameners populared
+ -
= & Produltion iesuece prong Retouice prong © ont of £ perameters populsted
Ba <user or group TEO= | Comritutor [E— © 00 o 1 parametess popuisted
B [Vsar group o0 application name] | Resser Biole sstigrament © 0wt o¢ 1 parametess popuiated
o BF-Defoun Besoure oo Initiats et Polbcy sssgnamtat 0wt of J perameters populaced
o Add mttart
] Pre-producticn rsousce grep Hesounce group. 001 o 2 paramatart papulated
& Nser group or application name] : Contributor Risle astigrenent ©out of 1 parameters popuiated
i <uver on groap THO  Reudery Role avtigraent £ out of 1 parametens populated

' B rtaut eource Groop Initatm Bocy sergnmnt © o0t of § parametees populsted

e i ettt

] Devrispment sesowrce grovp. Rescurce grovp. © ot 542 parameters populated
& (e group or appliation name] : Contstbutor Rcke avigrment £ of | pararmetees populatend
& (User group or application nams) : Rasder e © ot o8 | parametecs pepuiated
® B Delaut Aescurcs Croup Initistive Pobcy smagneest 0ot o83 parameters populated
e el sttt

13. Under Blueprint Definitions, select the draft blueprint. Follow the
steps used in scenario 1 to publish it.
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Assigning Blueprints

The previous section followed the steps to create two blueprint definitions. The next step
is to assign the definition to a subscription. In our next example, we assign the scenario
2 blueprint to a new subscription. Note that at the time of writing, blueprints can only be
assigned to a subscription, and not at the management group level.

1. Inthe Azure portal, navigate to Blueprints.

2. Under Blueprint definitions, select the scenario 2 blueprint you
created by clicking it.

3. Click Assign blueprint.

Dashboard > Blueprints - Blueprint definitions > bp-default-environments

bp-default-environments

,l‘ Edit blueprint

@ Delete blueprint

Name : bp-default-environments
Definition location : MG-Managed Subscriptions
Definition location ID  : ProductionAssignedSubs

Latest published version : 1.0

4. Select the applicable subscription. Optionally, change the
assignment name. Optionally, change the location (Azure Region).
Set the lock assignment to Read Only.
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Assign blueprint

Basics

* Subscription(s) @
POC-DEV-5UB =

Create new Learn more about creating subscriptions.

* Assignment name @
[ a bp-default ¥

* Location @
West Europe w

* Bluepnnt definition version @
| 10 o

Lock Assignment

I Don't Lock Do Not Delete

The assignment is locked. Deployed resources can't be modified or deleted - even by
subscription owners. Not all resource types support locking. Due to caching, locks may
take up to 30 minutes to become enforced.

Learn more

Managed Identity @
(®) System assigned
r .

() user assigned

.
| By dlicking "Assign” with a system assigned identity, you agree to grant the Azure
6\ Blueprints service temporary Owner access to this subscription so that we can properly
e deploy all Artifacts. We will automatically remove this access when the blueprint
I assignment process is finished.

5. Under the artifact section, configure the parameter values for each
artifact type that was set to request this information at assignment
time. In our example,

a. The subscription initiative requires an owner, which you pick from a list of
values, an environment value, and a cost center value.

Assign blueprint
¥ ¢ Subscription

w & BP-INI-Default Subscription Policies

Owner (Policy: BP-INI-Default Subscription Policies) R&D v

Environment (Policy: BP-INI-Default Subscription Policies) | POC v |

Cost Center (Policy: BP-INI-Default Subscription Policies) | CCoo v |
L J
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b. Under each resource group artifact level, the artifacts also require values:
resource group name, the group or user to be granted contributor role
access, and the reader role access user/group. The initiative requires the
allowed SKUs values, as well as tag values to support update management.

w & Production resource group

\
Resource Group: Name . ProdRG »/.
Resource Group: Location West Europe ~ |

¥ & [User group or application name] : Reader
Li;zre?{ou;: or application name] ([User group or application name] : rster (rstar@itprocessed.com) < |
¥ & <user or group TBD> : Contributor
Prod contributors - User or Group @ Update Management Admins (null) V)
¥ &+ BP-Default Resource Group Initiative
Allowed SKUs (Policy: BP-Default Resource Group Initiative) ["Standard_D1_v2","Standard_D2_v2"] :\
Patch Phase (Policy: BP-Default Resource Group Initiative) 3 o |
Reboot Allowed (Policy: BP-Default Resource Group Initiative) No v |

w & Pre-production resource group /
Resource Group: Name Pre-ProdRG v
Resource Group: Location West Eurcpe i .

¥ & [User group or application name] : Contributor
[User group or application name] ([User group or application name] : Update Management Admins (null) v

Contributor)

6. Click Assign to complete the steps to assign this blueprint to the
selected subscription.

7. Navigate to the Assigned Blueprints node. This will initially show a
provisioning state of waiting.

Blueprints - Assigned blueprints

Sbptionn ccter Do toen s margen
ey ranes
(S
Ve igres b p——

B aagnsen. b aem . s ne o v o - Srm e gy
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8. Click the blueprint assignment to view the current status. It should
show the progress of the artifact deployments.
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9. On successful completion, the assignment status will show the
resources deployed, the lock state, and the resource type.
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10. Review the target subscription to verify the assignment. In our

case, the specified resource groups are shown as successfully

created.

f POC-DEV-SUB - Resource groups

€ dpadd EZEditcolumns ) Refresh

INTRODUCTION TO AZURE GOVERNANCE AT SCALE FOR THE ENTERPRISE

4 Epo
© Oveniew - | Fifter by namy | | Adiccations ~ Al tags w
s Access control (JAM) 3 items
K Disgnose and sohve proble. FE SUBSCRIFTION LOCATION
0 Security &) DewRG POC-DEV-SUB West Eurape
Events (@] Pre-ProdrG POC-DEV-SUB West Europe
7] ProdRG POC-DEV-5UB West Europe

Cost Management
The respective policies are assigned to the resource groups.

Dashboard * Subscriptions » POC-DEV-SUE » Policy - Compliance

Policy - Compliance

® [ assignpeliy [+ Assigninitiative () Refresh
& o Scope Type Compliance state
% Overdew T F :
POC-DEV-SUB ' All defiriticn types ~ | | notstarted ~ |
di Getting started
¥ Compliance Overall resource compliance @ Non-compliant initiatives @ Non-compliant policies @ Mon-comgliant resources @
# Remediation 960/ g
o - L

Authoring 143 out of 143 outefd sutcf 80 of 149
= Assignments

9 NAME scor COMPLIANCE STATE COMPLIANCE ho

Definitions

& B2.IN)-Default Subscription Polices POC.DEV-SUB @ Not started 100% ]
—_—
Blueprints
s BP.Default Resource Group Initistive POC-DEV.SUB/DevRG © Not started 100% o
B Blueprints (preview)
s BP-Default Resource Group Initiative POC-DEV-SUB/ProdRG @ Not started 100% 0
ey
Resources & BP.Default Resource Group Initistive POC-DEV-SUB/Pre-ProdRG. © Not started 100% 0

Using blueprints, you have a consistent process to ensure that your environment is
deployed with the necessary artifacts and guardrails. The sample blueprints provided are
a great resource to get you started. Microsoft continues to add samples. The ISO 270001
sample is the most comprehensive blueprint definition available to you.

You can get additional information from the samples at https://docs.microsoft.
com/en-us/azure/governance/blueprints/samples/.

Figure 7-9 is the architecture of the ISO 27001 Share Services blueprint from the
Microsoft documentation site. This is one of the samples that you can use when you
create your own blueprints. All the resources shown in the diagram are deployed when
you assign the blueprint.
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Figure 7-9. Architecture of ISO270001 Shared Services blueprint

Blueprint Life-Cycle Management

Blueprints are very much like all other Azure features and services that have rules that
you must consider when you create, publish, and assign to configure and maintain your
Azure environments.

Blueprint Life-Cycle Stages

A blueprint goes through the following stages. Each stage has its behavioral rules. The
following are the blueprint creation and editing stages.
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o Draft: This is the state of a blueprint when you first create and save it.
In this state, the blueprint cannot be assigned.

o Published: This is the state in which you publish a draft blueprint
or make changes to an existing blueprint and publish it as a new
version.

o New Version: Once published, the version of a blueprint cannot be
edited and saved as the same version. Instead, you republish and
save it as a new version. This allows you to have multiple versions of
the blueprint, which you can assign independently. When a blueprint
has multiple versions, only the current version is displayed in the
definition node. You can see the different versions of a blueprint by
selecting the Published Versions tab, as shown in Figure 7-10.

Deshboard  Blueprints - Bluepnint defimbons 3 bp-defsult-emvironments

bp-default-environments

Sets up three resource groups and configures a role assignment for each

VIR$ION . CHANGE NOTTS
Lo InTial Dluepnnt defnTon

Minoe changes

Figure 7-10. Published Versions tab

o Delete Version: You can delete specific versions of a blueprint. You
must ensure that the target version is not assigned, however. Use the
Published Versions tab to select the blueprint version that you want
to delete. Take note of the version in the delete dialog, as shown in
Figure 7-11, before confirming the deletion.
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Dashboard > Blueprints - Blueprint definitions > bp-default-environments > v1.1

v1.1

o
B =
£

* Assign this version [l Delete this version

elete blueprint
Are you sure you want to delete the 'v1.1° blueprint?

Figure 7-11. Deleting a version of a blueprint

o Delete All Versions: You can delete all versions of the blueprint
in one operation. You perform the delete action from the main
blueprint when you select it. There is a subtle difference in the delete
dialog in that it shows the blueprint name for the confirmation,
instead of a version. Figure 7-12 shows a Delete All Versions example.

Dashboard Blueprints - Blueprint definitions > DevSubBP

DevSubBP

|1] Publish blueprint .’ Edit blueprint  [5* Ass gn blueprint B Delete blueprint
Delete blueprint

Are you sure you want to delete the ‘DevSubBP” blueprint?

Figure 7-12. Delete all versions of a blueprint

Note that you must ensure that all assignments are removed from all versions of the
blueprint before you can delete it.

Blueprint Unassignment and Locks

Azure Blueprints can create update resources within a subscription, once assigned. The
reverse (unassign) is not true. When you unassign a blueprint, it leaves all resources in
place. You must perform a manual clean up if you need to remove any of the artifacts.
This is by design because resources created by the blueprint may be in use. The
blueprint lays down the resources and uses blueprint locks to protect the resources from
unauthorized edits.
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Blueprint Locks

Blueprint resource locking is different from the normal Azure resource locks. An Azure
resource lock can typically be managed by users with the right level of RBAC access.
Blueprints, however, use a lock that is enforced by the managed identity that is used to
create the blueprint.

Table 7-4 is from Microsoft documentation at https://docs.microsoft.com/en-us/
azure/governance/blueprints/concepts/resource-locking.

Table 7-4. How Blueprint Locks Work

Lock Mode  Artifact State Description
Resource Type
Don’t Lock * Not Locked Resources aren’t protected by Blueprints. This

state is also used for resources added to a
Read Only or Do Not Delete resource group
artifact from outside a blueprint assignment.

Read Only Resource group  Cannot Edit/  The resource group is read only and tags on the
Delete resource group can’t be modified. Not Locked
resources can be added, moved, changed, or
deleted from this resource group.

Read Only Non-resource Read Only The resource can’t be altered in any way—no
group changes and it can’t be deleted.
Do Not Delete Cannot Delete  The resources can be altered, but can’t be

deleted. Not Locked resources can be added,
moved, changed, or deleted from this resource
group.

It provides information on how the four states of blueprint locks—Not Locked, Read
Only, Cannot Edit/Delete, and Cannot Delete—work.

The default option when you create a blueprint assignment is Don’t Lock. In this
state, the artifacts deployed by the blueprint through assignment can be altered.

You can change the lock type by updating assignments in the assigned blueprints
node when using the Azure portal. Note that the resource lock effect is impacted by
Azure Resource Manager role caching, so the effect can mean that a deny action can take

up to 30 minutes before taking effect.
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An attempt to perform an edit or delete action on a resource deployed by a blueprint
that is in a locked state will result in an error similar to that shown in Figure 7-13.

groups
o hda EEEditeoumns L) Refresn ® Assign tags
|.' ] Al locations >

1 of 3 items selected

I

m MAME SUBSCRIPTION

v [ DevRG POC-DEV-SUB

(@] Pre-ProdRG

(@] ProdRG

Figure 7-13. Effect of a lock updating blueprint assignments

Updating Blueprint Assignments vs. Version Update

You can update blueprints using two options.

o Assignment Update: Make changes to the same blueprint version,
select a different version to apply, change the lock states, or change
artifact parameters.

o Create a new version of the blueprint: This is when you want a new
independent version of a blueprint and still maintain a relationship
to your original blueprint.

Exporting and Importing Blueprints

Once you have invested time in creating and testing blueprints, you can export the
definition as a means of backup and also as a means to import into a different Azure
subscription. Export and import are not native to the Azure portal. Microsoft has
published a solution in the PowerShell gallery called Manage-AzureRMBlueprint to
allow you to perform the blueprint export and import actions using Azure CLI. You
can access this solution at www.powershellgallery.com/packages/Manage-
AzureRMBlueprint/2.2.
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Summary

In this chapter, we started with an introduction to governance at scale with deployments
through ARM templates. ARM templates are great and effectively the way that almost
every action in Azure is executed. However, using ARM templates can be challenging
and require a very high degree of skill, as well as the time to be able to use it effectively.
Blueprints, introduced in the second section of this chapter, simplify the scale

challenge and add enterprise scale controls that support life-cycle management.

The blueprint feature is still in preview at the time of writing but is ready for use. The

use of management groups and blueprints form the bedrock of a well-organized and
managed Azure environment. Explore these features and the many that are released and
updated—in some cases, on a daily cadence. Remember that you now have the option to
build it right and run it right.
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Azure Sentinel (Preview)

Honestly, it took us some time to decide if we would include a preview service and
dedicate a full chapter to it in this book. But with what we have seen and experienced so
far, what Azure Sentinel does (and promises to do once General Availability (GA)), we
could not do else but talk about it. After all, this book has a clear focus on Azure security
and governance—where Sentinel definitely has a place!

All the information written here is based on preview features and release. Although
its feature set already looks pretty solid and complete, know that things might change
along the way.

For now, this is what we will cover in this chapter.

¢ What Azure Sentinel is
« How to onboard and use Azure Sentinel
o How to get started with Azure Sentinel

e Using Azure Sentinel to get clear views on your security alerts

What Is Azure Sentinel?

In Chapter 5, we heavily discussed Azure Security Center as a centralized dashboard
informing you about the overall security state of your Azure environment. The key
strengths of Azure Security Center are the dashboarding, the integration with machine
learning, and real-time feedback on security risks and what can be improved in your
environment to optimize overall security.

Azure Security Center is great at reporting and alerting about security risks, but
it is only half of the solution. It is missing integration with the day-to-day operations
within an organization. What we often see in the field is IT admins exporting the list of
recommendations on a weekly basis, turning them in to action items in their operations
tool (SIEM solution). This is doable, but probably not the most efficient solution.
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And that is exactly where Azure Sentinel comes in.
The following is the definition put forward on the official Microsoft Sentinel
product page.

Azure Sentinel Preview is a cloud-native SIEM that provides intelligent
security analytics for your entire enterprise at cloud scale. Get limitless
cloud speed and scale to help focus on what really matters. Easily collect
data from all your cloud or on-premises assets, Office 365, Azure resources,
and other clouds. Effectively detect threats with built-in machine learning
from Microsoft’s security analytics experts. Automate threat response, using
built-in orchestration and automation playbooks.

Before moving on to the technical details, let us explain SIEM.

What Is SIEM?

SIEM stands for security information and event management. It refers to a collection of
security alerts and how to respond to them with relevant events or by taking action, if
you want. The management is centralized in a so-called SIEM solution, which is software
that collects and responds to security events occurring in your IT landscape, and
provides alerts, filters data, and more. Not all SIEM solutions are identical, but most of
them have these capabilities on board. However, other solutions take it one step further
and help you analyze security events and “learn” from them—providing richer detection
mechanisms, better reporting features, and more to-the-point information; filtering out
the noise and focusing on what really matters.

No matter the differences between third-party SIEM solutions, they all have one
thing in common: a centralized log. Often, this is an audit log from a device in your
environment that captures logging information like diagnostics or security alerts, using
the syslog protocol. All the devices, appliances, servers, and software applications that
you have in your IT landscape should be able to report to the SIEM solution. The main
difference is how they handle the received information.

Within the specific domain of security handling, this mechanism is known as
Security Orchestration Automation Response (SOAR). It specifically points at the
“learning” aspect. The more intelligent your SIEM solution is, the more powerful it is for
your environment. Honestly, if we were selecting a SIEM solution for our organization,
we would mainly focus on the SOAR aspect of the tool, rather than what it’s reporting
and its dashboarding capabilities. As that is where the true power and intelligence of
such tool comes from, and resulting in the biggest benefit for you as the customer.
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Why Azure Sentinel?

Now that you have a basic understanding of what a STIEM solution is and does, and where

the focus points of Azure Sentinel come in, let’s drill down a bit more in detail about

specific Azure Sentinel characteristics and capabilities.

Azure Sentinel is active in four different domains.

COLLECT: The core capability of any SIEM solution is receiving and
collecting data from different sources in your environment. This
includes appliances, servers, network devices, compute devices,
and end-user activities. While running in an Azure public cloud,
Azure Sentinel can collect information from different sources,
whether running in a public cloud, private cloud, or an on-premises

infrastructure.

DETECT: One of the key strengths of Azure Sentinel is that it is
backed by Microsoft Security Graph and machine learning for

data analytics. It is capable of detecting threats that were never
detected before. From the information and intelligence received
from all Microsoft cloud systems (Azure, Office 365, Windows 10,
Dynamics365, Xbox, Outlook.com, and more), Microsoft has a rather
good view on what is going on, and going wrong, on the Internet.
Any detected threat is reported to Azure Security Center and Azure
Sentinel within seconds or minutes.

ANALYZE: Based on all received information and logging, a powerful
cloud-based analysis engine kicks in real time, assisting in analyzing
and investigating all sources of information. Together with the
detection engine, it provides near real-time security feedback about
your cloud and hybrid infrastructure.

ORCHESTRATION: Azure Sentinel is capable of responding to
threats using built-in orchestration and automation, which optimizes
the overall security handling of detected and reported issues—often
without any IT admin’s involvement.
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Azure Security Center vs. Azure Sentinel

Assuming that you read Chapter 5 and deployed it in your environment as part of your
learning journey, an obvious question comes up. What makes Azure Sentinel different
from Azure Security Center? Honestly, most of the four aforementioned topics can be
achieved with Azure Security Center. Not immediately out of the box, but the baseline is
at least provided.

In a few short words to emphasize the comparison, Azure Security Center offers a
full overview of your security posture, and stays compliant with security policies out
of specific industries (PCI, ISO, etc.). It assists with minimizing vulnerabilities, and
provides a standard and complete security offering across your IT landscape, both
cloud and on-premises. It mainly could be used as a reactive tool, providing reports and
dashboards about “what happened,” as well as the “as-is state.”

Azure Sentinel could be described as a proactive tool. First, it gathers log information
from different sources directly into Sentinel. (ASC relies on Log Analytics, which
technically allows you to import data from external sources). Next, Sentinel provides
features like hunting, machine learning, and case management for security events
(described in detail later in this chapter). Most of these capabilities are just not available
in Azure Security Center.

It is more a situation of having both tools deployed, instead of having one or the
other. (And we honestly hope the bundled strengths will be reflected in the pricing too,
once Sentinel becomes GA).

Summary

In this section, we introduced you to Azure Sentinel, a new service in Azure that helps
organizations optimize their security. It relies on powerful alerts, detection mechanisms,
and hunting capabilities.

Enabling Azure Sentinel

With the overview and introduction behind us, it is time to dig into the technology and
show you what it is capable of delivering. This section focuses on how to enable Azure
Sentinel in your Azure subscription. Know that things might change in the future, once
Sentinel is in GA. It will also likely require some kind of licensing or consumption plan
once it is out of preview.
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Deploying Azure Sentinel

Deploying Azure Sentinel is rather straightforward and similar to deploying almost any

other Azure resource.

1. From the Azure portal (https://portal.azure.com), authenticate
with a user account. Have enough administrative rights to deploy

new services and resources.

2. Browse to All services.

3. Search for Azure Sentinel.

Microsoft Azure £ Search resources, services, and docs

All services sentine
Create a resource

Home

Everything @ Azure Sentinel erEVIEW W
B8 Dashboard
General
All services
Compute

4. Select Azure Sentinel to open its blade.

Home > Azure Sentinel workspaces

Azure Sentinel workspaces

t - PREVIEW
+ Add U Refresh

Subscriptions: FOTIT Azure Labs - Don't see a subscription? Open Directory + Subscription settings

All resource groups w All locations

WORKSPACE RESOURCEGROUP LOCATION SUBSCRIPTION

No Azure Sentinel workspaces to display

Use Azure Sentinel to easily aggregate security data generated by end point devices, network
infrastructure, and other security systems, then leverage it to detect and respond to threats in your
environment.

To get started, connect a workspace to Azure Sentinel. Learn more 7
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5.

Click Connect workspace. This opens a list of the Log Analytics
workspaces that it detects within your Azure subscription. You
also have the option to create a new one specifically for Azure

Sentinel.

For our test scenario, create a new one. This allows you to easily
remove it later, once the GA-version becomes available, as

well as to not have any interaction or dependency with your
existing workspaces. Since Sentinel is exposing a lot of security
information about your setup, you don’t want to expose all the
information it gathers to your IT administrators. Separating the
logging to a dedicated workspace takes care of this. And having

this in a separated/isolated configuration might be a requirement

to be compliant with your business’ regulations, like PII, enforced

by your security teams.

Choose a workspace to add to Azure Sentinel

PREVIEW
2 Search workspaces

+ Create a new workspace

PDTOMSWorkspace
westeurope

Log Analytics workspace

Create new or link existing workspace

(®) Create New () Link Existing
* Log Analytics Waorkspace @

PDTSentinelWorkspace

* Subscription

PDTIT Azure Labs

* Resource group @
— = .
|__) Create new (®) Use existing

DefaultResourceGroup-WEU

* Location

West Europe

o

* Pricing tier

Free

7. Wait for the new workspace to be created; select it and confirm the

creation of your Sentinel environment.
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Home > Azure Sentinel workspaces > Azure Sentinel - Getting started
Azure Sentinel - Getting started ®

Fea h :i ®  Get started
Genersl
G Overview
@ Logs
Theeat management Azure Sentinel

- R
o A cloud-native SIEM to help you focus on what matters most

# Dashboards

@ Hunting krewledge snd ineligence from decad
H Notebooks
Configuration

i Getting started

B Data connectors === 1. Collect data 2. Create security alerts { 9 ; 3. Automate & orck
i
& analpics = L )
. 5 1o crmate alerts
A Playbooks
% Community Connest Create

& Workspace settings

8. You are now at the welcome screen, ready to continue with the
configuration and fine-tuning.

Collecting Data

The main functionality and intelligence of Azure Sentinel comes from the information it
receives. So obviously, the first step in enabling Sentinel is collecting data.
Sentinel uses connectors to receive data. Several connectors are provided by
Microsoft for most of its solutions; third-party vendors provide their connectors.
Microsoft Connectors available at the time of writing:

e Azure Active Directory

e Azure Active Directory Identity Protection
o Office 365

e Microsoft Cloud App Security

e Azure Advanced Threat Protection

e Microsoft Security Events

e Azure Security Center

e Azure Information Protection

e Azure Web Application Firewall
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¢ Windows Firewall

e Amazon Web Services (AWS)

¢ Common Event Format

o Syslog (Requires a Linux VM with Management Agent installed)

e Azure DNS

Third-party connectors available at the time of writing:

o Palo Alto Networks
e Cisco ASA

e Check Point

e Fortinet

e F5

¢ Barracuda

1. From the Sentinel workspace, press Connect.

Home > Azure Sentinel - Data connectors

Azure Sentinel - Data connectors

o FUSenbreWoispace REVIEW
| %
curc
Azure Active
General Directory
@ overview O,
#® Logs
Thieat management CONFIGURE
= Cases
# Dashboards
.. Azure Advanced
| Threat Protection
@ H‘un[ir@ MICROSOFT
B Notebooks
Configuration CONFIGURE
i Getting started
& Data connectors
) "} Azure Information

® Analytics ‘ Protection
& Playbooks MICROSOFT

& Community

& Workspace setungs
CONFIGURE
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"W Azure AD Identity
b Protection

MICROSOFT

CONFIGURE

E Security Events

MICRDSOFT

COMNFIGURE

@ WAF

MICROSOFT

CONFIGURE

l] Office 365

MICROSOFT

CONFIGURE

Azure Security
Center

MICAOSOFT

CONFIGURE

m Windows Firewall

MICROSOFT

CONFIGURE

B Microsoft Cloud

. App Security
MICROSOFT
CONFIGURE

CONFIGURE
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AMAZCH
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2. This opens the list of current data connectors. (We are pretty
sure that this list will include more vendors by the time Sentinel
becomes generally available).

3. Let’s start with Azure Active Directory. From the Azure Active
Directory box, click Configure.

Azure Active
Directory

MICROSOFT

CONFIGURE

4. This opens the Azure Active Directory connector configuration
blade. Press the Connect button for Azure AD Sign-on Logs.

Home > Azure Sentinel - Data connectors >

PREVIEW

Description
Gain insights into Azure Active Directory by connecting Audit and Sign-in logs to Azure Sentinel to gather insights
around Azure AD scenarios. You can learn about app usage, conditional access policies, legacy auth relate details
using our Sign-in logs. You can get information on your SSPR usage, Azure AD Management activities like user,
group, role, app management using our Audit logs table.
A Disconnected
Connection

~ Connect Azure Active Directory logs to Azure Sentinel

Select Azure AD log types

Azure AD Sign-in logs
Azure AD Audit logs

A Note: To integrate with Azure AD alerts:
- Your organization needs an Azure Active Directory Premium P2 license.

- You must have global administrator, or security administrator permission in Azure AD.
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Note You also need an Azure Active Directory Premium P2 license to make this
process work.

5. Assuming that your account has Azure AD Global administrator
or security administrator permissions, you are greeted with a
successful connection notification in just a few seconds.

Notifications
iMo_r_e g_ve_nts__i_rj t_he_ac_tiyit_y__l_gg-) Dismiss all -

0 Connected successfully
Azure AD sign in logs was connected successfully at 6:35:45 PM
a few seconds ago
6. Do the same for the Azure AD audit logs.

7. Select Next steps in the configuration blade.

Next steps

~ Recommended dashboards (2)

Azure AD Audit logs

MICROSOFT

Azure AD Sign-in logs

" MICROSOFT
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8. Select Azure AD Sign-in logs, and confirm the installation of that
solution by pressing the Install button in the blade.

Home > Azure Sentinel - Data connectors > » Dashboards
Dashboards
) Refresh

i Azure AD Sign-in logs

&

MICROSOFT

Reguired data types: @
@ saniec

Data sources: ©

W Ao a0 s g e

i |I|||........|||Illl|||;. |

[t
9. Repeat this process for the Azure AD audit logs.

10. Once installed, check out the dashboards for each of them.
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o Azure AD sign-in log overview
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This completes the installation of the Azure identity connectors to the Azure Sentinel
dashboard.

Since we also covered Azure Security Center in this book, why not add that
connector to your dashboard as well?

1. From the Azure Sentinel workspace, select Get data.

2. From the list of connectors, select Azure Security Center.

Azure Security
Center

MICROSOFT

CONFIGURE

3. From the Azure Security Center pane, make sure that you select

Connected.
Dashboard > Azure Sentinel - Data connectors > Azure Security Center
Azure Security Center 0 %

Select Azure Security Center subscriptions to import alerts from Azure Security Center into Azure Sentinel. To connect or disconnect a subscription, choose
the desired status and click “apply changes”.

SUBSCRIPTION CONNECTION STATUS

POTIT Azure Labs Connected [

4. Confirm the changes by clicking the Apply changes button.

5. Wait for the notification informing you this connector was set up
successfully.

The Azure identity connector immediately offered to install the necessary
dashboards, but this option is not (yet) available for Azure Security Center. Let’s see what
this looks like in the overall Sentinel Overview dashboard later.

Feel free to add several other connectors and dashboards.
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Note Several of the available connectors are similar to the Azure solutions that are
used in the former OMS and current Log Analytics. These allow only a single connection
to a workspace. This could mean that you first need to disconnect a solution before you
connect it to the Azure Sentinel workspace. Azure Security Center is an example.

Azure Sentinel allows integration with logging information from several network
appliances, like F5, Cisco, Fortinet, and others. All of them rely on the syslog
protocol to ingest data into Sentinel; however, Sentinel does not understand this
protocol. You should deploy a Linux VM as a collection server for them, on which
you install the Microsoft Monitoring Agent. This server will act as a gateway for
injecting data into Log Analytics.

With the three connectors enabled in the demo setup, the overall Azure Sentinel -
Overview dashboard starts to look like Figure 8-1 after 24 hours (you don’t have to wait
that long to start seeing data).

Azure Sentinel - Overview
Selected workspac DTSentine/Workspace' - PREVIEW

0 Refresh 0 Last 24 hours

[ Fearch vt <

G I
eneral _‘"M 193 o 0 = 0 CASES BY STATUS
@ Ovenview N134 [ = |
o Fuents Alerts Cases Enew ©) 1IN PROGRESS (0)
= Logs
Threat management
=& Cases Events and alerts over time
-3
#* Dashboards Events Aerts -
0
200 100
© Hunting
SECURITYALERT
E MNotebooks 2
15
Configuration
AUDITLOGS
@4 Getting started 4
100
#! Data connectors .
o USAGE
- Analytics “ 4
50
&) Playbooks 20
. 0 AZUREACTIVITY
«  Community | . 183
..... A A —— - -

& work space settings

Figure 8-1.
280




CHAPTER 8  AZURE SENTINEL (PREVIEW)

6. This dashboard already tells a lot of information, just by quickly
looking at.

— Events went down from 193 to 134 in 24 hours; this could point at a
stabilization of security attacks, for example.

— There are two security alerts; this is based on information ported from
Azure Security Center.

— There are four audit log items coming from the Azure audit activity
connector.

— There are 183 Azure activity events, based on the Azure Activity
connector.

7. Click the SECURITYALERT icon ion the dashboard.

Events and alerts over time

Events Alerts ALERTS
200 100
90 SECURITYALERT
80 2
150
70
“ ,;ZBU;EACTIVIW
100 50
40 AUDITLOGS
30 4
50
20
" USAGE
0 1 1 1 11 0
12 PM 6 PM Mar 29 6 AM

This redirects to Log Analytics and runs a specific query for security alerts with
specific filter criteria.

SecurityAlert
| where ProviderName != 'ASI Scheduled Alerts'
| where ProviderName != 'CustomAlertRule’
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‘ Time range: Custom ) Save @ Copy link G Export

BecurityAlert

| where ProviderMame != 'ASI Scheduled Alerts’'

| where ProviderName != 'CustomAlertRule’

Completed. Showing results from the custom time range. & 00:00€C

ZZTABLE  allCHART | Columns ~
Drag a column header and drop it here to group by that column

Tenantid '\? TimeGenerated [UTC] ? DisplayName ? AlertName ‘1_/' AlertSeverity
> 2b4bae3d-cifb-4e85-a54a-2a29973545610  2019-03-29T07:04:54.000 Antimalware Action Failed  Antimalware Action Failed  High

» 2bdcae3d-cifb-4e85-a54a-229973545610 2019-03-29T07:04:54.000 Antimalware Action Taken  Antimalware Action Taken Low

Selecting the Antimalware Action Taken item shows more details about this
specific event.

F 2bdbae34-cifb-4e85-a54a-a29973545610  2019-03-29T07:04:54.000 Antimalware Action Taken  Antimalware Action Taken  Low
Tenantid 2b4bae34-clfb-4e85-a54a-a29973545610
TimeGenerated [UTC) 2019-03-29T07:04:54Z
DisplayName Antimalware Action Taken
AlertName Antimalware Action Taken
AlertSeverity Low
Description ® @ Microsoft Antimalware has taken an action to protect this machine from malware or other potentially unwante
ProviderName AntimalwarePublisher
VendorName Microsoft Antimalware
VendorQriginalld 31490d16-a2f2-4784-9232-dad1390dd3f3

If you already read Chapter 5, remember that this event points back at the simulated
attack on the demo virtual machine. This is initially detected and reported by Azure
Security Center. And by using the ASC connector, this information is now visible in
Sentinel.
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We can do the same for some other pointers in the Overview dashboard.

1. Select AUDITLOGS.

Events and alerts over time

Events Alerts ALERTS
200 100
20 SECURITYALERT
80 2
150
70
USAGE
60 6
100 50
40 AUDITLOGS
30 4
50
20
. AZUREACTIVITY
0 L i l l 0
12 PM 6 PM Mar 29 6 AM

2. This redirects to Log Analytics, running the AuditLogs query.

: Logs

BmE  PDTSentineMVorkspsce
New Query 1* | + Help £33 Settings
PDTSentinelWorkspace % :_Tlme range: Custom QlSave @ Copy link

Schema Filter (preview) g | Auditlogs

Filter by name or type. |

15 Collapse all

Active
= (£ PDTSentinelWorkspace e
¥ LogManagement

» Securitylnsights Completed. Showing results from the custom time range.

b # Funclions ABLE  allCHART  Columns «

Favarite workspaccs Drag a column header and drop it here to group by that column

Tenantld Y sourceSystem Y TimeGenerated [UTC] Y Resourceld
» 2bdae3d-c1fb-deBS5-a54a-a29973545610  Azure AD 2019-03-28T20:18:17.028 ftenants/T0681eb4-Bdbc-ddc2-8b17-a0
> 2bdae3d-cifb-deBS5-a54a-a2%973545610  Azure AD 2018-03-28T20:18:17.028 ftenants/70681eb4-Bdbc-4dc2-8017-a0
(3] 2bdBae3d-clfb-deB5-a54a-a25973545610  Azure AD 2019-03-26T20:18:45.338 ftenants/T0681ebd-Bdbe-4dc2-8117-a0
» 2bdsae3d-c1fb-4eBS5-a54a-a23973545610  Azure AD 2019-03-28T20:18:45.385 ftenants/T0681eb4-Bdbc-4dc2-8017-a0
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Notice another section in the Overview dashboard called Data Source Anomalies.

Data source anomalies

Usage

6PM  Mar29 6AM

AzureActivity

6PM  Mar29 6AM

This pane is used to highlight any major differences in source information. While this
is all acceptable in our demo scenario, in a full production environment, this could mean
an attack is ongoing (e.g., when your firewall is generating a massive number of logs in a
short period of time).

Summary

In this section, you learned how to enable Azure Sentinel and deploy connectors as data
sources. You became familiar with the dashboards. In the next section, we will cover
Sentinel analytics and alerts capabilities.

Azure Sentinel Analytics

Azure Sentinel Analytics integrates with machine learning to assist you with removing
“noise” and minimizing the number of alerts that you need to investigate as a sysadmin
or security officer.

Sentinel Analytics is active in different domains.

o CONTROL: Specifies the threats you want to get alerts for. Allows you
to focus on the specific incidents that need your priority attention.

o DETECT: Using an integration with GitHub, Azure Sentinel relies on
an extensive library of detections.
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o PLAYBOOK: Similar to Azure Security Center, Sentinel uses

playbooks (integration with Azure Log Apps), a step-by-step scenario

that is activated whenever an alert is generated.

Create Analytics Alerts

To use analytics, you need to create alert rules. This is done as follows.

1. From the Azure Sentinel blade, select Analytics.

Configuration
@4 Getting started

i Data connectors

o Analytics

2 |
i

Playbooks

21 Community

& Workspace settings
2. Select + Add to create a new rule.

Azure Sentinel - Analytics

elected workspace: "POTSentinelWorkspace

"5 search (Ctrisn L o= add Q) Refresh @ Last 24 hours
General w -~ I S

Alert Rules High
e Overview 3
-] Logs

Threat management (e TG

Medium

For this demo, we use the scenario of being alerted whenever a new Azure virtual

machine extension is created or updated. (The security integration here could be in your
environment. VM extensions can only be deployed out of an ARM template or a DevOps
process, so whenever this alert comes up, being initiated by an admin user, your security

teams are notified about it.)
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3. Inthe Name and Description fields, provide a descriptive title for
the alert (e.g., New VM Extensions Loaded). Also, set the severity
to your level of choice. Medium would be OK for now.

Edit alert rule O

PREVIEW

Status @

Details

* Name

: New VM Extensions loaded v

Id
6ec943ca-5431-402f-ae06-fc54343¢65b3 \ E

Description
| Alerts when VM Extensions got installed or updated v

Severity

Medium Low | Informational |

In Set Alert Query, you need to provide the Kusto Query Language (KQL); is the
same as what Log Analytics uses—a query that filters the specific event that you want to
receive alerts for.

AzureActivity
| where OperationName == "Create or Update Virtual Machine Extension"
| where ActivityStatus == "Succeeded"

| where TimeGenerated > ago (24h)
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* Set alert query

AzureActivity v
| where OperationName == "Create or Update Virtual Machine Extension”
| where ActivityStatus == "Succeeded”

| where TimeGenerated > ago (24h)

View query result logs >

4. Inthe Alert Trigger settings, define the threshold and the
scheduling that you want to use for this alert. Threshold is 1.
Frequency is 5 minutes to speed up the demo a little bit. Period
is set to 24 hours, as that is the maximum timeframe we want

checked.
Alert trigger
Operator * Threshold
Number of results greater than v 1 v

Alert scheduling

* Frequency

l 5 J‘ ‘ Minutes v l
* Period
i 24 :/‘ ‘ Hours v l
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5. Confirm the creation of this alert by clicking the Create button.

+ add ) Refresh D Last 24 hours

ol 0 1 0

Alert Rules High Medium Low

2 Search alert rules...

MAME DESCRIPTION MATCHES

New VM Extensions loaded Alerts when VM Extensions got installed or updated 2

6. To test this alert, deploy at least one new Azure virtual machine.
If you deployed VMs within the last 24 hours, that information will
be recognized too.

7. After the deployment is done, wait for another 5 minutes, and
check the Alert configuration. You can see that it was triggered by
looking at the chart shown in Figure 8-2.

Logic

Alert simulation
1

STATUS

U Enabled

0.8
0.6
0.4

0.2

11:20 AM 11:25 AM 11:30 AM 11:35 AM

Figure 8-2.
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For now, this works as expected. But what happens if 200 Azure resources were
created in a short period of time? Do we want 200 alerts for this similar event? Obviously
not. That’s where the Suppression setting in the alert configuration becomes useful.
When turned on, the analysis mechanism blocks duplicate alerts from showing up. At
the same time, it looks at your interval threshold timings. Imagine you have a threshold
of one day, and similar alerts come up over several days. Each day, it presents one alert
item. If you define a threshold of 60 minutes, and similar events happen every 5 minutes
during 4 hours, it shows a single alert every 60 minutes (in reality, without suppression,
there would be 48 alerts for this scenario).

Summary

This section introduced you to enabling Sentinel Analytics and explained how to create
alerts based on custom queries.

Handling Cases

We are now at the stage where we receive alerts for incidents. Great! From here, your
system administrators or security officer would go out and start investigating the
incident.

But Azure Sentinel can help with this, relying on a concept called cases. Cases are
mainly a collection of individual alerts, displayed as an aggregation of information as
defined in the alert (severity, status, etc.). Overall, these would be similar to incidents in
your SIEM solution or your operations tool. For each case, you can see the time it was
created and its status (in progress, closed).

1. From the Azure Sentinel blade, select Cases. This shows a list
of all cases in your Sentinel workspace and the base status
information (open cases, new cases, in progress cases, etc.).
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=
[ =]
OPEN CASES

s

SEVERITY : Informational, Low, Medium, High, Criti...

TATUS : New, In Progress

TITLE

New VM Extensions loaded

New VM Extensions loaded

New VM Extensions loaded

HNew VM Extensions loaded

Assigning Cases

~0

L&

IN PROGRESS

*x
CREATE... OWNER
03/30/19,2.. Unassignad
03/30/18, 2. Unassigned
03/30/19, 2. Unassigned
03/30/18, 2... Unassigned

Open Cases By Severity

0 CRITICAL (0) B HIGH (0) MEDIUM (4) Low (o) INFORMATIONAL (0)

i New VM Extensions loaded

Medium v 3ENew ~ & Unassigned
SEVERITY STATUS OWNER

Alerts when VM Extensions got installed or updated
03/30/19, 2:26 PM

03/30/19, 2:26 PM

o1
Alerts

%0 ®o EoO
Account  Host P

Probably one of the first actions that you want to take for a case is allocating a

responsible person to start investigating it. This is easily done, as follows.

1. From a specific case item, click OWNER (default = Unassigned).

2. From the list of accounts, select the account that you want to

assign as the owner of the case item.
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»

ﬁ New VM Extensions loaded

"

o .
»a Unassigned Vv
OWNER

Medium

SEVERITY e
a4 info@pditit.be

DESCRIPTION sa Unassigned

Alerts when VM E

Cancel
LAST UPDATE TIN m

03/30/19, 2:26 PM

3. Confirm the assignment by clicking Apply.

4. You also want to update the status of this case from new to in
progress. To do this, click STATUS (default = New) and change it

to In Progress.

»
cCam i
mm New VM Extensions loaded
Medium Vo 2% New v &4 Unassigned Vv
SEVERITY STATUS OWNER
DESCRIPTION R T
5.« New

Alerts when VM Extensions ¢
% In Progress

LAST UPDATE TIME @ Closed

03/30/19, 2:31 PM

CREATION TIME ARl

03/30/19, 2:31 PM

5. Confirm by clicking Apply.
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Investigating Cases

Once a case has been assigned, you obviously want to start investigating the actual root
cause of the alert/incident. (You don’t really have to assign a case before you can start
investigating, but it is the most logical process.)

1. From the Azure Sentinel Cases, select the case item that you want
to investigate. From the details blade of the case, click Investigate.

| View full details

This opens the Investigation blade. For now, this is still a work-in-progress, which
requires a private preview registration at the time of writing this chapter. The idea,
however, is pretty neat. An investigation graph is displayed to help you understand
the scope and pinpoint the root cause of the incident and potential security threat by
correlating relevant data together.

Mabware ewmecution sher maware campagn delvery
.o
a
A\ Medium - & Unassigned - 5t New - D 2/1/2019, 08:45 AM
. -, = Timeline =
1) Mikaiet compgn detocind s
- O]
]
&
© - -
i A o [F
: &
0 D 9

Unfortunately, we can’t show you much more information than what the portal is
displaying.
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Closing a Case

Imagine that you worked on a case and you now want to close it. Azure Sentinel offers

two options.
e Closed: Resolved. The incident was investigated and fixed.

¢ Closed: Dismissed. The incident was closed without needing further

fixes or investigation.
Closing is a case is done using the following steps.

1. From an open case item, select STATUS. Then, select CLOSED.

ﬁ New VM Extensions loaded

. a1 .
Medium v 2.5 New v 44 Unassigned
SEVERITY STATUS OWNER
DESCRIPTION P 1

i 3.« New ;

Alerts when VM Extensions ¢
' |
x In Progress

LAST UPDATE TIME I o Closed

03/30/19, 2:55 PM

CREATION TIME Apply

03/30/19, 2:55 PM

2. Describe the reason for closing the case item.
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@ Closed v o 4u
STATUS OWNEF
[ Resolved v |

Peter fixed the issue -
deployment was accepted,
not a security ris

Close Cancel

The item is now closed.

Summary

Cases are a very powerful part of Azure Sentinel. Starting from an automatic detection,
based on the alerts that you defined earlier, it allows you to assign cases, investigate
them, and close them when resolved.

Hunting for Security Threats

Probably one of the most powerful features within Azure Sentinel is hunting. As a
security officer, one of your responsibilities is investigating threats and trying to avoid
them in the future. Acting on alerts is mainly a reactive response. Azure Security Center is
recommended for this, primarily. However, if you want to proactively investigate threats
and security risks, then you want to use the hunting feature in Azure Sentinel.
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Azure Sentinel already has a lot of hunting queries built into the product, as well as

integration with a public GitHub repository, where you can reuse the community and
product group-created hunting snippets (technically, these could be JSON or Kusto

Query Language scripts).

From an overview perspective, Azure Sentinel’s hunting feature offers

Built-in queries. Developed by Microsoft Security researchers and
offered as an example library to start using hunting.

Kusto Query Language. Similar to Log Analytics, Azure Sentinel
hunting allows you to build powerful KQL-queries to find the
information that you are looking for.

Bookmarks. From Log Analytics directly, or from Azure Activity Log,
you can create your own bookmarks, which are saved in for you to

reuse.

GitHub. Start from a full library of examples on the Azure Sentinel
hunting repository at https://github.com/Azure/Azure-Sentinel.

Notebooks. Jupyter interactive Notebooks, which are workflows with
a specific use case to check for.

Let’s dive into several of these options and learn how to use them.

Hunting Using Built-in Queries

As a starting point, this is probably the easiest. It helps you become familiar with the

process of hunting.

1.

From Azure Sentinel, go to hunting. This shows a list of built-in
queries for you to use. Some examples are

— Anomalous Azure AD Apps

Processes executed in Base64 encoded files

— User and Group enumeration

Summary of failed user logons
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— Azure AD sign-ins from new locations
— Masquerading files as malware

— PowerShell downloads

Azure Sentinel - Hunting

Selected workspace: 'PDT5entinelWorkspace' - PREVIEW

| 5 Search (Cutor) | € < Newauery #® Bookmarklogs () Refresh (D Last 24 hours
General
@16 90 A1
@ Overview Total Queries Total Results Total Bookmarks
D Logs

Threat management .
9 Queries  Bookmarks

i Cases

#* Dashboards

0 Search queries x
U User profiles (Coming soon FAVORITES - Al ) (" PROVIDER : Al ) :Z: DATA SOURCES : All ) ( TACTICS - All
© Hunting
B Notebooks

QUERY DESCRIPTION P... . TACTICS

Configuration

H  Anomalous Azure... This query over Azur... Micr.. Sign.. -- Kl
di Getting started
- ' Processes execute... Finding base64 enco... Micr... Secu.. -- 5 I
i Data connectors

. L]

< Analytics H  Processes execute... Process executed fro... Micr... Secu.. -- BB
14] Playbooks H  Userand Group e... The query finds atte... Micr... Secu.. -- Q b 4
@ Community H  Summary of faile.. Asummary of failed ... Micr.. Secu.. -- B D
& Workspace settings H Hosts with new lo... Shows new accounts... Micr.. Secu.. -

H Malware in the re... Finding attackers hid... Micr... Secu.. -- .

H Masquerading files  Malware writers ofte... Micr.. Secu.. -- 3
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2. Select a query, for example, Azure AD signins from new
locations.

@ Azure AD signins from new locations

Microsoft 1 it SigninLogs

Provider Results Data Source

DESCRIPTION

New AzureAD signin locations today versus historical Azure AD signin data. In the
case of password spraying or brute force attacks, one might see authentication
attempts for many accounts from a new location.

QUERY
let start=datetime("2019-63-29T718:59:26.066Z");
let end=datetime("26819-083-30T18:59:26.0866Z");
SigninLogs
|where TimeGenerated > start and TimeGenerated < end
| where TimeGenerated >= ago(1d)
| summarize perIdentityAuthCount=count() by Identity,

View query results >

CTICS
1AL Lo

Initial Access The initial access tactic represents the vectors adversaries
use to gain an initial foothold within a network.
read more on mitre.com [£

3. Go through the Kusto Query to become familiar with what the
query is looking for. Specifically, it is checking the Azure AD logs
from the past day. From a security perspective, this query could
identify password spraying or brute force attacks when showing
multiple logons from the same or different locations.
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4. Press the Run Query button. This runs the query in the back end,
and shows the result in the top icon row.

@ Azure AD signins from new locations

Microsoft 1 i SigninLogs
Provider Results Data Source

5. From the same area, press the View Results button. This redirects
you to Log Analytics, and runs the specific query related to this
object. It also shows the actual result as output.

Time range: Set in quer ave @ Copy lin -+ Export e alert rule Pin
i g in query 5] 5 @ Copy link Exp New all I Pi

SigninLogs

| where TimeGenerated >= ago(ld)

| summarize perldentityAuthCount=count() by Identity, locationString= strcat(tostring(lLocationDetails["countryOrRegion®]), /",
tostring(LocationDetails["state"]), "/", tostring(LocationDetails["city"]), ";" , tostring(LocationDetails["geoCoordinates"]))
| summarize distinctAccountCount = count(), identitylist=makeset(Identity) by locationString

| extend identitylList = iff(distinctAccountCount<1®, identitylist, "multiple (>18)")

| join kind= anti

SigninLogs
| where TimeGenerated < ago(ld)

| profect locationString= strcat(tostring(LocationDetails["countrvOrRegion"1), "/", tostring(LocationDetails["state"1), “/". A
Completed ¢ 00:00:00.196 B 1records [
ZETABLE  wlICHART  Columns v
Drag a column header and drap it here to group by that column

ocaticnString ¥ distinctAccountCount V| identityList
» BE/ pen/Mechelen;("! -4.47B06978225708, "latitude”:51.0289192199707} 2 ["info"," pdtadmin]

That’s about all it takes to use the built-in hunting queries.

Hunting Using Kusto Query Language

Besides using the prebuilt queries, nothing stops you from running your own custom
queries as a hunting process. To do this, go through the following steps.
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1. From Azure Sentinel - Hunting, select + New Query.

Azure Sentinel - Hunting
Selected workspace: 'PDTSentinelWorkspace' - PREVIEW

‘ O Search (Ctrl+/) ‘ « + New Query | i® Bookmark Logs O Refresh
General

@17 O1
@ Overview Total Queries Total Results
@ Logs

2. Inthe Create custom query window, complete the required fields
(Name, description, custom query). For this example, we reuse
the same query as the one that we used earlier for testing the
alerts (but you can use any custom query you want.)

Create custom query O
PREVIEW
i D
* Name

Somebody installed VM Extensions v
Description

Hunting for installation of VM extensions v

* Custom query

AzureActivity v
| where OperationName == "Create or Update Virtual Machine Extension”

| where ActivityStatus == "Succeeded”

| where TimeGenerated > ago (24h)

View query result logs >
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3. Optionally, you can define a category of tactics.

|| R Initial Access

@ ®  Execution

| ] @ persistence

D %, Privilege Escalation

| | "™ Defense Evasion

U W& Credential Access
| @ Discovery

|| @5 Lateral Movement

| & Collection

| | & Exfiltration
=F

| & Command and Control

Note Tactics is based on a global list of known tactics and techniques of systems
attacks, as known within the security world. A good source of information is the
ATT&CK knowledge base from MITRE (attack.mitre.org), which provides an overview
of common surface attacks, including the category and a description of the attack.

O @ s attack mitre rg tactics TADGO T * “ B @

MITRE aTtTack

| EnTERPRISET |

TACTICS

All

Initial Access |
Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Matrices Tactics = Techniques ~ Groups Software Resources ~ Blog Contact

Check out the results from our first round of ATT&CK Evaluations at attackevals.mitre.org!

Enterprise > Inhial Access

Initial Access

The initial access tactic represents the vectors adversaries use to gain an initial foothold within a netwark
1D: TAGDI

Technigues

Techniques: 10

] Name Description

TI169  Drive-by A drive-by comprormise Is whan an adversary gains access 1o 4 aystem Theough & uses visiing a websie aver the normal course of beowsing. With this 1echrique,
oromize  the user's web browser is targeted for exploitation. This can hapgen in several ways, but there are & few main companents:

4. Confirm by clicking the Create button.

5. Notice that your item is added to the list of queries.
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Queries  Bookmarks

O install Y4

(" ravories: Al ) ( proviDER: ANl ) ( DATAsOURCEs: Al ) ( TACTIC: ANl )
QUERY DESCRIPTION P... «.  TACTICS

*  New processes ob... Shows new processes ... Micro... Secu... -- b

% Uncommon proce... Shows the rarest proc... Micro... Secu... -- B so» .

11.\( Somebody installe... Hunting for installatio... Custo... Azur... 3 s

6. From here, you could run the query or view results.

Hunting Using Bookmarks

Imagine you are querying the overall Azure Sentinel Log Analytics based on a certain
query you built from scratch. Or maybe you started from a “search *” query in Sentinel
Log Analytics and filtered out the information you needed by clicking and selecting the
involved items.

With the custom query option, you could copy/paste the Kusto Query Language
query to a new custom query item, and run it whenever needed. This works fine, as
you learned a few minutes back. But wouldn’t it be cool if you could have this created
automatically? Well, that’s exactly what bookmarks do. Much like favorites in a browser,
by using the integration with hunting bookmarks, you can immediately save custom

queries.
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Let’s give it a try.

1. From Azure Sentinel, select Logs.

Home > Azure Sentinel workspaces > Azure Sentinel - Logs

: Azure Sentinel - Logs

mmm  Selected workspace: POTSentine/Workspace'

|«
l 2 Search (Ctrl+/) New Query 1* o
General PDTSentinelWorkspace = Time range: Last 24 hours :f
@ Overview
Schema Filter (preview) &
i® Logs

2. Inthe query field, enter the following Kusto query.
search =

3. Press the Run button to execute the query. It shows you a list of
results from Azure activities from the last 24 hours. Open any item
by clicking the arrow in front of the line.

Completed. Showing results from the last 24 hours. & 00:00:00.838 [
ZETABLE  ulICHART  Columns v Display t

Drag a column header and drop it here to group by that column

$table %  Tenantid Y | SourceSystem %  TimeGenerated [UTC] %  Resourceld
> AzureActivity 2bd6ae3d-cifb-4e85-a54a-a29973545610  Azure 2019-03-29T20:29:42.795 [subscriptions/0a4
E] AzureActivity 2b46ae34-c1fb-4e85-a54a-a29973545610  Azure 2019-03-29720:29:42,795 /subscriptions/0a4
$table AzureActivity
Tenantid 2bd6ae34-cifb-4e85-a54a-a29973545610
SourceSystem Azure
TimeGenerated [UTC] 2019-03-29720:29:42.795Z
Resourceld /subscriptions/0a407898-c077-442d-8e17-71420aa82426/resourceGroups/PDTITLABS/pre
OperationName Microsoft.Authorization/policies/audit/action
Category Policy
Correlationld 063cae59-4d38-4cde-bbeS-addd6471feds
Resource adVM
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4. Ifyouwant to filter this output and reuse it for hunting, click the ...

button of the result item to open the context item.

> AzureActivity 2b46ae34-clfb-4e85-a54a-a29973545610  Azure
v AzureActivity 2b46ae34-cl1fb-4e85-a54a-a29973545610  Azure
$table AzureActivity

Extract fields from 'AzureActivity'

Add hunting bookmark

TimeGenerated [UTC]

2bh46ae34-c1fb-4e85-a54a-a29973545¢€
Azure

2019-03-29T720:29:42.795Z

303



CHAPTER 8  AZURE SENTINEL (PREVIEW)

304

5. Click Add hunting bookmark. This opens the Add Bookmark

blade, where you can provide a name, description, tags, and notes
for this bookmark item.

Add hunting bookmark X

PREVIEW

save, tag, annotate, share and investigate results from a
Log Analytics query.

You can view and manage Hunting Bookmarks in Azure
Sentinel - Hunting. Click here to learn more.

n Hunting bookmarks enable Azure Sentinel users to

Bookmark Name

Checking on Azure Policy

Query Information
Time Frame Unknown - Unknown

Tags
hunting-azurepolicy @ =

Notes

This query checks for Azure Policy

Confirm by clicking the Add button.
From the Azure Sentinel blade, select Hunting.

Select Bookmarks. This shows you the list of custom hunting
bookmarks that you saved earlier.



218 90
Total Queries Total Results
Queries] Bookmarks
...... *
CREATE TIME NAME

03/29/19, 10:32 PM AzureActivity - 352eac058f6d

03/30/19, 7:17 PM Failed to Import Container Images

H3 0
Total Beokmarks My Bookmarks
CREATED EY - All UPDATED BY : All TAGS : All
CREATED BY TAGS
live.com#info@pdtit.be POT - Sentinel

live.com#info@pdtit be

AZURE SENTINEL (PREVIEW)

LEARM MORE
About hunting 2

03/30/19, 8:31 PM Checking on Azure Policy

live.com#info@pdtitbe hunting-azurepolicy

This query checks for Azure Policy ...

9. By selecting the bookmarked item, you can run an investigation,

similar to what we described earlier in this section.

That'’s all it takes to run a custom query, and save it as a hunting bookmark.

Summary

Hunting is a feature of Azure Sentinel that differentiates it from Azure Security Center. By

using several hunting configuration options, it allows any organization and its security

teams to take a proactive approach in fighting security threats.

Azure Sentinel Notebooks

Besides the prebuilt or custom Log Analytics queries, Azure Sentinel brings another

instrument to the table—Azure Notebooks, which helps security teams by providing

insights and actions to investigate on anomalies or attacks.
Azure Notebooks are based on the open source project Jupyter, which provides

a combination of Python code, Markdown documentation, graphics, data, and

visualizations—all from within the same environment.
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To get started, you can import several examples of Notebooks from the Azure
Sentinel GitHub page.

1. From Azure Sentinel, select Notebooks. This opens the Notebooks
blade.

Azure Sentinel Notebooks Include:

Alert Investigation and Hunting 9 Endpoint Host Guided Hunting

Quickly triage different classes of alerts by enriching Hunt for signs of a compromise by drilling down into
them with related activity and events from multiple am the security relevant activities related to specific
data sources. endpoint hosts.

n Office Logon Anomalies Guided Hunting

{l ) Investigate suspicious logons in Office365 data by
o visualizing geographic data and displaying unusual
logon patterns.
Clone Azure Sentinel Notebooks | Go to your Notebooks |

2. Click the Clone Azure Sentinel Notebooks button. This redirects
you to https://notebooks.azure.com, which is currently in
preview.

Microsoft Azure Notebooks Preview My Projects  Help

@ This site uses cookies for analytics, personalized content and ads. By continuing to browse this site, you agree to this use.

Import from GitHub

Welcome to Azure Notebooks!

To import this GitHub repository (https://github.com/Azure/Azure-Sentinel) click import below.

Return to GitHub
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3. Click Import.

Upload GitHub Repository

Create a project by uploading a repository from GitHub.

GitHub repository
https://github.com/ | Azure/Azure-Sentinel

[] Clone recursively @

Project Name

AZURE SENTINEL (PREVIEW)

Azure-Sentinel

Project ID @

info-

-sentinel
Oboita/projects/ azure-sentine

B Public

Please wait... Importing content from Git takes some time

Import

4. Inthe Upload GitHub Repository window, click Import once

more. It takes a few minutes to get all the provided examples

uploaded to your Notebooks environment.

5. Once cloned, select Notebooks / Sample-Notebooks to open the

examples. The Get-Started example is shown in Figure 8-1.

Cancel
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@ > My Projects > Azure-Sentinel > Notebooks

Azure-Sentinel

Azure Sentinel

Cloned from https://github.com/Azure/Azure-Sentinel

Status: Running on Free Compute
T Upload v
[> Run on Free Co... © shutdown " Preview
v E] Name

config.json

Get Started.ipynb

Guided Hunting - Office365-Exploring.ipynb

Guided Hunting - Windows-Host-Explorer.ipynb

b O @|O| @

Guided Investigation - Process-Alerts.ipynb

6. This redirects you to a new browser tab, in which the Get Started

Notebook opens up. Notice the reference to Jupyter, as well as the

actual context of the Notebook, based on different sections.

Get Started (Markdown format)

Prerequisite Check (what needs to be completed on your
machine in order to use this Notebook)

Actual scripts (this could be Python, C#, or F# code)
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Microsoft Azure Notebooks Preview My Projects  Help

Powered by : Jupyter Get Started (autosaved)

File Edit View Insert Cell Kernel Widgets Help
B+ = @ B 4 % MRuin B C W Markdown v @ Ll Enter/Exit RISE Slideshow
Get Started

Notebook Version: 1.0

Python Version: Python 3.6 (including Python 3.6 - AzureML)
Required Packages: Kgimagic 0.1.90

Platforms Supported:

Azure Notebooks Free Compute
- Azure Notebooks DSVM

Data Source Required:

Log Analytics - SecurityEvent

7. 'This completes the steps on how to use Azure Notebooks to
complement hunting in Azure Sentinel.

Summary

Azure Notebooks are an adaptation of the open source Project Jupyter. Notebooks
allow you to define full workflows based on Python, C#, or F# code, with Markdown
documentation, graphics, and more. Although Project Jupyter was initially used for
data analytics that were not security specific, it nicely integrates with Azure Sentinel for
optimizing security analytics.

Azure Sentinel Fusion

Although it’s not available yet, let’s close this chapter on Azure Sentinel by talking about
another cool feature-in-the-making—Fusion.
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It should be clear by now that Azure Sentinel focuses on log analytics, data
connectors, and generating alerts. But as with any other systems management and
operations tool, there is danger in data and alert overload. If something serious happens
in your environment, you are flooded with hundreds, thousands, or maybe tens of
thousands of alerts. That’s where Sentinel Fusion comes in. Based on machine learning
algorithms, it is capable of correlating millions of signals from different Microsoft cloud
products. Each item by itself might seem a low-priority, non-actionable item, but the
Fusion technology might recognize a pattern and turn these into a critical important
case that definitely needs your attention for further investigation.

More information on Fusion is available on the Microsoft blog at https://azure.
microsoft.com/en-us/blog/reducing-security-alert-fatigue-using-machine-
learning-in-azure-sentinel/. It mentions a median reduction of alert noise up to 90
percent.

The power of Fusion comes from built-in machine learning, which will allow an

organization’s own machine learning information as well.

Summary

This chapter covered as much as we could describe about the currently in-preview
service Azure Sentinel. You should now have a good understanding what the service
does, how it maps, and how it differs from Azure Security Center and Azure Log
Analytics. We guided you through the initial deployment and showed you how to enable
several data source connectors to feed the engine. You learned how to configure alerts,
which resulted in cases. We also discussed the scenarios around hunting, which helps
you to proactively scan your environment and search for security issues before they
become a serious threat. Finally, we introduced Fusion, a promising machine learning
engine to be added to Azure Sentinel.
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